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(57) Abstract: The present invention relates to an applica-
tion permission management method and a smart POS ter-
minal. The application permission management method
comprises: signing an operating system kernel that succeeds
in authentication by using an operating system kernel signa-
ture certificate; and when installing and/or repairing an ap-
plication on a POS terminal that succeeds in authentication,
calling a signed operating system kernel, authenticating the
application by using an application signing certiticate, and
only allowing the application that succeeds in authentication
to perform corresponding operation on the POS terminal.
The present technical scheme can conveniently perform
business development while meeting a traditional acquiring
function. In order to ensure the security of an operating sys-
tem kernel of a smart POS terminal, an application that does
not succeed in signature authentication is not allowed to do
any repair on the operating system kernel, thereby ensuring
the security of the operating system kernel.
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