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(57) Abstract: A peer-to-peer (P2P) content deliv-
ery network delivers select data files to an end user.
The content delivery network provides a client, a
P2P gateway server, and a Resource Name Server
(RNS) within a computer-populated network. The
RNS caches data resource locations within the com-
puter-populated network and resolves resource re-
quests with optimal data resource locations within
the computer-populated network. The gateway serv-
er requests and receives optimal data resource loca-
tions via the RNS; requests and receives data files
from the computer-populated network via the optim-
al data resource locations; and processing received
data files for data file delivery to the client. The net-
work thus enables an origin- agnostic data delivery
method for optimally delivering select data files to
an end user. A data-routing governance or manage-
ment utility governs/manages the content delivery
network and associated methodology for providing
1 industry rights management, compliance monitoring,
and/or compliance reporting of data file transmis-
sions.
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PEER-TO-PEER CONTENT DELIVERY NETWORK, METHOD, AND MANAGER

BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION

The present invention generally relates to content delivery network and associated
methodology that provides a media compliance engine. The media compliance engine
according to the present invention operates by way of local gateway servers, which utilize
peer-to-peer networks and multiple data origins (clouds) to optimize the delivery of
media and streamline the reporting process. The media compliance engine according to
the present invention matches requests from streaming providers with an optimized data
source and network. By doing this the media compliance engine can minimize

bandwidth consumption, licensing, and reporting costs.

SUMMARY OF THE INVENTION

The present invention provides a peer to peer Content Delivery Network (CDN)
that can be added to any existing standard content delivery network, or server
configuration without any changes to back end systems. The peer to peer CDN according
to the present invention is created when the end user installs a local peer to peer gateway

server on the client machine. The gateway server receives request(s) from the media
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consuming client via encrypted or unencrypted connections (e.g. HT'TP, HTTPS, Secure
Socket, and/or Socket).

The local gateway server acts as a peer on the peer-to-peer network and has an
encrypted cache for storing data for delivery to other peers or for local delivery to a data
consuming client. The local gateway server can also pull resources from a related remote
data source (e.g. a server or other CDN). The consuming client would only need to pass
a single request to the gateway server, and the gateway server manages the resources and
network connection independently of the client. This type of setup enables the delivery
of media not only to stand alone desktop applications but also to browsers and media
players, and mobile applications that have standard web browsers capabilities (e.g.
HTTP, HTTPS, and/or Socket).

The present invention provides a peer-to-peer (P2P) gateway server that receives
communication from a client on a local machine. The communication or request can be
formatted as a standard HTTP request directed at the local gateway server which will be
registered under a local domain name. It is contemplated that the request(s) may be
formatted differently if a new transfer protocol is created that references a reserved port
where the gateway server would reside. In this case, the request would be formatted
slightly differently (i.e. without the HTTP prefix).

The invention provides a Resource Name Server (RNS), which RNS caches
resource URL’s, and resource locations (i.e. IP addresses) and resolves resource requests
with machine addresses. The general process or methodology for an un-matched media
type would be as follows.

1. Client sends a request for resources to the gateway server;
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2. The gateway server then sends the request to the RNS to resolve the
resource request with a resource address;

3. Once the resource request is matched with the optimal (least costly)
resource locations, the resource location data is returned to the gateway
Server;

4. The gateway then sends the request for resource data to the appropriate
machines or server clusters;

5. The machines or service clusters then respond by serving the data that is
requested to the gateway server located on the local machine.

6. The gateway process organizes and validates the data and then delivers the

resources to the client on the local machine.

The reader will note that in a traditional Client-Server relationship, a client
requests data from a server and the server delivers data pursuant to client request. In a
traditional unmanaged peer-to-peer network each peer can act as both a server (i.e. a
deliverer of data) and a client (i.e. a receiver of data). In an unmanaged environment a
request for data is passed from peer to peer until a file is located.

A managed peer to peer network has a centralized server that indexes resources.
The peers in such a network report and register their availability, thus making it easier
and quicker to locate a resource. In a hybrid system a peer to peer network is used
alongside a centralized data source/indexing server to provide the low costs of peer

delivery but the consistency and speed of a centralized data source and in order to
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expedite resource delivery as in the managed peer to peer network. In this situation a mix
of data origin server and peers deliver the data.

According to the present invention, the client is a stand-alone client, and the data
request originates and is consumed by a stand-alone client (browser, desktop or mobile
application). Unlike the networks prefaced hereinabove, the request for data does not
originate with the peer, but with a stand-alone client as in a traditional client server
relationship.

The gateway server receives the request and then resolves the request for a
resource with a Resource Name Server (i.e. resource indexing server). The RNS
responds with resource locations (IP address), which can be resource origins or peers.
Given that the network is data origin agnostic, peer data is not managed by a central data
server, but rather indexed on the RNS as requests are passed and cached at the gateway
server.

Accordingly, in such a network the data source is separate from the resource
indexing server, thus allowing any request for data by a stand-alone client to be filled
from the data origin or a peer-to-peer (P2P) network, since the data within the P2P

network is cached when the request is sent from the stand-alone client.
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BRIEF DESCRIPTION OF THE DRAWINGS

Other features of our invention will become more evident from a consideration of

the following brief descriptions of illustrations of the subject invention:

Figure No. 1 is a diagrammatic depiction of a fragmented arrangement for a data file

including rows of sub-stream packets and columns of validation packets.

Figure No. 2 is a first diagrammatic depiction of a system overview according to the
present invention, showing a gateway server positioned intermediate a cloud of server

clusters and a resource name server.

Figure No. 3 is a second diagrammatic depiction of a system overview according to

the present invention, showing a gateway server positioned intermediate a cloud of server

clusters and a resource name server.

Figure No. 4 is a diagrammatic depiction of a domain name server system overview.

Figure No. 5 is a diagrammatic depiction of a resource name server system

overview.

Figure No. 6 is a diagrammatic depiction of a non-plug-in security measure

overview.
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Figure No. 7 is a diagrammatic depiction of a traditional client-server relationship

whereby a client requests data and the server delivers data.

No. 8 is a diagrammatic depiction of a peer-to-peer unmanaged network overview
whereby each peer can act as both a server and a client where requests for data are passed

from peer to peer until a file is located.

Figure No. 9 is a diagrammatic depiction of a peer to peer managed network
overview in which a centralized server indexes resources and in which the peers report

and register their availability.

Figure No. 10 is a diagrammatic depiction of a peer to peer centralized hybrid
network overview with which a peer to peer network is used alongside a centralized data
source/indexing server to provide the low costs of peer delivery but the consistency and

speed of a centralized data source.

Figure No. 11 is a diagrammatic depiction of a peer to peer gateway server network

overview.

Figure No. 12 is a diagrammatic depiction of how secure connections are structured

view a local server and browser.
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Figure No. 13 is a diagrammatic depiction of how a local gateway server is validated

via a plug-in.

Figure No. 14 is a diagrammatic depiction of a resource indexing arrangement with

5 aninitial request and no file matching.

Figure No. 15 is a diagrammatic depiction of a resource indexing arrangement with

subsequent request and no file matching.

10 Figure No. 16 is a diagrammatic depiction of a progressive cloud indexing

arrangement with an initial request.

Figure No. 17 is a diagrammatic depiction of a local resource indexing arrangement.

15 Figure No. 18 is a diagrammatic depiction of a first indexed resource request

processing arrangement.

Figure No. 19 is a diagrammatic depiction of a second indexed resource request
processing arrangement.
20
Figure No. 20 is a diagrammatic depiction of a third indexed resource request

processing arrangement.
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Figure No. 21 is a diagrammatic depiction of a fourth indexed resource request

processing arrangement.

Figure No. 22 is a diagrammatic depiction of a sub-licensing, cloud delivery

arrangement.

Figure No. 23 is a diagrammatic depiction of a sub-licensing, peer-to-peer delivery

arrangement.

Figure No. 24 is a first diagrammatic depiction of a streaming provider requesting

that a song be played on a mobile device according to the present invention.

Figure No. 25 is a second diagrammatic depiction of a streaming provider

requesting that a song be played on a mobile device according to the present invention.

Figure No. 26 is a diagrammatic depiction of a gateway server enhanced system

overview according to the present invention.

Figure No. 27 is a diagrammatic depiction of a pre-recorded media queue

arrangement according to the present invention.

Figure No. 28 is a diagrammatic depiction of a stream splitting arrangement

according to the present invention.
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Figure No. 29 is a diagrammatic depiction of a MP3 file structure according to the

present invention showing frame headers and audio frames of an audio stream.

5 Figure No. 30 is a diagrammatic depiction of state of the art methods for

streaming radio over the Internet.

Figure No. 31 is a diagrammatic depiction of a system overview for advertisement
integration without audio mixing according to the present invention.
10
Figure No. 32 is a diagrammatic depiction of an advertisement marker

arrangement according to the present invention.

Figure No. 33 is a diagrammatic depiction of methodology relating to routing

15  HTTP requests from browsers and/or other media-consuming clients.

20
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT / METHODOLOGY

Referencing the drawings now with more specificity, the present invention
provides a Content Delivery Network and associated Methodology for Cloud Agnostic
Peer-to-Peer Data Streaming. As discussed above, the invention comprises a peer-to-peer
(P2P) gateway server as depicted and referenced at 3. The P2P gateway server 3 receives
communications (as at 200) from the client 2 on the local machine 101.

These requests may be formatted as standard HTTP requests directed at the local
gateway server 3 which will be registered under a local domain name. While routing
HTTP requests from web browsers and other devices may include the use of locally
registered domain names and protocols are viable methods, the following method is
preferred when routing HTTP requests from browsers and other media consuming clients.

The consuming client 2 is given a Fully Formatted domain name to the peer-to-
peer remote servers 4 or Resource Name Servers 4. For the sake of simplicity, the reader
will consider the domain name www.rns_server.com. In order to request media 401
through the peer-to-peer Content Delivery Network (CDN) as at 144, the client 2 contains
a Uniform Recourse Locator (URL) with RNS public domain name, and a GET variable
with the location of the requested media, something of the form
www.rns_server.com?media=www.somemediasource.com/media.mp4&protocol=http.

When the RNS 4 receives the request it queries 404 two distinct data bases. The
first query uses the requesting devices public Internet Protocol (IP) address to identify if
any network peers 3 exist within the requesting devices local network 101. The second

query searches the resource database to identify peers 3 with the requested media

10



10

15

20

WO 2015/085296 PCT/US2014/069067

available for streaming (as at 200, 207, 208, 209, and 210) within the peer-to-peer (P2P)
CDN 144.

Based on the result of queries 404 the following things could happen. Firstly, if
there is no registered peer on the local network the request is redirected as at 403 to the
media’s remote source 104, and the P2P network 144 will not be utilized. If there is a
registered peer 3 within the local network 101, the request is redirected as at 402 to the
local network peer 3 along with the resource location and availability data which was
retrieved in the second query 404. The local network peer 3 then handles the media
stream (as at 200, 207, 208, 209, and 210).

The reader will thus appreciate that the Resource Name Server (RNS) as
referenced at 4, is central to the practice of the present invention. The RNS 4 caches
resource URL’s and resource locations (IP addresses), and resolves resource requests
with machine addresses (IP addresses). The general process for an un-matched media
type would be as follows. The client 2 sends a request for resources (as at 200) to the
gateway server 3.

The gateway server 3 then sends the request (as at 201) to the compartmented
RNS 4 to resolve (as at 202) the incoming resource ID/URL request (as at 203) with a
resource address (as at 204), which resource or IP address is then communicated back (as
at 205) to the gateway server 3 as more particularly depicted in Figure No. 5. In other
words, once the resource request 203 is matched as at 202 with optimal (e.g. (a) most
price efficient or (b) highest sound quality of source) resource locations 204, the resource

location data or IP address(es) 204 are returned as at 205 to the gateway server 3.

11
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The gateway server 3 then sends (as at 206, 207, and 208) request(s) for resource
data to the appropriate machines (102 and/or 103) or server clusters as at 104. The
machines 102 / 103 or server clusters 104 then respond by serving (as at 209) the data
that is requested to the gateway server 3 located on machine 101. The gateway server 3
on machine 101 processes (i.e. organizes and validates) the data as served at 209, and

then delivers 210 the resources to the client 2.

Certain client-server-peer relationships are basically diagrammatically depicted in
Figure Nos. 7, 8, 9, and 10. A Traditional client-server relationship is depicted in Figure
No. 7; an unmanaged peer-to-peer network is depicted in Figure No. 8; a managed peer-
to-peer network is depicted in Figure No. 9; and a centralized/hybrid peer-to-peer

network is depicted in Figure No. 10.

In a traditional client-server relationship a client 105 requests 211 data from a
server 106, and the server 106 delivers 212 the data in a cyclic manner as depicted in
Figure No. 7. In a traditional, unmanaged peer to peer network each peer (or client/server
combination) 107 can act as both a server 106 for delivering data and a client 105 for
receiving data. In an unmanaged environment as generally depicted in Figure No. §, a

request 211 for data is passed from peer 107 to peer 107 until a file is located.

A managed peer to peer network as generally depicted in Figure No. 9 has a
centralized, resource-indexing server 108 that functions to index resources. The indexed
resources are delivered 213 to the peers 107 following requests 214 thereby. The indexed
resource availability is then reported and registered by the peers 107. This type of

arrangement makes it easier and quicker to locate a resource.

12
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In the hybrid system generally depicted in Figure No. 10, a peer to peer network
is used alongside a centralized data source/indexing server 109. Both indexed resources
and data are delivered 215 to the peers 107 from the server 109 following requests 216
for resources and data by the peer(s) 107. This type of arrangement provides the low
costs of peer delivery but the consistency and speed of a centralized data source and in
order to expedite resource delivery as in the managed peer to peer network. In this

situation a mix of data originate from server 109 and peers 107 deliver the data.

In the origin-agnostic peer-to-peer Content Delivery Network (CDN) 144
generally depicted in Figure Nos. 2 and 3, the client 2 is a stand-alone client. In other
words, the data request originates and is consumed by a stand-alone client 2 (i.e. browser,
desktop or mobile application). Unlike in other networks, the request for data does not
originate with a peer 107, but with a stand-alone client 2 as in a traditional client server

relationship as generally depicted in Figure No. 7.

The gateway server 3 receives the request from the client 2, and then resolves the
request for a resource with a Resource Name Server or RNS or resource indexing server
4. The RNS 4 responds with resource locations (e.g. IP address), which resource
locations can be resource origins or peers. Given that the network is data origin-agnostic,
peer data is not managed by a central data server, but rather indexed on the RNS 4 as

requests are passed and cached at the gateway server 3.

In such a network the data source is separate from the resource indexing server or

RNS 4. This allows any request for data by a stand-alone client 2 to be filled from the

13
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data origin or a peer-to-peer network, since the data within the peer-to-peer network is

cached when the request is sent from the stand-alone client 2.

The present invention is not limited to using HTTP or Web Sockets, but could
also use standard file transfer protocols (FTP, WebDAV, SMB, AFP etc...). In this case
the client would be a standalone FTP (or any standard file transfer protocol client). If the
FTP directory (or WebDAV, SMB, AFP etc...) is mounted as a network drive within an
operating system, the operating system would act as the client. In this situation the

gateway server would operate as a file server.

Notably, there are some security concerns in such an arrangement. The proposed
solution or arrangement according to the present invention is potentially vulnerable to
“man in the middle attacks™ and/or unauthorized client access. These concerns can be
addressed by providing certain client and/or server authentication means. The client
and/or server authentication means basically function to verify client and/or server

authenticity.

The client and/or server authentication means may be exemplified by a number of
different mechanisms as described in more detail hereinafter. For example, said
authentication means may be provided by way of media plug-in authentication (client
authentication) and browser extensions that validate the local server to ensure that it is
not a corrupt server (this would require some sort of unique ID, session tokens, or key

pairing).

Client sided scripts along with plug-ins can also be used to authenticate both the

client and the server by embedding some form of verification identification within the

14
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plug-in, which is then passed to the client-sided scripts which validate the verification
identification using AJAX. The use of client-sided scripts in tandem with a browser
plug-in is preferred as it provides both client and server verification in one process. This

method is discussed below.

Referencing Figure Nos. 12 and 13, the reader will consider client verification via
browser plug-in and client sided scripts. The process of creating a secure connection
begins with the installation of the local server. When installed, the server creates a self-
signed certificate, and adds the self-signed certificate to the root certificate tree. This

enables the server to create a secure connection from a browser.

To add another layer of security the local server 110 loads multiple instances of a
media processing browser plug-in 24 (e.g. flash, sliver light, etc...). The local server
110 can easily load as many as 1,000 multiple instances of a media processing browser
plug-in 24. Each instance has embedded within it a unique encryption key as at 27.
Instead of loading multiple instances, the encryption key 27 can be injected into the plug-

in component file if the plug-in libraries allow for custom code injection.

When a browser creates a secure connection as at 26, the server 110 creates a
unique session for the initiated connection, and then pairs the session with a media plug-
in instance 24 and its embedded encryption key 27, or creates an encryption key 27 and
injects it into the plug-in component file. The plug-in component file 25 is then loaded
into the browser 111. The plug-in file 25 encrypts all the requests that come from the

browser 111 via client-sided script and sends them to the server 110 via the encrypted

15
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connection 26. The unique encryption key 27 can also be a unique token used to sign the

requests to validate them.

In order to retrieve the encryption key or token 27 one would have to decompile
the plug-in file 25 served by the local server 110, and then re-establish a connection with
the server 110 using a new “cracked” plug-in instance. However, since the server 110
selects a different encryption key 27 with every session, the moment the new secured
socket connection 26 is established the previous encryption key 27 expires. This makes

the encryption key 27 retrieved via decompiling worthless.

One of the primary concerns about using a local server to deliver content is the
possibility of a “man in the middle attack™ in which scenario malicious software could
pose as a valid gateway and possibly intercept user data. In order to avoid this form of
attack, the present system employs methods that require the local server 110 to verify the
authenticity of a valid gateway by presenting a valid server authentication identification
31 via the browser plug-in component 25. The process is described in more detail

hereinafter.

Every local gateway server 110 registers (as at 19) itself with the remote host 112
by creating a verification identification 31 that is linked to the public internet protocol of
the local machine. This verification identification 31 and its related public internet
protocol are stored in a database 29 on the remote host 112. When a web page 30 is
loaded that will be using the local gateway serverl 10, the browser 111 sends a request (as
at 217) to the local server 110. The server 110 responds by presenting its verification

identification 31.

16
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The browser 111 then sends a request (as at 218) with the verification
identification 31 to the remote host 112. If the verification identification 31 matches the
internet protocol address and the verification identification stored in the remote database
29, the remote server 112 sends a response along pathway 218 validating the local
gateway server 110. After verification, the browser 111 then proceeds to load (as at 26)
the media plug-in 24 from the local server 110. The media plug-in 24 then creates a
secure connection 219 to the local gateway server 110 over which it will deliver data (e.g.

music-based data).

Referencing Figure No. 6, the reader will consider a non-plug-in security
measure. A method that does not require the use of a media plug-in according to the
present invention involves having the client 2 send a request (as at 220) for registered
session identification 113 from the gateway server 3 to validate its authenticity. A
session identification 114 is pre-registered (as at 221) by the gateway server and is

invalid after a single authentication.

This requires that the gateway server 3 register multiple sessions 114 ahead of
time, and each session identification 113 is valid only for a single validation. The
gateway server 3 presents (as at 222) the session identification 113 to the client 2. The
client 2 then validates (as at 223) the received session identification 115 with the
verification server 116. The verification server 116 matches (as at 224 and 225) the
session identification 115 sent by the client 2 with registered session identifications 114.
If a match is found then the verification server 116 confirms (as at 224) to the client 2 the

validity of the gateway server 3.

17
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There are other alternative methods to guarantee a valid connection, including an
operating system integration which would have a local domain name reserved for the
gateway server so that other applications could not pose as a legitimate gateway server or
through the creation of a transfer protocol for the transmission of data via such a system.
Both of these are possible solutions. The custom protocol solution, however, requires

different request formatting, as exemplified hereinafter:

rstp://domain.com/resource_directory/resource_name?var=123

(and not http://vertigo/domain.com/resource_directory/resource_name?var=123)

Another way to secure the system is to limit the content delivered via that system
to media (music, images, video, etc) and restrict file distribution to content that is not
related to the structure and code of a website or application. This way it is more difficult
to import malicious code since only media files are permitted. This is done with security
in mind. In other words HTML, Javascript, CSS, PHP files etc... cannot be delivered via
the gateway server. Another restraint is to have the client (browser) restrict the use of
such a gateway or protocol if the website (structure, code and media) is loaded via https,
and is sensitive.

Referencing Figure No. 1, the reader will consider certain data validity and
security aspects according to the present invention. One of the concerns in a data-origin
agnostic CDN 144 is the validity of the data. If, for instance, one of the peers has

corrupted data, or if someone were to create a malicious peer that registers files that are

18



10

15

20

WO 2015/085296 PCT/US2014/069067

unrelated to the original data, as a peer cached version of an original file, the reliability
and the usefulness of the system can be compromised.

This is why data fragmentation and validation methods must be included for the
system to be reliable and useful. Thus, in order to keep a single peer from possibly
corrupting or purposefully replacing data in an inappropriate manner, it is preferable to
fragment the delivery of the data across multiple peers via certain data delivery
fragmentation means. The data delivery fragmentation means according to the present
invention may be exemplified by a number of mechanisms. Data delivery fragmentation,
for example, can be achieved by breaking the data 199 into packets or sub-streams as at
rows 117, 118, 119, and 120. The fragmentation can be optimized to meet the needs of
the system.

The fragmentation can be done by simply limiting each peer’s delivery to a
maximum of an exemplary third or a quarter of a certain media file. This is managed
using the Resource Name Server or RNS 4 as discussed in more detail later below.
Along with data delivery fragmentation, each data file has with it a validation package for
a specific sector of the data as at columns 121, 122, 123, and 124. This is done because
every peer that serves data must first cache the media before serving it again.
Accordingly, as an example, if the peer delivers data sub stream 117, it would also
deliver along with that data a validation package for sector 121 of the file. This
validation package is a checksum created by a predetermined algorithm.

Therefore if the peer sending sub-stream 118 were to deliver data that was
corrupted or malicious, the receiving peer would be able to detect this by using the

validation checksum from the peer sending sub-stream 117 to validate the content

19



10

15

20

WO 2015/085296 PCT/US2014/069067

delivered by the peer sending sub-stream 118. If the content cannot be validated the peer
would send the data request to the original or data origin source. The present invention
further contemplates setting a minimum daily threshold of requests, which would enable
such peer-to-peer data validation. Otherwise, a validation server would serve the
checksums, and these checksums would be created at the first request passed to a
gateway server for a resource.

Referencing Figure Nos. 4 and 5, the reader will comparatively consider certain
differences between a Domain Name Server (DNS) and a Resource Name Server (RNS).
The main difference between a DNS 130 and an RNS 4 is in how a request for a resource
is handled. Within DNS 130 a request for a resource (as at 226) is resolved (as at 227) to
a domain name 129 or a Start of Authority (SOA) 126 which has the specified resource
127 within a directory 128 of the SOA 126. The client 2 receives (as at 228) the IP
address of the SOA from the DNS, and then makes a request (as at 229) for the resource
127 from the SOA 126.

Within a Resource Names Server or RNS 4, the RNS 4 resolves (as at 202) the
request (as at 201) for a resource to multiple machines that have the unique resource
stored or cached. Accordingly, the IP address of the SOA with the resource can be
returned (as at 205) as a valid resource location, but also the IP address for peer cached
resources. In other words, within a DNS system a URL is more like the address of a
specific resource, within RNS 4, the URL 240 is treated as a unique identification linking
a unique resource to multiple locations.

Certain means for resource indexing without file matching are depicted in Figure

Nos. 14 and 15; and certain means for resource indexing with file matching are depicted
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in Figure Nos. 16 and 17. One of the primary issues that arise when dealing with
compliance is how to verify what is being played. Metadata is often corrupted or
modified by the user. Therefore to more effectively stream local media, one needs to
provide a way to verify with a very high degree of certainty that a media file or song on
the local drive corresponds to those stored in the cloud.

This is done by using a metadata-independent file matching system or means, and
indexing all local files and matching them with cloud files. There are two sources of files
that must be matched against the library according to the present invention, including (1)
those originating from other streaming providers or coming in from external clouds and
(2) those that are on the local machine.

Referencing Figure No. 16, the process of progressive indexing 247 begins with a
request that comes in from a 3 party client application. This can be a stand-alone
desktop application as at 131 or a website playing through a browser as at 132. The
application 131 or browser 132 passes along as at a properly formatted and valid URL (as
241 and 242) to the local gateway server (133). The local gateway server 133 uses the
URL (as at 241 and 242) to retrieve the requested resource for streaming (as at 243 and
244) from the related clouds 245 and 246 (or related peer-to-peer network, or any
possible network based resource). Once the resource has been downloaded for streaming
as at 243 and 244, the local server 133 begins the process of indexing as at 247 (with sub-
routines 248 — 252). Local resource indexing 253 is generally depicted in Figure No. 17
(with sub-routines 254 — 258).

Indexed Resource Request Processing 259 is generally depicted in Figure No. 18.

After a resource has been indexed, the following process occurs when subsequent
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requests are made from 3 party clients. Assuming a media streaming service provider
(as at 132) puts in a request 242 to the local server 133 using its standard URLs, the
request 242 comes in and the local server 133 queries the local file system database 135
and the indexing server 134 to determine if the resource has been previously indexed.
(The URL is used to determine if it exists in the indexing server 134 or in the local file
system 137). In this case, the local server 133 determines that the resource has been
indexed and is available on the peer-to-peer network 138. The media is then retrieved
from the peer-to-peer network 138 and served to the media streaming service provider (as
at 132) for playback.

In another case, a media streaming service provider (as at 131) makes a similar
request using a URL. This time the server 133 determines by querying the local database
that indicating that the resource is indexed and associated with a local file 137. The
server 133 then serves this file, for example, to a third party cloud-based music streamer
(e.g. Spotify) (as at 131). It is likely that systems or applications that access the local
gateway server (133) will pass all resources that will be needed during a session when a
session starts. The server 133 will then pull the associated fields from the resource
indexing server (134). This way all indexed data is stored locally for quick access and
routing.

The gateway server according to the present invention provides certain means for
both smart routing and royalty reporting for data (e.g. music) transmission. Given that
music can be transmitted from multiple sources, the local gateway servers according to
the present invention deliver both interactive and non-interactive music requests made by

a client application and route the actual transmission from the optimal (e.g. (a) most price
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efficient or (b) highest sound quality of source) location both bandwidth costs and

royalty obligations. Such a system results in a unique Compliance Engine or Compliance
Appliance allowing usage reports and royalty obligations to be generated from and across
multiple types of service platforms, meeting all rights holder requirements and standards.

Examples of transmission sources include but are not limited to: (1) A cloud-
based streamer; (2) A third party cloud-based storage provider who makes data purchases
available to the device owner; (3) Vertigo’s cloud-based virtual locker (shielded under
512(c) of the Copyright Act); (4) Vertigo-licensed music driven by user/sub-service
matched data; (5) locally owned and stored music files available on the listener’s device
or another owned and qualifying device connected via Wi-Fi; (6) transmission to a
mobile device from a linked PC; (7) Peer-to-peer owned files available for transmission
and routed in substitution of a file before it is streamed from No. 1, No. 3 and No. 4 listed
hereinabove.

A few examples of music routing and route-result reporting are as follows.
Referencing Figure No. 19, the reader will consider than when a listener is listening to a
non-interactive internet radio channel via a related streaming client (as at 140) (e.g. a
web-site or stand alone desktop application) and the internet radio service provider is
getting ready to stream (as at 230) a file 139 already stored and available on the listener’s
device, the gateway server 141 according to the present invention matches (as at 231) the
indexed local file 139 with the Internet radio service provider’s incoming request and
streams (as at 232) the file 139 instead of the play from the Internet radio service

provider’s cloud as at 142.
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Notably, all resources, whether local and remote, are indexed which enable quick
matching. After streaming 232, the use of the local file is reported as at 233 to the
compliance server 143. It is possible that labels could require that the Internet radio
service provider pay a small fee when streaming 232 local files 139 since there is no way
of guaranteeing that they are not pirated. As a result of the efficient resource allocation
according to the server 141, the Internet radio service provider 140 would not have to pay
bandwidth or pay for full licensing, and these cost savings can then be passed along to the
Internet radio service provider.

Figure No. 20 attempts to depict a scenario when a listener is listening to a non-
interactive Internet radio service provider channel and the Internet radio service provider
client 140 is getting ready to stream (as at 230) a file NOT available on the listener’s
device, but available on a peer 141 within a peer-to-peer network 144 according to the
present invention. There is no royalty savings to the Internet radio service provider but
the peer-to-peer network 144 according to the present invention transmits as at 233 the
file 139 in substitution of the Internet radio service provider’s file at a bandwidth savings
to the Internet radio service provider. The server 141 can then report at 233 which song
was played to a compliance server 143 if needed.

Figure No. 21 attempts to depict the scenario when a listener creates a ten-song
playlist in their media streaming service provider account as at 145 for a special event.
The listener happens to be a restaurant owner or manager and the event is a public event
in a commercial environment. The media streaming service provider account 145 does
NOT allow for a commercial environment and while three of the songs are in fact

available for download onto the local device via the listener’s cloud storage locker, the
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purchased media license agreement also does not allow for the transmission in a
commercial environment.

A commercial licensing provider device 146 is installed on the premises with the
legal rights to broadcast all 10 songs but there are only five of the requested playlist of
ten songs available on the provider’s locally installed device 146. The system according
to the present invention synchronizes the playlist made in the media streaming provider’s
media player 145 and matches (as at 231) the missing files to files available in the
Vertigo cloud and transmits 234 the songs to the commercial licensing provider’s device
146 per the provider’s licensing agreement. This transfer can come from Vertigo’s peer-
to-peer network 144 depending on bandwidth costs. All transmission and streaming can
be reported 233 by the server 141 (if needed) to a compliance server 143 to track the
number of times a song was played.

In the scenario depicted in Figure No. 24, a streaming provider 147 requests that a
song 151 be played on a mobile device 148. The request is sent from a mobile device
application 149 on the mobile device 148, and sent to remote server 150 according to the
present invention. If the mobile device 148 requesting 237 the song is linked as at 235 to
a personal computer 152 that has the file stored locally, instead of routing the request for
the song to the data origin server 147 (i.e. the server of the streaming provider), the
request is sent to the personal computer 152 and streamed as at 236 from the personal
computer 152 to the mobile device 148. In such a situation no additional streaming rights
would be required and no bandwidth cost incurred. If the request 237 is sent to the

remote server 150 according to the present invention, and the file does not exist on either
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a linked personal computer 152 or cloud, the request 237 is sent as at 238 to the data
origin 147 which data origin 147 can then stream 239 the file to the device 148.

In the scenario depicted in Figure No. 25, a streaming provider 147 requests that a
song be played on a mobile device 148. The request is sent from the mobile application
149 on the mobile device 148 and sent to remote server 150 according to the present
invention. If the mobile device 148 is requesting a song that was uploaded as at 240 to a
cloud service 153 from a personal computer 152 to which the mobile device 148 is linked
as at 235, the remote server 150 routes 236 the request 237 to the cloud locker or service
153. In this case no licensing is required, but bandwidth charges would apply. If the
request 237 is sent to the remote server 150 according to the present invention, and the
file does not exist on either a linked personal computer 152 or linked cloud 153, the
request is sent as at 238 to the data origin 147, whereafter the file may be streamed as at
239 to the device 148.

The server 150 according to the present invention, and its smart music routing
engine as described within the foregoing examples not only selects the song from the
least expensive point of transmission with regard to bandwidth and royalty costs
including but not limited to resources such as Example Nos. 1 — 6 above, but has also
evaluated the compliance aspects of such a transmission and reports such activity for
royalty purposes.

Referencing Figure Nos. 22 and 23, the reader will consider certain sub-licensing
arrangements according to the present invention. The use of the local gateway server for
automated sub-licensing of streamed content is dependent on the terms of agreements

between right holders and content deliverers (i.e. streaming service providers). Described
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below is a situation that is possible given that the streaming provider has an agreement
that requires that they share a portion of revenue derived from streaming licensed media.
There may be a requirement that such a license specifically allow the streaming provider
to act as a wholesaler.

A first case scenario is depicted in Figure No. 22. In this case a streaming service
provider 155 passes a request to the local gateway server 150 along with the request that
the provider 155 must set certain parameters allowing the local server 150 to stream 241
at an optimal price. This would indicate that the server 150 may stream from a
sublicensed account as at 156. In the diagram there are three sub-licensed accounts
referenced at 157, 158, and 159.

When the request comes in from the client application 155, the local server 150
determines as at 242 which sub-licensing account (as selected from accounts 157 — 159)
has the optimal licensing cost for the given request 241. The song is then streamed 243
from the sub-licensors cloud (e.g. from account 157). The streaming provider is then
billed as at 244 on behalf of sub-licensor 157. The billing would include licensing costs
and streaming costs based on the sub-licensors licensing agreement. The sub licensor
then pays 245 the rights holder 160 the royalties and keeps monies necessary to cover the
cost of streaming and profit derived from the transaction.

In a second case as depicted in Figure No. 23, the primary difference is seen in
how the cost of streaming is covered. Since the data is streamed 246 from a peer-to-peer
network 161 according to the present invention, the fee associated with using the peer-to-
peer network 161 is paid 247 to the service provider 162 owning the network 161 and

then the costs of licensing are passed along 244 to the sub-licensor 157 who then pays
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245 the royalties to the rights holder 160 and retains the profit derived from the
transaction.

The sub licensing cases above are possible because the local server 150 tracks and
reports streams, namely, who streams from where (which sub licensor) and as a result can
properly route royalty payments. The uniqueness of the system is not that is allows for
such tracking, but that it is possible to access a peer-to-peer network and still report such
usage. The second case scenario presented above is only possible with a local gateway
server 150, while the first scenario can happen with a standard server to server request, or
some form of rewrite or redirect.

Certain licensing benefits/advantages by using local server content are evident
according to the present invention. In this regard, a local media use comes into play
when a song exists on a local server controlled or owned by the end user of the service.
This would be a title or album already in the user’s personal media library account or any
part of their local computer. This content could have been placed there by purchase,
download or gift. It is not the responsibility of the service provider or the owners of the
present system/methodology to confirm the legal sourcing of the local files on an end
user’s computer.

The streaming provider will not be making a duplication, distribution or
performance of a locally controlled sound recording or musical work. Therefore, no
rights are used and no additional license fee is needed for calculation or reporting. The
key is being able to quickly and accurately identify these tracks as to not interrupt the end

user’s experience.
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The use of media from a server according to the present invention happens when a
song that has been licensed at a more favorable rate from the owner’s of the present
system/methodology can be used in the place of a song from the streaming provider.

This is made possible by licenses that are made directly with content controllers. These
new direct agreements offer a more transparent royalty structure and reporting process
directly to the artist.

The direct licenses also take into account both interactive and non-interactive uses
creating more of a “one-stop” relationship for online usage. The agreement will also
offer a unique royalty payment that is calculated by the savings gained from delivery
efficiencies. There are currently no agreements that pass a portion of the savings created
by shared files back to the industry.

The benefit of using these files to the streaming providers comes from the reduced
royalty rate across interactive and non-interactive usage. All performances and listening
hours calculated from the use of these titles will be carved out of the standard “full-rate”
royalty calculations and will be based on the more favorable rate.

The use of controlled peer-to-peer media happens when a file is located within the
controlled user server’s secure cache and can replace a file scheduled to play per the
streaming providers data feed. While there is no cost savings from the royalty fees there
is a delivery savings that will intern benefit the artists that are under the direct licenses
according to the present system and methodology. Therefore, the more titles that can
come from this secure cache the more benefit to both the streaming providers and music

industry.

29



10

15

20

WO 2015/085296 PCT/US2014/069067

Below is a breakout of a sample month of programming from a fictitious
streaming provider. The breakout is meant to show not only the savings involved with
the use of the multi-sourced content but also how critical the unique compliance
calculation process is to the overall savings process.

The compliance engine and reporting tool with have the ability to pull the
following information:

1) Usage reports based on the unique specifications required by all Performing

Rights Organizations. These specifications include the following items.

a. Provide unique reports per platform (Stream Provider)

b. Provide ability for revenue information to be securely entered based on
platform type and per Streaming Provider

c. Usage reports per unique user session to create Average Listening Hour
totals, Per play totals, and per listening session totals

d. Ability to aggregate all usage and revenue information into separate usage

reports per SP per PRO

2) Usage specifications for Sound Exchange reporting and payments
a. Provide unique reports per platform (Stream Provider)
b. Provide ability for revenue information to be securely entered based on
platform type and per Streaming Provider
c. Usage reports per unique user session to create Average Listening

Hour totals, Per play totals, and per listening session totals
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d. Ability to aggregate all usage and revenue information into separate

usage reports per SP

3) General usage specification for Record Labels and Publishers - Used for

4)

5)

Interactive uses.

Rights Module “Compliance Dashboard” - Ability to batch change or

individually change (per media asset) rights, royalty rate, clearance status and

uses granted by content controller for various agreement types:

a.

b.

Record Label License Agreement

Residential License Agreement

Commercial License Agreement

Multiple Platform License Agreement

Bundled Rights Agreement

Royalty Sharing Agreement (Publishing Administration)

Waiver/gratis

Ability to provide individual and aggregated account of all report

requirements above across all separate platforms and services for the each of

the following “Content Source Types”

a.

b.

C.

100% Streaming Provider (SP) Content
Local Server Content

Controlled P2P Content
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d. Vertigo Licensed Content

6) Royalty Calculation Engine - The system has the ability to calculate royalties
owed by combining the usage data per date range, content source type and
Streaming Provider based on rates entered into the Compliance Dashboard.
The following calculation will be used for local server content carve outs.
X/X+Y x (per play or streaming hour rate) = total royalty. X = Local Server

Content and Y = Streaming Provider Content

The ability to accurately calculate and report for all rights societies, store, source,
and calculate controlled and proprietary content uses, and incorporate delivery cost

savings into the total overall royalty make this a one of a kind compliance service.

This portion of the document discloses how the local gateway server could be
used to make traditional radio stations Internet streams more efficient and increase the
quality of the streamed audio. The invention or rather this portion of the disclosure is
focused on radio broadcasts which primarily play music as opposed to talk shows, sport
broadcasts etc... Significant savings can be derived and the quality of the audio can be
significantly improved due to the fact that music based radio broadcast are a mix of live
audio and pre-recorded audio.

Significant saving and increases in audio quality can be achieved if the pre-
recorded audio can be separated from the live audio or studio mix and delivered to the
local computer via a peer to peer network or through local file systems (a metadata file

matching system would be used to ensure that the proper song is played). The pre-
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recorded audio and the studio mix could then be mixed on the local computer to ensure
consistent broadcast content and quality. The disclosure will explain how this can be
achieved.

Existing methods for streaming radio via the Internet are generally depicted in
Figure No. 30. Current methods for delivering radio streams via the Internet typically
involve the use of a media playing device as at 163 (e.g. typically a personal computer)
which plays pre-recorded audio (music tracks, advertisements, etc...) and outputs 248 the
audio to a soundboard 164. This audio is then mixed with the disc jockey’s remarks
and/or commentary and other live audio 165 that is input 249 into the soundboard 164 all
at a studio or recording system 170.

The soundboard mix is then output as at 250 to a computer 166 as a single stream
of audio. The computer 166 then compress the audio stream and outputs the audio stream
to a compressed audio file 167 (this is usually an MP3 file). This MP3 file does not have
a set duration as the file is live streamed and new data is being appended to the end of the
file constantly. This MP3 file is typically located on a content delivery network 168 and
the computer 166 that compresses and trans-codes the audio stream appends 251 this file
with new data as it compresses it. The content delivery network 168 then distributes 252
this file to clients 169. Again this is a simple system overview and is likely similar to
most configurations on the market.

The gateway server enhanced system according to the present invention is
generally depicted in Figure Nos. 26 — 29. The enhanced system begins in a radio studio
170 and a computer 163 that output 248 pre-recorded audio to a soundboard 164. The

computer 163 according to the present invention would have certain event marker
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association means as exemplified by proprietary software, which when installed or

applied allows...

1. A disc jockey to queue songs for a broadcast; the software creates a song
queue 171 that is then distributed to clients 172, which clients 172 stream the
broadcast. The queue 171 contains songs, which the disc jockey plans to play
during the broadcast. The local server 184 pre-loads 253 these songs so that
when the disc jockey decides to play a song, the song will be available at the
client 172 for play back. These songs can be delivered via a remote content
delivery network client 173, a peer-to-peer network client 174 or matched and

streamed from a local file system 175.

2. The software also compresses as at 256 the audio output 176 returning from
the soundboard 164. The software also imbeds event markers in the frame
headers 177 of the audio stream 179. Each MP3 audio stream/file 179
consists of audio frames 178, which audio frames 178 each have a header 177.
As new audio is added, new frames 178 are appended to the file. These
headers 177 are 32 bits long. Within each header 177 there is a bit reserved
for private application use. This bit would be set to “1” at the start of an
event, and set to “0” during regular streaming. This data would be embedded
into both streams 176 and/or 256 coming from the soundboard 164. Each
header 177 also contains bits that are informational only and do not affect

audio playback (e.g. “copyright”, “original”). Each header 177 has at least 3
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bits (including the private bit) which would not affect audio play-back. These
bits could be used to create an event ID. The ID would be created by using
these bits (following an event indicator bit) to create a combination of “0” and
“1” to allow for enough unique ID’s to accommodate enough events to fill 10
seconds of play-back. Thus, if the frame header with the original even
indicator bit is used along with the frame header directly following are used at
total of at least 5 bits could be used to create at least 32 or 2° unique markers.
This should be more than enough unique markers to cover enough events for a
possible 10-second lag. If more markers are need, another header can be
added to increase the total to 256 from 32. Since each event will have a
unique marker within a 10 second time frame, these markers can be used to
synchronize two separate streams (one which contains live audio only and the
other which would be the full mix) to hand off and transition to a fully
remotely mixed stream and a locally mixed stream (which would be a stream
of live audio streamed from the studio and pre-recorded audio mixed into the
stream at event markers by the local server). The event markers would also

link to mixing instructions to mimic the audio mix from the studio.

The application also creates an events queue. This would be a queue of events
which will be matched to event markers based on the unique bit ID following
the marker (as explained above). These events would be recorded on the
computer 163 which is compressing the audio, so that each event is registered

at the exact frame 178 in which they occur, ensure that the timing of the
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events is embedded into the live audio stream 256 at the exact place they
occur in the original studio mix 176. These events will contain information on

a. What pre-recorded audio needs to be played at the event marker.

b. At which frame playback begins for the pre-recorded audio.

5 c. At which Volume playback should begin.

d. And if the volume was being faded in, an equation that best fits the
direction and the slope of volume fade in/out. This will be used to
mimic studio fade in/out. This information could possibly be recorded
by a peripheral fader 180 that allows the disc jockey to control 257 the

10 audio as it is output to the sound board 164 and report the changes in
volume back to the computer 163.

e. The end of the event (this is typically required to mark when fade
in/out stops).

f.  And more... This is just an example of the most likely type of events.

15
4. The application would also update 258 the live audio stream file 181 and the

full mix file 182 on the remote server or content delivery network 150.

Once the two streams 181 / 182 are recorded and encoded by the application
20  within the studio 170 on computer 163, both the files 181 / 182 are uploaded 258 to a
content delivery network or a remote server 185 for delivery 259 to clients 172. Client
sided applications 183 (e.g. browsers, etc...) send requests for the radio stream by using a

properly formatted URL. The URL is structured as a sub-domain of the primary domain
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name, for instance a URL of this format could possibly be used to reference a radio
station stream radiostation.vertigomusic.com/[show id]. If the vertigo gateway server
184 has not been installed, this URL would refer the client to the fully mixed studio
stream 182 and would play the file in the same manner as a traditional Internet radio
stream (see above and Figure No. 30).

If a vertigo gateway server 184 has been installed, the server 184 registers that
sub-domain name to itself and then handles all request to the sub-domain name from the
local client application 183. In this case when a request for the stream is made by a client
application 183, the request is served 260 by the gateway server 184. The gateway server
184 begins by serving the fully mixed stream 182 from the remote content delivery
network 185. Once the stream begins the gateway server 184 requests the pre-recorded
audio queue 171 and begins caching 253 the pre-recorded audio from peer-to-peer 174,
remote content delivery network(s) 173, or local sources 175. The gateway server 184
also loads 261 the events queue from a remote database 186, which is constantly updated
by the studio computer 163. The gateway 184 would consistently receive updates of
events261 while the stream 181 is live.

In order to transition from the full studio mix 182 to the live audio only stream
181, the gateway server 184 loads both streams 181 and 182 and only serves the full mix
182. In order to ensure that the gateway server 184 and the mixing application 187 have
enough time to complete all tasks, the server 184 starts the stream 10-20 seconds from
live data reception, creating a custom lag which would be used to create time for the
system to execute the mixing and transition. The gateway server 184 waits for an event

bit in the full studio mix 182 frame headers 177 to transition to the live audio stream 181.
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The gateway server 184 aligns the two streams 182 / 181 at the event bit. This is
done by matching the bit code following the event bit. If the bit code matches for both
events, the events are considered matched, since only the last 10-15 seconds of a stream
are searched. The 32 unique bit codes provide enough uniqueness to guarantee that the
matched events are in fact identical. Once event bits are matched, the gateway server 184
transitions from the full studio mix 182 to the live audio mix 181 at the frame 178 in
which the event bit occurs. Using this method provides a seamless transition from stream
to stream with frame-to-frame accuracy.

Once the gateway server 184 has transitioned to the live audio only stream 181, it
begins to follow the mixing instructions that are stored in the events database 186 when
an event bit appears. Since only the last 10 — 15 seconds of the live stream are tracked
for event bits, the bit code is used to locate the event data within the database 186 that
matches the event bit code.

Thus, assuming the first event was for playback of the first song within the pre-
recorded audio queue 171, the application will already have cached at least 10 — 20% of
the audio. In this case, the gateway server 184 passes the live audio stream 181 and the
pre-recorded audio data 188 to an internal mixing application 187 (this can be a
command line application like SoX or a custom built application).

The gateway server 184 also sends 261 the mixing data to the application which
mixes live audio stream 181 and the pre-recorded audio to mimic the full studio mix 182.
This is done by using the data that is recorded at the studio 170 and associated with an
event to mimic the disc jockey’s fading and timing. The application 187 then outputs a

new locally mixed file 189 which is then served to requesting client 183. This can all be
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done seamlessly because the server can create a significant lag between live data
transmission and serving data to the client application. As long as this lag is create at the
outset of serving the audio this lag timeframe can be used to mix and prepare the audio.

In cases where a radio station or show will only be integrating advertisements and
will not be mixing a live stream with pre-recorded audio (e.g. music), the system
contemplates certain advertisement integration means, which will work as described
below, and as generally depicted in Figure Nos. 31 and 32.

A radio show can be recorded on a computer 190 through software 191 which
would encode the audio and mark when an advertisement or other pre-recorded file needs
to be played. Advertisement markers are placed after a predetermined time of audio
silence. In order to achieve this, the encoding application 191 creates a lag 300 a few
seconds longer then the predetermined advertisement indicating audio silence 301. Thus,
if a radio personality is recording and needs to insert an advertisement break, the radio
personality simply mutes or silences the microphone for 5 seconds as at 301 (for
example). After 5 seconds of silence (as at 301) (as an example) the encoding application
marks the audio stream not at the end 302 of the 5 seconds of silence, but at the
beginning 303. This way the end listener does not hear the silence but an advertisement.

Once the pre-determined timeframe of silence has passed the application 191
prompts the radio personality to indicate how long advertisements should be played, and
advertisements are integrated according to the timeframe selected. This audio stream is
then encoded and marked by the application 191 and uploaded to the server or content
delivery network 192 of the radio personality’s choosing.

When the listener from their device 193 requests through a client application 194
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(e.g. a browser or mobile app) for the radio stream, the request is sent 270 to a gateway
server 195. The gateway server 195 the sends 271 the request for the audio stream to the
cloud/server 192, which responds and delivers 272 the audio to the gateway server 195.
The gateway server 195 then delivers 273 the audio stream to the client 194. The
gateway server 195 creates a small buffer (2-5 seconds of data), so that when an
advertisement marker is identified within the audio stream, the gateway server 195 can
fetch 274 an appropriate advertisement from the advertisement server 196 and integrate it
at the specified time. In a mobile application, the application would have to integrate the
advertisements without a gateway server 194. The mobile application would have to
have it integrated into the application’s source code. So it would have code that would
detect an advertisement marker, and then integrate an advertisement at the start of the

advertisement marker.

While the above description contains much specificity, this specificity should not
be construed as limitations on the scope of the invention, but rather as an exemplification
of the invention. For example, it is contemplated that the present invention essentially
provides a peer-to-peer (P2P) content delivery network for delivering (e.g. streaming)
select data files to an end user.

The so-called P2P Content Delivery Network (CDN) or P2P CDN according to
the present invention preferably comprises a client as at 2, a P2P gateway server as at 3, a
Resource Name Server (RNS) as at 4, and a computer-populated network, which

computer populated network may comprise local servers, peer-connected servers, cloud
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lockers, cloud storage, cloud media, and/or commercial (music) streaming service
provide infrastructure(s).

The client is in communication with the P2P gateway server, and the P2P gateway
server is in communication with the RNS and the computer-populated network. The
RNS basically functions to cache data resource locations within the computer-populated
network and resolve resource requests with optimal (e.g. (a) most price efficient or (b)
highest sound quality of source) data resource locations within the computer-populated
network.

The P2P gateway server requests and receives optimal data resource locations via
the RNS; requests and receives data files from the computer-populated network by way
of the optimal data resource locations, and processes received data files for data file
delivery to the client and the end user.

The content delivery network or CDN according to the present invention
incorporates a number of optional but preferably add-on’s the basic system of
components, including certain client and/or server authentication means for verifying
client and/or server authenticity as discussed in some greater detail hereinabove. Further,
in an effort to enhance delivery of non-corrupt data streams, the present invention
contemplates certain data delivery fragmentation means as also discussed hereinabove.

Recourse locations may be preferably indexed via certain resource indexing
means cooperable in connection with the RNS for further enhancing network or method
efficiency. Notably, the resource indexing means may preferably comprise certain file
matching means for quickly and effectively matching data files independently from data

file metadata. The file matching means according to the present invention are more fully
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specified in allowed U.S. Patent Application No. 13/065,254, now issued U.S. Patent No.
8,589,171 to which these specifications claim a benefit, and which specifications have
been incorporated by reference thereto.

The file matching means according to the present invention may thus preferably
comprise certain data extraction means, certain summary statistic derivation means,
certain custom marker generation means, certain custom marker association means, and
certain custom marker accessing means.

The data extracting means extract waveform data from a first data file. The
extracted waveform data comprise length segment values, which values are extracted
relative to a data extraction baseline and comprise trough-to-baseline and peak-to-
baseline length segment values. The summary statistic derivation means derive summary
statistics from the extracted waveform data, which summary statistics are derived from
the length segment values, and comprise trough-to-baseline and peak-to-baseline length
segment statistics.

The custom marker generation means generate a custom marker based on the
derived summary statistics, and the customer marker association means associate the
custom marker with the first data file thereby constructing a custom marked data file.
The custom marker accessing means access the custom marker when comparing a second
data file to the marked data file for rendering a positive data file match.

The P2P content delivery network may further comprise certain event marker
association means for associating event markers in frame headers of the data files for
enhancing data file transmission as discussed in more detail hereinabove. In this last

regard, the reader will recall the present invention further contemplates certain
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advertisement integration means, which means may be further employed for integrating
advertisement content into data files via the specified event marker association means.

Given the data origin-agnostic character of the present invention, a data-routing
governance system is further contemplated. The data-routing governance system
according to the present invention preferably comprises, in combination, a data-routing
compliance appliance or engine and the described content delivery network.
Accordingly, the data-routing compliance appliance is in communication with the content
delivery network, which content delivery network comprises a plurality of data sources,
which sources comprise or store data files.

The content delivery network delivers select data files to an end user from an
optimal data source location, which optimal data source location is selected from the
group consisting of the data sources. The compliance appliance or engine according to
the present invention thus provides (a) industry rights management (b) compliance
monitoring and/or (c) compliance reporting of data file transmissions.

Essentially, the present invention may be said to provide functionality for (1)
delivering an indirect request stream from a local server (e.g. digital radio as exemplified
by PANDORA® radio); delivering an indirect request stream from a peer-connected server;
delivering an indirect request stream from a second direct request source (e.g. iTunes
Match or Spotify or cloud locker like DropBox or any media in the cloud); delivering an
indirect request stream from a peer-connected server based on a second direct request
source’s right to play or stream; delivering a direct request stream from a second direct
request source based upon (a) price efficiency or (b) sound quality of source; and (6)

delivering a direct request stream from a peer-connected source based upon a second
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direct request source’s right to play or stream. Given the data origin-agnostic or cloud-
agnostic aspects of the present system, the system further provides (a) industry rights
management (b) compliance monitoring and/or (c) compliance reporting where delivery
of content is sourced from a secondary source other than the original requested source
service including examples 1 — 6 above.

The foregoing specifications are further believed to support certain origin-
agnostic data delivery methodology for optimally (e.g. cost effectively) delivering select
data to an end user in a computer-populated environment. The origin-agnostic data
delivery method according to the present invention may be said to preferably comprise
the steps of: communicating a client, a peer-to-peer (P2P) gateway server, and a Resource
Name Server (RNS) with a computer-populated network; and caching data resource
locations within the computer-populated network via the RNS.

Optimal data resource locations may be requested by the P2P gateway server via
the client from the RNS-cached data resource locations, which resource requests are
resolved with optimal resource locations via the RNS. The optimal resource locations are
received by the P2P gateway server via the RNS whereafter data files from the computer-
populated network are requested by way of or as enabled by the received optimal
resource locations. The requested data files are then transmitted (i.e. sent and received)

and processing for data file delivery to the client.
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We claim:

1. A peer-to-peer (P2P) content delivery network, the content delivery network for
delivering select data files to a user, the content delivery network comprising:

a client, a P2P gateway server, and a Resource Name Server (RNS) in
communication with a computer-populated network, the RNS for (1) caching data
resource locations within the computer-populated network and (2) resolving
resource requests with optimal data resource locations within the computer-
populated network, the gateway server for (1) requesting and receiving optimal
data resource locations via the RNS, (2) requesting and receiving data files from
the computer-populated network via the optimal data resource locations, and (3)

processing received data files for data file delivery to the client.

2. The P2P content delivery network of claim 1 comprising client authentication

means, the client authentication means for verifying client authenticity.

3. The P2P content delivery network of claim 1 comprising server authentication

means, the server authentication means for verifying server authenticity.

4. The P2P content delivery network of claim 1 comprising data delivery

fragmentation means, the data delivery fragmentation means for enhancing

delivery of non-corrupt data streams.

45



10

15

20

WO 2015/085296 PCT/US2014/069067

The P2P content delivery network of claim 1 comprising resource indexing
means, the resource indexing means for indexing resource locations and thus for

enhancing network efficiency of the P2P content delivery network.

The P2P content delivery network of claim 5 wherein the resource indexing
means comprise file matching means, the file matching means for matching data
files independently from data file metadata, the file matching means thus for

enhancing network efficiency of the P2P content delivery network.

The P2P content delivery network of claim 1 comprising (a) industry rights
management means (b) compliance monitoring means and/or (c¢) compliance
reporting means, said means for managing, monitoring and/or reporting data file

transmission.

The P2P content delivery network of claim 1 comprising event marker association
means, the event marker association means for associating event markers in frame
headers of the data files, the event marker association means for enhancing data

file transmission.

The P2P content delivery network of claim 8 comprising advertisement

integration means, the advertisement integration means for integrating

advertisement content into data files via said event marker association means.
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10.

11.

12.

In a computer-populated environment, an origin-agnostic data delivery method for
optimally delivering select data files to an end user, the origin-agnostic data
delivery method comprising the steps of:

communicating a client, a peer-to-peer (P2P) gateway server, and a
Resource Name Server (RNS) with a computer-populated network;

caching data resource locations within the computer-populated network
via the RNS;

requesting optimal data resource locations by the P2P gateway server from
RNS-cached data resource locations;

resolving resource requests with optimal resource locations via the RNS;

receiving optimal resource locations at the P2P gateway server via the
RNS;

requesting select data files from the computer-populated network via the
received optimal resource locations;

transmitting requested select data files; and

processing transmitted select data files for select data file delivery to the

client.

The origin-agnostic data delivery method of claim 10 comprising the step of

verifying client authenticity via client authentication means.

The origin-agnostic data delivery method of claim 10 comprising the step of

verifying server authenticity via server authentication means.

47

PCT/US2014/069067



10

15

20

WO 2015/085296 PCT/US2014/069067

13.

14.

15.

16.

17.

The origin-agnostic data delivery method of claim 10 comprising the step of
fragmenting data files during data file delivery via data delivery fragmentation
means, the data delivery fragmentation means for enhancing delivery of non-

corrupt data streams.

The origin-agnostic data delivery method of claim 10 comprising the step of
indexing recourse locations via resource indexing means, the resource indexing

means for enhancing method efficiency.

The origin-agnostic data delivery method of claim 14 comprising the step of
matching data files independently from data file metadata via file matching

means, the file matching means for enhancing method efficiency.

The origin-agnostic data delivery method of claim 10 comprising the step(s) of
providing (a) industry rights management (b) compliance monitoring and/or (c)

compliance reporting for data file transmission.

The origin-agnostic data delivery method of claim 10 comprising the step of
associating event markers in frame headers of the data files via event marker
association means, the event marker association means for enhancing data file

transmission.
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18.

19.

20.

The origin-agnostic data delivery method of claim 17 comprising the step of
integrating advertisement content into data files via the event marker association

means.

The origin-agnostic data delivery method of claim 15 wherein the step of
matching data files comprises the steps of:

extracting waveform data from a first data file via data extraction means
associated, the extracted waveform data comprising length segment values, the
length segment values being extracted relative to a data extraction baseline and
comprising trough-to-baseline and peak-to-baseline length segment values;

deriving summary statistics from the extracted waveform data, the
summary statistics being derived from the length segment values, the summary
statistics comprising trough-to-baseline and peak-to-baseline length segment
statistics;

generating a custom marker based on the derived summary statistics;

associating the custom marker with the first data file thereby constructing
a custom marked data file; and

accessing the custom marker when comparing a second data file to the

custom marked data file for rendering a positive media file match.

A data-routing governance system, the data-routing governance system,
comprising, in combination, a data-routing compliance appliance and a content

delivery network, the data-routing compliance appliance being in communication
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with the content delivery network, the content delivery network comprising a
plurality of data sources, the data sources comprising data files, the content
delivery network for delivering select data files to an end user from an optimal
data source location, the optimal data source location being selected from the
group consisting of the data sources, the compliance appliance providing (a)
industry rights management (b) compliance monitoring and/or (c¢) compliance

reporting of data file transmissions.

50



WO 2015/085296 PCT/US2014/069067

1/30
¢
(e
~—
o
(|
«—
(]
N
~—
~—
N
~—
M~ |y ©
~ [~ | —
— |~ |—
(9)]
. 3
1]
bt
=
D
L |




PCT/US2014/069067

WO 2015/085296
2/30

209
30

104

205
201

Figure 2




Figure 3

WO 2015/085296

3/30

PCT/US2014/069067

)
/ !
! \\
Y
! < ‘
/ O /
| ~ /
\ e
£ Y

206

4
201

205

102

103

207

200

101

208




Figure 4

WO 2015/085296

127

4/30

PCT/US2014/069067

226
228

130




WO 2015/085296 PCT/US2014/069067
5/30

128
127
A

|
201
205

Figure 5




WO 2015/085296 PCT/US2014/069067

6/30
ﬂ-
™
N
Y
. LY
\
| ,A" \\\ m
o N
| - | N
e : N 4;
c'; E . N -\J\“‘
| o 5
L O ‘ Y
h
T o
f N |
| N / A
; ;
: T I\ \| 8 N
Clel SN
| ~ \ ‘,/
A \ " Y
— i |
1\. ,/I /
-
-—
N
(a|
! (o]

Figure 6



PCT/US2014/069067

WO 2015/085296

7/30

REO
e N //< V/\ o /.\ e " :
AN / N \\ _
S oL [ B0
S A S \\ -
h N 212 4 O\,0,,. \/,/ JoL
| A ) «
s
212 L

Q ainbi4

LLC

212

J 3@inbi4



PCT/US2014/069067

WO 2015/085296

8/30

0L ¢ L

lﬁ

601
0l ainbig
| -
00 S L0 “
o
A
ENL |
_—y
Y

801

6 2inbi4



PCT/US2014/069067

WO 2015/085296

9/30

ualD
pJepue|s
asuodsay | 1sonbay
e |
JETVEL 1sanbay
| jsanbay femaien ® » . € W 5
ey [ > =3 5 £5
pIEpUE}S 4] o G
_ ppaprp— ” asuodsoy I
B | esuodsay : | 1oNISS
w0 e — L
| A ”
o
1senbay h jasuodsay
¢ “ }sanbay
. MomBN
JOAIRS . 1994-0}-193d |
sjoway | =

/plepuelg

1L 3inbi



Figure 12

WO 2015/085296 PCT/US2014/069067

10/ 30

111
25

|
| .
A | |
o W \ |
| ™
S~
& & N \ |
q—‘ l
| N |
| |
R \ E |
|
— l |
R S ! ‘
k .
o \\,, - T
-— <t \
< N \.\
|




L

AN 6lL¢c

PCT/US2014/069067

11/30

WO 2015/085296

ﬂ\ <
> 0¢ TJ GZ 9l /
L€ ‘
//
_ A
(£12) 6L
| \\\ll/‘ : /H/\\\| pf////,
: =
.
¢l - -

- g | — T

¢l inbi




PCT/US2014/069067

WO 2015/085296

12/30

[ Kisnep dzd 74N 921nosal ay} o]
1o} elpa aulyoew [200] 3y} JO SSAIppPe 4] syl
saiedaud puy 1 -  pUE EIPaW 3y} JO WE3S-qnNg
ssyoen enpiapul AisAs si9)siBay
femajeq) ayj uay) Aemaleo) ay |
A

~paydes si 82Inosal ay} sjiym pajepdn SNY Sy3
UIY)IM PI0DDI §)1 Sda8Y OS|B ] “HIOMIBU 3U) UILIM

gl si9ad Jayjo Aq pajsenbal sweals-qns ay) s1aAleg
1 “(siy vz Algeqosd) swi) jo pouad suiwiaep-aid e
10} Y23 S| UIYHIM B2IN0S3I 3] sploy Aemajeb sy |

a2 Bunsanbal
0} BIP3 SIaA|ep
puUE $82Jn0sa. 18ad
(dn-apim u1 H ass)

uonoauuod uo Butpuadap saninosal Jead
pue uibuo usamjaq Buneussle

- 92Jn0Sa1 8y} JO AsAap ay) sebeuew

Aemajeq) ay] ‘221nos jeulbluo sy} puy Jead

sajepliea Aemsien)

W0l SUOIED0| 80IN0STY SaAlanal Aemales)

Mm.sz__‘SSN_DV

AmEmcmE:ommm

AA SaA|0SA) J1DAIBS
Aemaleo)

lanias
femajeb 0} 821nosal

10} 1sanbal puas JualD _

. Kisnjep dzd
10} EIpay
sasedaid puy
sayoen
femaleoy ay|

7 4N 921nosal ay) 0]

| SUlyoEU [BD0] BU} 4O SSBIPPE di| BUYL
e pUE BIDSW U} JO WEANS-gNS |
7 [enpiaipul A19as sia)siBay m

| uay) Aemalec) |

A

Gl aInbi4

“payoed s 90IN0Sal Ay} 3Iym pajepdn SNY SU)

ﬁ UILIM pl032J s}t sdoay OSE J] HJOMIBU By} UIYIIM
~..pm SJoad J3Yj0 Aq pslsenbai sweasns-qns ay} s1saleq

W U “(s1y ¢z Ajgeqoud) awi] jo pouad sulwislep-aid e
' 10} 8Y2ED S}| UIYIM B0INOS3L 8Y) sploy Aemajeb ay] |

w1 Bunsanbal
: 0] elpay
s1an|ep Aemajen)

| (a01nosal sy} payoeo seH |
| J9ad 1ayjo ou 83UIS 92UN0S 7
- |BUIBLIO BY) 3q [[IM )} 9SED SIL| et
i ul} UCI}EDO| 32IN0STY 7

, S8A18091 ABMBIED !

RN .

SNY YiAA

{713N) Pweu 821N0saY
$9A|0S3] JanIas Aemaleo) |

Janes
Aemajeb o] sounosal

|
|
|
I
i
i

10} 1sonbas puas jualD :

vl m;:mm



PCT/US2014/069067

WO 2015/085296

13730

(a)01dwoo Buixapul) M 7
) w papeojdn P
memﬁwmmm wwﬂgwwﬂ: pue anbiu m:‘xwm& %Mwm (£1) 40083 Bunueays
3 se painuspl i0 P 1800] Aq 804N0say Buung
YIM PBJBIooSSYy ; . ale soua puy
st saunosay | 90Inosal Egl - ( ) - Wwoij pesie - papeojumoqg
el km A Nvm\wwmgowwm soujoW Burojey|! | 8noses pnojo
(JJ 804n0say Y QOL3OW—\MW\N 0sZ 6¥¢ 8v¢
[A*TA
y . - " // |
- o e
Zel .. > o S > LEL
AL / N AN
| eel |
L N
Py I >
o ove -r W Y G2 )
\ m ! I
vel ‘

gl @inbi4




PCT/US2014/069067

WO 2015/085296

14/30

G€L 87 [8007

wio)sAs

| (buixapuy papeojdn 2901 BU1 UO Bl

ol i pesepooesy| proro 08s) pue enbiun personies| |0 o ooy
WL PSIZOOSSVI | s7un pejeroosse || se payquapi IO burxepur oL | (Mg conemon

S 8]l PAYIEN o e pue g .| ‘eanosai ggy - |soupeut Buoren -« | .
ay) 0} yjed reoof ayf| pue ‘woa)sAs a4
ool & U pascis s |, 2o4nosel (suinjoy 0} payojep ££1 spuss 1800] S8Y0IEDS
g0 [690] & Ul p3IOJS S (¢e1) 40n18S Buixapuy a0inosal |eoo] Jon18s 8y} (c5) 1078

glep pawinal iy 167 952 sezZ £el

85¢ . 14" [A

\\\.\lnﬂfrf/

AN T
// B
T €6 - — ocl
T e -
€el T
///ﬂff \\.\\

/| a1nbi4




Figure 18

WO 2015/085296

{ /
|
/
\

7 (e8]

i (3]

l\ -

,

f
{

(2)

133

15/30

132

242

131

(15)

PCT/US2014/069067

137

.



WO 2015/085296

16 /30

140

230

Figure 19

141

232

PCT/US2014/069067

139



Figure 20

WO 2015/085296
17730

_

140

232

PCT/US2014/069067

Q
S o™
\ N
' . . m ) ~ -
q Ay AR .
? . ﬂ_. . q- - m /x)‘i
- ) - LN
J :
/ ‘
\I,/ ‘
* fl‘l‘ J



Figure 21

WO 2015/085296
l"\\ C’)
L gf\l)
o)
2 -
~—
{
|
|
/ﬁ

PCT/US2014/069067
18/30

145

230

231
\} /
234
e
144
-
s~ 7

146




WO 2015/085296 PCT/US2014/069067
19/30

244

241

150

Figure 22



WO 2015/085296 PCT/US2014/069067

20/ 30
1
< N~
~r I
N o (oY Ty
- © -—— o)
! b -
A
—
_____________________________ <
o o~
© »
W wn Y
. Al
v o 4 ﬁ
< q. ///
. N y
//’(
N i A
» 0 #
Al i
L““‘H ©
______________ Wl
™~
0
g 1
TN
y4 L
Py

(\.k
7\
(\

161

160
AT
\_/‘\‘_///'

Figure 23
N
.



WO 2015/085296
/
L
C/I.
| !
{
k/‘ o
|( m
| -
|

236

152

Figure 24

237

PCT/US2014/069067
21/30

.
(@))
<
-—

o0 . .
3 A
L |

/
/
/
/
/

/ (0))

/ (4p)

/ bl

ﬂ/‘
/
;
/
7




152

WO 2015/085296
T
A i
,.t"- \‘.
/ R
| "
\.
\

150

. /"
!'/ ,
(" /
1
Y
o |
3.
I " )
‘f N
| h
\\.
,x‘/.
If
|
I\.

22/30

PCT/US2014/069067

237

148

ST Ty

149

(o)
o
o
Py
/'““{ b '\\
e
’ J

-,



Figure 26

WO 2015/085296

23/30

PCT/US2014/069067

. A
/ T
f 7
i :
L Y
> L6 ]
{ o
\\ -~ "
‘ i
f{ |
! /
“\ .‘/
. .
1 ) i
. s — g

258

256 |
164

A

|

|

183

260

184
i

D
(Y|
l kR
2
w—
/




PCT/US2014/069067

WO 2015/085296

24/ 30

/
GLURLL A
/ /

/Z ®inbi4



PCT/US2014/069067

WO 2015/085296

25/30

~ (e8)) ;

(¢81) Al][q (6gL) ~

i

\J\'/ﬁ)

o
—C " viueLL O
/I‘\\\

(292) D
— P
| 4 | A
,_ (181) = o awﬁ k
| — 7
(v81) .
T
P | o
m T Gl -z_,w_,,A| e €9l A

gz @.nbi4



PCT/US2014/069067

26/30

(821)1(821) (821)|(821)1(821)|(821)

—

(221) (221) (22| (221) _ (£21) (L£1)

WO 2015/085296

6¢ @inbi



PCT/US2014/069067

WO 2015/085296

27730

252\ /
,..,/.. \..\ /
P \,\\L 1;//, /\IJ///
o N
\.m J_
A )
89l .\V
/J \ | — | |
T (021)
) -
| -
162 |
| | v (Go1)
ey o _ (6¥C B
| v

0¢ ampi m



WO 2015/085296 PCT/US2014/069067
28730

”.’/ ’ \ — | e D
I M~ M~
/ a N o~

195
194

{ 7 >
'\I.\\ ) ) \/‘I. ]
/
- | F“
o j o~
ol
| I
. \
a ©
i [8))
K -—
,,,,,,, S
-
o2 /
=2

Figure 31
|



WO 2015/085296
29/30

300

301

Figure 32 .

PCT/US2014/069067



PCT/US2014/069067

'

30/30

WO 2015/085296

€¢ ainbi4
\.\);/, ’ i ,\\mmm\y/ “ .
A S TR | 80— okl
R \ 202 _
. P .\7
(1ov) |
S 1
| 0Ll
|
LOL _
{907 A ! e
(zoF] Tmm e s -
o
& _M.mﬁy
0L 1
v
/r// vo¢.«uxsx
/...\.4
v




INTERNATIONAL SEARCH REPORT

International application No.
PCT/US14/69067

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - HO4L 12/28; 29/08 (2015.01)
CPC - HO4L 12/28; 67/104

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC(8) Classification(s): HO4L 29/08, 12/28; GO6F 15/173; HO4W 36/14 (2015.01)
CPC Classification(s): HO4L 67/104, 67/1074, 67/1063, 67/108, 12/28; HO4W 36/14

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

PatSeer (US, EP, WO, JP, DE, GB, CN, FR, KR, ES, AU, IN, CA, INPADOC); ProQuest; IEEE/IEEEXplore; Google/Google Scholar;
peer-to-peer, P2P, content delivery network, CDN, indexing, catalog, manager, resource, authentication, gateway, server, client,
fragmentation, portion, compliance, rights, event markers, matching, location, source

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2004/0031038 At (HUGLY, J et al.) February 12, 2004; paragraphs {0128], [0242], [0250], 1-3, 5-12, 14-18, 20
-------- [0263], [0266], [0471], [0553), [0574]. ' ssaememmnmeno oo
Y 4,13,19
Y US 2006/0075225 A1 (FLYNN, J et al.) April 06, 2006; abstract; paragraph [0004]. 4,13
Y US 2012/0239647 A1 (SAVENOK, A et al.) September 20, 2012; paragraphs {0053], [0056], 19
[0085], [0091], [0105], {0106); claim 24.
A US 2009/0055547 A1 (HUDSON, M et al.) February 26, 2009; entire document. 1-20

D Further documents are listed in the continuation of Box C.

[]

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified) .

“O” document referring to an oral disclosure, use, exhibition or other
means

“P” document published prior to the international filing date but later than

the priority date claimed

“T” later document published afier the international filing date or priority
date and not in conflict with the apgllcatlon but cited to understand

the principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

wyn

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

wy»

“&” document member of the same patent family

Date of the actual completion of the international search

31 January 2015 (31.01.2015)

Date of mailing of the international search report

0 3 MAR 2015

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. §571-273-3201

Authorized officer:
Shane Thomas

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (July 2009)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - claims
	Page 47 - claims
	Page 48 - claims
	Page 49 - claims
	Page 50 - claims
	Page 51 - claims
	Page 52 - drawings
	Page 53 - drawings
	Page 54 - drawings
	Page 55 - drawings
	Page 56 - drawings
	Page 57 - drawings
	Page 58 - drawings
	Page 59 - drawings
	Page 60 - drawings
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings
	Page 71 - drawings
	Page 72 - drawings
	Page 73 - drawings
	Page 74 - drawings
	Page 75 - drawings
	Page 76 - drawings
	Page 77 - drawings
	Page 78 - drawings
	Page 79 - drawings
	Page 80 - drawings
	Page 81 - drawings
	Page 82 - wo-search-report

