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(57) Abrége/Abstract:

An electronic door lock Is programmable to accept new valid data key devices using a special data key device from with a set of
special data key devices used for programming and control purposes. The lock has a learn mode controller responsive to a
learn data key device to enter into a new valid access data key learn mode. A valid access code recorder Is responsive to a first
previously unknown code contained in a first new data key device while in the learn mode to record the first unknown code as a
valid access code for operating said lock. A cancel code recorder Is responsive to a second previously unknown code contained
In a second new data key device while In the learn mode to record the second unknown code as a cancel code paired with the
valid access code of the first new data key device. In use, the lock Is activated to open In response to the valid access code of
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(57) Abréege(suite)/Abstract(continued):

the first new data key device, and Is activated to cancel the recorded valid access code In response to the cancel code of said
second data key device. The lock Is able to operate with any data key device without requiring preprogramming specific to the
lock. Programming and control is made easier by hierarchical distinctly labeled special data key devices used for specific
corresponding programming and control purposes.
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KEY CONTROL SYSTEM FOR ELECTRONIC LOCKS

Field of the Invention

The present invention relates to a key control system for electronic locks as
well as to a method and apparatus for programming electronic door locks
using a set of special programming keys. The Invention also relates to a

hierarchical key control method and system.

Background of the Invention

Electronic locks are commonly used for providing butiding security.
In such systems, access to a building and secure areas within a building Is
achieved using a data key device, such as a magnetic stripe card, a proximity
card, a Dallas™ key or tag, a smart card, an electronic physical key reader, or
the like. Given the ease of use of such data key devices for opening doors,
the use of such electronic door locks is convenient and presents little burden
to authorized users. The door locks are known to Include, among others,
mortise door locks, latch release mechanisms mounted in the door frame for
allowing a locked mortise door lock to be released from the door frame,
magnetic door release locks, and in certain circumstances, more
sophisticated turnstile access gates. Such electronic access locks are also
used for controlling the use of elevators.

In the building access security industry, such electronic door locks
fall into two general categories, i.e. either networked locks or stand-alone
locks. In the networked configuration, there is a data network between each
electronic door lock and a central control computer. In such a configuration, a
code read from a data key device can be compared with authorized codes
entered in a database at the central control computer to determine whether
the door lock should allow access to the user. The central control computer
can also control changes to access according to time of day, and In case of

an emergency, such as a fire, the central control may allow all doors to be

unlocked.
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In the stand-alone type of electronic door lock, the electronic door
lock is not connected to a central network and must be programmed by direct
manipulation of the individual electronic door lock. This is conventionally
done by using a data interface connection between the stand-alone electronic
door lock and a portable computer for carrying out the programming functions.
Where a door lock needs to be programmed with the codes from a large
number of data key devices in a facility, the portable computer is typically
connected to the electronic door lock in order to communicate to the
electronic door lock the codes of all valid data key devices.

It Is also known in the art to overcome the need to load codes for
valid data key devices Iinto an individual electronic door lock by using a set of
codes In the data key devices which the stand-alone electronic door lock can
recognize as being valid as a result of a characteristic inherent in the code
information. A data key device from the set of acceptable user access data
key devices can be barred access to the stand-alone electronic door lock by
using a complementary cancel key having a code which the stand-alone
electronic door lock automatically recognizes as being the complementary
cancel code for the key device to be cancelled. In this known art, it is
necessary to use a set of codes with the data key devices such that the stand-
alone electronic door lock can recognize a valid access card and recognize a
valid cancel card for a particular access card.

There 1s thus a need for an electronic door lock which does not
require the burden of a portable computer and data interface for carrying out
programming functions and which does not limit the lock to the use of a
predetermined set of codes recorded in the data key devices. There is
furthermore a need for such an electronic door lock in which the programming

IS simple, stepwise and flexible to the needs of small and medium facilities.

Summary of the Invention
It Is accordingly a first object of the present invention to provide an
electronic door lock in which a set of clearly identified special data key

devices are used for programming and control purposes, in which a first
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special data key device acts as a start-up key for initializing the lock with a
code Including a site code. A second key device in the set is then used as a
learn or program data key device. The start-up data key device contains an
encrypted code which the lock decrypts using a manufacturer's encryption
key, and the remaining special data key devices in the set use codes which
can be authenticated by the lock using the site code data. Remaining special
data key devices may be used, for example, to carry out such functions as
lockout, emergency open, temporary unlock or passage mode, card cancel
mode and to initiate an audit trail download.

It i1s furthermore an object of the present invention to provide an
electronic door lock programming system which uses a set of special data key
devices which are identified by number, the start-up data key device being
numbered #1, the learn data key device being numbered #2, and remaining
ones of the set of special data key devices being sequentially numbered #3
and up. Any suitable form of distinct labeling such as color coding, lettering,
pictograms, etc. may be used in accordance with the invention.

It Is furthermore an cbject of the present invention to provide an
electronic door lock In which a master level data key device can be
programmed In addition to ordinary ievel user data key devices. Preferably,
there are two master levels, #1 and #2. Master level #1 keys cannot be
cancelled by a corresponding cancel key, however, all master level #1 keys
can be cancelled using a master level cancel key from the set of special data
key devices used for programming and control purposes. Master level #2
keys may have corresponding mater level cancel cards. Preferably, a master
level key Is allowed access at all times, and is able to unlock a double-locked
door, i.e. the master level key preferably is able to unlock a deadbolt. A
master level key may also be allowed to place a door in passage mode, i.e. to
unlock the door for an extended period of time.

It 1s a further object of the present invention to provide a method for
Initializing and programming a number of electronic door locks installed in a
facility in which a start-up data key device is used to permanently set each

stand-alone electronic door lock with a site code. Preferably, the use of the
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start-up data key device is done with all locks in the facility prior to
programming each stand-alone electronic door lock with each user access
and user cancel key. .

According to a first broad aspect of the invention, there is provided a
method of programming an electronic door lock, activated to open using a
plurality of data key devices, and programmable to accept new valid data key
devices using a specilal data key device. The method comprises providing a
set of special data key devices used for programming and control purposes,
reading a start-up data key device to decrypt data therein and record a site
code associated with the set of special data key devices, reading a learn data
key device to decrypt data therein, comparing the decrypted data with the site
code, causing the lock to enter a new valid access data key learn mode when
the comparison Is positive, reading a first previously unknown code contained
In a first new data key device while in the learn mode to record the first
unknown code as a valid access code for operating the lock, and reading a
second previously unknown code contained in a second new data key device
while in the learn mode to record the second unknown code as a cancel code
paired with the valid access code of the first new data key device. In use, the
lock Is activated to open in response to the valid access code of the first new
data key device, and is activated to cancel the recorded valid access code in
response to the cancel code of the second data key device.

According to a further aspect of the invention, there is provided a
method of programming a plurality of stand-alone electronic door locks
installed at different locations within a facility, the locks being activated to
open using a plurality of data key devices, and programmable to accept new
valid data key devices using a learn data key device. The method comprises
presenting the learn data key device to one of the plurality of locks, the one
lock reading a learn code from the learn data key and recognizing the learn
code as a valid learn code for the plurality of locks. A previously unknown
access data key Is presented to the one lock, the one lock reading a
previously unknown access code from the learn data key and enroliing the

access code as a valid access code for the one lock when the one lock
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recognizes the learn code as a valid learn code for the plurality of locks. A
previously unknown cancel data key is presented to the one lock, the one lock
reading a previously u'nknown cancel code from the learn data key and
enrolling the cancel code as a valid cancel code paired with the enrolled valid
access code enrolled for the one lock. The preceding steps are repeated for
other ones of the plurality of locks in the facility. According to this aspect of
the invention, previously unknown keys can be “learned” by touring the locks
in a facility and enrolling the unknown keys by using the learn key.
According to a further aspect of the invention, there is provided a method of
programming and controlling a plurality of electronic door locks in a facility
using data key devices, the method comprising: providing a set of distinctly
labeled special programming data key devices for use with the locks, the set
of key devices comprising at least two of the following key devices: a learn
mode key device; a master level access cancel key device; a lock-out key
device, a passage key device; an emergency key device; and an audit key
device, the set of key devices snharing a data characteristic associated with a
site code; and providing the locks with the site code. The method further
comprises at least two of the following steps:

using the learn key device to enroll at least one of access and cancel
key devices for use with the locks;

using the master level access cancel key device to cancel all access
key devices of a predetermined master level enrolied in the locks;

using the lock-out key device to lock-out a selected one of the locks;

using the passage key device to unlock for an extended period of time
a selected one of the locks;

using the emergency key device to unlock the locks in an emergency;
and

using the audit key device to allow audit trail data to be transferred
from the locks to a portable data storage device.

Preferably, the set of data key devices further comprises a start-up key
device, the step of providing the locks with the site code comprising using the

start-up key device when the locks are installed and/or assigned to the facility.
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Preferably, the set of key devices comprises at least three of the key devices,
and the method comprises at least three corresponding ones of the further
steps. '

The present invention Is particularly advantageous when the
electronic door lock is a non-networked or stand-alone lock. The invention
can, however, be advantageously applied to networked locks, particularly in
the case of large faciliies where the central control computer is not easily
accessible. In such cases, the local programming of a lock can be either
immediately processed and stored locally with the central control computer
backing-up and verifying the programmed codes, or the local key reader Ce;n
be used as a remote terminal of the central control computer for programming
and learning new user or master access and cancel keys. Preferably, when
the local key reader is used as a remote terminal, the lock system according
to the invention allows the programmer to identify whether the key being

learned is for the local lock or a group of locks.

Brief Description of the Drawings

The invention will be better understood by way of the following
detailed description of a preferred embodiment with reference to the
appended drawing in which:

Figure 1 is a schematic block diagram of the stand-alone electronic

door lock according to the preferred embodiment.

Detailed Description of the Preferred Embodiment

As illustrated in Figure 1, the electronic door lock according to the
preferred embodiment is a non-networked, stand-alone lock and can be
adapted for the full range of mortise and cylindrical lock chassis in which an
electromechanical lock actuator 16 causes the door lever to engage a drive
for retracting the latch. A deadbolt actuator 18 likewise is capable of causing
the door lever to retract a deadbolt within the lock. Although not shown in

Figure 1, the lock may be provided with a mechanical key override and may
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be provided with a panic device for overriding the lock in an emergency
situation.

In the prefer.red embodiment, the lock microcontroller 12 s
connected to a magnetic stripe card reader 14 although other forms of data
key devices and readers 14 are contemplated within the scope of the present
invention, and it will thus be appreciated that reference herein to steps of
swiping include steps such as contacting, inserting and otherwise having such
key devices read by the reader. The reader device may be mounted on the
door or to a building near the door. The lock controller 12 controis a green
LED 20 and a red LED 22 for providing feedback to the user during operation
and during programming. Audio feedback may alternatively be provided.

In the preferred embodiment, a set of key cards are provided when
locks for a facility are purchased. The set includes user access and cancel
cards for each user, as well as special data key devices including the start-up
key card (number 1), the learn key card (number 2) , a lockout key card
(number 3), an emergency key card (number 4), a passage key card (number
), a master level cancel key card (number 6), and an audit key card (number
7). The data on these key cards is encrypted with a random code and the
code Is unique for each starter pack. Additional user cards are available in
packs, and each user pack is a set of user access key cards and user cancel
key cards. The cancel key cards are preferably labeled with a cancel symbo!
or appropriate text to clearly identify those cards as cancel cards, although
these cards have the same encoding format (ABA format) and the data on the
user key cards need not be encrypted. In the starter pack of key cards, the
cards are preferably numbered #1 through #7 with clearly visible indicia and
color coding with the cards being labeled with the numbering recited.

In the preferred embodiment, there can be up to 200 master level #1
or #2 users. The number of such users is merely limited by memory and
design choice, and any number of such users can be provided.

When the start-up key card is used, the card reader 14 reads the
encrypted data on the start-up card and the lock controller 12 decrypts the

data using the manufacturer's encryption key 30 and extracts a site code for
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the lock and stores it in a memory location identified as 32. If the site code
memory 32 already contained a site code, the lock controlier 12 would ignore
the start-up card. To rhove a lock from one facility to a new facility, the site
code memory 32 needs to be reset. Once the lock controller has determined
the site code and stored the site code in memory 32, the lock is ready to
operate with any of the cards #2 through #7 of the start-up key card set and,
of course, only those cards from the set of key cards determined by the start-
up key card will be functional with the lock.

In the presently preferred embodiment, the learn key card labeled as
#2 is swiped in the card reader 14 as the first step in programming the lock.
The lock controller 12 decrypts the data on the learn card using the site code
and confirms that the learn key card belongs to the same pack as the start-up
card. At this point, the lock controller 12 enters the "learn” mode and waits for
a subsequent card to be swiped. In the presently preferred embodiment, the
next magnetic stripe card passed through the card reader 14 will be read and
the identification code on the key card will be memorized. |[f the next card
swiped through the card reader 14 is a different card having a different code,
then the controller 12 adds the first user card swiped to the list of user access
codes 34 and then adds the code of the second key card swiped to the list of
user cancel codes 36. If the same card is swiped twice, the lock controller 12
recognizes that card as the master level #2 card whose code is stored in
memory 40. If the same card Is swiped a third time, then the lock controller
12 will recognize the card as the master #1 card and store its code in memory
38. Storage of card key codes in memory can be deferred until the learn card
key #2 is swiped again. In the preferred embodiment, master level #2 cards
have individual corresponding cancel cards and the controller expects a
different card to be swiped the third time to register the master ievel #2 card's
cancel card.

Both master level key cards have the unique privilege of being able
to actuate the lock actuator 16 as well as the deadbolt actuator 18.
Furthermore, in the presently preferred embodiment, the master level #1 data

card is provided with an additional privilege, namely, it may place the lock In
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an unlocked passage mode for a predetermined time period, preferably nine
hours. In the preferred embodiment, the master level #1 card key is
preferably used by a sehior manager or small business owner who "opens up
shop” and may wish to unlock some doors for an entire working day. The
passage mode Is entered using the master level #1 card key by swiping the
card twice In short succession.

It will be appreciated that all of the magnetic stripe cards used for
access may be any standard magnetic stripe card such as a bank card or
credit card. In the preferred embodiment, the master level #1 cards do not
have corresponding cancel cards, but rather, the master level cancel card is
provided within the starter pack of key cards card for canceling all master
level #1 users. It will be appreciated that the master level cancel card could
also be used, for example by a double swipe, to cancel ali master level #2
cards.

Each time a user swipes a card through the card reader 14, the lock
controller 12 records the data read from the card, the time from the
unsynchronized local clock 44 as well as the status, such as access denied,
access granted, passage mode entered and user cancelled, which audit trail
data is recorded in memory 42. The memory 42 preferably stores sufficient
data for a relatively long period of time which may vary from less than a week
to several months. When the audit card is read by the card reader 14, the
lock controller decrypts its code and determines whether the audit card read is
from the same starter pack, I.e. whether its site code matches the site code in
the memory 32. If this Is the case, the lock controller 12 allows the audit trall
data in memory 42 to be upioaded via a bus (not shown) to a portable
computer. When the controller 12 outputs the audit trail data, it reads the
current unsynchronized local clock and outputs the current local time which
the portable computer matches with its own real time clock, in order to provide
an accurate time reference for the unsynchronized local clock 44. In this way,
the audit trail data 42 can be adjusted to represent real synchronized time.
While in the preferred embodiment, the adjustment to real time is done in the

portable computer, it could likewise be done in the lock controller 12 itself by
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first reading the real time from the portable computer, and then adjusting the
time data In the audit trail data 42. It will also be appreciated that the
exchange of audit trall data could be carried out by wireless, wired or physical
transfer of a data recorder, such as a flash memory card.

Although in the preferred embodiment a single learn card is used for
learning both master level and user level cards, it would be possible to
provide two separate learn cards, one for learning master level cards and
another for learning user level cards. This may be advantageous in
circumstances in which the arrival of a new employee requires using the learn
card at each stand-alone electronic door lock in a facility along with the new
employee's user card and user cancel card. To avoid accidental or intentional
misuse of the single learn card which would result in the creation of a master
level card, the provision of a user learn level card can be used. Under such
circumstances, the task of learning a new user level card can be delegated to
someone who Is not a master level user without posing a security risk.

Although in the preferred embodiment the cancel card can be any
key card, cancel cards can also be key cards which the lock controller 12 can
identify as specific cancel card keys. This can be achieved either by using a
header code or the like which identifies the card to the lock as a cancel card.
Likewise, the card key code can be encrypted, and the information that the
cancel card is a genuine cancel card can be determined either from the
successful decryption of the code recorded on the card key and/or by the
presence of a header code or the like. The lock controller 12 can then only
accept card keys, identifted as cancel cards, during enrolment or registration
as a cancel card. The controlier can also refuse a card key, identified as a
cancel card, during registration or enrolment as a user or master level access
card. In this way, there can be no confusion between user access cards and
user cancel cards.

In the preferred embodiment, there is no distinction between user
keys and master keys in terms of the codes contained thereon. This allows
any type of key to be used for either a user level or master level key. It will be

appreciated, however, that a header code could be provided for master level
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keys, and the controlier could reject the registration of a master level key in
absence of the header code being present in the key's code (whether
encrypted or not). The‘ master level keys could be distributed in separate
packs and stored In a secure place prior to authorized initialization or
registration.

When a smart key is used (i.e. one having its own data processing
ablilities), it will be appreciated that it is possible for the key's code to be
communicated only when the reader presents the correct key or identification
data, or for the key's code not to be communicated at all, but rather for the
key's code to be verified by the reader as a result of the key’s response to a
query from the reader. This allows for greater security and reduces the
chance that a key's code can be copied and used by an unauthorized
intruder.

While the invention has been described above with reference to
embodiments Iin which the lock is a stand-alone lock, the invention can also
be applied to networked locks. Lock controller 12 can be provided with a
network communication interface, such as a LAN card. The local
programming of the lock can be immediately processed and stored locally by
controller 12, with a central control computer connected to controller 12 via
the network communications interface backing-up and verifying the
programmed codes. Alternatively, the controller 12 can aliow the local key
reader 14 to be used as a remote terminal of the central control computer for
programming and learning new user or master access and cancel keys by the
central control computer. In such networked locks, the lock may store locally a
list of valid access codes to allow entry without need to communicate with the
central computer. The central computer may be used for audit trail and list
updating purposes only. Alternatively, the lock may not be able to authorize
entry without permission from the central control computer, except in
emergency situations. Preferably, when the local key reader is used as a
remote terminal, the lock system according to the invention allows the

programmer to identify whether the key being learned is for the {ocal lock or a
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group of locks. This can obviate the need to enroll keys with each individual
lock within a facility.

it will be appreciated that many variations to the preferred
embodiment described above are possible within the spirit and scope of the

present invention.
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CLAIMS:
1. An electronic door lock, activated to open using a plurality of data key

devices, and programmable to accept new valid data key devices using a
special data key device, the lock comprising:

a site code recorder responsive to a start-up data key device to decrypt
data therein and record a site code associated with a set of special data key
devices used for programming and control purposes;

a learn mode controller responsive to a learn data key device to
decrypt data therein, compare said decrypted data to said site code, and enter
into a new valild access data key learn mode when said comparison is
positive;

a valid access code recorder responsive o a first previously unknown
code contained in a first new data key device while in said learn mode to
record said first unknown code as a valid access code for operating said lock;
and

a cancel code recorder responsive to a second previously unknown
code contained In a-second new data key device while in said learn mode to
record said second unknown code as a cancel code paired with said valid
access code of said first new data key device;

wherein, in use, said lock Is activated to open in response to said valid
access code of said first new data key device, and is activated to cancel said

recorded valid access code In response to said cancel code of said second

data key device.

2. The electronic door lock as claimed in claim 1, wherein said lock
operates with at least one master level and a user level, said valid access
recorder being responsive while in said learn mode to a single reading of said
first new data key device for recording said first unknown code as a valid user
level access code for operating said lock, and said valid access recorder

being responsive while in said learn mode to a repeated reading of said first
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new data key device for recording said first unknown code as a valid master

level access code for operating said lock.

3. The electronic door lock as claimed in claim 2. wherein said master
level access code s not paired with a cancel code, said master level access
code being cancelled by one of said set of special data key devices used for

programming and control purposes.

4. The electronic door lock as claimed in claim 2, wherein said lock
comprises a dead-bolt, and, in use, said lock is activated to open said dead-
bolt only in response to said valid master level access code, whereby a

master level key device can open said lock even when double-locked.

D. The electronic door lock as claimed in claim 2, wherein in use, said
lock is activated to remain open for one of an undetermined period and an
extended period of time In response to a repeated reading of said valid master
level access code, whereby a master level key device can place said lock in

passage mode.

D. The electronic door lock as claimed in claim 1, wherein said lock is a

stand-alone lock.

7. The electronic door lock as claimed in claim 6, wherein one of said set
of special data key devices used for programming and control purposes is
provided for audit trail purposes, said lock comprising an audit trail memory,
an audit trail data recorder recording audit trail data in said memory as said
lock reads key devices and operates, and a data transfer controller for
transferring audit trail data from said memory to a data communications
interface, said data transfer controller allowing transfer of said audit trail data

when said audit trail one of said set of key devices is read by said lock.
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8. The electronic door lock as claimed in claim 7, further comprising an
unsynchronized time clock, said audit trail memory containing a time value
from said clock for at Iéast some events recorded In said memory, said data
transfer controller providing a current time reading from said clock when said
audit trail data is transferred to said data communications interface, whereby
a recipient of said audit trail data having a synchronized real time clock can

adjust said time values for said events to be synchronized.

9. A method of programming an electronic door lock, activated to open
using a plurality of data key devices, and programmable to accept new valid
data key devices using a special c¢ata key device, the method comprising:

providing a set of special data key devices used for programming and
control purposes,;

reading a start-up data key device to decrypt data therein and record a
site code associated with a said set of special data key devices;

reading a learn data key device to decrypt data therein;

comparing said decryptec data to said site code;

causing said lock to enter into a new valid access data key learn mode
when said comparison is positive;

reading a first previously unknown code contained in a first new data
key device while in said learn mode to record said first unknown code as a
valid access code for operating said lock; and

reading a second previously unknown code contained in a second new
data key device while in said learn mode to record said second unknown code
as a cancel code paired with said valid access code of said first new data key
device;

wherein, in use, said lock Is activated to open in response to said valid
access code of said first new data key device, and is activated to cancel said
recorded valid access code in response to said cancel code of said second

data key device.
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10.  The method as claimed in claim 9, wherein said lock operates with at
least one master level and a user level, said step of reading and recording a
valid access code corhprising a single reading of said first new data key
device and then recording while in said learn mode said first unknown code as
a valid user level access code for operating said lock, and a repeated reading
of said first new data key device and recording while in said learn mode said

first unknown code as a valild master level access code for operating said

lock.

11.  The method as claimed in claim 2, wherein said master level access
code Is not patred with a cancel code, said master level access code being
cancelled by one of said set of special data key devices used for

programming and control purposes.

12.  The method as claimed in claim 2, wherein said lock is programmed to
open a dead-bolt only in response to said valid master level access code,

whereby a master level key device can open said lock even when double-

locked.

13.  The method as claimed in claim 2, wherein said lock is programmed to
remain open for one of an undetermined period and an extended period of
time In response to a repeated reading of said valid master level access code,

whereby a master level key device can place said lock in passage mode.

14 . The method as claimed In claim 9, wherein said lock is a stand-alone

lock.

15.  The method as claimed in claim 14, further comprising:

providing one of said set of special data key devices used for
programming and control purposes for audit trail purposes;

providing an audit trail memory and recording audit trail data in said

memory as said lock reads key devices and operates; and
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allowing transfer of said audit trail data to an external device only when

said audit trail one of said set of key devices is read by said lock.

16.  The electronic door lock as claimed in claim 15, further comprising:

providing an unsynchronized time clock;

recording a time value from said clock in association with at least some
events in said memory;

providing a current time reading from said clock when said audit trail
data is transferred to said external device, whereby a recipient of said audit
trail data having a synchronized real time clock can adjust said time values for

said events to be synchronized.

17. A method of programming a plurality of stand-alone electronic door
locks installed at different locations within a facility, said locks being activated
to open using a plurality of data key devices, and programmable to accept
new valid data key devices using a learn data key device, the method
comprising:

presenting said learn data key device to one of said plurality of locks,
sald one lock reading a learn code from said learn data key and recognizing
said learn code as a valid learn code for said plurality of locks;

presenting a previously unknown access data key to said one lock,
sald one lock reading a previously unknown access code from said learn data
key and enrolling said access code as a valid access code for said one lock
when said one lock recognizes said learn code as a valid learn code for said
plurality of locks;

presenting a previously unknown cancel data key to said one lock, said
one lock reading a previously unknown cancel code from said learn data key
and enrolling said cancel code as a valid cancel code paired with said
enrolied valid access code enrolled for said one lock; and

repeating said preceding steps for other ones of said plurality of locks

In said facility.
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18. A method of programming and controlling a plurality of electronic door
locks in a facility using data key devices, the method comprising:

providing a set of distinctly labeled special programming data key
devices for use with said locks, said set of key devices comprising at least two
of the following key devices: a learn mode key device; a master level access
cancel key device; a lock-out key device; a passage key device; an
emergency key device; and an audit key device, said set of key devices
sharing a data characteristic associated with a site code; and

providing said locks with said site code;

the method further comprising at least two of the foliowing steps:

using said learn key device to enroll at least one of access and cancel
key devices for use with said locks;

using said master level access cancel key device to cancel all access
key devices of a predetermined master level enrolled in said locks;

using said lock-out key device to lock-out a selected one of said locks;

using said passage key device to unlock for an extended period of time
a selected one of said locks;

using said emergency key device to unlock said locks In an
emergency,; and

using said audit key device to allow audit trail data to be transferred

from said locks to a portable data storage device.

19. The method according to claim 18, wherein said set of data key
devices further comprises a start-up key device, said step of providing said
locks with said site code comprising using said start-up key device when said

locks are installed and/or assigned to said facility.

20. The method according to claim 18, wherein said set of key devices
comprises at |least three of said key devices, and said method comprises at

least three corresponding ones of said further steps.
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21.  The method according to claim 19, wherein said set of key devices

comprises at least three of said key devices, and said method comprises at

least three corresponding ones of said further steps.
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