wo 2016/153824 A1 | I N KOO A A AR A

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2016/153824 A1l

29 September 2016 (29.09.2016) WIPO I PCT
(51) International Patent Classification: (74) Agent: YAO, Shun; 2800 Fifth Street, Suite 110, Davis,
HO04L 12/58 (2006.01) California 95618 (US).

(21) International Application Number: (81) Designated States (uniess otherwise indicated, for every
PCT/US2016/022183 kind of national protection available). AE, AG, AL, AM,
23) Tnt tional Filine Date: AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(22) Imternational Filing Date: 11 Mareh 2016 (11032016 BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
arc (11.03. ) DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(25) Filing Language: English HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
o . KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
(26) Publication Language: English MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(30) Priority Data: PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
201510125115.8 20 March 2015 (20.03.2015) CN 8D, SE, 8G, SK, SL, SM, ST, SV, 8Y, TH, T, TM, 1N,

15/068,203 11 March 2016 (11.03.2016) Us IR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(71) Applicant: ALIBABA GROUP HOLDING LIMITED (84) Designated States (unless otherwise indicated, for every
[/US]; Fourth Floor, One Capital Place, P.O. Box 847, kind of regional protection available): ARIPO (BW, GH,
Grand Cayman (KY). GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
(72) Inventor: CHEUNG, Chong Shing; Alibaba Group Legal TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,

Department, 5/F, Building 3, No. 969 West Wen Yi Road,
Yu Hang District, Hangzhou, Zhejiang 311121 (CN).

DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SF, SI, SK,

[Continued on next page]

(54) Title: METHOD AND SYSTEM FOR PROVIDING PRIVATE CHAT WITHIN A GROUP CHAT

SERVER

NETWORK
120

118

FIG. 1

(57) Abstract: Embodiments of the present application
provide a method and system for private chat within a group
chat. During operation, the system receives, at a server from
a computing device, a first message that includes a first
private chat identifier, private chat counterpart information,
and private chat content data. The system determines a
private chat counterpart client based on the first private chat
identifier and the private chat counterpart information. The
private chat counterpart client and the computing device are
both participating in the group chat. The system generates a
private chat message based on the first message including
the private chat content data, and sends the private chat
message to the private chat counterpart client without send-
ing the private chat message to all members participating in
the group chat.
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METHOD AND SYSTEM
FOR PROVIDING PRIVATE CHAT
WITHIN A GROUP CHAT

Chong Shing Cheung

BACKGROUND
Field
[0001] The present invention relates to instant messaging systems, and particularly relates

to a method and system for providing private chat within a group chat.

Related Art

[0002] With the development of network and mobile communications, instant messaging
has become one of the most common forms of communication. Instant messaging services and
tools provided by web portal and platform operators (e.g. MSN, QQ) are essential services to
users. Instant messaging is based on a client-server infrastructure in which the client provides a
chat window that includes a display area and an input area. The display area displays the
messages sent and received by the user, while the user inputs a message in the input area.
Subsequently, the client sends the message entered by the user to the server, which forwards the
message to other clients belonging to other users. Instant messaging is mainly divided into three

"o

modes, e.g., "one to one," "one to many," and "many to many,” among which "many to many”
refers to group chat mode. That is, group members can see the chats of all members and chat
with all members in a common group, which means a member can receive messages from all
members, and messages can be sent to all members at the same time.

[0003] In general, members can join both a group chat and a private chat within a group
under normal group chat mode. Private chat means that the member can select another member
or multiple members for chatting. If only one member is selected, the client may generate a new
chat window for "one to one" instant messaging with such member. If multiple members are
selected, the client may generate a new group chat window (e.g., usually in the form of
discussion groups) for "one to many" instant messaging with such multiple members. The client
may generate a new private chat window (e.g., for "one to one" or "many to many" chat), by

which the member can only chat in the private chat window. Group chat continues in the original

group chat window, and the member needs to switch between the private chat window and the
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group chat window to view and send messages. If a member wants to chat privately with a
plurality of individuals and teams, the member may need to increase the number of private chat

windows, which hinders quick and efficient communication with people.

SUMMARY

[0004] One embodiment of the present invention provides a system for private chat
within a group chat performed by a server. During operation, the system receives, at the server
from a computing device, a first message that includes a first private chat identifier, private chat
counterpart information, and private chat content data. The server may determine a private chat
counterpart client based on the first private chat identifier and the private chat counterpart
information. The private chat counterpart client and the computing device are both participating
in the group chat. The server may then generate a private chat message based on the first
message including the private chat content data. The server may then send the private chat
message to the private chat counterpart client without sending the private chat message to all
members participating in the group chat.

[0005] In a variation of this embodiment, the private chat message includes a second
private chat identifier which allows the private chat counterpart client to determine that the
private chat message is privately sent to the private chat counterpart client without being sent to
other group members participating in the group chat.

[0006] In a variation of this embodiment, the system may determine that the first private
chat identifier is a selection identifier, and determine that a client corresponding to the private
chat counterpart information is a private chat counterpart client.

[0007] In a variation on this embodiment, the system may determine that the first private
chat identifier is an exclusion identifier. The system may then remove a client corresponding to
the private chat counterpart information from a client list, and determine that the remaining
clients of the client list are private chat counterpart clients.

[0008] In a variation on this embodiment, the system may receive a second message from
the computing device. The second message includes a private chat counterpart exclusion
identifier, private chat counterpart exclusion information, and second private chat content data.
The system may then remove a client corresponding to the private chat counterpart exclusion
information from a client list based on the private chat counterpart exclusion identifier and
private chat counterpart exclusion information, in which the remaining clients on the client list
are private chat counterpart clients. The system may then generate a private chat message based
on the second message that includes the second private chat content data. The system may then

send the private chat message only to the private chat counterpart clients.
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[0009] In a variation on this embodiment, the system may receive input information sent
from a publishing client. The input information includes a first directed identifier, directed
counterpart information and publishing content information. The system may then determine a
directed counterpart client based on the first directed identifier and the directed counterpart
information. The system may generate a directed message based on the input information, and
send the directed message only to the directed counterpart client.

[0010] Another embodiment of the present invention provides a system for private chat
within a group chat. During operation the system receives input information from a user on the
computer. The computer is a client computing device. The system then generates a first message
based on the input information. The first information includes a first private chat identifier,
private chat counterpart information, and private chat content data. The first message allows a
server to determine a client that is a private chat counterpart based on the first private chat
identifier and private chat counterpart information, generate a private chat message based on the
first message, and
send the private chat message only to the client that is the private chat counterpart. The system
then sends the first message to the server, and receives a message sent by the server and displays
the message.

[0011] In a variation on this embodiment, the system receives, from the server, a message
that includes a group chat message and a private chat message, in which the private chat message
includes a second private chat identifier. The system may then determine, based on the second
private chat identifier, that one of the two messages is a private chat message. The system may
then display the group chat message and private chat message differently.

[0012] In a variation on this embodiment, the system adds a private chat message reply
area to a private chat message display box depicted on a display area of the client computing
device. The system then receives a user's private chat message reply through the private chat
message reply area. In response to receiving the user's private chat message reply, the system
may automatically add to the user's private chat message reply the first private chat identifier and

the private chat counterpart information.

BRIEF DESCRIPTION OF THE DRAWINGS
[0013] The accompanying drawings described herein are used for further understanding
the present application and constitute a part of the present application, and the schematic
embodiments of the present application and the descriptions thereof are used for interpreting the
present application, rather than improperly limiting the present application. In which:

[0014] FIG. 1 presents a diagram illustrating an exemplary computing system for
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providing private chat within a group chat, in accordance with an embodiment of the present
invention.

[0015] FIG. 2 presents a flowchart illustrating an exemplary process for a client to
provide private chat within a group chat, in accordance with an embodiment of the present
invention.

[0016] FIG. 3 presents a flowchart illustrating another exemplary process for a client to
provide private chat within a group chat, in accordance with an embodiment of the present
invention.

[0017] FIG. 4 presents a flowchart illustrating another exemplary process for a server to
provide private chat within a group chat, in accordance with an embodiment of the present
invention.

[0018] FIG. 5 presents a flowchart illustrating another exemplary process for a client to
provide private chat within a group chat, in accordance with an embodiment of the present
invention.

[0019] FIG. 6 presents a flowchart illustrating an exemplary process for a server to
provide private chat within a group chat, in accordance with an embodiment of the present
invention.

[0020] FIG. 7 presents a flowchart illustrating an exemplary process of directed message
delivery for publishing clients, in accordance with an embodiment of the present application.

[0021] FIG. 8 presents a flowchart illustrating an exemplary process of directed message
delivery method for a server, in accordance with an embodiment of the present invention.

[0022] FIG. 9 presents a block diagram illustrating an exemplary client in a computing
system for providing private chat within a group chat, in accordance with an embodiment of the
present application.

[0023] FIG. 10 presents a block diagram illustrating an exemplary server in a computing
system for providing private chat within a group chat, in accordance with an embodiment of the

present application.
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DETAILED DESCRIPTION OF EMBODIMENTS
[0024] Embodiments of the present invention solve the problem of inefficient private and
group chat by allowing a user to easily and efficiently perform private chat within a group chat.
A user can direct a private message to another person within the group chat. The user can also
exclude one or more members when sending a message within the group chat. Multiple fans may
also follow a user, and the user may publish messages to specific fans or exclude certain fans

from receiving published messages.

Group Chat Mode

[0025] In group chat mode (e.g., "many to many" mode), a user creates a group and adds
group members using a client mobile device, and then the client sends a group creation request to
the server. The server generates and registers a group account, and may generate a list of client
members for this group account (e.g., usually as client socket list). The server may send
messages to clients that are members of the group account. The display on the client mobile
device may include an input area (e.g., input box) and a display area. The user may enter a
message (e.g., input information) in the input area. For example, the user may enter a message in
the input box using a keyboard or mouse. The client may then generate a message based on the
input information and a protocol for message transmission and processing between the client and
the server, and then send the message to the server. When the server receives the message, the
server may parse the message, in order to obtain the input information, identify the client that
sent the message, and determine the group account to which the client belongs.

[0026] The server may examine the message (e.g., input information) to determine
whether the input information is legal and valid (e.g., whether the input information includes a
virus, or whether it is a phishing attempt or contains advertising links, etc.). If the input
information is legal and valid, the system may generate a group chat message based on the input
information and a protocol for message transmission and processing between the client and the
server, and then send the group chat message to all clients in a client list of the group account.
After receiving the group chat message, a client may parse the input information from the group
chat message and display the input information on the display area of the client. In this manner
all members of the group can see the messages from all members and participate in the group
chat. The disclosure below describes a system that allows a user to conveniently and efficiently

chat privately with another user within the group chat.

Exemplary Computing System For Providing Private Chat Within Group Chat

[0027] FIG. 1 presents a diagram illustrating an exemplary computing system 100 for
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providing private chat within a group chat, in accordance with an embodiment of the present
invention. As illustrated in FIG. 1, a user 102 may be operating a computing device 104 that
includes installed modules for providing private chat within a group chat. The computing device
may be a mobile device such as a mobile phone, a tablet, or a laptop, a desktop computer, or any
other type of computing device. The modules may include, for example, a receiving module, a
message generator module, a sending module, a display module, and a reply module.

[0028] The receiving module may receive an input message from the user.

The message generator module may generate a first message that includes a first private chat
identifier, private chat counterpart information, and private chat content data. The sending
module may send the first message to a server 106. Server 106 may use the first private chat
identifier and private chat counterpart information to determine a private chat counterpart client.
Server 106 may generate a private chat message based on the first message and send the private
chat message only to the private chat counterpart client.

[0029] The display module may display a message received from server 106 in a display
area. The message may include a group chat message and a private chat message. The private
chat message may include a second private chat identifier. The client may determine that the
message received is a private chat message based on the second private chat identifier, and
display the group chat message and private chat message in different ways.

[0030] The reply module may add a private chat message reply area to a private chat
message display box of a display area. The reply module may receive a private chat message
reply entered by the user through the private chat message reply area. The reply module may
also automatically add a first private chat identifier and private chat counterpart information to
the private chat message reply before sending the private chat message reply to server 106.

[0031] User 102 may be participating in the group chat with other users, such as users
108-112. Each of the users may also have a respective mobile computing device 114-118. Each
user uses a respective computing device to participate in the group chat.

[0032] Server 106 may be hosting the group chat and communicating with the client
computing devices over a network 120. Server 106 may include a storage 122 for storing chat
messages and code for the modules. Server 106 may also have installed modules such as a
receiving module, a private chat client determining module, a private chat message generating
module, a directed client counterpart module, a directed message generating module, and a
sending module.

[0033] The receiving module may receive a first message from a client such as
computing device 104. The first message may include a first private chat identifier, private chat

counterpart information, and private chat content data, when the receiving module is included in
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a system that uses group chat for communication between clients. In some embodiments, the
receiving module may also receive a first directed identifier, directed counterpart information,
and publishing content information as input information from the client, when the receiving
module is included in a system that allows multiple fans to follow a user. Note that some
systems can support both types of communication methods.

[0034] The private chat client determining module may determine a private chat
counterpart client based on the first private chat identifier and private chat counterpart
information. The private chat message generating module may generate a private chat message
based on the private chat content data.

[0035] The directed client counterpart module may determine a directed counterpart
publishing client based on the first directed identifier and directed counterpart information. The
directed message generating module may generate a directed message based on the input
information received from the client.

[0036] The sending module may send the private chat message only to the private chat
counterpart client. In some embodiments, the sending module may send the directed message
only to the directed counterpart publishing client.

[0037] In some embodiments, the group chat can also operate under a peer-to-peer
infrastructure, which may involve one or more computing devices acting as a server for other
computing devices or distributing the roles of the server over multiple computing devices.

[0038] In some embodiments, a local computer system sends a request to a remote
memory location of a remote server to transfer executable instructions and/or data from the
remote server. The request may include configuration information for the local computer system.
The server can generate code that provides for private chat within a group chat based on the
configuration information and send the code to the client machine. The local computer system
may also download (e.g., automatically or otherwise) from the remote server the most up-to-date
executable instructions that provides for private chat within a group chat on the local computer.
The remote server may generate and/or customize the instructions for the local computer system
to download. The executable instructions can automatically modify the client machine to enable
private chat within group chat.

[0039] In some embodiments, a client can send a request for executable code that allows
private chat within group chat from another client that another user is using to participate in the
group chat with the client. The client can receive the executable code and then install the

executable code to enable private chat within the group chat.

Exemplary Process For Client Providing Private Chat Within Group Chat
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[0040] FIG. 2 presents a flowchart illustrating an exemplary process for a client to
provide private chat within a group chat, in accordance with an embodiment of the present
invention. The client (e.g., mobile device) may initially receive input information from an input
area on the mobile device (operation 202). The mobile device may then generate a first message
based on the input information (operation 204). The first message may include a first private
chat identifier, private chat counterpart information, and private chat content data. This
information allows a server to determine a private chat counterpart client using the first private
chat identifier and private chat counterpart information, generate a private chat message based on
the first message, and send the private chat message only to the mobile device of the private chat
counterpart client.

[0041] The mobile device may send the first message to the server (operation 206). The
mobile device may subsequently receive and display a message sent from the server (operation
208).

[0042] The system may predetermine the first private chat identifier and the protocol for
message transmission and processing between the client and server. The protocol includes the
format of the first message and the private chat message. In addition, the system may determine
the input format in the input area. The system may also predetermine the characters that the user

initially enters in order to initiate the private chat within a group chat. For example, the first

e 9 e

private chat identifier may be a “+” or “-” identifier. That is, the user enters “+” or “-” as the first
character in the input area to initiate private chat mode in group chat. The message entered by
the user will then be a private chat message.

[0043] After entering the first private chat identifier, the user can enter private chat
counterpart information, such as an account number or name of the private chat counterpart.
There can be one or more private chat counterparts. If there are multiple private chat
counterparts, the account number or name of the private chat counterparts are separated by pre-
defined characters (e.g., such as comma). Subsequently, the user can enter the information to be
sent to the private chat counterpart, e.g., the private chat message. The private chat message and
the account number or name of the private chat counterpart can also be separated by pre-defined
characters (e.g., such as space). For example, if the user enters "+John Smith, James, Mary
Hello!" in the input area, the client will receive the character string "+John Smith, James, Mary
Hello!". This character string conforms to the predetermined format of the first message in an
exemplary embodiment.

[0044] The first character the user enters is the first private chat identifier. The user

enters the first private chat identifier before entering private chat counterpart information, and the

user can use commas to separate the names (also in character string form) of multiple private chat
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counterparts. The user enters the private chat message after the private chat counterpart
information, and a character string of chat content is separated from the name of the private chat
counterpart by a space. The client sends the character string to the server. Note that the above
embodiment is only one example, and embodiments of the present invention are not limited to
the described format of the first private chat identifier and the described format of the first
message. The first private chat identifier can have other formats and the first message can have
different formats in different embodiments.

[0045] After receiving the first message from the client, the server may parse the first
message based on a predetermined protocol for message transmission and processing. The server
may extract the first private chat identifier and private chat counterpart information. For

e 9

example, the server may extract one of “+” or “-” (e.g., the first private chat identifier) by parsing
the first character of the first message and the name of each private chat counterpart. That is, the
system can extract “John Smith”, “James” and “Mary” by parsing the character string before the
space and after the first private chat identifier of the first message, with commas separating the
names. The system can extract the private chat content “Hello” by parsing the character string
after the space.

[0046] When the server receives the first message from the client, the server may
determine the group account to which the client belongs, based on the information associated
with the client (e.g., such as client socket information). The system may then determine the
private chat counterpart client based on the first private chat identifier and the private chat
counterpart information, and generate a private chat message based on the first message. The
server may generate the private chat message based on the private chat content data of the first
message, or the private chat counterpart information and private chat content data of the first
message. The server sends the private chat message only to the private chat counterpart client.
Receiving the first message and sending the private chat message only to the private chat
counterpart client is described in greater detail below.

[0047] The client sending the first message (e.g., the client initiating a private chat) and
the private chat counterpart client may receive the private chat message from the server, while
the other clients that are also members in the group chat will not receive the message. All clients
in the group can receive group chat messages. The client can display the received group message
and private chat message in the display area.

[0048] If the server generates the private chat message based on the private chat
counterpart information and private chat content data, a client receiving the private chat message
can display the private chat message and the private chat counterpart information simultaneously,

such as the name or identification of a private chat counterpart. That is, the client can display the
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private chat message while displaying information regarding the members participating in the
private chat, e.g., the members being invited to participate in the private chat by the user who

initiates the private chat. The client may also display the private chat message without private
chat counterpart information and with only private chat content data.

[0049] If the server generates the private chat message based on the private chat content
data, the client may display only the private chat content data. Whether the client displays
private chat counterpart information can be determined by group privilege, user privilege or user
requirements considered at the client development stage. For example, a group may be a secret
group and a user can be responsible for assigning tasks to several members in the group via
private chat, but the members must not know of the other members participating in the tasks. In
this scenario, a client may display only private chat content data after receiving the private chat
message, and the server may also generate the private chat message only based on private chat
content data. Note that the client may also automatically display the sources of group chat

messages and private chat messages.

Exemplary Process For Client Providing Private Chat Within Group Chat

[0050] FIG. 3 presents a flowchart illustrating another exemplary process for a client to
provide private chat within a group chat, in accordance with an embodiment of the present
invention. During operation, the system (e.g., a client mobile device) may receive input
information from an input area (operation 302).

[0051] The client may then generate a first message based on the input information
(operation 304). The first message may include a first private chat identifier, private chat
counterpart information, and private chat content data. A server may determine a private chat
counterpart client based on the first private chat identifier and the private chat counterpart
information. The server may then generate a private chat message based on the first message,
and send the private chat message only to the private chat counterpart client.

[0052] The client may then send the first message to the server (operation 306). The
client may receive a message sent by the server and display the message in the display area
(operation 308). The message sent by the server may include a group chat message and a private
chat message, and the private chat message may include a second private chat identifier. The
client may determine that the received message includes a private chat message based on the
second private chat identifier, and display the group chat message and private chat message
separately.

[0053] The client may add a private chat message reply area in the private chat message

display box of the display area, and receive a private chat reply inputted by the user in the private
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chat message reply area (operation 310). After receiving the private chat reply, the client may
automatically add the first private chat identifier and the private chat counterpart information to
the information inputted by the user.

[0054] Note that operations 302 and 306 correspond to operations 202 and 206. The
system may predetermine the first private chat identifier and the second private chat identifier,
and the system may also predetermine the protocol for message transmission and processing
between the client and server. The protocol may specify the format of the first message and the
format of the private chat message.

[0055] In operation 308, the client may parse all group chat messages and private chat
content data according to predetermined rules. For example, the first two characters of a parsed
message may include a second private chat identifier that indicates a received message is a
private chat message. For example, assume that the system uses the character “s” as a
predetermined second private chat identifier and white space as a separator character for private
chat content data. The client may parse a received message and the first two characters are *“s”
and white space. The character “s” is the second private chat identifier, and the client may
determine that the received message is a private chat message based on the second private chat
identifier. If the client fails to parse and obtain the second private chat identifier, the client may
determine that the received message is a group chat message. Note that the second private chat
identifier can be the same as first private chat identifier.

[0056] The client can separately display a received group message and a received private
chat message in the display area. For example, the client may add distinctive symbols, such as a
“Private Message” identifier, in the display box for a private chat message, so that the user can
clearly distinguish a group chat message from a private chat message.

[0057] When the server generates a private chat message based on private chat
counterpart information and private chat content data, and the client is displaying the private chat
message, the client can at the same time display private chat counterpart information (e.g., such
as name or identification of private chat counterpart). That is, the client can simultaneously
display a private chat message and members participating in a private chat. These members are
invited to participate in a private chat by the user who initiates the private chat. The client can
also, at the time of displaying the private chat message, not display private chat counterpart
information, and only display private chat content data.

[0058] When the server generates a private chat message based on private chat content
data, the client displays the private chat content data. Whether the client displays private chat
counterpart information is determined by group privilege, user privilege or user requirements

during the development of client (e.g., client software). For example, if the group is a secret
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group, the user may be a group task dispatcher that dispatches a task to several members from the
group via private chat. A member participating in the task must not know of other members
participating in the task. In this case, after receiving a private chat message the client only
displays private chat content data, and the server generates a private chat message based only on
the private chat content data.

[0059] If the user wants to have a private chat with one or more members, the user can
enter his input in the input area according to predetermined rules. For example, a user may enter
“+John Smith, James, Mary Hello”. The user may want to reply to a private chat message sent
by other members after seeing the private chat message in the display area of the client. For
example, David Smith may initiate a private chat to John Smith, James and Mary by entering
“+John Smith, James, Mary Hello” in the input area and sending the input data.

[0060] If John Smith wants to reply to the private chat message after seeing the private
chat message from David Smith on his client mobile device, there are three possible scenarios: 1.
John Smith only replies to David Smith; 2. John Smith replies to any one of David Smith, James
and Mary; and 3. John Smith replies to all members participating in the private chat, e.g., David
Smith, James and Mary.

[0061] Regarding scenarios 1 and 2, John Smith can enter the reply message in the input
area according to input rules for replying to a message. For example, John Smith can input
“+David Smith Hello!” or “+David Smith, James Hello”. Regarding scenario 3, John Smith can
also input the reply message according to input rules for replying to a message. For example,
John Smith may enter “+David Smith, James, Mary Hello!”.

[0062] The reply method in scenario 3 is most commonly used by the user participating
in a chat (e.g., reply to all). However, if the user needs to enter the private chat identifier and
private chat counterpart information for each reply, the private chat process can be complicated
and inefficient. Therefore, in one embodiment, operation 310 includes that the private chat
message display box for the client includes a private chat message reply area. For example, the
client may add a reply button or reply link in the display box for the private chat message so that
the user can click the reply button or reply link to reply to the private chat message.

[0063] When the client receives the user's reply to the private chat message in the private
chat reply area, such as receiving the user’s input clicking on the reply button or reply link, the
client may automatically add the first private chat identifier and the private chat counterpart
information. The client may insert and display the first private chat identifier and private chat
counterpart information (e.g., name or identification of private chat counterpart) in the input area,
such as in an input box. Alternatively, the client may insert and display a private chat reply

indicator, such as the character string “Reply to Private Chat”. The user only needs to enter the
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private chat content after the first private chat identifier and private chat counterpart information
or after the private chat reply indicator.

[0064] If the client inserts the first private chat identifier and private chat counterpart
information in the input area, the input information received by the client from the input area
already includes the automatically added first private chat identifier and private chat counterpart
information. If the client inserts the private chat reply indicator in the input area, the client may
automatically add the first private chat identifier and private chat counterpart information to the
input information after receiving the input information (e.g., private chat content) from the input
area.

[0065] Thus, the user is only required to perform a simple operation to reply to the
private chat message. For example, the user need only click on the reply button for the private
chat message and then enter the reply content. The user is not required to enter the first private
chat identifier and private chat counterpart information every time, especially when many
members participate in a private chat. As a result, this scheme helps to significantly improve the
efficiency of the user's private chat and user experience.

[0066] The private chat counterpart information may include the information of all
members participating in a private chat (e.g., including the private chat initiating party). The
client may display the message sent by the user. The client may automatically add private chat
counterpart information in operation 310. That is, the client adds the information of all members
participating in a private chat. The server may send the group chat message or private chat
message to the client after receiving the group chat message or private chat message sent by the
client. The server may also send the message that the client sends for a reply to a private chat

back to the client, and the client may display the message.

Exemplary Process For Server Providing Private Chat Within Group Chat

[0067] FIG. 4 presents a flowchart illustrating another exemplary process for a server to
provide private chat within a group chat, in accordance with an embodiment of the present
invention. During operation, the server may receive a first message sent by the client, and the
first message may include a first private chat identifier, private chat counterpart information, and
private chat content data. The server may parse the first message to obtain the first private chat
identifier, private chat counterpart information and private chat content data.

[0068] The server may then identify the private chat counterpart client based on the first
private chat identifier and private chat counterpart information, and generate a private chat
message based on the first message (operation 404).

[0069] The server may then send the private chat message to the private chat counterpart
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client only (operation 406).

[0070] If the server parses the message sent by the client according to a predetermined
protocol for message transmission and processing, and the server fails to obtain the first private
chat identifier, the system may determine that the message sent by the client is a message sent in
group chat mode. If the server parses the message sent by the client, and the server obtains the
first private chat identifier, the server may determine that the message sent by the client is a
message sent in private chat mode.

[0071] After the server receives a first message, the server can determine the group
account to which a client belongs based on information of the client sending the first message
(e.g., such as a client socket). The server can then determine a private chat counterpart client
based on the first private chat identifier and private chat counterpart information. If the first
private chat identifier is a selection identifier, the client corresponding to the private chat
counterpart information is a private chat counterpart client. The private chat counterpart
information after the selection identifier is information regarding counterparts that the user
selected to participate in a private chat, and the server may determine that a client corresponding
to the private chat counterpart information is a private chat counterpart client. For example, the
character “+” can be the first private chat identifier and selection identifier. If the user “David
Smith” enters the character string “+John Smith, James, Mary Hello!”, the names of the private
chat counterparts are "John Smith", “James” and “Mary”. The server may parse the names of
the private chat counterparts and determine that the corresponding client devices of "John
Smith", “James” “Mary” and “David Smith” are the private chat counterpart clients. The server
may then send the private chat message to the private chat counterpart clients. The message sent
by the client may also be sent back to the client by the server and displayed on the client. That is,
the server sending a private chat message may also include the client as a private chat counterpart
client. For example, the client used by “David Smith” is also a private chat counterpart client.

[0072] If the first private chat identifier is an exclusion identifier, the clients
corresponding to private chat counterpart information are excluded from a client list, and the
remaining clients are private chat counterpart clients. That is, the private chat counterpart
information after the exclusion identifier is information regarding private chat counterparts

e

excluded from the group. For example, the character “-” can be the first private chat identifier

and exclusion identifier. If the user “David Smith” enters the character string “-John Smith,

!’3

James, Mary Hello!” then the names of the excluded private chat counterparts are “John Smith”,
“James”, and “Mary”. After the server parses the names of the private chat counterparts, the
server may determine that “John Smith”, “James”, and “Mary” are members excluded from the

group. The server may exclude the clients responding to “John Smith”, “James” and “Mary”
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from the client list. The server may determine that other clients, including the client associated
with “David Smith”, are private chat counterpart clients, and the server may send private chat
messages to the private chat counterpart clients.

[0073] The server may generate a private chat message based on the first message. The
server can generate the private chat message based on only the private chat content data of the
first message, or the server can generate the private chat message based on both the private chat
counterpart information and the private chat content data. If the server generates the private
message based on private chat counterpart information and private chat content data, the client
can simultaneously display the private chat message and private chat counterpart information,
such as the private chat counterpart name or identification. When the client displays the private
chat message, the client can also at the same time display information regarding members that are
participating in the private chat. When displaying the private chat message the client can also not
display private chat counterpart information and only display private chat content data. If the
server generates the private chat message based on only private chat content data, the client may
only display private chat content data. Whether the client displays private chat counterpart
information or not can be determined by group privilege, user privilege or user requirements
during development of the client device (e.g., such as during messaging software development).

[0074] In one embodiment, the server generates a private chat message that includes a
second private chat identifier, so that the client can determine whether a received message is a
private chat message based on the second private chat identifier. That is, the server inserts the
second private chat identifier into a generated private chat message. In addition, the private chat
message format and the position of the second private chat identifier in the private chat message
is predetermined. For example, the server may add the character string “*secret®” into the
private chat message as a second private chat identifier, and the second private chat identifier is
located at the beginning of the private chat message. After the client receives the private chat
message, the client parses the private chat message and obtains the character string “*secret*”.
The client may determine that the received message is a private chat message, so that the client
can display the group chat message and the private chat message in a distinctive manner.

[0075] In some embodiments, the client need not generate an additional chat window.
Private chat is available in the original group chat window, and the user need not switch among
multiple chat windows. The user need only use the group chat window to participate in both
group chat and private chat, which provides the user with improved communication efficiency

and user experience.

Exemplary Process For Client Providing Private Chat Within Group Chat




10

15

20

25

30

35

WO 2016/153824 PCT/US2016/022183
16

[0076] FIG. 5 presents a flowchart illustrating another exemplary process for a client to
provide private chat within a group chat, in accordance with an embodiment of the present
invention. During operation, a client may receive input information from an input area
(operation 502). The client may generate a first message based on the input information. The
first message includes a private chat counterpart exclusion identifier, private chat counterpart
exclusion data, and private chat content data. The information in the first message allows a
server to determine a private chat counterpart client based on the private chat counterpart
exclusion identifier and private chat counterpart exclusion data. The server may generate a
private chat message based on the first message, and send the private chat message only to the
private chat counterpart client.

[0077] The client may send the first message to the server (operation 506). The client
may then receive and display the message sent by the server (operation 508).

[0078] The system may predetermine the private chat counterpart exclusion identifier and
protocol for the transmission and processing of messages between client and server. The
protocol includes the format of the first message and the format of the private chat message. The
private chat counterpart exclusion identifier indicates that the first message entered by the client
is a private message and that the group members corresponding to the private chat counterpart
exclusion data are those that the client does not intend to conduct private chat with. In addition,
the system may predetermine the format for entering a message in the input area for the first time
by the client initiating the private chat when conducting a private chat. For example, when the

e

system uses as the private chat counterpart exclusion identifier in the first position of input

e

information, once the first character entered by the client in the input area is “-”, that will initiate
private chat mode in group chat. The client needs to enter private chat counterpart exclusion data
after the private chat counterpart exclusion identifier, such as the account number or name of the
private chat counterpart being excluded. One or more private chat counterparts can be excluded.
Then the user can enter the information that is intended to be sent to the private chat counterpart,
e.g., private chat content data. The private chat counterpart exclusion identifier may also be in
other formats, and the first message can also be in other formats.

[0079] After receiving the first message sent by the client, based on a predetermined
protocol for message transmission and processing, the server parses the first message and obtains
the private chat counterpart exclusion identifier, private chat counterpart exclusion data, and
private chat content data. The server may determine, based on the private chat counterpart
exclusion identifier, that the client sent the first message under a private chat mode. The server

may then remove from a clients list the clients corresponding to the private chat counterpart

exclusion data. The remaining clients are private chat counterpart clients, and the server
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generates a private chat message based on the first message. The server can generate the private
chat message from the private chat content data of the first message. Also, the server can
generate the private chat message from the private chat counterpart exclusion data and the private
chat content data of the first message, and send the private chat message to the private chat
counterpart clients.

[0080] The server may send messages that include group chat messages and private chat
messages. The client sending the first message, e.g., the client initiating the private chat, and
clients of private chat counterparts may receive a private chat message sent by the server, while
clients of group members corresponding to counterpart exclusion data may not receive the
message. The client may receive and display group chat messages and private chat messages. In
one embodiment, the server generates a private chat message without any special processing.
That is, there is no difference in processing and format for the private chat messages and group
chat messages, and there is no difference in the client’s display of private chat messages and
group chat messages.

[0081] In some embodiments, the server generates a private chat message that includes a
second private chat identifier. That is, the server adds a second private chat identifier when
generating the private message. The system may predetermine the second private chat identifier.
The client parses all group chat messages and private chat messages received according to
predetermined rules. For instance, the client may parse the first character of a message. If the
client obtains a second private chat identifier from parsing the message, then the client may
determine that the received message is a private message. If the client does not obtain a private
chat counterpart exclusion identifier from parsing the message, then the client may determine that
the received message is a group message. The client displays both the group chat messages and
private chat messages in the display area in different ways, enabling the user to distinguish
between group chat messages and private chat messages. When the server generates a private
chat message based on both private chat counterpart information and private chat content data,
the client can display the private chat counterpart information when displaying the private chat
message.

[0082] In an embodiment, the client may add a private chat message reply area in the
private chat message display box of the display area, and receive a user's private chat message
reply from the private chat message reply area. When receiving a user's private chat message
reply, the client may automatically add the private chat counterpart exclusion identifier and the
private chat counterpart exclusion data to the input data (e.g., private chat message reply).

[0083] The client may add the private chat message reply area in the private chat message

display box of the display area, enabling the user to reply to a private chat message by clicking
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on a reply button or reply link. When receiving a private chat message reply from the user in the
private chat message reply area, the client may automatically add the private chat counterpart
exclusion identifier and the private chat counterpart exclusion data to the input data (e.g., private
chat message reply). The user need only perform a simple reply operation and then enter the
reply content, thus eliminating the need to enter the private chat counterpart identifier and private

chat counterpart information every time.

Exemplary Process for Server Providing Private Chat Within Group Chat

[0084] FIG. 6 presents a flowchart illustrating an exemplary process for a server to
provide private chat within a group chat, in accordance with an embodiment of the present
invention. During operation, the server receives a first message sent by a client (operation 602).
The first message includes a private chat counterpart exclusion identifier, private chat counterpart
exclusion data, and private chat content data.

[0085] The server then removes the clients corresponding to the private chat counterpart
exclusion data from a client list based on the private chat counterpart exclusion identifier and
private chat counterpart exclusion data (operation 604). The remaining clients are private chat
counterpart clients and the server generates a private chat message based on the private chat
content data. The server then sends the private chat message to the private chat counterpart
clients only (operation 606).

[0086] When the server parses the message sent by the client according to the
predetermined protocol for the transmission and processing of message, if there is no private chat
counterpart exclusion identifier, then the server determines that the message sent by the client is a
message sent under group chat mode. If the server obtains the private chat counterpart exclusion
identifier through parsing of the message sent by the client, then the server determines that the
message sent by the client is a message sent under private chat mode.

[0087] After the server receives the first message from the client, the server determines
which group account the client belongs to based on information regarding the client. The server
then removes the clients corresponding to the private chat counterpart exclusion data from the
client list of the group account. The remaining clients are private chat counterpart clients, and
the server sends a private chat message to the private chat counterpart clients.

[0088] The server may generate a private chat message based on the first message. The
server can generate the message from only the private chat content data in the first message, or
from both the private chat counterpart information and the private chat content data in the first
message. If the server generates the private message based on both private chat counterpart

information and private chat content data, the client may display both the private chat message
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and private chat counterpart information. That is, the client displays the private chat message as
well as group members participating in the private chat.

[0089] In one embodiment, the private chat message includes the second private chat
identifier. That is, the server inserts the second private chat identifier when generating a private
chat message to enable the client to determine that the message received is a private message.
The system can predetermine the format of the private chat message, including the location of the
second private chat identifier in the private chat message. After receiving the private chat
message, the client parses the private message according to its format. If the client obtains the
second private chat identifier, the client may determine that the message is a private message.
The second private chat identifier helps the client to distinguish between group messages and
private messages, and the client may display group messages and private messages in different

ways.

Publishing Clients

[0090] With the coming of the media era, people are widely used to using publishing
clients (e.g., including clients on personal computers and mobile devices) such as blogs,
microblogs (e.g., Weibo), WeChat, and personal websites to publish information and to share and
communicate with others. One may register his/her own account on a publishing client so as to
have a publishing platform to publish his/her own information. The publishing server is
responsible for the maintenance and management of registered accounts and the corresponding
publishing client information. At the same time, a user may follow another user’s account
through his/her own publishing client, read messages published by the other user, and become a
fan of the other user.

[0091] The process is as follows: when a user uses a publishing client to follow (or un-
follow) a certain account, the publishing client sends to a publishing server a corresponding
follow (or un-follow), operation information, and information regarding the account being
followed (or un-followed). Each account on the publishing server corresponds to a fan account
list and a follow account list. A fan account list corresponds to a fans publishing client list, and a
follow account list corresponds to a follow publishing client list.

[0092] After receiving the follow (or un-follow) operation information and information
regarding the followed (or un-followed) account, the publishing server changes the fan account
list of the followed (or un-followed) account (e.g., add or delete a certain fan account). The
publishing server may also change the fans publishing client list corresponding to the fan account
list and the follow publishing client list corresponding to the follow account list. The publishing

server may then publish fan change information and follow change information to the publishing
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client corresponding to the followed account. After receiving the fan change information and
follow change information, the publishing client may update the follow number, number of fans,
follow account information and/or fan account information displayed on the publishing client.
When a user wants to view his/her own fan list on the publishing client, he/she may send to the
publishing server a request for review of the fan list. The publishing server may, based on the
fan list review request, return to the publishing client all or part of fan account list information
(e.g., in case of large number of fans, publishing server may return list information in batches).
The publishing client may then receive and display the fan account list information.

[0093] When a user publishes a message, he/she enters the message in the input box of
the publishing client. After receiving the input information, the publishing client sends the input
information to the publishing server. The publishing server forwards the input information to all
publishing clients in the fan client list corresponding to the publishing client, so that all fans of
the user including other viewers can see the message published by the user through their own
publishing clients. In this scenario, the user's published message is public information.

[0094] However, sometimes the user does not want his/her message to be seen by all fans
and other viewers, but to be seen by only a certain fan or a number of fans. In this scenario, the
message is directed information. Presently, directed information may be limited to information
directed at good friends (e.g., accounts following each other are good friends). That is, the
message can only be seen by users mutually following each other (e.g., friend circles in Weibo
and WeChat).

[0095] The publishing client may provide options when sending messages such as public
information, limited to mutual follow (e.g., mutual follow), and viewable and non-viewable.
When a user selects the option of limited to mutual follow, the publishing client sends the
message entered in the input box by the user to the publishing server. After the publishing server
receives the input information in the message, the publishing server sends the input information
to all publishing clients corresponding to a mutual follow account list. The server may determine
the mutual follow account list from the fan account list and the follow account list of the
publishing client (e.g., the common portions of fan account list and follow account list). Since
directed information is limited to sending to all mutual follow accounts, the user cannot direct the
input information to specific accounts, regardless whether the accounts are mutual follow

accounts.

Exemplary Process Of Directed Message Delivery For Publishing Clients

[0096] FIG. 7 presents a flowchart illustrating an exemplary process of directed message

delivery for publishing clients, in accordance with an embodiment of the present application.
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During operation, the client receives input information from an input box (operation 702). The
input information may include a first directed identifier, directed counterpart information, and
publishing content information. The input information allows a server to determine directed
counterpart publishing clients based on the first directed identifier and the directed counterpart
information, generate directed information based on the input information, and send the directed
information to the directed counterpart publishing clients only.

[0097] The client may then send the input information to the publishing server (operation
704). The client may receive and display information sent by the publishing server (operation
706).

[0098] The system may predetermine the content and format that the user enters in the
input box. The system may determine that the content the user enters should include the first
directed identifier, directed counterpart information, and publishing content information. For
example, the system may use the first character “+” or ““-” as the first directed identifier. The
system may predetermine the first directed identifier and a second directed identifier, and
predetermine a message transferring and message processing protocol between the publishing
client and the publishing server.

[0099] The user may enter message content in a specified format in an input box. For

e

example, the system may use the first character “+” or ““-” as the first directed identifier to select

e 9

or exclude a fan, respectively. For example, the user may enter “+” or “-” as the first character in
the input box, and enter directed counterpart information after the first directed identifier. For
example, the user may enter the account number or the user name of the directed counterpart, and
then the user may enter publishing content information. The first directed identifier, directed
counterpart information, and publishing content information constitute the input information.
After receiving the input information, the publishing client may send the input information to the
publishing server.

[00100] Upon receiving input information sent by the publishing client, the
publishing server may parse the input information so as to obtain the first directed identifier,
directed counterpart information and publishing content information. Then, the server may
determine, based on the first directed identifier, that the received input information is directed
information, e.g., the input information is accessible only by the directed counterpart. The server
may determine the directed counterpart publishing client according to the first directed identifier
and directed counterpart information, and generate directed information based on the input
information. The server may send the directed information to the directed counterpart publishing

client.

[00101] The publishing client and the directed counterpart publishing client



10

15

20

25

30

35

WO 2016/153824 PCT/US2016/022183
22

may receive the directed information sent by the publishing server, while other clients may not
receive such information. The publishing server may send information that includes public
information and directed information. The directed information may include the second directed
identifier. A client may determine based on the second directed identifier that the received
information is directed information, and display the public information and directed information
separately. This makes it convenient for users to determine which is public information and
which is directed information.

[00102] The publishing client may receive directed information and parse the
directed information according to predetermined rules. For example, the client may parse the
first character of the directed information. If the client determines that the directed information
includes the second directed identifier, the client may determine that the received information is
directed information. If the client determines that the directed information does not include the
second directed identifier, the client may determine that the received information is public
information. The publishing client may then separately display the public information and
directed information. For example, the publishing client may add a distinguishing symbol such
as “directed” in the directed information display box. The publishing server may send message
source information to the client that indicates which publishing client the input information
corresponding to the message comes from. The publishing client may automatically display
information regarding the source of the directed information and the source of the public

information.

Exemplary Process Of Directed Message Delivery For Server

[00103] FIG. 8 presents a flowchart illustrating an exemplary process of directed
message delivery for a server, in accordance with an embodiment of the present invention.
During operation, the system may receive input information sent from a publishing client
(operation 802). The input information may include a first directed identifier, directed
counterpart information, and publishing content information. Next, the system may determine
the directed counterpart publishing client based on the first directed identifier and directed
counterpart information (operation 804). The system may then generate directed information
based on the input information (operation 806). The system may send the directed message to
the directed counterpart publishing client only (operation 808). Note that the system can also
generate and send directed messages to multiple publishing clients based on the directed
counterpart information.

[00104] If the publishing server does not obtain the first directed identifier

when parsing the input information sent by the publishing client, the server may determine that
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the input information sent by the publishing client is accessible to all. If the publishing server
obtains the first directed identifier when parsing the input information sent by the publishing
client, the server may determine that the input information sent by the publishing client is
directed input information. For directed input information, the publishing server may parse the
input information to obtain the first directed identifier, directed counterpart information and
publishing content information.

[00105] Upon receiving input information sent by the publishing client, the
publishing server may determine that the input information is directed based on the first directed
identifier. The publishing server may determine the directed counterpart publishing client based
on the first directed identifier and directed counterpart information. When the server receives
input information sent by the publishing client, the server may also receive information
associated with the publishing client (e.g., socket). If the first directed identifier is a selection
identifier, the publishing server may search in the fans publishing client list of the publishing
client. The publishing client corresponding to the directed counterpart information is the directed
counterpart publishing client. If the first directed identifier is an exclusion identifier, then the
system (e.g., publishing server) removes the publishing client corresponding to the directed
counterpart information from the fans publishing client list of the publishing client. The
remaining publishing clients are the directed counterpart publishing clients. Using an exclusion
identifier as the first directed identifier is appropriate for users with few fans. If a user has a
large number of fans, the user may need to enter a large amount of directed counterpart
information in order to remove non-directed counterparts.

[00106] The server may generate directed information based on the input
information. The publishing server may send information to the publishing client that includes
public information and directed information. In some implementations, the publishing client uses
the same format and processing techniques for public information and directed information. The
publishing client may therefore manage and display the public information and directed
information in the same way. Although users who publish information can include indicators
within a message, the user experience associated with the publishing client is inferior with this
approach, since users cannot be clear as to which is public information and which is directed
information. Therefore, in some embodiments, the publishing server may generate directed
information that has a second directed identifier. The publishing client may determine the
received information is directed information based on the second directed information, and
separate the directed information from public information, so that the publishing client may
display public information and directed information in different ways. The system may

predetermine the format of the directed information and the position of the second directed
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identifier in the directed information. Note that the second directed identifier can also be the
same as the first directed identifier.

[00107] Embodiments of the present invention include a method for directed
information publishing. A user has the flexibility to choose a directed counterpart. The user
need only enter the first directed identifier and directed counterpart information in an input box
to publish directed information. In comparison with the mode which allows only friends who

follow each other to publish directed information, this mode is much more convenient.

Exemplary Client

[00108] FIG. 9 presents a block diagram illustrating an exemplary client in a
computing system for providing private chat within a group chat, in accordance with an
embodiment of the present application. Client 900 includes a processor 910, a memory 920, and
a storage device 930. Storage 930 typically stores instructions that can be loaded into memory
920 and executed by processor 910 to perform the methods described above. In one
embodiment, the instructions in storage 930 can implement a receiving module 942, a message
generator module 944, a sending module 946, a display module 948, and a reply module 950,
which can communicate with each other through various means.

[00109] In some embodiments, modules 942-950 can be partially or entirely
implemented in hardware and can be part of processor 910. Further, in some embodiments, the
client may not include a separate processor and memory. Instead, in addition to performing their
specific tasks, modules 942-950, either separately or in concert, may be part of special-purpose
computation engines.

[00110] Storage 930 stores programs to be executed by processor 910.
Specifically, storage 930 stores a program that implements a client (e.g., application) for private
chat within a group chat. During operation, the application program can be loaded from storage
930 into memory 920 and executed by processor 910. As a result, client 900 can perform the
functions described above. Client 900 further includes a display 970, and can be coupled via one
or more network interfaces to a network 982.

[00111] Receiving module 942 may receive an input message from the user.

[00112] Message generator module 944 may generate a first message that includes
a first private chat identifier, private chat counterpart information, and private chat content data.
The first message allows a server to use the first private chat identifier and private chat
counterpart information to determine a private chat counterpart client. The server may generate a
private chat message based on the first message and send the private chat message only to the

private chat counterpart client.
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[00113] Sending module 946 may send the first message to a server.
[00114] Display module 948 may display a message received from the server in a

display area. The message may include a group chat message and a private chat message. The
private chat message may include a second private chat identifier. The client may determine that
the message received is a private chat message based on the second private chat identifier, and
display the group chat message and private chat message in different ways.

[00115] Reply module 950 may add a private chat message reply area to a private
chat message display box of a display area. Reply module 950 may receive a private chat
message reply entered by the user through the private chat message reply area. Reply module
950 may also automatically add a first private chat identifier and private chat counterpart

information to the private chat message reply.

Exemplary Server

[00116] FIG. 10 presents a block diagram illustrating an exemplary server in a
computing system for providing private chat within a group chat, in accordance with an
embodiment of the present application. Server 1000 includes a processor 1010, a memory 1020,
and a storage device 1030. Storage 1030 typically stores instructions that can be loaded into
memory 1020 and executed by processor 1010 to perform the methods described above. In one
embodiment, the instructions in storage 1030 can implement a receiving module 1042, a private
chat client determining module 1044, a private chat message generating module 1046, a directed
client counterpart module 1048, a directed message generating module 1050, and a sending
module 1052, which can communicate with each other through various means.

[00117] In some embodiments, modules 1042-1052 can be partially or entirely
implemented in hardware and can be part of processor 1010. Further, in some embodiments, the
server may not include a separate processor and memory. Instead, in addition to performing their
specific tasks, modules 1042-1052, either separately or in concert, may be part of special-purpose
computation engines.

[00118] Storage 1030 stores programs to be executed by processor 1010.
Specifically, storage 1030 stores a program that implements a server (e.g., application) for
private chat within a group chat. During operation, the application program can be loaded from
storage 1030 into memory 1020 and executed by processor 1010. As a result, server 1000 can
perform the functions described above. Server 1000 can further include a display 1080, and can
be coupled via one or more network interfaces to a network 1082.

[00119] Receiving module 1042 may receive a first message from a client. The

first message may include a first private chat identifier, private chat counterpart information, and
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private chat content data. In some embodiments, receiving module 1042 may also receive a first
directed identifier, directed counterpart information, and publishing content information as input
information from the client.

[00120] Private chat client determining module 1044 may determine a private chat
counterpart client based on the first private chat identifier and private chat counterpart
information. Private chat message generating module 1046 may generate a private chat message
based on the private chat content data. Directed client counterpart module 1048 may determine a
directed counterpart publishing client based on the first directed identifier and directed
counterpart information. Directed message generating module 1050 may generate a directed
message based on the input information received from the client. Sending module 1052 may
send the private chat message only to the private chat counterpart client, and may send messages
that are not private to every member of a group. In some embodiments, sending module 1052
may send the directed message only to the directed counterpart publishing client, and may send
messages that are not directed to every fan following a publishing client.

[00121] Embodiments of the present invention may be implemented on various
universal or dedicated computer system environments or configurations. For example, such
computer systems may include personal computers, server computers, handheld or portable
devices, tablet-type devices, multiprocessor systems, microprocessor-based systems, set-top
boxes, programmable electronic consumption devices, network PCs, minicomputers, mainframe
computers, distributed computing environments including any of the above systems or devices,
and the like.

[00122] Embodiments of the present invention may be described within the general
context of computer-executable instructions executed by a computer, such as a program module.
Generally, the program module includes a routine, a program, an object, an assembly, a data
structure and the like for implementing particular tasks or achieving particular abstract data
types. Embodiments of the present invention may also be implemented in distributed computing
environments, in which tasks are performed by remote processing devices connected via a
communication network. In the distributed computing environments, program modules may be
located in local and remote computer storage media that may include a storage device.

[00123] The data structures and computer instructions described in this detailed
description are typically stored on a computer-readable storage medium, which may be any
device or medium that can store code and/or data for use by a computer system. The computer-
readable storage medium includes, but is not limited to, volatile memory, non-volatile memory,
magnetic and optical storage devices such as disk drives, magnetic tape, CDs (compact discs),

DVDs (digital versatile discs or digital video discs), or other media capable of storing computer-
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readable media now known or later developed.

[00124] The methods and processes described in the detailed description section
can be embodied as code and/or data, which can be stored in a computer-readable storage
medium as described above. When a computer system reads and executes the code and/or data
stored on the computer-readable storage medium, the computer system performs the methods and
processes embodied as data structures and code and stored within the computer-readable storage
medium.

[00125] Furthermore, methods and processes described herein can be included in
hardware modules or apparatus. These modules or apparatus may include, but are not limited to,
an application-specific integrated circuit (ASIC) chip, a field-programmable gate array (FPGA),
a dedicated or shared processor that executes a particular software module or a piece of code at a
particular time, and/or other programmable-logic devices now known or later developed. When
the hardware modules or apparatus are activated, they perform the methods and processes
included within them.

[00126] The above description is presented to enable any person skilled in the art
to make and use the embodiments, and is provided in the context of a particular application and
its requirements. Various modifications to the disclosed embodiments will be readily apparent to
those skilled in the art, and the general principles defined herein may be applied to other
embodiments and applications without departing from the spirit and scope of the present
disclosure. Thus, the present invention is not limited to the embodiments shown, but is to be

accorded the widest scope consistent with the principles and features disclosed herein.
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What Is Claimed Is:

1. A computer-implemented method for private chat within a group chat performed
by a server, comprising:

receiving, at the server from a computing device, a first message that includes a first
private chat identifier, private chat counterpart information, and private chat content data;

determining a private chat counterpart client based on the first private chat identifier and
the private chat counterpart information, wherein the private chat counterpart client and the
computing device are both participating in the group chat;

generating a private chat message based on the first message including the private chat
content data; and

sending the private chat message to the private chat counterpart client without sending the

private chat message to all members participating in the group chat.

2. The method of claim 1, wherein the private chat message includes a second
private chat identifier which allows the private chat counterpart client to determine that the
private chat message is privately sent to the private chat counterpart client without being sent to

other group members participating in the group chat.

3. The method of claim 1, further comprising:
determining that the first private chat identifier is a selection identifier; and
determining that a client corresponding to the private chat counterpart information is a

private chat counterpart client.

4. The method of claim 1, further comprising:

determining that the first private chat identifier is an exclusion identifier;

removing a client corresponding to the private chat counterpart information from a client
list; and

determining that the remaining clients of the client list are private chat counterpart clients.

5. The method of claim 1, further comprising:

receiving a second message from the computing device, wherein the second message
includes a private chat counterpart exclusion identifier, private chat counterpart exclusion
information, and second private chat content data;

removing a client corresponding to the private chat counterpart exclusion information
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from a client list based on the private chat counterpart exclusion identifier and private chat
counterpart exclusion information, wherein the remaining clients on the client list are private chat
counterpart clients;

generating a private chat message based on the second message that includes the second
private chat content data; and

sending the private chat message only to the private chat counterpart clients.

6. The method of claim 1, further comprising:

receiving input information sent from a publishing client, wherein the input information
includes a first directed identifier, directed counterpart information and publishing content
information;

determining a directed counterpart client based on the first directed identifier and the
directed counterpart information;

generating a directed message based on the input information; and

sending the directed message only to the directed counterpart client.

7. A computing system comprising:

One Or More processors;

a memory; and

a computer-readable medium coupled to the one or more processors storing instructions
stored that, when executed by the one or more processors, cause the computing system to
perform a method for private chat within a group chat performed by a server, the method
comprising:

receiving, at the server from a computing device, a first message that includes a first
private chat identifier, private chat counterpart information, and private chat content data;

determining a private chat counterpart client based on the first private chat identifier and
the private chat counterpart information, wherein the private chat counterpart client and the
computing device are both participating in the group chat;

generating a private chat message based on the first message including the private chat
content data; and

sending the private chat message to the private chat counterpart client without sending the

private chat message to all members participating in the group chat.

8. The system of claim 7, , wherein the private chat message includes a second private

chat identifier which allows the private chat counterpart client to determine that the private chat
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message is privately sent to the private chat counterpart client without being sent to other group

members participating in the group chat.

9. The system of claim 7, further comprising:
determining that the first private chat identifier is a selection identifier; and
determining that a client corresponding to the private chat counterpart information is a

private chat counterpart client.

10. The system of claim 7, further comprising:

determining that the first private chat identifier is an exclusion identifier;

removing a client corresponding to the private chat counterpart information from a client
list; and

determining that the remaining clients of the client list are private chat counterpart clients.

11. The system of claim 7, further comprising:

receiving a second message from the computing device, wherein the second message
includes a private chat counterpart exclusion identifier, private chat counterpart exclusion
information, and second private chat content data;

removing a client corresponding to the private chat counterpart exclusion information
from a client list based on the private chat counterpart exclusion identifier and private chat
counterpart exclusion information, wherein the remaining clients on the client list are private chat
counterpart clients;

generating a private chat message based on the second message that includes the second
private chat content data; and

sending the private chat message only to the private chat counterpart clients.

12. The system of claim 7, wherein the method further comprises:

receiving input information sent from a publishing client, wherein the input information
includes a first directed identifier, directed counterpart information and publishing content
information;

determining a directed counterpart client based on the first directed identifier and the
directed counterpart information;

generating a directed message based on the input information; and

sending the directed message only to the directed counterpart client.
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14. A non-transitory computer-readable storage medium storing instructions that when
executed by a computer cause the computer to perform a method for private chat within a group
chat performed by a server, the method comprising:

receiving, at the server from a computing device, a first message that includes a first
private chat identifier, private chat counterpart information, and private chat content data;

determining a private chat counterpart client based on the first private chat identifier and
the private chat counterpart information, wherein the private chat counterpart client and the
computing device are both participating in the group chat;

generating a private chat message based on the first message including the private chat
content data; and

sending the private chat message to the private chat counterpart client without sending the

private chat message to all members participating in the group chat.

15. The non-transitory computer-readable storage medium of claim 13, wherein the
private chat message includes a second private chat identifier which allows the private chat
counterpart client to determine that the private chat message is privately sent to the private chat

counterpart client without being sent to other group members participating in the group chat.

16. The non-transitory computer-readable storage medium of claim 13, wherein the
method further comprises:

determining that the first private chat identifier is a selection identifier; and

determining that a client corresponding to the private chat counterpart information is a

private chat counterpart client.

17. The non-transitory computer-readable storage medium of claim 13, wherein the
method further comprises:

receiving a second message from the computing device, wherein the second message
includes a private chat counterpart exclusion identifier, private chat counterpart exclusion
information, and second private chat content data;

removing a client corresponding to the private chat counterpart exclusion information
from a client list based on the private chat counterpart exclusion identifier and private chat
counterpart exclusion information, wherein the remaining clients on the client list are private chat
counterpart clients;

generating a private chat message based on the second message that includes the second

private chat content data; and
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sending the private chat message only to the private chat counterpart clients.

18. The non-transitory computer-readable storage medium of claim 14, wherein the
method further comprises:

receiving sensor data from two or more infrared sensors located near an entrance of a
public transport; and

determining a number of passengers on the public transport based on the sensor data.

18. A non-transitory computer-readable storage medium storing instructions that when
executed by a computer cause the computer to perform a method for private chat within a group
chat, the method comprising:

receiving input information from a user on the computer, wherein the computer is a client
computing device;

generating a first message based on the input information, wherein the first information
includes a first private chat identifier, private chat counterpart information, and private chat
content data, wherein the first message allows a server to:

determine a client that is a private chat counterpart based on the first private
chat identifier and private chat counterpart information,

generate a private chat message based on the first message, and

send the private chat message only to the client that is the private chat
counterpart;

sending the first message to the server; and

receiving a message sent by the server and displaying the message.

19. The non-transitory computer-readable storage medium of claim 18, wherein the
method further comprises:

receiving, from the server, a message that includes a group chat message and a private
chat message, wherein the private chat message includes a second private chat identifier;

determining, based on the second private chat identifier, that one of the two messages is a
private chat message; and

displaying the group chat message and private chat message differently.

20. The non-transitory computer-readable storage medium of claim 18, wherein the

method further comprises:
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adding a private chat message reply area to a private chat message display box depicted
on a display area of the client computing device;
receiving a user's private chat message reply through the private chat message reply area;

and
in response to receiving the user's private chat message reply, automatically adding to the

user's private chat message reply the first private chat identifier and the private chat counterpart

information.
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