woO 20087123732 A1 |0 0O PO 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization ‘, | [I

) /IO O O OO

International Bureau

(43) International Publication Date
16 October 2008 (16.10.2008)

(10) International Publication Number

WO 2008/123732 Al

(51) International Patent Classification:

HO4L 12/26 (2006.01)
(21) International Application Number:
PCT/KR2008/001963
(22) International Filing Date: 7 April 2008 (07.04.2008)
(25) Filing Language: English
(26) Publication Language: English

(30) Priority Data:
10-2007-0033696 5 April 2007 (05.04.2007) KR

(71) Applicants (for all designated States except US): SAM-
SUNG ELECTRONICS CO., LTD. [KR/KR]; 416,
Maetan-dong, Yeongtong-gu, Suwon-si, Gyeonggi-do
443-742 (KR). SEOUL NATIONAL UNIVERSITY
INDUSTRY FOUNDATION [KR/KR]; 222, Mt. 4-2,
Bongcheon-dong, Gwanak-gu, Seoul 151-818 (KR).

(72) Inventors; and

(75) Inventors/Applicants (for US only): LEE, Yong
[KR/KR]; 101-302, Lotte Castle Kingdom Apt., 43
Samseong 2-dong, Gangnam-gu, Seoul 153-507 (KR).

(74)

(81)

BAHK, Sae-Woong [KR/KR]; 102-1303, Heunghwa
Brown Apt., 930-1 Bangbae 1-dong, Seocho-gu, Seoul
137-061 (KR). PAK, Woo-Guil [KR/KR]; 107-402,
Doosan Apt., Guro 4-dong, Guro-gu, Seoul 152-764 (KR).
PARK, Yong-Seok [KR/KR]; 202-1901, Yangji Maeul
Chonggu Apt., Sunae-dong, Bundang-gu, Seongnam-si,
Gyeonggi-do 463-921 (KR). CHOI, Wook [US/KR];
202-501, Unam Firstvil, Byeongjeom-dong, Hwaseong-si,
Gyeonggi-do 445-779 (KR). KIM, Sun-Gi [KR/KR];
104-804, Olympic Seonsuchon Apt., Oryun-dong,
Songpa-gu, Seoul 138-787 (KR).

Agent: PARK, Sang-Soo; Suite 1810, Hwanghwa Bldg.,
832-7, Yeoksam-dong, Gangnam-gu, Seoul 135-936 (KR).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AOQ, AT, AU, AZ,BA, BB, BG, BH, BR, BW, BY, BZ, CA,
CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE,
EG, ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,
1L, IN, IS, JP, KE, KG, KM, KN, KP,KZ, LA, LC, LK, LR,
LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,

[Continued on next page]

(54) Title: SYSTEM AND METHOD FOR ESTIMATING FLOW-SPECIFIC TRAFFIC VOLUMES

[Fig. 4]

R4

(RFC)

(RFC)

(57) Abstract: A system and method for exactly
estimating a volume of traffic is provided when packets
are transferred within the network. The system and
method receive data packets from clients through
a plurality of router-for-clients, and creating a flow
information packet for estimating information about
a flow, transfer the data packets and the created flow
information packet to the destination router-for-client
via a router-for-relay, calculate information about the
traffic of a flow at the destination router-for-client
through the flow information packets transferred from
the router-for-clients, and estimate a volume of the
traffic. Thus, the system and method can estimate the
volume of the traffic on the network with respect to the
aggregated flow defined by the router pair connected
to the terminal or the external network when the traffic
is actually introduced into the network, instead of the
flows of each terminal and each destination.



WO 20087123732 A1 | NI DA0 000 000001000 00 0 00

MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL, PT, RO, FR, GB,GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL,

RS, RU, SC, SD, SE, SG, SK, SL, SM, SV, SY, TJ, TM, NO, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG,

TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, 7ZM, ZW. CIL, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).
(84) Designated States (unless otherwise indicated, for every  Published:

kind of regional protection available): ARIPO (BW, GH, —  with international search report

GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM, — before the expiration of the time limit for amending the

7ZW), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), claims and to be republished in the event of receipt of

European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, amendments



WO 2008/123732 PCT/KR2008/001963

Description

SYSTEM AND METHOD FOR ESTIMATING FLOW-SPECIFIC

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

TRAFFIC VOLUMES
Technical Field

The present invention relates to a system and method for estimating flow-specific
traffic volumes of combined layer 2/layer 3 (L2/L.3) based routers and, more par-
ticularly, to a system and method for exactly estimating a volume of traffic introduced
into a network regardless of a packet loss occurring when packets are transferred

within the network.

Background Art

Known flow traffic estimation techniques are methods of measuring traffic of flows
transferred over a current network, and make use of a method of storing all pieces of
traffic (reference population) transferred for a given time and predicting traffic at-
tributes of a parent population using characteristics of the reference population.

Among the methods, the typical one includes "traffic estimation for the largest
sources on a network using packet sampling with limited storage", which is proposed
by Hewlett Packard company.

In conjunction with this method, each router constituting the network typically stores
information about received traffic and transmitted traffic, and transmits the information
about the received and transmitted traffic to a specific sever (e.g. simple network
management protocol (SNMP) server) using an SNMP.

However, this known method can merely predict the characteristics of the traffic
transferred over the current network, but it cannot provide a bandwidth of the traffic
requested actually, and so on.

For example, as illustrated in FIG. 1, three routers R1, R2 and R3 are interconnected
in a row. It is assumed that the bandwidths between the routers R1 and R2 and the
routers R2 and R3 at present be 100 Mbps and 50 Mbps, respectively. A traffic volume
of 80 Mbps, which is received by the first router R1, is transferred to the router R3
with a traffic volume of 50 Mbps. As a result, the traffic volume of 30 Mbps is lost at
the router R2.

Meanwhile, FIG. 2 illustrates the configuration and concept of a system in order to
explain a known process in which a plurality of routers R1 through R4 transfer traffic
information to a specific server (SNMP server) M.

As illustrated in FIG. 2, each of the multiple routers R1 through R4 constituting a
known network stores its own received and transferred traffic information, and

transfers the received and transferred traffic information to the SNMP server M. The
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SNMP server M forms information about distribution of the entire traffic of the

network on the basis of the information received from the routers R1 through R4.
FIG. 3 is a schematic view explaining the process in which each router calculates

traffic information.

As illustrated in FIG. 3, each router calculates information about received traffic
using a method of measuring a volume of the received traffic through a traffic
calculator 100 and storing the measured traffic volume in a traffic estimation table 200.

A received data packet is transferred to and processed at a data packet processor 300.
Disclosure of Invention

Technical Problem

In the case of this known method, the result of measuring the currently transferred
traffic volume is 80 Mbps or 50 Mbps, which depends on at which router the traffic
volume is measured.

Also, there is used a method of measuring and managing the traffic based on each

session or each interface.

Technical Solution

The present invention has been made to solve the foregoing problems of the prior art
and therefore the present invention provides a system and method for estimating flow-
specific traffic volumes of combined layer 2/layer 3 (L.2/L.3) based routers, which
exactly estimate a volume of traffic introduced into a network regardless of a packet
loss occurring when packets are transferred within the network, thereby promoting
exact network management, and which obtain the traffic volume with respect to a flow
between routers rather than sessions, thereby securing high scalability so as to be able
to be used regardless of network capability.

According to an aspect of the invention, there is provided a system for estimating
flow-specific traffic volumes of combined layer 2/layer 3 (L2/L.3) based routers, which
includes: a plurality of router-for-clients, which creates or consumes the traffic; a
router-for-relay, which transfers a packet to the plurality of router-for-clients; and a
simple network management protocol server, which receives information about the
traffic, which is measured and transferred, from each router-for-client and forms in-
formation about distribution of the entire traffic of the network.

Here, each router-for-relay may receive a data packet from a client, create a flow in-
formation packet for estimating information about the received flow, and transfer the
data packet and the flow information packet to a destination one of the router-
for-clients via the router-for-relay.

Further, the router-for-client may set the flow information packet to a high priority.

Also, the destination router-for-client, which receives the data packet and the flow in-
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formation packet, may consume the received flow information packet, and transfer the
data packet to a next destination.

In addition, the destination router-for-client may calculate the traffic information
about a flow through the received flow information packet, and transfer the calculated
result to the simple network management server.

Meanwhile, the router-for-client for a destination may include: a traffic calculator,
which receives the traffic transferred from a client or a public network, and calculates
the traffic; a sampler, which takes a sample of incoming data packets at fixed periods;
a sampling packet header duplicator, which creates a packet having the same header as
the sampled data packet; and a packet combiner, which stores traffic information and
router identification obtained through the traffic calculator in a body of the packet
created through the sampling packet header duplicator, and creates a new packet.

Here, the traffic calculator may calculate a volume of the traffic received from the
client or the public network per second except the traffic received from the other
routers.

Further, the sampler may select the packet at fixed periods, and create the packet
having the same header as the selected packet.

Meanwhile, the router-for-client for a destination may include: a demultiplexer,
which demultiplexes the traffic received from the other routers; a traffic calculator,
which calculates the traffic using a flow information packet transferred by the demul-
tiplexer; a traffic estimation table, which measures and stores a volume of the traffic
transferred by the traffic calculator; and a data packet processor, which ordinarily
processes data packets transferred by the demultiplexer.

Here, the demultiplexer may filter only the flow information packet of the packets
received from the other routers, and transmit the filtered flow information packet to the
traffic calculator and ordinary data packets to the data packet processor.

Further, the traffic calculator may extract traffic information stored in the flow in-
formation packet received from the demultiplexer, and store the traffic information and
its estimated traffic information in the traffic estimation table.

According to another aspect of the present invention, there is provided a method for
estimating flow-specific traffic volumes of combined layer 2/layer 3 (L.2/L.3) based
routers, which includes: receiving data packets from clients through a plurality of
router-for-clients, and creating a flow information packet for estimating information
about a flow; transferring the data packets and the created flow information packet to a
destination one of the router-for-clients via a router-for-relay; calculating information
about the traffic of a flow at the destination router-for-client through the flow in-
formation packets transferred from the router-for-clients, and extracting the traffic

volume; and transferring the traffic information calculated at the destination router-
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for-client to a simple network management protocol server, and transferring the data

packets transferred from the router-for-clients to a next destination.

[26] Here, the flow information packet may be set to a high priority through the router-
for-relay.
[27] Further, the creating of the flow information packets through the router-for-clients

may include: receiving the traffic transferred from the clients or public networks, and
calculating the traffic; taking a sample of incoming data packets at fixed periods;
creating a packet having the same header as the sampled data packet; and storing
traffic information and router identification, which are obtained by calculating the
traffic, in a body of the packet created through the sampling packet header duplicator.

[28] In addition, the calculating of information about the traffic of a flow at the des-
tination router-for-client to extract the traffic volume may include: demultiplexing, by
a demultiplexer, the traffic received from the other routers; calculating the traffic using
a flow information packet transferred by the demultiplexer; measuring the traffic
volume through the calculated traffic and storing the measured result in a traffic es-
timation table; and ordinarily processing data packets transferred by the demultiplexer.

[29] Meanwhile, among the packets received from the other routers, only the flow in-
formation packet may be filtered and transmitted to a traffic calculator, and ordinary
data packets may be transmitted to a data packet processor.

[30] Here, the calculating of the traffic may include extracting, by a traffic calculator,
traffic information stored in the received flow information packet, and storing the
traffic information and its estimated traffic information in the traffic estimation table.

[31] Further, the calculated traffic information may be obtained through the traffic in-
formation included in the flow information packet, and a number of the flow in-
formation packets received for a predetermined time.

Advantageous Effects

[32] As described above, the present invention can estimate the volume of the traffic on
the network with respect to the aggregated flow defined by the router pair connected to
the terminal or the external network when the traffic is actually introduced into the
network, instead of the flows of each terminal and each destination, so that it has high
scalability of network capability, and estimates an exact traffic volume compared to
the measured traffic. Thus, the present invention can effectively cope with the network
management, the traffic management, and so on using these results.

Brief Description of the Drawings

[33] FIG. 1 is a view explaining the conventional prediction of characteristics of traffic

transferred over a network;

[34] FIG. 2 illustrates the configuration and concept of a system for explaining a con-
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ventional process in which a plurality of routers transfer information about traffic to a
specific server;

[35] FIG. 3 is a schematic view explaining the process in which each router calculates
traffic information;

[36] FIG. 4 illustrates the configuration and concept of a system in order to explain a
process of transferring information about traffic measured by a specific router to a
specific server according to the present invention;

[37] FIG. 5 illustrates a process of calculating traffic information about a flow for the
specific router of FIG. 4 using a data packet, and transmitting the calculated in-
formation to a specific server;

[38] FIG. 6 schematically illustrates the configuration of a router R2 for transferring the
flow information packet of FIGS. 4 and 5, and the operation that occurs at this transfer
router; and

[39] FIG. 7 schematically illustrates the configuration of a router R3 for receiving the
flow information packet of FIGS. 4 and 5, and the operation that occurs at this receive
router.

Best Mode for Carrying Out the Invention

[40] The present invention will now be described more fully hereinafter with reference to
the accompanying drawings, in which exemplary embodiments thereof are shown.

[41] FIG. 4 illustrates the configuration and concept of a system in order to explain a
process of transferring information about traffic measured by a specific router to a
specific server according to the present invention. Here, three flows from R2 to R3,
from R3 to R1, and from R2 to R4 are illustrated.

[42] As illustrated in FG. 4, a system for estimating flow-specific traffic volumes of
combined layer 2/layer 3 (L2/L.3) based routers includes a plurality of router-
for-clients (RFCs) R2, R3, and R4, which create or consume traffic over a network,
such as access routers connected with terminals or gateways connected with an
external network, a router-for-relay (RFR) R1, which transmits a packet to the RFC
routers R1, R3 and R4, and a simple management protocol (SNMP) server M, which
receives information about the transmitted traffic from the RFC routers R1, R3 and R4
and forms information about distribution of the entire traffic of the network.

[43] Meanwhile, the traffic information transmitted to the SNMP server M is measured
and transmitted by the RFC routers R1, R3 and R4, which consume the traffic (i.e.
receive the traffic, and then transmit the received traffic to the terminal or the external
network).

[44] If the RFC router R2 does not consume the traffic, the traffic information is not
transmitted to the SNMP server M.
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[45] FIG. 5 illustrates a process of calculating traffic information about a flow for the
specific router of FIG. 4 using a data packet, and transmitting the calculated in-
formation to a specific server, particularly the operation of the router in conjunction
with an R2-R3 flow (e.g. Flow A of FIG. 4).

[46] First, as in FIG. 5, an RFC router R2 receives a data packet from a client, and creates
a flow information packet (FIP), which is a packet used to estimate information about

the received packet

[47] Afterwards, the RFC router R2 transmits the data packet and the created FIP to the
destination RFC router R3 via the RFR router R1.

[48] Meanwhile, the router (e.g. router R1) between the routers R2 and R3 processes the
FIP in a manner such that a high priority is set for the FIP, so that no packet loss
occurs.

[49] Next, the destination router R3, which receives the data packet and the FIP

transmitted by the router R2, consumes the received FIP for itself, and transmits the
data packet to a next destination (public network).

[50] The router R3 calculates traffic information about an R2-R3 (Flow A) using the
received FIP, and then the calculated information to the SNMP server M.

[51] FIG. 6 schematically illustrates the configuration of a router R2 for transferring the
flow information packet of FIGS. 4 and 5, and the operation that occurs at this transfer
router.

[52] As illustrated in FIG. 6, the router R2 includes a traffic calculator 1, which receives
traffic transferred from a client or a public network and then calculates the traffic, a
sampler 2, which takes a sample of incoming data packets at fixed periods Ts as in
FIG. 5, a sampling packet header duplicator 3, which creates a packet having the same
header as the sampled data packet, and a packet combiner 5, which stores traffic in-
formation and router identification (ID) obtained through the traffic calculator 1 in a
body of the packet created through the sampling packet header duplicator 3 to create a
new packet.

[53] The traffic calculator 1 calculates a traffic volume Ry 10w, Which is received from
the client or the public network per second except the traffic received from the other
routers.

[54] Aside from this, the sampler 2 selects the packet at fixed periods, and then creates a
packet having the same header as the selected packet.

[55] Meanwhile, the selected packet is again transferred in an ordinary data packet queue,
i.e. in a low-priority packet queue, and is processed like the ordinary packet.

[56] In contrast, the newly created packet is adapted so that a protocol number, which is
allocated to an Internet protocol (IP) header thereof, is changed into a value of
FIP_PROTO (one selected from values from 138 to 252). The packet combiner 5
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stores the information received through the traffic calculator 1 in the packet body,

thereby creating the FIP.

[57] The FIP is transferred and processed in a high-priority packet queue such that it can
be transferred regardless of the state of a transfer queue when transferred by the RFC
or RFR router.

[58] FIG. 7 schematically illustrates the configuration of a router R3 for receiving the

flow information packet of FIGS. 4 and 5, and the operation that occurs at this receive
router.

[59] As illustrated in FIG. 7, the router R3 includes a demultiplexer 10, which demul-
tiplexes traffic received from the other routers, a traffic calculator 20, which calculates
the traffic using an FIP transferred by the demultiplexer 10, a traffic estimation table
30, which measures and stores a volume of the traffic transferred by the traffic
calculator 20, and a data packet processor 40, which ordinarily processes data packets
transferred by the demultiplexer 10.

[60] Here, the demultiplexer 10 filters only the FIP of the packets received from the other
routers, and transmits the filtered FIP to the traffic calculator 20 and ordinary data
packets to the data packet processor.

[61] Further, the traffic calculator 20 extracts traffic information stored in the FIP
received from the demultiplexer 10, and stores the traffic information and its estimated
traffic information in the traffic estimation table 30.

[62] The estimated traffic information can be obtained from the traffic information
contained in the FIP (i.e. the ID of the router that creates and transfers the FIP, and the
traffic volume per second) and the number of FIPs received for a predetermined time,
and its detailed method of estimating the traffic volume is as follows.

[63] The FIP reaches a destination, an RFC router, via at least one RFR router, and the
RFEC router calculates a traffic volume Ry, of a flow from the received FIP with
respect to a transfer router's ID SRCID and an ID pair thereof. A method of calculating
the traffic volume is as follows.

[64] Ri.w = Number of FIPs received from SRCID router for a time of Tyindow/ T window” Riotal
flow

[65] Here, Tyi.a0w 18 a time for which the RFC router receives the FIP, and has a value
greater than Ts.

[66] While the present invention has been shown and described in connection with the
exemplary embodiments, it will be apparent to those skilled in the art that modi-
fications and variations can be made without departing from the spirit and scope of the

invention as defined by the appended claims.
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Claims

A system for estimating flow-specific traffic volumes of combined layer 2/layer
3 (L2/L3) based routers, which is used to exactly estimate a volume of traffic in-
troduced into a network, the system comprising:

a plurality of router-for-clients, which creates or consumes the traffic;

a router-for-relay, which transfers a packet to the plurality of router-for-clients;
and

a simple network management protocol server, which receives information about
the traffic, which is measured and transferred, from each router-for-client and
forms information about distribution of the entire traffic of the network.

The system according to claim 1, wherein each router-for-relay receives a data
packet from a client, creates a flow information packet for estimating in-
formation about the received flow, and transfers the data packet and the flow in-
formation packet to a destination one of the router-for-clients via the router-
for-relay.

The system according to claim 1 or 2, wherein the router-for-client sets the flow
information packet to a high priority.

The system according to claim 2, wherein the destination router-for-client, which
receives the data packet and the flow information packet, consumes the received
flow information packet, and transfers the data packet to a next destination.

The system according to claim 4, wherein the destination router-for-client
calculates the traffic information about a flow through the received flow in-
formation packet, and transfers the calculated result to the simple network
management Server.

The system according to claim 1, wherein the router-for-client for a destination
includes:

a traffic calculator, which receives the traffic transferred from a client or a public
network, and calculates the traffic;

a sampler, which takes a sample of incoming data packets at fixed periods;

a sampling packet header duplicator, which creates a packet having the same
header as the sampled data packet; and

a packet combiner, which stores traffic information and router identification
obtained through the traffic calculator in a body of the packet created through the
sampling packet header duplicator, and creates a new packet.

The system according to claim 6, wherein the traffic calculator calculates a
volume of the traffic received from the client or the public network per second

except the traffic received from the other routers.
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The system according to claim 6, wherein the sampler selects the packet at fixed
periods, and creates the packet having the same header as the selected packet.
The system according to claim 1, wherein the router-for-client for a destination
includes:

a demultiplexer, which demultiplexes the traffic received from the other routers;
a traffic calculator, which calculates the traffic using a flow information packet
transferred by the demultiplexer;

a traffic estimation table, which measures and stores a volume of the traffic
transferred by the traffic calculator; and

a data packet processor, which ordinarily processes data packets transferred by
the demultiplexer.

The system according to claim 9, wherein the demultiplexer filters only the flow
information packet of the packets received from the other routers, and transmits
the filtered flow information packet to the traffic calculator and ordinary data
packets to the data packet processor.

The system according to claim 9, wherein the traffic calculator extracts traffic in-
formation stored in the flow information packet received from the demultiplexer,
and stores the traffic information and its estimated traffic information in the
traffic estimation table.

A method for estimating flow-specific traffic volumes of combined layer 2/layer
3 (L2/L3) based routers, which is used to exactly estimate a volume of traffic in-
troduced into a network, the method comprising:

receiving data packets from clients through a plurality of router-for-clients, and
creating a flow information packet for estimating information about a flow;
transferring the data packets and the created flow information packet to a des-
tination one of the router-for-clients via a router-for-relay;

calculating information about the traffic of a flow at the destination router-
for-client through the flow information packets transferred from the router-
for-clients, and extracting the traffic volume; and

transferring the traffic information calculated at the destination router-for-client
to a simple network management protocol server, and transferring the data
packets transferred from the router-for-clients to a next destination.

The method according to claim 12, wherein the flow information packet is set to
a high priority through the router-for-relay.

The method according to claim 12, wherein the creating of the flow information
packets through the router-for-clients includes:

receiving the traffic transferred from the clients or public networks, and cal-

culating the traffic;
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taking a sample of incoming data packets at fixed periods;

creating a packet having the same header as the sampled data packet; and
storing traffic information and router identification, which are obtained by cal-
culating the traffic, in a body of the packet created through the sampling packet
header duplicator.

The method according to claim 12, wherein the calculating of information about
the traffic of a flow at the destination router-for-client to extract the traffic
volume includes:

demultiplexing, by a demultiplexer, the traffic received from the other routers;
calculating the traffic using a flow information packet transferred by the demul-
tiplexer;

measuring the traffic volume through the calculated traffic and storing the
measured result in a traffic estimation table; and

ordinarily processing data packets transferred by the demultiplexer.

The method according to claim 15, wherein among the packets received from the
other routers, only the flow information packet is filtered and transmitted to a
traffic calculator, and ordinary data packets are transmitted to a data packet
processor.

The method according to claim 15, wherein the calculating of the traffic includes
extracting, by a traffic calculator, traffic information stored in the received flow
information packet, and storing the traffic information and its estimated traffic
information in the traffic estimation table.

The method according to claim 17, wherein the calculated traffic information is
obtained through the traffic information included in the flow information packet,

and a number of the flow information packets received for a predetermined time.
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