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(57) Abstract: Example implementations relate to determining password modifications. Some implementations may include a pass -
word confirmation engine to identify an incorrect password entered during a current user authentication session. Additionally, some
implementations may include a password comparison engine to determine whether the incorrect password is the same as a number of
historical incorrect passwords. For example, each of the number of historical incorrect passwords may occur during a particular his -
torical user authentication session of a plurality of historical user authentication sessions, and may be followed by an original correct
password entered during the particular historical user authentication session. Additionally, some implementations may include a
password modification engine to modify the original correct password to the incorrect password if the incorrect passwords as the
same as each of the number of historical incorrect passwords.



WO 2017/078682 PCT/US2015/058789

PASSWORD MODIFICATIONS

BACKGROUND
[0001] Secured systems may implement login procedures that involve
authentication. This authentication may take the form of a password which must be
properly entered before access to the secure system is granted.
BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The following detailed description references the drawings, wherein:

[0003] FIG. 1 is a block diagram of an example system for password modifications

consistent with disclosed implementations;

[0004] FIG. 2 is a block diagram of an example password modification device
consistent with disclosed implementations;

[0005] FIG. 3 is a block diagram of an example password modification device

consistent with disclosed implementations;

[0006] FIG. 4 is a flow chart of an example process for password modifications
consistent with disclosed implementations; and

[0007] FIG. 5 is a flow chart of an example process for password modifications

consistent with disclosed implementations.

DETAILED DESCRIPTION

[0008] The following detailed description refers to the accompanying drawings.
Wherever possible, the same reference numbers are used in the drawings and the
following description to refer to the same or similar parts. While several examples are
described in this document, modifications, adaptations, and other implementations
are possible. Accordingly, the following detailed description does not limit the
disclosed examples. Instead, the proper scope of the disclosed examples may be
defined by the appended claims.

[0009] As discussed above, passwords may be used as authentication

mechanisms for logging in to secured systems. In modern computing environments,
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users may need to remember multiple passwords to access various secured
systems. For example, users may have a separate password for work, a separate
password for personal email, a separate password for social media, and the like.
With all of these different passwords, users may struggle with remembering which
password is the correct one for the particular system they are attempting to access,

and may enter the incorrect password multiple times over various login sessions.

[0010] Some examples disclosed herein may help diminish that struggle by
modifying a password to be consistent with or the same as an incorrectly entered
password. For example, implementations consistent with the disclosure may identify
an incorrect password entered during a current user authentication session,
determine whether the incorrect password is the same as a number of historical
incorrect passwords (where each of the number of historical incorrect passwords
occurs during a particular historical user authentication session of a plurality of
historical user authentication sessions and is followed by an original correct password
entered during the particular historical user authentication session), and modify the
incorrect password to a new correct password if the incorrect password is the same

as each of the number of historical incorrect passwords.

[0011] Referring now to the drawings, FIG. 1 is a block diagram of an example
system 100 for password modification. System 100 may be implemented in a
number of different configurations without departing from the scope of the disclosed
examples. In the example shown in FIG. 1, system 100 may include a password
modification device 110, a client device 120, a storage device 130, and a network 140
for connecting password modification device 110 with client device 120 and/or
storage device 130.

[0012] Password modification device 110 may be a computing system that
performs various functions consistent with disclosed examples. For example,
password modification device 110 may be a server, a desktop computer, a laptop
computer, and/or any other suitable type of computing device. In some examples,

password modification device 110 may process information received from client



WO 2017/078682 PCT/US2015/058789

device 120 and/or storage device 130. For example, password modification device
110 may receive an incorrect password entered during a current user authentication
session, determine whether the incorrect password is the same as a number of
historical incorrect passwords, and modify the original correct password to the
incorrect password to generate a new correct password if the incorrect password is
the same as each of the number of historical incorrect passwords. Examples of
password modification device 110 and certain functions that may be performed by
device 110 are described in greater detail below with respect to, for example, FIGs. 2-
5.

[0013] Client device 120 may be a computing system operated by a user. For
example, client device 120 may be a desktop computer, a laptop computer, a tablet
computing device, a mobile phone, and/or any other suitable type of computing
device. In some examples, client device 120 may be a computing device to perform
operations consistent with certain disclosed implementations. For example, client
device 120 may transmit authentication information, such as login names, passwords,
user authentication session identification numbers (“session IDs”), and the other
information related to the authentication to password modification device 110.

[0014] Client device 120 may include a processor to execute instructions stored in
a machine-readable storage medium. In the example shown in FIG. 1, client device
120 may include a processor 122, a machine-readable storage medium 124, a
display device 126, and an interface 128. Processor 122 of client device 120 may be
at least one processing unit (CPU), microprocessor, and/or another hardware device
to execute instructions to perform operations. For example, processor 122 may fetch,
decode, and execute instructions stored in machine-readable storage medium 124
(such as password capture instructions 127) to capture passwords during user
authentication sessions. Machine-readable storage medium 124 may be any
electronic, magnetic, optical, or other non-transitory storage device that stores
instructions executed by processor 122. Display 126 may be any type of display
device that presents information, such as a user interface to capture passwords and
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the like, from client device 120. Interface 128 may be any combination of hardware
and/or programming that facilitates the exchange of data between the internal
components of client device 120 and external components, such as password
modification device 110. In some examples, interface 128 may include a network
interface device that allows client device 120 to receive and send data to and from
various components, such as to and from password modification device 110 via
network 140.

[0015] Storage device 130 may be any type of storage system configuration that
facilitates the storage of data. For example, storage device 130 may facilitate the
locating, accessing, and retrieving of data related to passwords entered during user
authentication sessions (e.g., SaaS, SQL, Access, etc. databases). Storage device
130 can be populated by a number of methods. For example, password modification
device 110 may populate storage device 130 by receiving, generating, and/or
otherwise accessing data related to incorrect passwords entered during user
authentication sessions (e.g., historical user authentication sessions that occurred
prior to a current user authentication session) and storing the data in storage device
130 as a set of historical incorrect passwords 132. This data may include the user,
the user’s login name, session ID numbers, timestamps, and/or any other suitable
information. In some implementations, additional information related to how many
times a particular historical incorrect password was entered during different (e.g,.
separate) user authentication sessions may be stored with the set of historical
incorrect passwords 132, or may be stored separately as counter data 134. While in
the example shown in FIG. 1 storage device 130 is a single component external to
components 110 and 120, storage device 130 may comprise separate components
and/or may be part of devices 110, 120, and/or another device. In some
implementations, storage device 130 may be managed by components of device 110
and/or other devices that are capable of accessing, creating, controlling and/or
otherwise managing data remotely through network 140.
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[0016] Network 140 may be any type of network that facilitates communication
between remote components, such as password modification device 110 and client
device 120. For example, network 140 may be a local area network (LAN), a wide
area network (WAN), a virtual private network, a dedicated intranet, the Internet,
and/or a wireless network.

[0017] The arrangement illustrated in FIG. 1 is simply an example, and system
100 may be implemented in a number of different configurations. For example, while
FIG. 1 shows one password modification device 110, client device 120, storage
device 130, and network 140, system 100 may include any number of components
110, 120, 130, and 140, as well as other components not depicted in FIG. 1. For
example, system 100 may omit any of components 110, 120, 130, and 140, and/or
the functionality of at least one of components 110, 120, 130, and 140 may be
incorporated into another component (e.g., components 110, 120, 130, 140, and/or a

component not shown in FIG. 1).

[0018] FIG. 2 is a block diagram of an example password modification device 210
consistent with disclosed implementations. In certain aspects, password modification
device 210 may correspond to password modification device 110 of FIG. 1.
Password modification device 210 may be implemented in various ways. For
example, device 210 may be a special purpose computer, a server, a mainframe
computer, and/or any other suitable type of computing device. In the example shown
in FIG. 2, password modification device 210 may include a processor 220 and a
machine-readable storage medium 230.

[0019]  Processor 220 may be at least one processing unit (CPU), microprocessor,
and/or another hardware device to execute instructions to perform operations. For
example, processor 220 may fetch, decode, and execute identification instructions
240 (e.g., instructions 242, 244, and/or 246) stored in machine-readable storage

medium 230 to perform operations consistent with disclosed examples.

[0020] Machine-readable storage medium 230 may be any electronic, magnetic,
optical, and/or other physical storage device that stores executable instructions.
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Thus, machine-readable storage medium 230 may be, for example, memory, a
storage drive, an optical disc, and the like. In some implementations, machine-
readable storage medium 230 may be a non-transitory machine-readable storage
medium, where the term “non-transitory” does not encompass transitory propagating
signals. Machine-readable storage medium 230 may be encoded with instructions
that, when executed by processor 230, perform operations consistent with disclosed
implementations. For example, machine-readable storage medium 240 may include
instructions that perform operations to identify an incorrect password entered during a
current user authentication session, determine whether the incorrect password is the
same as a number of historical incorrect passwords, and modify the original correct
password to the incorrect password to generate a new correct password if the
incorrect password is the same as each of the number of historical incorrect
passwords. In the example shown in FIG. 2, machine-readable storage medium 230
may include password confirmation instructions 242, password comparison

instructions 244, and password modification instructions 246.

[0021] Password confirmation instructions 242 may function to identify an
incorrect password entered during a current user authentication session. In some
implementations, when password confirmation instructions 242 are executed by
processor 220, password confirmation instructions 242 may cause processor 220
and/or another processor to compare a password entered (e.g., by a user) during the
current user authentication session to an original correct password. For example, if
the password entered during the current user authentication session does not match
the original correct password, the password may be identified by password
modification device 210 as an incorrect password. If the password does match the
original correct password, the password may be identified by password modification
device 210 as a correct password.

[0022] In some implementations, if a user enters the original correct password
(e.g., enters the original correct password into client device 120) prior to entering the

incorrect password, a set of historical incorrect passwords may be automatically
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cleared to help ensure that patterns related to using the same incorrect passwords
repeatedly are maintained. For example, if an initial session password (e.g., the first
password entered during a user authentication session (e.g., the current user
authentication session)) has been identified as a correct password, password
confirmation instructions 242, when executed, may automatically cause the clearing
of a set of historical incorrect passwords and/or counter data related to the set of
historical incorrect passwords, such as the set of historical incorrect passwords 132
and counter data 134 stored in storage device 130. For example, the set of historical
incorrect passwords corresponding to the particular user involved in the user
authentication session may be removed from a storage device, such as storage
device 130. In some implementations, if an incorrect password is not followed (e.g.,
immediately followed) by the original correct password, password confirmation
instructions 242, when executed, may automatically cause the clearing of the set of
historical incorrect passwords and/or counter data related to the set of historical
incorrect passwords. Examples of identifying an incorrect password entered during a
current user authentication session are described in further detail below with respect
to, for example, FIGs. 3-5.

[0023] Password comparison instructions 244 may function to determine whether
an incorrect password is the same as a number of historical incorrect passwords,
where each of the number of historical incorrect passwords may occur during a
particular historical user authentication session of a plurality of historical user
authentications sessions and/or may be followed by an original correct password
during the particular historical user authentication session. For example, in some
implementations, when password comparison instructions 244 are executed by
processor 220 and/or another processor, password comparison instructions 244 may
query a storage device, such as storage device 130, for data related to historical
incorrect passwords and may parse the data received in response to the query to
identify whether and how many times an entered incorrect password is present in a

set of historical incorrect passwords (e.g., set of historical incorrect passwords 132)
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stored on the storage device. In some implementations, if the incorrect password is
present a predetermined number of times, then password comparison instructions
244 may determine that the incorrect password is the same as a number of historical
incorrect passwords. In some implementations, the number of historical incorrect
passwords may be a threshold number that identifies a minimum number of historical
incorrect passwords, such as a minimum number that may need to be exceeded
before password modification device 210 may cause the generation of a request to
modify the original incorrect password to the incorrect password. In some
implementations, each of the number of historical incorrect passwords may
correspond with a different one of the plurality of historical user authentication
sessions. For example, each of the historical incorrect passwords may have been
entered during different and/or separate user authentication sessions. For example, if
the minimum number of historical incorrect passwords was greater than one, there
each of the number of historical incorrect passwords may have been entered during a
different user authentication session and stored in a storage device (e.g., storage
device 130) in a manner that associated it with the particular user authentication
session during which it was entered (e.g., by storing it with the session ID).

[0024] In some implementations, when password comparison instructions 244 are
executed by processor 220, password comparison instructions 244 may cause
processor 220 to determine whether a user entered the incorrect password during a
last historical user authentication session of a plurality of historical user authentication
sessions, where the last historical user authentication session immediately precedes
the current user authentication session. For example, password comparison
instructions 244, when executed, may determine whether the user tried the same
incorrect password in the user’s last authentication session prior to the current
authentication session. If the incorrect password is not entered during the last
historical user authentication session, password comparison instructions 244, when
executed, may cause the clearing of the number of historical incorrect passwords.
For example, if the incorrect password is not entered during the last historical user
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authentication session, password comparison instructions 244, when executed, may
cause the clearing of a set of historical incorrect passwords, where the set includes
the number of historical incorrect passwords. For example, an entire set of historical
incorrect passwords (e.g., set of historical incorrect passwords 132, and or data
related to how many times particular historical incorrect passwords may have been
entered (e.g., counter data 134) may be removed from a storage device (e.g., storage
device 130). In some implementations, password comparison instructions 244, when
executed, may determine whether the incorrect password was tried more than a
particular number of times (e.g., 3 times, 5 times, etc.). If not, the counter data 134
(e.g., increased by 1) and the user can continue to the login process. If so, then
password comparison instructions 244, when executed, may cause a display of a
request to modify the correct password (e.g. an original correct password) to the
incorrect password (e.g., generating a new correct password) based on the
comparison. Examples of determining whether the incorrect password is the same as
a number of historical incorrect passwords are described in further detail below with
respect to, for example, FIGs. 3-5.

[0025] Password modification instructions 246 may function to modify the original
correct password to generate a new correct password. For example, when password
modification instructions 246 are executed by processor 220, password modification
instructions 246 may cause processor 220 to modify the original correct password to
the incorrect password to generate a new correct password if the incorrect password
is the same as each of the number of historical incorrect passwords. For example, in
response to a request to change the original correct password to the new correct
password, password modification instructions 246, when executed, may clear the
original correct password, store the incorrect password as the new correct password
(e.g., stored in a manner that associates it with the particular user), and/or use the
new correct password during future user authentication sessions. For example,
passwords entered in future user authentication sessions may be compared to the
new correct password rather than the original correct password. Examples of
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modifying the incorrect password to a new correct password are described in further

detail below with respect to, for example, FIGs. 3-5.

[0026] FIG. 3 is a block diagram of an example password modification device 310
consistent with disclosed implementations. In certain aspects, password modification
device 310 may correspond to password modification device 110 of FIG. 1 and/or
password modification device 210 of FIG. 2. Device 310 may be implemented in
various ways. For example, device 310 may be a special purpose computer, a
server, a mainframe computer, and/or any other suitable type of computing system.
In the example shown in FIG. 3, device 310 may include a password confirmation
engine 320, a password comparison engine 330, and a password modification engine
340.

[0027] Engines 320, 330, and 340 may be electronic circuitry for implementing
functionality consistent with disclosed examples. For example, engines 320, 330,
and 340 may represent combinations of hardware devices and programming to
implement the functionality consistent with disclosed implementations. In some
examples, the functionality of engines 320, 330, and/or 340 may correspond to
operations performed by password modification device 210 of FIG. 2, such as
operations performed when identification instructions 240 are executed by processor
220 (described above with respect to FIG. 2). In FIG. 3, password confirmation
engine 320 may represent a combination of hardware and programming that
performs operations similar to those performed when processor 220 executes
password confirmation instructions 242. Similarly, password comparison engine 330
may represent a combination of hardware and programming that performs operations
similar to those performed when processor 220 executes password comparison
instructions 244, and password modification engine 340 may represent a combination
of hardware and programming that performs operations similar to those performed

when processor 220 executes password modification instructions 246.

[0028] FIG. 4 is a flow chart of an example process 400 for password modification
consistent with disclosed implementations. Although execution of process 400 is
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described below with reference to system 100 of FIG. 1 and/or specific components
of system 100, other suitable systems for execution of at least one step of process
400 may be used. For example, processes described below as being performed by
password modification device 110 may be performed by password modification
device 210, password modification device 310, and/or any other suitable system.
Process 400 may be implemented in the form of executable instructions stored on a
machine-readable storage medium and/or in the form of electronic circuitry.

[0029] Process 400 may start (step S405) after a current user authentication
session has been initiated. For example, processor 122 of client device 120 may
execute password capture instructions 127 to capture passwords entered during the
current user authentication session. Client device 120 may transmit the captured
passwords and information relating to the current user authentication session to
password modification device 110 and/or storage device 130 using, for example,
interface 128 and network 140. In some implementations, the transmitted passwords
may be stored in a manner that links them with the information related to the current

user authentication session (such as user, date, time, session number, and the like).

[0030] Process 400 may include determining whether an incorrect password
entered during a current user authentication session is followed by an original correct
password entered during the user authentication session (step S410). In some
implementations, password modification device 110 may analyze the sequence of
passwords entered during the current user authentication session to determine
whether an incorrect password was followed by an original correct password. For
example, in response to receipt of an entered password, password modification
device 110 may compare the entered password to a password that is associated with
the user account of the secured system the user is attempting to access. If the
entered password and user account password match, then password modification
device 110 may identify the entered password as an original correct password. If the
entered password and user account password do not match, password modification
device 110 may identify the entered password as an incorrect password and, in some
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examples, may monitor any additional passwords entered during the same current
user authentication session (e.g. entered immediately after the entry of the incorrect
password and/or sometime after the entry of the incorrect password) to determine
whether one of the additional passwords is an original correct password. If not,
password modification device may determine that an incorrect password was not
entered during the current user authentication session and/or that an incorrect
password was entered but not followed by an original correct password. In some
examples, if the incorrect password is not followed by the original correct password,
password modification device 110 may cause a display of a notification that the
incorrect password is incorrect (e.g., cause a display of text, graphics, and/or any
other suitable information) (step S430). If so, password modification device may
determine that an incorrect password entered during the current user authentication
session was followed by an original correct password entered during the current user
authentication session. In some implementations, password modification device 110
may automatically cause the clearing of the set of historical incorrect passwords if a
user enters the original correct password prior to entering the incorrect password
using, for example, the methods described above. In some implementations,
password modification device 110 may automatically cause the clearing of the set of
historical incorrect passwords if the incorrect password is not followed by the original
correct password using, for example, the methods described above.

[0031] Process 400 may also include, if the incorrect password is followed by the
original correct password, determining whether the incorrect password was entered a
particular number of times in different historical user authentication sessions (step
S420). In some implementations, password modification device 110 may determine
whether the incorrect password was entered a particular number of times by
determining a number of matches between the incorrect password and historical
incorrect passwords stored in a set of historical incorrect passwords, and/or
comparing the number of matches to a threshold number using, for example, the
methods described above. For example, a storage device (such as storage device



WO 2017/078682 PCT/US2015/058789

13

130) may store a set of historical incorrect passwords (such as set of historical
incorrect passwords 132), and password modification device 110 may query the
storage device to obtain information related to whether and/or how many times that
particular user has previously entered the password during a different historical user
authentication session (e.g., an authentication session that occurred prior to the
current user authentication session). Password modification device 110 may parse
the data received in response to the query to determine the number of matches, and
may determine whether the number of matches is above or below a threshold

number (e.g., a predetermined number, such as three).

[0032] Process 400 may also include, if the incorrect password is followed by the
original correct password, causing a display of a request to modify the original correct
password to the incorrect password to generate a new correct password if the
incorrect password was entered the particular number of times (step S450). For
example, if the incorrect password was entered the particular number of times,
password modification device 110 may cause a display of a graphical interface on
display 126 of client device 120. The graphical interface may include an area where
the user can identify whether they would like to modify the original correct password.
For example, the graphical interface may include an area for text input, a radio button,
a checkbox, or any other suitable means of capturing information related to a request
to modify the original correct password.

[0033] In some implementations, password modification device 110 may
automatically generate the new correct password based on a response to the
request, the response indicating to generate the new correct password based on the
incorrect password. For example, if the request includes information (e.g.,
information captured during a user interaction with the graphical user interface
described above) indicating that the user wishes to change the password from the
original correct password to the incorrect password, password modification device
110 may modify the original correct password to become the incorrect password

(e.g., delete the original correct password, overwrite the original correct password,
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and/or otherwise replace the original correct password with the incorrect password).
In some implementations, password modification device 110 may automatically cause
the clearing of the set of historical incorrect passwords based on a response to the
request, the response indicating not to generate the new correct password based on
the incorrect password. For example, if the request includes information (e.g.,
information captured during a user interaction with the graphical user interface
described above) indicating that the user does not wish to change the password from
the original correct password to the incorrect password, password modification device
110 may maintain the original correct password and may delete the set of historical
incorrect passwords using, for example, the methods described above (e.g., deleting
the set of historical incorrect passwords from a storage device, such as storage
device 130).

[0034] Process 400 may also include, if the incorrect password is followed by the
correct password, causing a storing of the incorrect password as a historical incorrect
password in a set of historical incorrect passwords if the incorrect password was not
entered the particular number of times (step S460). For example, password
modification device 110 may cause the storing of the incorrect password in a storage
device, such as storage device 130. In some implementations, password
modification device 110 may store the incorrect password along with information
related to the historical user authentication session in a storage device, such as
storage device 130. For example, password modification device 110 may transmit
the incorrect password and/or the information related to the historical user
authentication session to storage device 130 via network 140. For example, in some
implementations each historical user authentication session may have a separate
user ID that password modification device may use to distinguish between user
authentication sessions. Sessions with the same user authentication session ID may
be considered to be the same session. Sessions with different user authentication
session IDs may be considered to be different user authentication sessions. Thus, in
some examples, the separate session identification numbers may be used by
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password modification device 110 to distinguish current user authentication sessions
from historical user authentication sessions, to distinguish between each of the
historical user authentication sessions, to otherwise ensure that passwords entered
during a particular session are linked to that particular session, and the like. Once
steps 410, 420, 430, 440, and/or 450 are complete, process 400 may end (step
S465).

[0035] FIG. 5is a flow chart of an example process 500 for password modification
consistent with disclosed implementations. Although execution of process 500 is
described below with reference to system 100 of FIG. 1 and/or specific components
of system 100, other suitable systems for execution of at least one step of process
500 may be used. For example, processes described below as being performed by
password modification device 110 may be performed by password modification
device 210, password modification device 310, and/or any other suitable system.
Process 500 may be implemented in the form of executable instructions stored on a
machine-readable storage medium and/or in the form of electronic circuitry.

[0036] Process 500 may start (step S505) after a current user authentication
session has been initiated. For example, process 400 may begin when a user enters
a password (either a correct password or an incorrect password) during the current
user authentication session. Process 500 may include identifying when a correct
password was entered after an incorrect password during a current user
authentication session (step S510). For example, password modification device may
identify when a correct password was entered after an incorrect password during a
current user authentication session by, for example, using the methods described
above (e.g., monitoring a sequence of passwords entered during a user
authentication session and identifying when the passwords matched or did not match
an original correct password). Process 500 may also include in response to the
identification, determining a particular number of times where the correct password
was entered after the incorrect password during different historical user authentication
sessions (e.g., separate historical user authentication sessions having different
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session IDs) (step S520). For example, password modification device 110 may
compare the incorrect password to a historical incorrect password of a set of historical
incorrect passwords; determine a counter value associated with the historical
incorrect password, and assign the counter value as the particular number of times.
For example, password modification device may employ a counter to keep track of
the number of times the particular password was used in different (e.g., separate and
distinct) historical user authentication sessions, and password modification device
110 may determine the counter value associated with a historical incorrect password
that matches the incorrect password entered during the current user authentication
session. In some implementations, the stored set of historical incorrect passwords
may be cleared if more than one incorrect password is entered during the current
user authentication session. For example, the incorrect password described above
may be considered to be a first incorrect password (e.g., the incorrect password is a
first incorrect password) and the stored set of historical incorrect passwords may be
cleared from a storage device if a second incorrect password is entered during the

current user authentication session.

[0037] Process 500 may also include comparing the particular number of times to
a threshold number (step S530) using, for example, the methods described above.
Additionally, process 500 may also include causing a display of a request to modify
the correct password to the incorrect password based on the comparison (step
S540). For example, if the particular number of times exceeds (or in some instances
is smaller than) the threshold number, password modification device 110 may cause
the display of the request. Once steps 510, 520, 530, and/or 540 are complete,
process 500 may end (step S555).

[0038] The disclosed examples may include systems, devices, machine-readable
storage media, and methods for password modifications. For purposes of
explanation, certain examples are described with reference to the components
llustrated and/or described in FIGS. 1-5. The functionality of the illustrated

components may overlap, however, and may be present in a fewer or greater number
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of elements and components. Further, all or part of the functionality of illustrated
elements may co-exist or be distributed among several geographically dispersed
locations. Moreover, the disclosed examples may be implemented in various

environments and are not limited to the illustrated examples.

[0039] Moreover, as used in the specification and the appended claims, the

singular forms “a,” “an,” and “the” are intended to include the plural forms as well,
unless the context indicates otherwise. Additionally, although the terms first, second,
etc. may be used herein to describe various elements, these elements should not be
limited by this terms. Instead, these terms are used to distinguish one element from

another.

[0040] Further, the sequence of operations described in connection with FIGs. 1-5
are examples and are not intended to be limiting. Additional or fewer operations or
combinations of operations may be used or may vary without departing from the
scope of the disclosed examples. Furthermore, implementations consistent with the
disclosed examples need not perform the sequence of operations in any particular
order, including those described with respect to FIGS. 1-5. Thus, the present
disclosure merely sets forth possible examples of implementations, and many
variations and modifications may be made to the described examples. All such
modifications and variations are intended to be included within the scope of this
disclosure and protected by the following claims.
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CLAIMS

We claim:

1. A system for password modification comprising:

a password confirmation engine to identify an incorrect password

entered during a current user authentication session;

a password comparison engine to determine whether the incorrect
password is the same as a number of historical incorrect
passwords, each of the number of historical incorrect
passwords:

occurring during a particular historical user authentication
session of a plurality of historical user authentication

sessions; and

being followed by an original correct password entered during

the particular historical user authentication session; and

a password modification engine to modify the original correct
password to the incorrect password to generate a new correct
password if the incorrect password is the same as each of the

number of historical incorrect passwords.

2. The system of claim 1, wherein each of the number of historical incorrect
passwords corresponds with a different one of the plurality of historical user

authentication sessions.

3. The system of claim 1, wherein the number is a threshold number that identifies

a minimum number of historical incorrect passwords.
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4. The system of claim 1, wherein the password comparison engine is to
determine whether the incorrect password is the same as a number of
historical incorrect passwords by determining whether the user entered the
incorrect password during a last historical user authentication session of the
plurality of historical user authentication sessions, the last historical user
authentication session immediately preceding the current user

authentication session.

5. The system of claim 4, wherein if the incorrect password is not entered during
the last historical user authentication session, the password comparison
engine is to cause the clearing of the number of historical incorrect

passwords from a storage device.

6. The system of claim 5, wherein if the incorrect password is not entered during
the last historical user authentication session, the password comparison
engine is to cause the clearing of a set of historical incorrect passwords, the

set including the number of historical incorrect passwords.

7. A method comprising:

determining, using a processor, whether an incorrect password
entered during a user authentication session is followed by an
original correct password entered during the user

authentication session;

if the incorrect password is followed by the original correct password:
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determining, using the processor, whether the incorrect
password was entered a particular number of times in

different historical user authentication sessions;

causing, using the processor, a display of a request to modify
the original correct password to the incorrect password
to generate a new correct password if the incorrect
password was entered the particular number of times;

and

causing, using the processor, a storing of the incorrect
password as a historical incorrect password if the
incorrect password was not entered the particular

number of times; and

if the incorrect password is not followed by the original correct

password:

causing, using the processor, a display of a notification that the

incorrect password is incorrect.

8. The method of claim 7, wherein determining whether the incorrect password

was entered the particular number of times comprises:

determining a number of matches between the incorrect password
and historical incorrect passwords in a stored set of historical

incorrect passwords; and

comparing the number of matches to a threshold number.
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9. The method of claim 8, comprising:

automatically causing the clearing of the set of historical incorrect
passwords if a user enters the original correct password prior

to entering the incorrect password.

10. The method of claim 8, comprising:

automatically causing the clearing the set of historical incorrect
passwords if the incorrect password is not followed by the

original correct password.

11. The method of claim 7, comprising:

automatically generating the new correct password based on a
response to the request, the response indicating to generate

the new correct password based on the incorrect password.

12. The method of claim 7, comprising:

automatically causing the clearing of the set of historical incorrect
passwords based on a response to the request, the response
indicating not to create the new correct password based on the

incorrect password.

13. A non-transitory machine-readable storage medium including instructions

which, when executed by a processor, cause the processor to:

identify when a correct password was entered after an incorrect

password during a current user authentication session;
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in response to the identification, determining a particular number of
times where the correct password was entered after the
incorrect password during different historical user

authentication sessions;
comparing the particular number of times to a threshold number; and

causing a display of a request to modify the correct password to the
incorrect password based on the comparison.

14. The non-transitory machine-readable storage medium of claim 14, wherein
determining the particular number of times where the correct password was
entered after the incorrect password during differing historical user

authentication sessions comprises:

comparing the incorrect password to a historical incorrect password

in a stored set of historical incorrect passwords;

determining a counter value associated with the historical incorrect

password; and

assigning the counter value as the particular number of times.

15. The non-transitory machine-readable storage medium of claim 14, wherein:
the incorrect password is a first incorrect password; and

the stored set of historical incorrect passwords is cleared from a
storage device if a second incorrect password is entered

during the current user authentication session.
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