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REAL TIME PRIVILEGE MANAGEMENT

Priority Application

[001] This application is a utility patent application claiming priority under a prior U.S.
provisional application Ser. No. 60/ 556,933, filed 26 March 2004, and entitled “Real

Time Privilege Management”.

Field of the Invention

[002] This invention relates to a real time method for verifying identified types of
documents or tokens presented for different privileges such traveling, entry into secure
areas or performing certain transaction, and verifying the identity of the bearérs of _the
documents based on predetermined verification protocols for checking each identified

type of document to determine if the bearer is authorized to exercise the privilege.

Background of the Invention

[003] In the prior art terminals have been used to read and verify different types of
documénts, ihcluding identity and / or travel documents. Over the years alteration and
counterfeiting of such documents has been increasing and, to counter same, features have
been incorporated into the documents to make it ifery difficult if not impossible to alter or
counterfeit documents. In addition, biometric information is now being stored on identity
and travel documents and is being compared to biometrics of bearers of documents.
Further, documents and information thereon are being checked against information in

databases to validate documents and verify their bearers.

[004] To hinder such counterfeiting and alterations to identity, travel and similar
documents, and documents having value, many innovations have been proposed and

introduced. One solution has been the development and implementation of new materials

-1-
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for producing such documents that has made counterfeiting and alterations more difficult,
and the detection of counterfeit and altered documents easier and faster. Such new
materials include the use of holograms and retro-reflective layers in laminating material,
invisible information that only appears when illuminated by certain wavelengths of
invisible light or other energy, and different types of inks that are seen as one color under
normal ambient light but are seen as a different color when illuminated by certain
wavelengths of invisible light or other energy (chemical taggants). In addition, magnetic
and radio frequency (RF) taggants that are invisible to the eye are added to base materials
and laminating materials but may be detected using special equipment. Further, micro-
miniature smart chips and memory chips are embedded in such documents, just as they
are in smart cards, and may be used to identify, réad and validate documents in which
they are embedded, and to identify and validate the bearer of such documents. Biometric
and other information about a person to whom a document is issued is stored in the
memory chips and is used to validate a document and verify the person to whom it is

issued.

[005] An identity card using smart-card technology has been introduced in Malaysia
where an embedded computer chip and memory allows the card to be used asa
combination identity card, driver’s license, cash card, national health service card, and

passport.

[006] Coupled with the increase of new materials and new techniques to produce
documents that are more difficult to counterfeit or alter, there has been an inc‘rease.in the
demand for new equipment, systems and methods for testing and validating documents
made from the new materials, for verifying the identity of a bearer of a document, for
verifying that the bearer has authorization to participate in an activity represented by the
document, and to determine if there are any known concerns about a document or its

bearer. This demand has risen because it has become virtually impossible for a pér'son,
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by them self, to analyze and validate documents made using such new materials and

techniques, and to verify the identity of a document bearer.

[007] However, criminals and terrorists too often have been issued valid identity and /
or travel documents prior to becoming a criminal or being identified as a terrorist, or such
documents are being wrongfully issued in false names to criminals and terrorists by
corrupt officials in some countries. When investigating the terrorists who performed the
terrorist acts of September 11, 2001 it was found that some of them had multiple, false,
but otherwise valid passports in different names and from different countries. Validation
and verification terminals designed to detect altered and counterfeit identity and / or

travel documents will not detect such “valid” documents wrongfully issued to and used

by criminals and terrorists.

[008] In addition, some individuals steal the identity of other individuals by first
obtaining duplicate birth certificates and other documents, which is too easily done, and
these documents are then used to fraudulently obtain other “valid” documents, such as
passports and identity cards including national identity cards. Validation and‘veriﬁcation
terminals designed to detect altered and counterfeit identity and / or travel documents will
not detect such “valid” documents wrongfully issued to and used by criminals and

terrorists.

[009] Thus, there is a need in the art for better apparatus and methods for document
validation and identity verification that can help identify terrorists, criminals and other
individuals who wrongfully attempt to obtain official documents, to detect wrongfully
obtained but otherwise valid documents, and to detect altered or counterfeit documents
used to obtain other valid documents such as passports, birth certificates and drivers

licenses, while at the same time simplifying the process.
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Summaryv of the Invention

[010] The above described need in the prior art is satisfied by the present invention
which functions with document validation and bearer identity verification apparatus such
as described in U.S. Patent application Ser. No. 09/994,399 filed November 26, 2001 and
entitled “Validation and Verification Apparatus and Method”; and U.S. Patent appiication»
Ser. No. 10/022,634 filed December 17, 2001 and entitled “Document and Bearer

Verification System”.

[011] In accordance with the teaching of the présent invention a plurality of levels of
document and identity verification checking steps are performed in real time that go. -
beyond checking a document to determine if it is valid, counterfeit, or has beén altered,
and verifying that a person presenting a document is the person whose biometric
information is encoded on the document. Each level consists of additional,
predetermined, ever more rigorous document validity and /or bearer identity verification
checking steps performed in real time and that vary depending on what type of document
is involved, the authority that issued the document, why and where the docunient is being
presented and other information about known problems with the types of documents.

The additional checking steps performed for an identity document presented for air travel
are more rigorous than the checking steps performed when the same document is
presented to travel on a bus, and even fewer checkihg steps are performed if the same
document is presented to purchase alcoholic beverages in a liquor store. Thus, a list of
the additional, predetermined, more rigorous document validity and / or bearer identity
verification checking steps to be performed is different for each type of privileged
function to be engaged in. In addition, the exact document validity and / or bearer
identity verification checking steps performed at each of the plurality of rigorous
checking steps will vary dynamically depending on the outcome of the previous levels of
checking, may be modified on the fly, and may be modified manually depending on the

results of previous checking steps. While the terms document and passport are used
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herein it must be understood that while many things that may conventionally be
considered to be documents are included, many other things may be encompassed by the

teaching of the invention such as smart cards, electronic keys, etc.

[012] Information, including biometric information, stored on a presented document
may be used to access many databases and compared against information stored in the
data bases to determine if a document has been validly issued and has been validly issued

to the right person, in order to validate documents and verify the identity of their bearers.

[013] For example, biometric information such as a ﬁngerprint may be obtained directly
from the bearer / presenter and / or from a document and be forwarded to a databas.e‘ such
as the FBI fingerprint database, or equivalent databases in other countries including the
Interpol database, for automatic comparison in real time to identity of a person
presenting a document or the person to whom a document is being issued. This level of

checking may also be done with iris prints.

[014] In addition, the information on a document, including the biometric information,
and information retrieved from databases is used to determine in real time if a persons
bearing and presenting a document is wanted, is on a watch list, is authorized to access

some location, or is authorized to take part in some activity such as travel.

[015] Similarly, the information and biometrics submitted by a person seekiilg to obtain
issuance of a valid document can be quickly and extensively checked in real time using
secure databases of many governmental and other authorities at all levels, in the U.S. and
other countries, to determine if the applicant person is who they claim they are, and they

are not restricted from obtaining and using a requested document.

[016] The databases checked in the U.S. include the many federal, state, municipal and

private databases. A person will normally have historical records in these many
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databases showing their existence over the years of their life. If there are no such records
in existence on the databases the person is obviously suspect and further checking is
necessary. In addition, the information from the many databases can be compared with
information obtained directly from a person to resolve incongruities. In this manner it
makes it very difficult, if not impossible, for someone to wrongfully obtain, or to use a

wrongfully obtained, altered or counterfeit document.

[017] Atthe same time, before document issuance is authorized, the submitted
information and biometrics can be used to determine in real time if the applicant is
wanted, is on watch lists, is authorized to access some location, or is authorizpd to take
part in some activity such as travel, entering a secure area or purchasing restricted goods.

Thus, it is much harder to wrongfully obtain valid documents and to use them.

[018] In accordance with the teaching of the invention more rigorous document

validation and bearer identity verification varies, depending on the type and source of a
document, and what the document is used for, according to pre-determined criteria that
may be quickly changed as necessary. This provides increased security while speeding

up the process of validating and checking documents and the persons to whom they are

issued.

[019] Prior art initial document reading and validation checks are first performedo’n a
submitted document to determine what type of document it is, what is on the docufnent,
and if the document is counterfeit or has been altered. Next biometric checks may also
be performed to match biometric information enqoded and stored on the document with
biometrics of the person presenting the document. Then a check may also be performed

to determine if a person carrying and submitting a document is wanted and should be

detained, or is on a watch list.
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[020] In accordance with the teaching of the present invention more rigorous checking
of document validity and identity verification of the persons presenting the documents is
then performed. For example, if a document being checked and validated is determined
to be a passport from a specific country the first step is to determine what type of
additional validation checking should be performed for passports from the spéciﬁc
country. It is known that a specific group of countries very carefully perform identity and
background checks before issuing passports or other documents, and there is no problem
with corrupt officials wrongfully issuing otherwise valid passports or other documents.
In addition, it may be known that, due to the stringent identity and background checks
performed that very few if any passport or other document holder / bearers from these
specific countries have any links with terrorist or other criminal organizations.
Accordingly, it is not necessary to perform overly stringent validation checks on
documents and identity checks on the persons carrying and submitting such documents
from the specific countries. The pre-determined document validation and bearer identity
verification checking steps are thus reduced and the checking and verification process is
speeded up. This is particularly important at busy ports of entry to countries such as

major international airports.

[021] On the other hand there are other countries that do not carefully perform identity
and background checks before issuihg passports and other documents, and / or there is a
problem with corrupt officials wrongfully issuing otherwise valid passports aﬁd other
documents. Accordingly, otherwise valid passports and other documents are issued by
these countries to criminals, terrorists and others who are not to be allowed entry into a
country. Thus, it is necessary to perform additional, more stringent validation checks
using various databases to determine if a passport or other document has been validly
issued, has been validly issued to the right person, and to determine if a person bee}ring
and presenting a passport or other document is wanted, is on a watch list, is authorized to
access some location, or is authorized to take part in some activity such as travel.

Finally, a record of use of the passports or other document can be made.
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[022] Thus, upon a determination that a submitted passport is a U.S. passport for which
rigorous checking is done during the issuance of the passport, fewer document validation
checks are performed than if the submuitted passport is from a terrorist supporting country

which has been known to issue their passpoits to terrorists.

[023] Criteria other than listed above may also be specified regarding documents or
their bearers that will cause closer inspection of documents or their bearers. For example,
if an unidentified murderer is known to be in a given age range, sex, height and weigh_t,
all persons submitting documents with such biometric characteristics thereon_’may be

flagged for closer scrutiny to determine if they are the wanted individual.

Description of the Drawing

[024] The invention will be better understood upon reading the following Detail a

Description in conjunction with the drawing in which:

[025] Fig. 1is a general block diagram of a plurality of document verification and
document creation terminals working in conjunction with a network of trust authorities to

verify information submitted when applying for documents;

[026] F ig. 2 is a more detailed block diagram of an information and document
verification system utilizing trust authorities to access federal, state, private and foreign
databases in a secure, private manner to verify information submitted when applying for
original replacement documents; and to check documents and the individuals‘ to whom

they are issued when they are presented for use;

[027] Fig. 3 is a block diagram of the steps performed in initial document validation and

tdentity verification; and
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[028] Fig. 4 is a block diagram of the operations performed by a trust authority server in
functioning with a verification system server to verify information submitted when

applying for documents; and to checking document and the individuals presenting fhem;

and

[029] Fig. 5 is a block diagram of the steps performed in multi-level, rigorous checking
of documents, the individuals to whom they are issued, and presenters of documents in

accordance with the teaching of the present invention.

Detailed Description

[030] In the following description Figures 1 and 2 show a system with which the real
time process of the present invention shown and described with reference to Figure 5 is
implemented. The steps of the system described in conjunction with Figs. 1 etnd 2 are
more specifically described in detail with reference to Figs. 3 - 4. In addition, the words
passport and document are used interchangeably in this description. While passports are
specifically mentioned herein, documents may iriclude other things such as, but not
limited to, identity cards, drivers licenses, purchase approvals, bonds and entry passes. In
addition, many other things, such as smart cards, identity chips and electronickeys are
contemplated to be covered by the subject invention and are called documents herein for
the sake of simplicity. The words testing and checking are used interchangeably and

carry the same meaning throughout this Detailed. Description.

[031] The terminal apparatus 12 shown in Fig. 1 is typically used to read docurﬁénts, to
basically validate documents to determine that they are not altered or counterfeit, and to
basicaliy verify the identity of persons bearing and submitting documents for such things
as travel, entry into countries, entry into secure facilities, opening bank accounts, and

purchasing restricted materials.
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[032] Such first level document validation and bearer identity verification helps identify
terrorists, criminals and other individuals who hold altered or counterfeit passports or
other official documents, detect wrongfully obtained but otherwise valid documents such
as drivers licenses, birth certificates and passports, and to prevent obtaining same
initially; and to prevent wrongfully obtaining official documents such as passports using
altered or counterfeit documents or other documents wrongfully” obtained. Apparatus and

methods for doing this are known in the art.

[033] Using the multi-level, more rigorous document and identity checking of the
present invention the validity of submitted documents and the identity of persons
submitting such documents may be verified in manner heretofore not done in the prior

art.

[034] Criminals and terrorists too often have been issued valid identity and / or travel
documents prior to becoming a criminal or being identified as a terrorist, or such
documents are being wrongfully issued in false names to criminals and terrorists by
corrupt officials in some countries. When invesﬁgating the terrorists who performed the
terrorist acts of September 11, 2001 it was found that some of them had multiple, false,
but otherwise valid passports in different names and from different countries. "Validation
and verification terminals designed to detect altered and counterfeit identity and / or
travel documents will not detect such “valid” doé;ments wrongfully issued to and used

by criminals and terrorists.

[035] Im addition, some individuals steal the identity of other individuals by Tirst
obtaining duplicate birth certificates and other documents, which has been too easily
done, and these documents are then used to fraudulently obtain other “valid” documents,
such as passports and identity cards including national identity cards. Validation and

verification terminals designed to detect altered and counterfeit identity and / or travel

-10 -
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documents will not detect such “valid” documents wrongfully issued to and used by

criminals and terrorists.

[036] Termminal apparatus 13 is used when the issuance of new documents is being
requested. It is used to verify the identity of a person requesting a new document and to

validate supporting documents submitted to determine that they are not altered or

counterfeit.

[037] For example, when a document, such a birth certificate, is being submitted to
obtain another document, such as a passport, document validation and identity
verification are performed, as necessary, to verify that the submitted document(s), birth
certificate in1 this example, are valid, have been rightfully issued to an individual, and that

they have not been altered and are not counterfeit.

[038] In addition, using the more rigorous document validity and identity verification
checking of the present invention, the identity of a person requesting the issuance of a
new document; or using a document to travel, enter into secure facilities, opening bank
accounts, and purchasing restricted materials; is the person they claim to be and are
rightfully entitled to be issued the document or to travel etcetera per a privilege connoted
by the docurment. This is accomplished in real time using knowledge databases
comprising the many existing databases maintained by federal, state, municipal and
private agen.cies and organizations to verify that the person requesting the document is
the person they claim to be and are rightfully entitled to a document and to use the
document for its intended purpose. This greatly minimizes anyone wrongfully obtaining

otherwise valid documents.
[039] A document may be presented to access more than one privilege. For example a

passport may be used to travel by aircraft and may be used to purchase alcoholic

beverages. In accordance with the teaching of the present invention the additional.

-11 -
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checking steps performed for an i dentity document such as a passport presented for air
travel to another country are more rigorous than the checking steps performed when the
passport is presented to travel on a bus, and even fewer checking steps are performed if
the same document is presented to purchase alcoholic beverages in a liquor store. In
summary, the checking protocol for each type of document varies depending where and

why the document is presented and for what privilege.

[040] Thus, a list of the additional, predetermined, more rigorous document.vali&ity and
/ or bearer identity verification checking steps to be performed is different for each type
of privileged function to be engaged in. The different lists are utilized by different
document validity and identity verification equipment at locations where different

privileged functions are to be engaged in.

[041] Before describing the real time method of more rigorous testing of document
validation and identity verification provided by the present invention the validation and
verification system in which the innvention operates must first described. This system is

shown and described with reference to Figures 1 — 4.

[042] Wrongfully obtaining some documents is too easy and common due to the ease in
fraudulently obtaining a driver's license, state identity card, birth certificate, and a Social
Security number and then using thoose documents as proof of identity to obtain other,

higher quality documents such as a passport or national ID card.

[043] An application for a minor to receive a Social Security number requires only‘ the
testimony of a parent or a birth certificate that may be counterfeit or has been wron gfully
obtained. A driver's license, state identification card, passport or work permit are all
linked to the birth certificate and/or the Social Security number. Therefore, no positive

biometric link exists to the person who obtains the documents.

-12-
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[044] The certification / notification of deaths is presently even more poorly controlled.
There is no flag placed on a birth record and, unless a deceased person has been
collecting a Social Security benefit and Social Security was notified of the death, there is
no retirement of the person’s Social Security mumber or prevention of someone from

assuming the identity of the deceased.

[045] Even the new alien residence card has little true security since there is no rigorous
process of identity verification to assure that the card was legitimately issued toa person
or that the person is who they say they are. Ira addition, there is no accountability placed
upon employers to authenticate the document or to verify that the bearer is the person to

whom the document was issued.

[046] A more practical way to achieve increaised security involves the use of currently
existing global identification documents and the many databases that service them, where
access to and data from the databases are controlled by trust authorities, and privacy
concerns are adequately addressed by greatly limiting dissemination of information from
these databases. For one example, a trust authhority server for a database(s) will compare
a birth date retrieved from a submitted docum ent against the birth date stored.in the
server’s associated database and return a response of “match” or “no match” to the
remote verification terminal that initiated the 1nquiry for a birth date match. This
comparison checking may be repeated for the many other existing databases and possibly

new databases.

[047] Standardized communication protocols provide real-time yes / no / maybe type
document inquiry results on-line from appropriate database trust authorities. Watch list
and privacy-protecting smart pattern recognition technologies provide cross database
exception reporting to further improve security, and as the public issues surrounding
biometric identification methodologies are res olved, positive identity verification would

become even more comprehensive.

-13 -
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[048] Inaccordance with the teaching of the present invention a plurality of levels of
checking steps may be performed in real tirme that go beyond checking a document to
determine if it is valid, counterfeit, or has been altered, and verifying that a person
presenting a document is the person whose biometric information is encoded on the
document. Each step consists of one or more predetermined document validity and / or
bearer identity verification checking steps that vary depending on what type af document
is involved, the authority that issued the do cument, and other information about known
problems with the types of document. In addition, the exact document validity and / or
bearer identity verification checking steps performed in real time at each of the plurality
of checking steps will vary dynamically deppending on the outcome of previous levels of

checking.

[049] For example, if a document being checked and validated is determined to be a
passport from a specific country the first step is to determine what type of additional
validation checking should be performed for passports from the specific country. It is
known that a specific group of countries, in cluding the United States, very carefully
perform identity and background checks before issuing passports or other official
documents, and there is no problem with corrupt officials wrongfully issuing otherwise
valid passports or other documents. In addition, is known that, due to the stringent
identity and background checks performed that very few if any passport or other
document holder / bearers from these specific counfries have any links with terrorist or
other criminal organizations. Accordingly, it is not necessary to perform additionél
rigorous validation checks on documents annd identity checks on the persons carrying and
submitting such documents from these counitries. Any additional steps beyond checking
that a document is not altered or counterfeit, and the biometrics on the document match
the biometrics of the document bearer / presenter may only consist of checking if the

name of the document bearer is wanted or is on a watch list.

- 14--
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[050] The pre-determined, additional document checking and besarer identification
verification steps are thus reduced for documents from some couratries. This is
particularly important at busy ports of entry to countries such as rmajor international

airports.

[051] On the other hand there are other countries that do not carefully perform identity
and background checks before issuing their passports and other documents. When a
passport from such a country is detected the additional, predetermained document validity
and / or bearer identity verification checking steps to be performe d are increased. The
additional checking steps to be performed are retrieved from a mesmory and are
performed. The additional steps most likely will include checking if the name of-the
document bearer is wanted or is on a watch list. It may also include a check to see if the
number of a submitted passport is in a list of stolen passports. Itrmay also include
performing some biometric information comparisons such as comx paring embedded
fingerprints against fingerprints stored in the databases of the FBI , Interpol and other

countries such as England, France and Germany.

[052] There are also countries that support state terrorism where corrupt officials
wrongfully issue seemingly valid passports and other documents. Accordingly, otherwise
valid passports and other documents are issued by these countries to criminals, terrorists
and others who are not ordinarily permitted entry into a country. “Thus, it is necessary to
perform additional, more stringent validation checks using various databases to defermine
if a passport or other document has been validly issued to a persora who is not a criminal
or a terrorist. For such countries the number of predetermined document validity and / or
bearer identity verification checking steps to be performed are increased even further.
They will include the checks described in the prévious paragraphs plus many other

document and identity checks.

- 15 -



WO 2005/096962 PCT/US2005/009439

[053] For example, biometric information such as a fingerprint may be obtained directly
from the bearer / presenter and be forwarded to a database such as the FBI fingerprint
database, or equivalent databases in other countries including the Inaterpol database, for
automatic comparison and possible identity of the person presenting the document or the

person to whom the document was issued. This level of checking mnay also be done using

iris prints.
[054] Finally, a record of use of a passport or other document is maade.

[055] Additional checking criteria other than those listed above may be specified
regarding documents or their bearers that will cause closer inspection of documents and
their bearers. For example, if an unidentified murderer is known to be in a given age
range, sex, height, race, color eyes and weight, all persons submitting documents with
such biometric characteristics thereon may be flagged for closer scrutiny to determine if

they are the wanted individual.

[056] Similarly, information, supporting documents and biometric s submitted by a
person seeking to obtain issuance of another valid document can be quickly and
extensively checked in real time using secure databases of many go—~vernmental and other
authorities at all levels, in the U.S. and other countries, to detefmine if the applicant is
who they claim they are, and they are not restricted from obtaining &and / or using a

requested document.

[057] The databases checked in the U.S. include the many federal, state, municipal and
private databases. A person will normally have historical records ira these many
databases showing their existence over the years of their life. If thexe are no such records
in existence on the databases that match information on documents submitted-by a |
person; that person is obviously suspect and further checking is necessary. In addition,

the information from the many databases can be compared with information obtained
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directly from.a person to resolve incongruities. In this manner it is very difficult for

someone to wrongfully obtain, or to use a wrongfully obtained, but otherwise valid

document.

[058] At the same time, before document issuance is authorized, submitted documents,
information and biometrics can be used to determine if the applicant is Wanteéi, is on
watch lists, is authorized to access some location, or is authorized to take part in some
activity such as travel. Thus, it is much harder to wrongfully obtain valid docum.ents and

to use them.

[059] In accordance with the teaching of the invention document validation.éhecking
and bearer verification testing varies, depending on the type and source of a doctament,
according to pre-determined criteria. This provides increased security while speeding up
the process of validating and checking documents and the persons to whom they are

issued.

[060] Before the invention is described in detail with reference to Figure 5, the system
in which the present invention works is described with reference to Figures 1 through 4.

This is done so the method of the invention will be better understood.

[061] Fig. 1 shows a general block diagram of a plurality of document creation o
terminals 13 (1-n) and a plurality of validation terminals 12 (1-n) connected together in a
document validation and identity verification system. The system includes a netevork of
trust authorities servers 28 (a-f) accessing other networks such as 29, gateways stach as
38, and database servers such as 30 — 39, and all are accessed via a verification sy’stem
server 10 to verify the identity of individuals by verifying personal information thaey.
submit when applying for issuance of new documents, and to later validate issuecl
documents and verify the identity of the individuals to whom they are issued. The

document creation terminals 13 and validation terminals 12 are all connected via a
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validation / verification system communication bus 11 to knowledge base system server

10.

[062] Documents such as passports are presented at validation terminals 12 when their
bearer is traveling or wishes to travel. During a first level of checking the doc;uments are
analyzed to determine if they are valid, counterfeit or altered. Then, a check is made to
determine if there are any concerns about the document or the document bearer, such as
they being on a “watch list”, being banned frqm traveling or from taking place in some
activity, or being wanted by the authorities in any country. Finally, a record of use of the
document can be made. The document validation testing is done r'}ght ata Vaﬁidation

terminal

[063] Depending upon the intended use of a document validation terminal 12 or a
document creation terminal 13, some terminals, such as ones of the plurality of terminals
(1-n) 12, or ones of the plurality of terminals (1-n) 13, have additional equipment h
asspciated therewifh. Examples are a fingerprint reader 14, and iris scanner 15, and a

camera 16.

[064] An image of a document applicant or document presenter may be captured by a
camera 16 to be forwarded via verification system communication bus 11 to \(eriﬁéation
system server 10 which decides which of trust authorities 23 through 27 the image should
be forwarded to be automatically compared to an image stored in the trust authority
database. Using facial match technology that is well known in the art, the presenter

image captured using camera 16 is compared to a presenter image stored in and retrieved
from the database of the selected trust authority. The comparison is made by the trust
authority and an indication of the quality of the match is returned to verification system
server 10 to be returned via bus 11 to a document verifier terminal 12 or to a document
creation terminal 13. In this manner the privacy of the document applicant and document

presenter is preserved as previously described.
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[065] Alternatively, if a facial match cannot be positively made or refuted with any
degree of certainty, the image retrieved from the database with the selected trust authority
may be returned to a document verifier terminal 12 or document creation terniinal 13
where an operator manually performs the facial match function. This may be necessary
in instances when a document presenter has a beard or is wearing glasses and their image
is changed to the point that an automatic facial match may not be made. The image of
the document applicant or document presenter retrieved from the database is forwarded to
the terminal 12 or 13 so that the operator thereof can manually compare the retfievéd
image to the document applicant or document presenter. However, normally in this case,
a “live” photo is taken of the applicant or presenter and this is returned to the trust

authority for manual matching by a resident identification expert.

[066] A fingerprint reader 14 is used to capture fingerprints of a document applicant or
document presenter to be compared to fingerprints stored on the document during a first
step of document validation and identity verification in accordance with the teaching of
the subject invention. Depending on the outcome of the first step of testing a second step
of document validation and identity verification is performed in accordance with the
teaching of the subject invention as is described in detail further in this Detailed - .
Description. If further verification of the identity of the document applicant Sr presenter
is required the fingerprints may be forwarded via verification system communication bus
11 and verification system server 10 to a trust authority to be processed in the same way
as described in the previous paragraph. The fingerprint database most likely to be
utilized is the FBI database and the fingerprints captured by a reader 14 are forwarded by
bus 11, and server 10 to trust authority server 22. Server 22 determines that the FBI |
database is to be accessed for the verification and forwards a request over secure
government network 29 through gateway 38g to the FBI server 35 where the fingerprints
for the identified document applicant or presenter are retrieved and returned to trust

authority server 22 where they are compared to the fingerprints forwarded from
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document verifier terminal 12 or document creation terminal 13 and a “match” or “no
match” indication is returned to server 10 and on to terminal 12 or 13. In instances where
a terminal 12 has no fingerprint reader 14, but fingerprints are retrieved froma preéented

document, the fingerprints may be manually verified.

[067] Iris scanner 15 is used to capture an iris scan of a document presenter to be
compared to an iris scan stored on the document. For verification of the identity of a
document applicant or a document presenter the iris scan obtained may be forwarded via
bus 11 to verification system server 10 to be processed in the same way as described in
the previous two paragraphs for facial images and fingerprints to be compared against a
stored and retrieved iris scan in a database, where the comparison is performed at either
the trust authority server or the verification system server 10. In instances where a
terminal, such as a terminal 12, has no iris scanner 15, but an iris scan is retrieved from a

presented document, the iris scan may be manually verified.

[068] In some applications there may not be a requirement to perform the verification of
biometric information retrieved directly from a document presenter as described in the
previous paragraphs. A basic document validation 'terminal 12 may then be utilized that
has no fingerprint reader 14, iris scanner 15 and camera 16. Biometric information stored
on a presented document may still be verified against biometric information stored in

databases as described above.

[069] Other than information and biometric verification as described in the previous
paragraphs, databases associate with trust authorities will still be accessed at the different
steps of document validation and identity verification, in accordance with teaching of the
present .invention, to determine a number of things including if a document applicant or a
document presenter is wanted for a crime, and / or is on a watch list including a denied
entry list, and / or to determine if there are known concerns about the document

applicant, document or document presenter. In such cases, information submitted by the
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document applicant, or retrieved from the document being verified by document verifier
terminal 12 is forwarded via verification system server 10 to an appropriate trust
authority server for processing and an indication is returned via server 10 to términal 12
or 13 indicating if the document applicant or document presenter is wanted for a crime,
and / or is on a watch list including a denied entry list, and / or indicating any other

known concerns about the document applicant, the document or its presenter.

[070] As may be seen in Fig. 1 there is a homeland security trust authority server 28f
that functions to verify information submitted by applicants for issuance of a new
document, retrieved from issued documents, or obtained directly from a document
presenter with information stored in databases on a secure government network 29,
whether that network is a state or federal network. As seen in Fig. 2 the servers 30-39 for
different government agencies are each connected via a gateway 38a-i to the secure
government network 29 and are presently used for inter-agency access to data stored in
databases on the servers connected to network 29. Trust authority server 22 provides
secure, privacy controlled access to information in the databases on servers 30-39 to
verify issued documents or their presenters, to verify the identity of document applicants,
and to determine if there are any other known concerns about a document applicant,

issued document or its presenter. In this way of privacy concerns are adequately met.

[071] To increase the effectiveness of the system the databases of foreign governments
may be accessed via secure communications links and foreign trust authority servers 26,
27 to obtain secure, privacy controlled access to information and / or veriﬁcation,o.f
authenticity of a document or its presenter, and to determine if there are any known .

concerns by the foreign government about the document or its presenter.
[072] Similarly, the databases of the fifty states may be accessed during the different

steps of document validation and identity verification via secure communications links

and state agency trust authority servers 23,24 to obtain secure, privacy controlled access
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to information, to verify the identity of a document applicant, verify the authenticity of an
issued document or its presenter, and to determine if there are any other known concerns
by a state agency about a document applicant, an issued document or its presenter. This
might be necessary if the identity of a document applicant or document presenter is in
doubt and they are asked questions, the answers to which are compared to information
from a state database in an attempt to verify if the document applicant or document
presenter is the person they claim to be. While direct access to state agency trust -
authority servers is shown, state agency servers having database may be connected to a
secure government network that is accessed via a single trust authority server, such as the

U.S. government secure network accessed using trust authority server 22.

[073] Also, private databases of organizations or businesses such as, but not limited to,
health providers, banks, credit card companies, airlines, railroads, schools and employers
may be accessed via secure communications links and a trust authority server 25 to obtain
secure, privacy controlled access to information of a document applicant or document
presenter that may be needed to verify their identity. This might be necessary if the
identity of a document applicant or document presenter is in doubt and they are asked
personal questions the answers to which are compared to information from a privafe' '
database in an attempt to verify if the document applicant or document presenter are the

person they claim to be.

[074] Techniques are known in the art for testiﬁg a document to determine if it is valid,
counterfeit or altered. See the two patent applications identified in the first pgragraph of
the Summary of the Invention. Information is generated by governmental authorities
concerning if there are any concerns about specified documents and/or the document
bearers, such as they being on a “watch list”, being banned from traveling or from taking
place in some activity, or being wanted by the authorities in any country. Such
information may be downloaded to all terminals 12 and 13 on a daily basis, or more

often, for this part of first level of testing of the prior art. Alternatively, the information
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may be stored in a database of a server 28 or 30 through 39 and accessed via validation /

verification system verification bus 11 and knowledge base system server 10.-

[075] After testing the validity of a document, if is determined that the document has
been altered or is counterfeit, or if document bearer is on a wanted list, the bearer /
presenter of the document is immediately detained and / or arrested. If the document
bearer is restricted from traveling or entering someplace, or performing some activity,

they are turned away and a record is made of the attempt to travel or enter.

[076] As described above a record of use of the document can be made. Such a record
could be the details regarding a bearer / presentef of a document entering a country or
traveling to another country, entering a secure facility, etc. This record may be stored in
the plurality of terminals 12 and uploaded periodically to one or more speciﬁc; central

databases associated with a central server 28 or 30 through 39.

[077] In Fig. 2 is a more detailed block diagram of a document validation and identity
verification system utilizing trust authorities to access federal, state, private and foreign
databases via trust authority servers in a secure manner to verify the validity of issued
documents and the identity of individuals to whom the documents are issued, while
addressing privacy concerns. In the middle of Fig. 2 is Knowledge base server 10 and
verification system communication bus 11 described in the previous paragraphs with
reference to Fig. 1. As previously described, servef 10 determines which trust authority
servers are to be accessed in a secure manner, and at which times, as part of the opération
of a document verifier terminal 12 or a document creation terminal 13 in verifying source
information from document applicants, issued documents and document presenters
during the validation and verification steps of the present invention. Those steps are
described in greater detail with reference to Figures 3 and 4. In addition, in some cases,
an individual database, such as on transportation reservation / check-in system server 25,

may not have its own trust authority server and verification system server 10 may act as
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its trust authority, if a trust authority is required. All databases requiring a trust authority
are accessed via their respective trust authority server 23 - 28, and they are alf connected
to server 10. All communication paths between these servers are preferably secure
communication channels, not accessible from the outside, and over which all
communications are encrypted. As previously mentioned information passes between
server 10 and all trust authority servers 28, and decisions made at éither server 10 or ones
of servers 28, is done in a manner to protect privacy of a document applicant ata
document creation terminal 13 or document presenter at a document verifier terminal 12.
[078] The aforementioned government, state and private databases are presently created
and maintained by the issuing authority for each document type and by other
organizations that have the control authority or operational charter to do so as-a paﬁ of
their business model. New trust authorities authorized to access such databases, as
described above, will be used to access the databases using standardized privacy
protected ID data routing, and a query/response system focused on risk assessment. That
is, the trust authority server 28 for federal government databases will compare
information, such as a birth date retrieved by a document validation terminal 12 from a
submitted document against the birth date stored in its associated database and return a
response of “match> or “no match” to the remote terminal 12 that initiated the inquiry for
a birth date verification. Similarly, a birth date submitted by an appliéant at a document

creation terminal 13 will similarly be checked against such databases.

[079] For birth records the database(s) connected to state agency trust authofity server
28 a&b will be accessed. The database(s) of each state will be accessed via server 28
a&b. For another example, a trust authority server 28 will compare other information,
such as the submitted maiden name of a document applicant’s mother, to such
information stored in a state birth record database and return a response of “match” or
“no match” via the intermediate servers to the remote document creation terminal ‘13‘ tﬁat

initiated the inquiry. Alternatively, in cases where databases may be accessed, but there
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is no trust authority server associated therewith, verification system server 10.may.act as
the trust authority, perform verification checks and return the same information
comparison results to requesting ones of terminals 12 and 13. In this manner privacy
issues are adequately addressed since there is usually no access to database contents, and
actual information in the database(s) is not disclosed at any terminal 12 or 13. In some
circumstances information retrieved from a database, such as a photo, will not be
matched at the associated trust authority server but may instead a stored photo be
returned to the terminal 12 or 13 from which the request was initiated, and an operator
who made the request for the photo will perform a manual comparison of the photo

retrieved from the database with the document presenter.

[080] Shown connected to verification system server 10 in Fig. 2 are four eiamples of
types of trust authority servers. There are state agency databases such as, but not limited
to, state law enforcement agency database servers 23 accessed via trust authority server
28a, and state driver’s license and identification card database servers 24 accessed via
trust authority server 28b. There are also private databases such as transportation
reservation / check-in database servers 25 that are accessed by trust authority server 28c.
Examples of other types of private database servers, not shown, that might be connected
to verification system server 10 are credit card database servers and medica} record

database servers.

[081] As shown in Fig. 2, each of the database servers 23 —27 & 30 — 39 are acéésSed
via a trust authority server 28a — 28f but, as previously described, all database servers
within a particular group of servers, such as for a particular state, may be connected to a
common secured state network and a single trust authority server is utilized to access the
secured state network to access the state database servers to verify source information

from a document verifier terminal 12.
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082] The U.S. government interconnects its database servers using one or rﬁore
1etworks, such as secure government network 29. As shown in Fig. 2 there are nine
latabase servers 3 8e — 38i connected to secure government network 29 via gateways 33 -
v7. The gateways 33 — 37 are used to provide access to their associated database servers
18e — 38i only to authorized individuals, groups or agencies. Shoown are a secret sgrvice /
ustoms database server 30 with a gateway 38a, an IRS database server 31 with a

rateway 38b, a Social Security database server 39 with a gateway 38c, a CIA database
erver 32 with a gateway 38d, an IBIS database server 33 with a gateway 38e, a State
Jepartment database server 34 with a gateway 381, an FBI database server 35 with a
rateway 38g, an Immigration and Naturalization Service (INS) database server 36 with a

rateway 38h, and a DOT / FAA database server 37 with a gateway 38i.

083] The homeland security trust authority server 28f is permitted access to all

latabase servers 3 0 — 39 connected to secure government network 29. As previously
escribed, such access to government database servers is typically only for the purpose of
omparing information stored in a government databases 31 — 39 with information - from a
ocument submitted by a person, such as a passport, or directly from the perS(.)n ata
ocument validation terminal 12 or document creation terminal 13 and returning an
adication that the comparison indicates a “match” or “no match”’. In this manner privacy

oncerns are adequately addressed while documents are validated and identities verified.

084] Similar databases 26 located in cooperating foreign countries may also be
ccessed via secure servers 28d, and foreign police databases such as Interpol database 27

12y also be accessed via a secure server 28e.

)85] As previously described, there are certain types of information, or certain
onditions under which certain types of information may not be compared ata trust k
uthority server 28 but, instead, be forwarded directly to verification system server 10

ad thence to a document creation terminal 13 or to a document validation terminal 12
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for the sole purpose of verifying the document applicant, document or its presenter. No

direct connections between server 10 and such a database are shown.

[086] In Figure 3 is a block diagram showing the steps involved to basically validate
any type of document and the identity of any person. With reference to a val_idation
terminal 12, when a passport is submitted to travel the document is first read to identify
that it 1s a passport, the country that issued it, its series and other information regarding
the pas sport. Using this information, details about the document type, including security
features utilized for the document, are retrieved at block 54 and a first level of document
validation is commenced to determine if the passport is valid, is a counterfeit or has been
altered. Such validation testing is known in the art and such testing is described in detail
in U.S. Patent application Ser. No. 09/994,399 filed Novermber 26, 2001 and entitled
“Validation and Verification Apparatus and Method”.

[087] Figure 4 shows a block diagram of the program operations performed in a trust
authority server to retrieve information from databases associated with the trust aui:hority
servers to verify source information forwarded from a verification system server 10. At
the start of the program, at block 48 the trust authority server program is awaiting receipt
of a verification request and source information from a verification system server 10 to
verify the source information. When such a verification request is received, the program

progresses to block 49.

[088] At block 49 the selected trust authority server program retrieves the appropriate
information from its associated database. At block 50 the program compares the
informétion retrieved from the database with the source information. At block 51 the
program determines if the information comparison has resulted in a “match” or “no
match” decision. At block 52 the result of the information comparison made"at block 51
is returnaed to verification system serverIIO where the results of the information

comparison are returned to the terminal 12 that originally requested the source
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information verification. The program then returns to block 48 to await another source

information verification request from a verification system server 10.

[089] Using the fingerprint comparison example given above, the homeland security
trust authority sexrver 28f must issue a request over secured government network 29 to
gateway 38g for the fingerprints of the document presenter. Server 28 f compares the
retrieved fingerprint with the source fingerprint and returns the result of this comparison
to verification sy stem server 10 that forwards the results to the terminal 12 or 13 that

originally generated the fingerprint source information verification request.

[090] In Figure 5 is shown a program block diagram of the steps performed in real time
for multi-level, rigorous checking of document validity, and identity checking of the
individuals to whom they are issued, and presenters of documents in accordance with the

teaching of the present invention.

[091] As previously described a document may be presented to access more than one
privilege. For example a passport may be used to travel by aircraft and may be used to
purchase alcoholic beverages. In accordance with the teaching of the present invention
the additional checking steps performed for an identity document such as a passport
presented for air travel to another country are more rigorous than the checking steps
performed when the passport is presented to travel on a bus, and even fewer éheckiﬁg |
steps are perform ed if the same document is presented to purchase alcoholic beverages in
a liquor store. In summary, the checking protocol for each type of document varies

depending where and why the document is presented and for what privilege.
[092] Whether or not the prior art checking of document validity and / or identity -

verification described above indicate any problems with documents or identity, with the

present invention further decisions are made as to whether or not additional, more
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rigorous levels of document validlation and identity verification checking are required for

certain types of documents or individuals.

[093] For example, if a document being checked and validated is read and is determined
to be a passport from a specific country, the first step is to determine what type of
additional validation checking sh.ould be performed for passports from that country. Itis
known that specific countries very carefully perform identity and background checks
before issuing passports or other documents, and there are no problems with corrupt
government officials wrongfully issuing otherwise valid passports or other documents to
criminals, terrorists or others. Accordingly, it is not normally necessary to pe;rform many
additional checks, or rigorous validation checks on documents and identity checks on the
persons carrying and submitting such documents from the specific countries. Any
additional document checking and identity verification steps may be reduced and the
overall checking and verification process is speeded up. This is particularly important at

busy ports of entry to countries such as major international airports.

[094] There are some countries that do not carefully perform identity and background
checks before issuing passports and other documents, and other countries where corrupt
officials wrongfully issue passports and other documents or sell them blank to terrorist or
criminal organizations. Accordingly, otherwise valid passports and other doeumérits end
up in the hands of criminals, terrorists and others with phony names and information
thereon; Thus, it is necessary to perform additional, more rigorous validation checks
using various databases to determuine if a passport or other document has been validly
issued, has been validly issued to the right persoh, and to determine if a person bearing
and presenting a passport or other document is wanted, is on a watch list, is authorized to
access some location, or is authorized to take part in some activity such as tra;fel. ‘

Finally, a record of use of the passports or other document can be made.
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[095] As previously describéd the basic document validation and identity verification is
first performed. At decision block 55 it is decided when the basic checking functions are
completed. While the basic checking functions are in progress the program continuously
cycles back via the NO output of block 55 to the input of block 55. When thg basic
checking functions are completed the program exits block 55 at YES and progresses to
block 56 where it is determ ined what a first set of additional, moré rigorous tests éhould

be performed. At block 57 the additional tests are performed.

[096] In the following paragraphs only simple examples are given of the more rigoious
document and identity testing / checking that may be performed. In actuality there are
many more types of checking that may be performed, and many more permutations of the

checking that may be perfoxrmed.

[097] For one example, upon reading a passport submitted for travel and entry iﬁfo’ a
country it may be determined that the passport appears to be valid but is from a country
that does not perform rigorous identity and backgrdund checks before issuing passports,
and or where cérrupt officials wrongfully issue passports and other documents or sell
them blank to terrorist or criminal organizations,. A first, further check may be to use the
system shown in andl described with reference to Figures 1 and 2 to first access ones. of a
number of databases 32 — 37 using U.S. government servers as part of checking a -
passport number and the biometrics obtained from the subrhitted passport and / or the
person submitting the passport to determine what is stored in the databases about the
person and the passport. If the person has previously entered tﬂe U.S. as may be
indicated by stamps on the submitted passport, or personally averred to by the person,
there will be a record in onex(s) of the databases, possibly such as 34 or 36. If there is no
such record the person is suspect and further checking is required. The passport may
have been reported stolen and this will be determined. The bearer of the passport may be

wanted or on a watch list.
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[098] If the checks at databases 32 - 37 described in the previous paragraph comprise
the first set of checks, it is determined by the periodic decisions made at decision block
58 that the first set of check(s) are completed and the pro gram exits block 58 at YES.

Otherwise the program exits block 58 at NO and continues to watch to determine when

the first set of checks are completed.

[099] When the decision at block 58 is YES the prograrm progresses to block 59 where
the first set of checking results are analyzed. The prograrm then progresses to_deéision
block 60 where it is decided if further document validity and / or identification
verification checks are to be performed. If the decision is YES the program cycles back

to block 56 where the second set of such checks to be performed are determined.

[100] At block 56 it may be determined that the second level of more rigorous checks is
only to access the Interpol server 27. The program again progresses through t-he steps
performed in blocks 57 — 60 as part of this second level of checking. After the results of
the Interpol server check are analyzed at block 59 it may be determined that more

checking is so the program again exits block 60 and returms to block 56.

[101] At block 56 the third time the program may deterrmine that server 26 of one or
more cooperating countries is to be accessed, which may include an appropriate server 26
at the country whose name is on the passport, to determinne if that country actually issued
the passport being checked and to verify that it was issued to the person carrying the

passport.

[102] When the specified multi-level, more rigorous sets of document validity aﬁd
identity verification checks have been performed the program exits block 60 at NO to
block 61 which reports the testing results at the document verifier terminal 12 at which
the document being checked has been submitted. In an alternative embodiment of the

invention after each set of tests are performed the test results can be reported at the above

-31 -



WO 2005/096962 PCT/US2005/009439

mentioned terminal 12 and the operator of the term:inal can manually override the

automatic testing sequences and / or manually select other tests to be performed.

[103] When it is first determined that a passport is issued by a country that performs
very thorough background and identification check s before issuing a passport, the
decision process described above for Figure 5 reéults in much less rigorous multi-level
checking of documents and individuals. Thus, upom a determination that a submitted
passport is a U.S. passport for which rigorous checking is done during the iss{lance of the
passport, fewer document validation checks are performed than if the submitted passport
is from a terrorist supporting country which has been known to issue their passports to
terrorists. For example, using the previously descri bed network of databases shown in
Figures 1 and 2, only state department database server 34 and the INS database server 36

may be checked and there are no further checking steps performed.

[104] During the more rigorous document validation and identity verification testing,
other than the few tests described above a variety o other tests may be performed. For
one example, if the submitted document being checked is a U.S. passport, a validation
terminal 12 may access the U.S. State Department passport data base 34 to déterminé if
the passport was validly issued to the person named on the passport being checked. This
access is accomplished via bus 11, server 10, and homeland security trust authority server
28f into a secure government network 29 where a state department passport database 34
may be accessed via its gateway 38f. To address prrivacy issues the homeland security
trust authority server 28f does not permit governmesnt databases to be directly_acéeésed.
Rather, as described in U.S. Patent application Ser. No. 10/022,634 filed December 17,
2001 and entitled “Document and Bearer Verification System, servers 10 and 28f
cooperate with the government databases to only return a Yes or No response to the
validation terminal 12 which is checking that the passport was issued to the named

person.
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[105] Further, if problems arise during an earlier document and identity checking step,
the process may be altered on the fly and biometric data emb edded on a docur'nent, such
as a fingerprint or iris print, may be actually compared to the fingerprint or iris print of
the bearer / presenter of the document at terminal 12 or a remote government database. A
validation terminal 12 may have a fingerprint reader 14, an iris scanner 15 and a camera
16 connected thereto for directly obtaining biometric information. Such biometric,
information obtained directly from the bearer / presenter may~ also be forwarded via bus
11, and servers 10 and 28 to the FBI fingerprint database for automatic comparison and
identity of the person. In addition, at validation terminal 12 a picture may be taken of the
bearer / presenter of a document using camera 16. That pictuare may be forwarded to a
government database as previously described to be compared with an archived
photograph of the person. Again either a match or no match response may be retufned.

If there is a matching problem the retrieved, archived photograph may be returned to
validation terminal 12 to be displayed and manually compared to the person by the
operator of the terminal. Depending upon the specific application of a validation terminal

12 some or all of the attachments 14 — 16 may not be provided or utilized.

[106] The aforementioned government, state and private databases are presently created
and maintained by the issuing authority for each document type and by other
organizations that have the control authority or operational charter to do so as a part of
their operational model. New trust authorities authorized to access such databases, as
described above, will be used to access the databases using standardized privacy
protected ID data routing, and a query/response system focused on risk assessment. That
is, the trust authority server 28 for federal government databases will compare
information, such as a birth date retrieved by a document validation terminal 12 from a
submitted document against the birth date stored in its associated database and return a
response of “match” or “no match” to the remote terminal 12 that initiated the inquiry for
a birth date verification. Similarly, a birth date submitted by an applicant at a’ document

creation terminal 13 will similarly be checked against such databases.
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[107] For birth records the database(s) connected to state agency trust authority server
28 a&b will be accessed. The database(s) of each state will be accessed via server 28
a&b. For another example, a trust authority server 28 will compare other information,
such as the submitted maiden name of a document applicant’s mother, to such
information stored in a state birth record database and return a response of” “match” or
“no match” via the intermediate servers to the remote document creation terminal 13 that
initiated the inquiry. Alternatively, in cases where databases may be accessed, but there
is no trust authority server associated therewith, verification system server 10 may act as
the trust authority, perform verification checks and return the same inform ation
comparison results to requesting ones of terminals 12 and 13. In this manner‘privécy
issues are adequately addressed since there is usually no access to database contenfs, and
actual information in the database(s) is not disclosed at any terminal 12 or 13. In some
circumstances information retrieved from a database, such as a photo, will not be
matched at the associated trust authority server but may instead a stored phaoto be
returned to the terminal 12 or 13 from which the request was initiated, and an.opér‘ator
who made the request for the photo will perform a manual comparison of the photo

retrieved from the database with the document presenter.

[108] Criteria other than listed above may also be specified regarding documents or
their bearers that will cause closer inspection of documents or their bearers. F or example,
if an unidentified murderer or terrorist is known to be in a given age range, sex, height
and weight, all persons submitting documents with such biometric characteristics thereon
may be ﬂaggéd for closer scrutiny to determine if they are the wanted individual.
Additional steps of more rigorous document validity and identity verification checking
are then performed that are not performed on documents from the same country that

issued the document.
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[109] While the above description is for more rigorous checking of a document, such as
a passport and a person submitting the document, for travel purposes, the i nvention may
also be used when checking the verifying the identification of persons and supporting
documents they submit when applying to obtain new, original or replacem.ent documents.
It is advantageous that the multi-step testing in accordance with the teachimg of the
invention is even more rigorous when verifying identity and checking the validity of
submitted, supporting documents, such as birth certificates, than when isstaed documents

are presented to submitted to access some location, or take part in some ac tivity inéluding

travel.

[110] Document creation terminals 13 are used to generate originals and copies of
official documents. At terminals 13 document validity and identity verific ation is
performed, as previously described, to determine if a person that is requesting an original
or a copy of a document is entitled to it. This will often require checking tthe validity of
documents submitted by a person requesting a document as part of proving that they are
who they claim to be. The steps and levels of checking documents and identity are the
same as described above, except that they may be even more rigorous as described in the

previous paragraph.

[111] Inthe U.S. there are many federal, state, municipal and private databases. A U.S.
citizen will normally have historical records in these many databases showxing their
existence over the years of their life. If there are'no such records in existerace in the
databases a person is obviously suspect and further checking is necessary. In addition,
the information from the many databases can be compared with information Gbtained
directly-from a person to resolve incongruities and as part of double checki ng their
identity. In this-manner it makes it very difficult, if not impossible, for sonneone to

wrongfully obtain, or to use a wrongfully obtained, altered or counterfeit document.
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[112] For example, a U.S. citizen may apply to have a U.S. passport issued to them in
order to travel abroad. They will fill out appropriate application forms and provide
supporting documentary proof such as a birth certificate and driver's license. As
previously described birth certificates and driver's licenses are too easily falsely obtained.
Using the teaching of the subject invention a first level set of tests to Be performed per
Figure 5 would be to use the system described with reference to Figures 1 and 2 to access
the appropriate state driver's license server 24 to check the drivers license, and to check
the same or different state server 24 to check the birth certificate. This check -may al so
include downloading a photograph from the driver’s license server to visually compare

with the passport applicant.

[113] During a second level of tests the Social Security server 39 may be accessed to
check the applicant's Social Security number and to check the FBI server 35 to deterimine

if the passport applicant is wanted or is on a watch list.

[114] During a third level of tests the passport applicant's fingerprint may be taken and
submitted to the FBI fingerprint server (and even an iris print server in the future) to
determine if the person is who they claim to be, in the event that their fingerptints were
ever taken and stored in the FBI fingerprint database accessed via server 35. During this
same level of tests, or during a fourth level of tests, personal information submitted such
as schools attended may be compared against a state or local database server in which are
stored educational records. Such personal information may preferably be requesped at the
time a passport application is being submitted in order to minimize any efforts to déifelop
such information ahead of time since it will not be known what information will be

requested.

[115] If at any time during this rigorous testing there is no match between submittesd
information and information stored in the various database servers shown in Eigliré 2

there is obviously a problem and it is reported at program block 61 and Figure 5 to the
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operator at a document creation terminal 13 where the passport application is being

checked. A decision may be made to detain the person.

[116] Expanding on the above description of checking documents and individuals more
rigorously, there may be an overlap between the initial document and identity verification
checks of the prior art and the more rigorous expanded testing in accordance with the

teaching of the invention.

[117] While what has been described hereinabove is the preferred embodiment of the
invention it will be obvious to those skilled in the art that numerous changes may be

made without departing from the spirit and scope of the invention.
sokokosdeok

What is claimed is:
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CLAIMS

1. A method for managing generally automated, multilevel verification processing of an
already identified document type and of a person presenting the document, the multilevel
processing to be performed being done using data in ones of a plurality of databases and which
databases are used is dependent upon many factors such as, but not limited to, the purpose for
which the document is presented, the type of document presented, the source of t_he document,
the risk circumstances under which the document is being processed, and the speéiﬁc locatior at
which the document is being presented, the method comprising the steps of:

(a) performing verification processing on the identified document and of the identity of
the person presenting the document using ones of the databases selected based on the factors;

(b) determining if additional verification processing is required of the document and the
identity of the person presenting the document based upon the results of the procéssing
performed in step (a), such additional verification processing to be performed using others of the
databases;

(c) ceasing verification processing of the document and of the identity of the person
presenting the document if it is determined in step (b) that no additional verification processinag
is required; h

(d) performing additional verification processing on the document and the identity of the
person presenting the document if it is determined in step (b) that such additional verification.
processing is required using the others of the databases;

(e) determining if additional verification processing is reqﬁired of the document and the
identity of the person presenting the document based upon the results of the Verii_icaﬁén
processing performed in step (d), such additional verification processing to be performed usirag
yet others of the databases;

(f) ceasing verification processing of the document and of the identity of the person
presenting the document if it is determined in step (e) that no additional verification processirg is
required, o
(g) repeating steps (a) through (f) using yet others of the databases if it is .determined in

step (e) that additional verification processing is required; and
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(h) providing an indication that either there are or there are not concerns about the
document and the person presenting the document based on the results of the multilevel

verification processing.

2. The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim 1
wherein the step (h) of providing an indication that there are or there are not concerns about the
document and the person presenting the document are provided after each performance of

verification processing performance steps (a) and (d).

3. The method for managing generally automated, multilevel processing of an already
identified document and of a person presenting the document in accordance with claim 2 wherein
additional verification processing determination steps (b) and (e) may be performed manually or

automatically.

4. The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim 3

wherein the databases selected in steps (b), (¢) and (g) may be manually selected.

5. The. method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim 4
wherein the databases chosen for the verification processing performance steps (a) and (d) are
dependent upon a level of trust placed in the authority that issued the document undergoing

verification processing.
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6. The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim 5
wherein the indication provided in step (h) may include an indication to detain the person

presenting the document.

7. The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim 6
wherein during the performance of steps (a) through (d) data is obtained from the ones or the
others of the data bases and further comprising the step (i) of determining if any of the data

obtained from the ones or the others of the data bases should be retained.

8. The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim 1
wherein additional processing verification determination steps (b) and (e) may be performed

manually or automatically.

9. The method for performing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim 8

wherein the databases selected in steps (b), () and (g) may be manually selected.

10.  The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim 9
wherein the databases chosen for the processing performance steps (a) and (d) are dependent
upon a level of trust placed in the authority that issued the document undergoing 'Veriﬁcétion

processing..
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11. The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim 1
wherein the databases chosen for the processing performance steps (a) and (d) are dependent

upon a level of trust placed in the authority that issued the document undergoing processing.

12.  The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim
11 wherein the indication provided in step (h) may include an indication to detain the person

presenting the document.

13.  The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim
12 wherein during the performance of steps (a) through (d) data is obtained from the ones or the
others of the data bases and further comprising the step (i) of determining if any of the data

obtained from the ones or the others of the data bases should be retained.

14, A method for managing generally automated, multilevel verification processing to verify
the identity of a person seeking iésuance of a document, such as but not limited to, a passport,
where the person submits identity documents such as birth certificates, bio graphical information
al;(;{lt the person’s life, and their biometrics such as, but not limited to, fingerprints, iris scans
and DNA sémples, the multilevel verification processing to be performed being done using data
in ones of a plurality of databases that may or should contain information about the person
including, including but not limited to, their biograpﬁical, biometric information and supporting
documents, and which databases are used is dependent upon many factors such as, but not
limited to, the type of document sought to be issued, the method comprising the s.teps of:

(a) performing verification processing of a portion of the supporting documents,
biographical information and the biometrics of the person presenting same using ones of the

databases selected for the processing;
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(b) determining if additional verification processing is required of other portions of the
supporting documents, biographical information and the biometrics of the person same based
upon the results of the verification processing performed in step (a), such additional verification
processing to be performed using others of the databases;

(¢) ceasing verification processing of the supporting documents, bio graphical
information and the biomefrics of the person if it is determined in step (b) that no.additional
verification processing is required;

(d) performing additional verification processing on the supporting documents,
biographical information and the biometrics of the person if it is determined in step (b) that such
additional verification processing is required using the others of the databases;

(¢) determining if additional verification processing is required of the suppoﬁi‘ng
documents, biographical information and the biometrics of the person based upon the results of
the verification processing performed in step (d), such additional verification processing to be
performed using yet others of the databases;

(f) ceasing verification processing of the supporting documents, biographical
information and the biometrics of the person if it is determined in step (e) that no additional
verification processing is required; )

(g) repeating steps (a) through (£) using yet others of the databases if it is determined in
step (e) that additional verification processing is required; and

(h) providing an indication that either there are or there are not concerns about the person

based on the results of the multilevel verification processing.

15.  The method for managing generally automated, multilevel verification processing to
verify the identity of a person seeking issuance of a document in accordance with claim 14
wherein the step (h) of providing an indication that there are or there are not concerns about the

person are provided after each performance of processing performance steps (a) and (d).‘ '

16.  The method for managing generally automated, multilevel verification processing to

verify the identity of a person seeking issuance of a document in accordance with claim 15
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wherein additional processing determination steps (b) and (¢) may be performed manually or

automatically.

17. The method for managing generally automated, multilevel verification processing to
verify the identity of a person seeking issuance of a document in accordance with claim 16

wherein the databases selected in steps (b), (¢) and (g) maybe manually selected.

18.  The method for managing generally automated, multilevel verification processing to
verify the identity of a person seeking issuance of a document in accordance with claim 17
wherein the databases chosen for the processing performance steps (a) and (d) are dependent
upon a level of trust placed in the authority that issued the document undergoing verification

processing.

19.  The method for managing generally automated, multilevel verification processing to
verify the identity of a person seéking issuance of a document in accordance with claim 14
wherein additional verification processing determination steps (b) and (e) may be performed

manually or automatically.

i

20.  The method for managing generally automated, multilevel verification processing to
verify the identity of a person seeking issuance of a document in accordance with claim 19

wherein the databases selected in steps (b), (e) and (g) maybe manually selected.

21.  The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim

20 wherein the databases chosen for the processing performance steps (a) and (d) are depend ent
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upon a level of trust placed in the authority that issued the document undergoing verification

processing.

22. The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim
21 wherein the indication provided in step (h) may include an indication to detain the person

presenting the document.

23.  The method for managing generally automated, multilevel verification prdcessing of an
already identified document and of a person presenting the document in accordance with claim
22 wherein during the performance of steps (a) through (d) data is obtained from the ones or the
others of the data bases and further comprising the step (i) of determining if any of the data

obtained from the ones or the others of the data bases should be retained.

24.  The method for managing generally automated, multilevel verification processing to
verify the identity of a person seeking issuance of a document in accordance with claim 14
wherein the databases chosen for the processing performance steps (a) and (d) are depehdent
upon a level of trust placed in the authority that issued the document undergoing‘veriﬁcation

processing.

25.  The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with claim
24 wherein the indication provided in step (h) may include an indication to detain the person

presenting the document.
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26.  The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance with. claim
25 wherein during the performance of steps (a) through (d) data is obtained from the one s or the
others of the data bases and further comprising the step (i) of determining if any of the.data

obtained from the ones or the others of the data bases should be retained.

27. The method for managing generally automated, multilevel_verification processimg of an
already identified document and of a person presenting the document in accordance with claim
14 wherein the verification processing is performed without disclosing database informa-tion to

anyone.

28.  The method for managing generally automated, multilevel verification processing of an
already identified document and of a person presenting the document in accordance witha claim 1
wherein wherein the verification processing is performed without disclosing database

information to anyone.

ok ok ok ok
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