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OPTIMIZING EVPN FOR DATA CENTERS FIG . 2 is a diagram , similar to FIG . 1 , and illustrating 
WITH REDUNDANT TOP - OF - RACK advertisement messages sent by the redundant switches , 

DEPLOYMENTS according to an example embodiment . 
FIGS . 3 - 5 are diagrams illustrating steps of a method for 

CROSS REFERENCE TO RELATED 5 generating advertisement messages by the redundant 
APPLICATION switches , according to an example embodiment . 

FIG . 6 is a flow chart illustrating a method performed at 
This application claims priority to U . S . Provisional Patent each of the redundant switches , according to an example 

Application No . 62 / 266 , 124 , filed Dec . 11 , 2015 , the entirety embodiment . 
of which is incorporated herein by reference . 10 FIG . 7 is a high - level block diagram of a switch , accord 

ing to an example embodiment . 
TECHNICAL FIELD 

DESCRIPTION OF EXAMPLE EMBODIMENTS 
The present disclosure relates to redundant top - of - rack 

switch deployments . 15 Overview 
Presented herein are methods for advertising an IP prefix 

BACKGROUND to address the connectivity problem in multi - chassis link 
aggregation scenario . A first switch and a second switch are 

Virtual eXtensible Local Area Network ( VXLAN ) is an configured as multi - chassis link aggregation peers to each 
overlay technology for network virtualization . It provides 20 other in a data center network . Each of the first and second 
Layer - 2 extension over a Layer - 3 underlay infrastructure switches is configured to function as a virtual tunneling 
network by using Media Access Control ( MAC ) in Internet endpoint with respect to an overlay virtual network . Each of 
Protocol / User Datagram Protocol ( IP / UDP ) tunneling the first switch and second switch is configured to perform 
encapsulation . VXLAN tunnel end point ( VTEP ) is a soft - similar operations , including : sending a gateway protocol 
ware or hardware component that performs VXLAN encap - 25 advertisement message to a particular switch in the data 
sulation and decapsulation . The IP address used by a VTEP center network that is configured to distribute advertisement 
as the source address for VXLAN encapsulation is called messages to all switches in the data center network , the 
VTEP address . Multiprotocol Border Gateway Protocol Eth - gateway protocol advertisement message including a physi 
ernet Virtual Private Network ( MP - BGP EVPN ) provides cal Internet Protocol address as a next hop for a prefix route 
protocol - based VTEP peer discovery and end - host reach - 30 of the first switch ( a physical Internet Protocol address as a 
ability information distribution that allows more scalable next hop for a prefix route of the second switch ) and a virtual 
VXLAN overlay network designs suitable for private and Internet Protocol address for a host Internet Protocol address 
public clouds . and media access control route advertisement , which virtual 

In EVPN , MAC / IP routes are advertised in Route Type - 2 Internet Protocol address is shared by the first switch and the 
( RT - 2 ) EVPN Network Layer Reachability Information 35 second switch ; receiving from the particular switch a gate 
( NLRI ) , and IP prefix routes are advertised in RT - 5 EVPN way protocol update message ; determining from the gate 
NLRI . In the BGP update message , the Next Hop ( NH ) field way protocol update message that the second switch ( first 
is the VTEP address . The Router ' s MAC Extended Com - switch ) has the prefix route and indicating the prefix route is 
munity carries the router MAC of the VTEP . The receiving also locally reachable from the second switch ( first switch ) ; 
VTEP uses this MAC as the inner destination MAC 40 in response to determining that the second switch ( first 
( DMAC ) for routed packets and BGP NH address as switch ) has the prefix route , changing the physical Internet 
VXLAN tunnel destination address . Protocol address to the virtual Internet Protocol address for 

Virtual Port Channels ( vPC ) is a type of multi - chassis link purposes of advertising a next hop address for the prefix 
aggregation ( for EtherChannel ) solution that presents two route ; and sending to the particular switch a gateway pro 
paired devices as a unique Layer 2 logical node to devices 45 tocol update message containing the virtual Internet Protocol 
connected to them . VPC offers the redundancy protection address as the next hop address for the prefix route . 
through dual active / active default gateways for servers . Thus , a peer switch will advertise two VTEP addresses . It 
One software architecture for L2 and L3 VXLAN overlay will use a physical IP ( PIP ) address as a next hop ( NH ) for 

networks employs an EVPN control plane . A virtual IP a prefix route , while continuing to use a VIP for host IP and 
address ( VIP ) shared by both vPC peers is used as the VTEP 50 MAC route advertisement . A new virtual MAC is introduced 
address for advertising hosts and prefixes learned by the vPC and it is derived from the VIP as the router MAC associated 
peers . The device router MAC is carried in the Router ' s with VIP . A switch is made to use a VIP for prefix adver 
MAC extended community . Traffic sent to the virtual IP tisement when a device detects that the same prefix is 
address will be forwarded to one of the vPC peers based on reachable both locally and from its peer . This saves adja 
underlay routing . In a non vPC case , the primary IP ( PIP ) 55 cency entries consumed in the remote VTEPs . These tech 
address of the box is used as the VTEP address . The use of niques fix the connectivity issue for prefix routes that is 
virtual IP as a VTEP address allows the remote end point to exposed with current EVPN , without requiring any addi 
view the vPC peers as a logical entity and is essential to tional adjacency resource consumption . 
MAC address installation , when most vendors do not sup 
port MAC level equal - cost multi - path ( ECMP ) . This intro - 60 DETAILED DESCRIPTION 
duces problems in packet forwarding to prefixes that are 
known only to one of the vPC peers . Virtual eXtensible Local Area Network ( VXLAN ) is an 

overlay technology for network virtualization . It provides 
BRIEF DESCRIPTION OF THE DRAWINGS Layer - 2 extension over a Layer - 3 underlay infrastructure 

65 network by using Media Access Control ( MAC ) in Internet 
FIG . 1 is a diagram illustrating a network architecture Protocol / User Datagram Protocol ( IP / UDP ) tunneling 

with redundant top - of - rack switches . encapsulation . VXLAN tunnel end point ( VTEP ) is a soft 
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ware or hardware component that performs VXLAN encap The above problem of using VIP as a VTEP address not 
sulation and decapsulation . The IP address used by a VTEP only breaks the ping and other IP traffic from a vPC peer to 
as the source address for VXLAN encapsulation is called a remote host , but this has a similar effect for any case in 
VTEP address . Multiprotocol Border Gateway Protocol Eth - which the prefix is not known to both vPC peers , which 
ernet Virtual Private Network ( NIP - BGP EVPN ) provides 5 includes border leafs with asymmetric connectivity to exter 
protocol - based VTEP peer discovery and end - host reach - nal networks , and vPC VTEPs performing Dynamic Host 
ability information distribution that allows more scalable Configuration Protocol ( DHCP ) relay functions . This prob 
VXLAN overlay network designs suitable for private and lem is solved according to the techniques described below . 
public clouds . Reference is now made to FIG . 2 . FIG . 2 shows the same 

In EVPN , MAC / IP routes are advertised in Route Type - 2 10 network architecture as FIG . 1 , but with the vPC VTEP peers 
( RT - 2 ) EVPN Network Layer Reachability Information leaf2 and leaf3 implementing a solution as now described . 
( NLRI ) , and IP prefix routes are advertised in RT - 5 EVPN First , a vPC VTEP will advertise two VTEP addresses . It 
NLRI . In the BGP update message , the Next Hop ( NH ) field will use a PIP address for a prefix route via EVPN Route 
is the VTEP address . The Router ' s MAC Extended Com - type 5 ( RT - 5 ) NLRI , while continuing to use a VIP address 
munity carries the router MAC of the VTEP . The receiving 15 for a host IP address and MAC address via EVPN Route 
VTEP uses this MAC as the inner destination MAC type 2 ( RT - 2 ) NLRI . This means that a remote VTEP will see 
( DMAC ) for routed packets and BGP NH address as two VTEP addresses associated with this VTEP , one is a VIP 
VXLAN tunnel destination address . for any locally attached host , and the other is PIP for prefix 

Virtual Port Channels ( VPC ) is a type of multi - chassis link routes . 
aggregation ( for EtherChannel ) solution that presents two 20 As shown in FIG . 2 , leaf2 has a loopback for the address 
paired devices as a unique Layer 2 logical node to devices 100 . 1 . 1 . 2 and has connected to it VM2 shown at reference 
connected to them . VPC offers the redundancy protection numeral 50 ( 2 ) at address 4 . 2 . 1 . 1 , and Leaf3 has connected to 
through dual active / active default gateways for servers . it a provider edge ( PE ) device 50 ( 3 ) at 50 . 1 . 0 . 0 / 16 . When 
One software architecture for L2 and L3 VXLAN overlay leaf2 sends a BGP message advertising the hosts connected 

networks employs an EVPN control plane . A virtual IP 25 to it , it will use its PIP for the prefix route for the loopback 
address ( VIP ) shared by both VPC peers is used as the VTEP 100 . 1 . 1 . 12 because it is a RT - 5 route , since it is connected 
address for advertising hosts and prefixes learned by the vPC only to leaf2 . Thus , the BGP message 70 from leaf2 includes 
peers . The device router MAC is carried in the Router ' s content shown at reference numeral 72 indicating that the 
MAC extended community . Traffic sent to the virtual IP BGP Next Hop for 100 . 1 . 1 . 2 is the VTEP PIP of leaf2 , which 
address will be forwarded to one of the vPC peers based on 30 as shown in FIG . 1 , is 10 . 1 . 1 . 2 . On the other hand , VM2 is 
underlay routing . In a non vPC case , the primary IP ( PIP ) a RT - 2 route because it is a locally attached host . Therefore , 
address of the box is used as the VTEP address . The use of leaf2 advertises in the BGP message 70 that the BGH Next 
virtual IP as VTEP address allows the remote end point to Hop for the route to VM2 , it will use the VIP of leaf2 , which 
view the vPC peers as a logical entity and is essential to is 11 . 1 . 1 . 5 . 
MAC address installation , when most vendors do not sup - 35 Leaf3 performs similar operations . The BGP message 82 
port MAC level equal - cost multi - path ( ECMP ) . This intro - from Leaf3 includes content shown at 82 . For VM2 ( which 
duces problems in packet forwarding to prefixes that are is a RT - 2 route ) , Leaf3 will include in its BGP message 80 
known only to one of the vPC peers . that the Next Hop is the VIP address 11 . 1 . 1 . 5 , and for the PE 

FIG . 1 shows a simplified diagram of a data center 50 ( 3 ) at address 50 . 1 . 0 . 0 / 16 ( which is a RT - 5 route ) , it will 
network 10 . The network includes spine switches 20 ( 1 ) and 40 include in the BGP message 80 leaf3 ' s PIP address or 
20 ( 2 ) and leaf switches 30 ( 1 ) , 30 ( 2 ) and 30 ( 3 ) . The spine 10 . 1 . 1 . 3 for the Next Hop . 
switches 20 ( 1 ) and 20 ( 2 ) are denoted spinel and spine 2 , Next is to consider which MAC address should be carried 
respectively , and the leaf switches 30 ( 1 ) - 30 ( 3 ) are denoted in a Router ' s MAC Extended Community together with each 
leafl , leaf2 and leaf3 , respectively . of the VTEP address . Since most Application Specific Inte 

In the scenario shown in FIG . 1 , leafl , leaf2 and leaf3 are 45 grate Circuits ( ASICs ) perform post - layer 3 layer 2 lookup 
VTEPs . Leaf2 and leaf3 form vPC peering and share a VIP and rely on the inner destination MAC ( DMAC ) address to 
address of 11 . 1 . 1 . 5 as a VTEP address . 10 . 1 . 1 . 2 and 10 . 1 . 1 . 3 decide which VTEP address to use as the destination IP 
are the PIP addresses for leaf2 and leaf3 respectively . address for VXLAN encapsulation , one MAC address serv 
Server1 shown at reference numeral 40 ( 1 ) is connected to ing multiple VTEP addresses would not work . 
leafl and server2 denoted at reference numeral 40 ( 2 ) is 50 To address this problem , the construct of a virtual MAC 
connected to vPC peers leaf2 and leaf3 . There is a virtual ( VMAC ) is created . The VMAC is derived from the VIP 
machine VM1 denoted by reference numeral 50 ( 1 ) running address as the router MAC address associated with VIP 
on server1 . Leaf2 has a loopback interface ( Loopbackl ) with address . When a VTEP advertises routes using a VIP address 
IP address of 100 . 1 . 1 . 2 in the overlay . This address is as the next hop , this virtual MAC is carried in the Router ' s 
advertised to remote VTEPs in a BGP message with VIP 55 MAC extended community . When a VTEP advertises routes 
11 . 1 . 1 . 5 as the next hop ( NH ) . using a PIP address , the device router MAC address is used . 
At reference numeral 60 , a user issues an Internet Control This virtual MAC address will have the last 4 bytes set to the 

Message Protocol ( ICMP ) request ping ( ICMP request to value of the VIP address , and the Universal / Local bit ( the 
4 . 1 . 1 . 1 ) from leaf2 ' s address 100 . 1 . 1 . 2 to VM1 connected to second least - significant bit of the most significant byte of the 
leafl , the Internet Control Message Protocol ( ICMP ) reply 60 virtual MAC address ) set to 1 to indicate that this MAC 
from VM1 as shown at reference numeral 62 will be address is locally administered . The VMAC address will 
VXLAN encapsulated at leafl using VIP address 11 . 1 . 1 . 5 as result in a router MAC address match for layer 3 lookup , 
the destination IP address in the outer header . This packet when the incoming packet is a VXLAN packet carrying the 
could land at leaf3 because the address 11 . 1 . 1 . 5 has been L3 VXLAN Network Identifier ( VNI ) ( associated with the 
advertised by both leaf2 and leaf3 in underlay routing . The 65 tenant virtual router forwarder used for symmetric Inte 
ping fails when the ICMP reply arrives at leaf3 instead of at grated Routing and Bridging ( IRB ) routing ) . This eliminates 
leaf2 , as shown in FIG . 1 . any concern that this MAC address could conflict with a 
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tenant MAC address , as a tenant MAC address is accom and leaf3 also will receive the BGP update 120 from the 
panied with a layer 2 VNI if the packet is VXLAN encap BGP RR and learn that 172 . 1 . 1 . 0 is also advertised by its 
sulated . VPC peer . 

This virtual MAC is derived from the VIP address , which Next , in FIG . 4 , from the BGP update received from the 
is shared by both PC peers . e . g . , leaf2 and leaf3 shown in 5 BGP RR ( spine2 ) , leaf2 and leaf3 determine that 172 . 1 . 1 . 0 / 
the example of FIG . 2 . Therefore the VMAC is also shared 24 is also advertised by its vPC peer . As a result , leaf2 and 
by both vPC peers . This eliminates the need for the vPC leaf3 change the next hop address to use for 172 . 1 . 1 . 0 / 24 to 
peers to synchronize each other ' s device MAC address , the VIP address ( 11 . 1 . 1 . 5 ) associated with the vPC complex 

of leaf2 and leaf3 . In addition , leaf2 and leaf3 change the which was previously required because the VIP address was 
associated with the device ' s MAC address . In the example 10 router MAC address ( MAC2 and MAC3 , respectively ) to 
of FIG . 2 , the VMAC used by leaf2 and leaf3 is denoted the VMAC address denoted as VMAC23 , using the tech 

niques described above . At 130 leaf2 sends a BGP update VMAC23 and is used for a RT - 2 route when the VIP address message to the BGP RR ( spine2 ) and at 140 leaf3 sends a is advertised as the Next Hop . BGP update message to the BGP RR . The content of BGP When a prefix route is reachable from both vPC peers , peers , 15 update message from leaf2 is shown at reference numeral using the PIP address as the Next Hop on the prefix route 132 and the content of BGP update message from leaf3 is 
advertisement means that the remote VTEPs would see two shown at reference numeral 142 . At 150 , the BGP RR sends 
route advertisements , one from each of the vPC peers , each an update to all the leafs , and leaf1 is thereby notified of the 
with a different next hop . This would result in equal cost new address to use for 172 . 1 . 1 . 0 / 24 . 
multipath ( ECMP ) for the prefix route , which would usually 20 As shown in FIG . 5 , leafl now uses only one adjacency 
mean installing a block of two adjacency entries , one for for 172 . 1 . 1 . 0 / 24 , as shown by the updated FIB table at leafl , 
each path . The adjacency entry contains the DMAC address , and the adjacency for 172 . 1 . 1 . 0 / 24 is the VTEP or VIP 
which is used for a layer 2 rewrite and to derive the VTEP address 11 . 1 . 1 . 5 . In addition , MAC2 and MAC3 of leaf2 and 
address to encapsulate . The adjacency entry also includes leaf3 are replaced with VMAC23 . 
the information to derive the layer 3 VNI to be put into the 25 While not specifically shown in FIGS . 3 - 5 , 100 . 1 . 1 . 2 , the 
VXLAN header to identify which virtual router forwarder address of loopback interface at leaf2 , is advertised with the 
( VRF ) to which the packet belongs . Consequently , adja Next Hop being leaf2 ' s PIP address and local router MAC 
cency entries usually cannot be shared across VRFs . This address of leaf2 . Similarly , 50 . 1 . 0 . 0 / 16 is the external subnet 
means that in a scenario in which there are many VRFs and which is only learned by leaf3 . Leaf3 advertises it with its 
many vPC leafs in the EVPN fabric , the number of adja - 30 30 PIP address and its local router MAC address , MAC3 . For 

172 . 1 . 1 . 0 / 24 , the address for the firewall or loadbalancer cencies that would be consumed could be significant in the 50 ( 4 ) , 172 . 1 . 1 . 0 / 24 will be advertised in EVPN Route - type presence of ECMP . In order to save the consumption of 5 update , with the VIP address as the Next Hop and the adjacency entry usage , the following technique may be VMAC as VMAC23 . employed . 35 To summarize , a vPC VTEP will advertise two VTEP When a vPC device detects that the prefix is reachable addresses . It will use a PIP address as NH for a prefix route , both locally and from its vPC peer , it will advertise the prefix while continue to use a VIP address for host IP and MAC using the VIP address as the Next Hop . This applies to the route advertisement . A new virtual MAC is introduced and 
two cases below : it is derived from the VIP as the router MAC associated with 

A . When the vPC device needs to advertise a local IP 40 VIP . Finally , a change is made to use a VIP for prefix 
subnet which also exists on its peer . advertisement when a vPC device detects that the same 

B . When the vPC device receives a BGP update from its prefix is reachable both locally and from its vPC peer . This 
peer about the same prefix , it will change to use the VIP saves adjacency entries consumed in the remote VTEPs . 
address as the next hop . Similarly , when vPC receives These techniques fix the connectivity issue for prefix routes 
a BGP withdraw message indicating that the peer no 45 that is exposed with current EVPN , without requiring any 
longer has reachability to the prefix , it will change the additional adjacency resource consumption . 
next hop from the VIP address to its PIP address . The forgoing has been described in the context of vPC . 

Using these techniques , other than a transient state , there This is not meant to be limiting . Other embodiments of 
would never be a case in which a prefix route advertised by Multi - Chassis Link Aggregation Group ( MC - LAG ) may 
a vPC pair has an ECMP with two different next hops . 50 employ these same techniques . Also , although VXLAN is 

Reference is now made to FIGS . 3 - 5 for a description of described herein as a fabric encapsulation , this is only an 
how the leaf switches that are in a multi - chassis link example . These techniques are applicable to any overlay 
aggregation configuration ( e . g . , VPC ) generate BGP mes technology , such as Network Virtualization using Generic 
sages to advertise RT - 2 and RT - 5 routes using the techniques Routing Encapsulation ( NVGRE ) , Stateless Transport Tun 
presented herein . In the example of FIGS . 3 - 5 , there is a 55 neling ( STT ) , Generic Network Virtualization Encapsulation 
router connected to leaf2 and leafy and connected to the ( GENEVE ) etc . 
router 40 ( 3 ) is a firewall ( FW ) or loadbalancer ( LB ) shown In summary , presented herein are methods of advertising 
at reference numeral 50 ( 4 ) . an IP prefix in EVPN to address the connectivity problem in 

As shown at 100 and 110 in FIG . 3 , leaf2 and leaf3 multi - chassis link aggregation ( e . g . , VPC ) scenario . An 
advertise 172 . 1 . 1 . 0 / 24 using their respective PIP addresses 60 example flow chart for a generalized method 200 according 
( 10 . 1 . 1 . 2 for leaf2 and 10 . 1 . 1 . 3 for leaf3 ) , to spine2 , which to the example embodiments presented herein , is shown in 
also serves as a BGP Route Reflector ( RR ) . The content of FIG . 6 . In this generalized method , there is a data center 
the BGP message sent by leaf2 is shown at 102 and the network that includes a first switch and a second switch . The 
content of the BGP message sent by leaf3 is shown at 112 . first switch is configured to function as a virtual tunneling 
Next , at 120 , the BGP RR ( spine2 ) sends the update to all 65 endpoint with respect to an overlay virtual network and 
leafs , including leafl . Leafl programs the 172 . 1 . 1 . 0 / 24 being a multi - chassis link aggregation peer to the second 
using 2 adjacencies as shown in the FIB table at leaf1 . Leaf2 switch in the data center network , the second switch also 
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being configured to function as a virtual tunneling endpoint processor application specific integrated circuits ( ASICs ) 
with respect to the overlay virtual network . This method is 310 , one or more processors ( e . g . , microprocessors or micro 
described from the perspective of the first switch , though it controllers ) 320 , a memory 330 and control software 340 
should be understood that it is representative of a similar stored in the memory . 
method performed at the second switch that is a multi - 5 The memory 330 may include read only memory ( ROM ) , 
chassis link aggregation peer to the first switch . random access memory ( RAM ) , magnetic disk storage 

At 210 , the first switch sends a gateway protocol adver media devices , optical storage media devices , flash memory 
tisement message to a particular switch in the data center devices , electrical , optical , or other physical / tangible 
network that is configured to distribute advertisement mes memory storage devices . Thus , in general , the memory 330 
sages to all switches in the data center network . The gateway 10 may comprise one or more tangible ( non - transitory ) com 
protocol advertisement message includes a physical Internet puter readable storage media ( e . g . , a memory device ) 
Protocol address as a next hop for a prefix route of the first encoded with software comprising computer executable 
switch and a virtual Internet Protocol address for a host instructions and when the software is executed by the 
Internet Protocol address and media access control route processor 320 ) it is operable to perform the operations 
advertisement . The virtual Internet Protocol address is 15 described herein . Alternatively , the network processor 
shared by the first switch and the second switch . The ASICS 310 may be configured to perform the operations 
particular switch may be any switch , such as , but not limited described herein , or the operations may be implemented by 
to , a spine switch or a leaf switch in the data center network , a combination of the control software 340 and the network 
wherein the particular switch is configured to serve as a BGP processor ASIC ( s ) 310 . 
RR . 20 To summarize , in one form , a method is provided in 
At 220 , the first switch receives from the particular switch which , at a first switch in a data center network , the first 

a gateway protocol update message . switch being configured to function as a virtual tunneling 
At 230 , the first switch determines from the gateway endpoint with respect to an overlay virtual network and 

protocol update message that the second switch has the being a multi - chassis link aggregation peer to a second 
( same ) prefix route , thus indicating the prefix route is also 25 switch in the data center network that is also configured to 
reachable locally from the second switch . function as a virtual tunneling endpoint with respect to the 

At 240 , in response to determining that the second switch overlay virtual network , the following operations are per 
has the prefix route , the first switch changes the physical formed : sending a gateway protocol advertisement message 
Internet Protocol address to the virtual Internet Protocol to a particular switch in the data center network that is 
address for purposes of advertising a next hop address for 30 configured to distribute advertisement messages to all 
the prefix route . switches in the data center network , the gateway protocol 

At 250 , the first switch sends to the particular switch a advertisement message including a physical Internet Proto 
gateway protocol update message containing the virtual col address as a next hop for a prefix route of the first switch 
Internet Protocol address as the next hop address for the and a virtual Internet Protocol address for a host Internet 
prefix route . 35 Protocol address and media access control route advertise 

While FIG . 6 is described in connection with operations ment , which virtual Internet Protocol address is shared by 
performed at the first switch , it should be understood that the the first switch and the second switch ; receiving from the 
same operations are performed at the second switch based particular switch a gateway protocol update message ; deter 
on information the second switch learns from gateway mining from the gateway protocol update message that the 
protocol update messages sent by the first switch . 40 second switch has the prefix route and indicating the prefix 
As explained above , the first switch may generate a virtual route is also reachable locally from the second switch ; in 

media access control address to be used as a media access response to determining that the second switch has the prefix 
control address for the first switch and the second switch and route , changing the physical Internet Protocol address to the 
associated with the virtual Internet Protocol address , virtual Internet Protocol address for purposes of advertising 
wherein the gateway protocol update message sent to the 45 a next hop address for the prefix route ; and sending to the 
particular switch by the first switch includes the virtual particular switch a gateway protocol update message con 
media access control address when the virtual Internet taining the virtual Internet Protocol address as the next hop 
Protocol address is used as the next hop address . The virtual address for the prefix route . 
media access control address comprises a predetermined in another form , an apparatus is provided comprising : a 
number of bytes set to a value of the virtual Internet Protocol 50 plurality of ports configured to send and receive communi 
address and a predetermined bit set to indicate that the cations over a network on behalf a first switch in a data 
virtual media access control address is locally administered . center network , the first switch being configured to function 
The predetermined number of bytes may be the last 4 bytes as a virtual tunneling endpoint with respect to an overlay 
of the virtual media access control address and the prede - virtual network and being a multi - chassis link aggregation 
termined bit may be the second least - significant bit of the 55 peer to a second switch in the data center network that is also 
most significant byte of the virtual media access control configured to function as a virtual tunneling endpoint with 
address . respect to the overlay virtual network ; and a processor 
When the first switch receives a gateway protocol with coupled to the plurality of ports , wherein the processor is 

draw message indicating that the second switch no longer configured to : generate a gateway protocol advertisement 
has reachability to the prefix route , the first switches changes 60 message to be sent to a particular switch in the data center 
the next hop address for the prefix route from the virtual network that is configured to distribute advertisement mes 
Internet Protocol address to the physical Internet Protocol sages to all switches in the data center network , the gateway 
address of the first switch . protocol advertisement message including a physical Inter 

FIG . 7 illustrates an example of a block diagram of a leaf net Protocol address as a next hop for a prefix route of the 
switch , e . g . , switch 30 ( 1 ) or 30 ( 2 ) , configured to perform the 65 first switch and a virtual Internet Protocol address for a host 
methods described herein . A leaf switch includes a plurality Internet Protocol address and media access control route 
of network ports 300 ( 1 ) - 300 ( N ) , one or more network advertisement , which virtual Internet Protocol address is 
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shared by the first switch and the second switch ; receive from the second switch ( and first switch ) ; in response to 
from the particular switch a gateway protocol update mes determining that the second switch ( and first switch ) has the 
sage ; determine from the gateway protocol update message prefix route , changing the physical Internet Protocol address 
that the second switch has the prefix route and indicating the to the virtual Internet Protocol address for purposes of 
prefix route is also reachable locally from the second switch ; 5 advertising a next hop address for the prefix route ; and 
in response to determining that the second switch has the sending to the particular switch a gateway protocol update 
prefix route , changing the physical Internet Protocol address message containing the virtual Internet Protocol address as 
to the virtual Internet Protocol address for purposes of the next hop address for the prefix route . 
advertising a next hop address for the prefix route ; and The above description is intended by way of example 
generate a gateway protocol update message to be sent to the 10 only . Although the techniques are illustrated and described 
particular switch , the gateway protocol message containing herein as embodied in one or more specific examples , it is 
the virtual Internet Protocol address as the next hop address nevertheless not intended to be limited to the details shown , 
for the prefix route . since various modifications and structural changes may be 

In still another form , one or more non - transitory computer made within the scope and range of equivalents of the 
readable storage media encoded with software comprising 15 claims . 
computer executable instructions and when the software is 
executed by a processor , the software is operable to perform What is claimed is : 
operations comprising : at a first switch in a data center 1 . A method comprising : 
network , the first switch being configured to function as a at a first switch in a data center network , the first switch 
virtual tunneling endpoint with respect to an overlay virtual 20 being configured to function as a first virtual tunneling 
network and being a multi - chassis link aggregation peer to endpoint with respect to an overlay virtual network and 
a second switch in the data center network that is also being a multi - chassis link aggregation peer to a second 
configured to function as a virtual tunneling endpoint with switch in the data center network , wherein the second 
respect to the overlay virtual network : sending a gateway switch is configured to function as a second virtual 
protocol advertisement message to a particular switch in the 25 tunneling endpoint with respect to the overlay virtual 
data center network that is configured to distribute adver network : 
tisement messages to all switches in the data center network , sending a gateway protocol advertisement message to a 
the gateway protocol advertisement message including a particular switch in the data center network , wherein 
physical Internet Protocol address as a next hop for a prefix the particular switch is configured to distribute 
route of the first switch and a virtual Internet Protocol 30 advertisement messages to all switches in the data 
address for a host Internet Protocol address and media center network , the gateway protocol advertisement 
access control route advertisement , which virtual Internet message including : ( 1 ) a physical Internet Protocol 
Protocol address is shared by the first switch and the second address as a next hop for a prefix route of the first 
switch ; receiving from the particular switch a gateway switch and ( 2 ) a virtual Internet Protocol address for 
protocol update message ; determining from the gateway 35 a host Internet Protocol address and media access 
protocol update message that the second switch has the control route advertisement , which virtual Internet 
prefix route and indicating the prefix route is also reachable Protocol address is shared by the first switch and the 
locally from the second switch ; in response to determining second switch ; 
that the second switch has the prefix route , changing the receiving from the particular switch a first gateway 
physical Internet Protocol address to the virtual Internet 40 protocol update message ; 
Protocol address for purposes of advertising a next hop determining from the first gateway protocol update 
address for the prefix route ; and sending to the particular message that the second switch has the prefix route 
switch a gateway protocol update message containing the and that the prefix route is also reachable locally 
virtual Internet Protocol address as the next hop address for from the second switch ; 
the prefix route . 45 in response to determining that the second switch has 

In still another form , a system is provided in which a first the prefix route , changing the physical Internet Pro 
switch and a second switch are configured as multi - chassis tocol address to the virtual Internet Protocol address 
link aggregation peers to each other in a data center network , for purposes of advertising a next hop address for the 
and each of the first and second switches is configured to prefix route ; and 
function as a virtual tunneling endpoint with respect to an 50 sending to the particular switch a second gateway 
overlay virtual network . Each of the first switch and second protocol update message containing the virtual Inter 
switch is configured to perform similar operations , includ net Protocol address as the next hop address for the 
ing : sending a gateway protocol advertisement message to a prefix route . 
particular switch in the data center network that is config 2 . The method of claim 1 , further comprising , generating 
ured to distribute advertisement messages to all switches in 55 a virtual media access control address to be used as a media 
the data center network , the gateway protocol advertisement access control address for the first switch and the second 
message including a physical Internet Protocol address as a switch and associated with the virtual Internet Protocol 
next hop for a prefix route of the first switch ( and a physical address , and wherein the second gateway protocol update 
Internet Protocol address as a next hop for a prefix route of message sent to the particular switch by the first switch 
the second switch ) and a virtual Internet Protocol address for 60 includes the virtual media access control address when the 
a host Internet Protocol address and media access control virtual Internet Protocol address is used as the next hop 
route advertisement , which virtual Internet Protocol address address . 
is shared by the first switch and the second switch ; receiving 3 . The method of claim 2 , wherein the virtual media 
from the particular switch a gateway protocol update mes - access control address comprises a predetermined number of 
sage ; determining from the gateway protocol update mes - 65 bytes set to a value of the virtual Internet Protocol address 
sage that the second switch ( and first switch ) has the prefix and a predetermined bit set to indicate that the virtual media 
route and indicating the prefix route is also locally reachable access control address is locally administered . 
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4 . The method of claim 3 , wherein the predetermined apparatus includes the virtual media access control address 
number of bytes are the last 4 bytes of the virtual media when the virtual Internet Protocol address is used as the next 
access control address and the predetermined bit is the hop address . 
second least - significant bit of the most significant byte of the 11 . The apparatus of claim 10 , wherein the virtual media 
virtual media access control address . 5 access control address comprises a predetermined number of 

5 . The method of claim 1 , further comprising , at the first ng at the first bytes set to a value of the virtual Internet Protocol address 
switch : and a predetermined bit set to indicate that the virtual media 

receiving a gateway protocol withdraw message indicat - access control address is locally administered . 
ing that the second switch no longer has reachability to 12 . The apparatus of claim 11 , wherein the predetermined 
the prefix route ; and 10 number of bytes are the last 4 bytes of the virtual media 

access control address and the predetermined bit is the changing the next hop address for the prefix route from second least - significant bit of the most significant byte of the the virtual Internet Protocol address to the physical virtual media access control address . Internet Protocol address of the first switch . 13 . The apparatus of claim 9 , wherein the processor is 
6 . The method of claim 1 , wherein the gateway protocol 15 further configured to : 

is Border Gateway Protocol . receive a gateway protocol withdraw message indicating 
7 . The method of claim 6 , wherein the particular switch is that the switch no longer has reachability to the prefix 

configured to serve as a Border Gateway Protocol Route route ; and 
Reflector . change the next hop address for the prefix route from the 

8 . The method of claim 1 , wherein the first switch and the 20 virtual Internet Protocol address to the physical Internet 
second switch are virtual Port Channel peers . Protocol address of the apparatus . 

9 . An apparatus comprising : 14 . The apparatus of claim 9 , wherein the gateway pro 
a plurality of ports configured to send and receive com - tocol is Border Gateway Protocol . 
munications over a network on behalf of the apparatus 15 . One or more non - transitory computer readable storage 
in a data center network , the apparatus being config - 25 media encoded with software comprising computer execut 
ured to function as a first virtual tunneling endpoint able instructions and when the software is executed by a 
with respect to an overlay virtual network and being a processor , the software is operable to perform operations 
multi - chassis link aggregation peer to a switch in the 
data center network , wherein the switch is configured at a first switch in a data center network , the first switch 
to function as a second virtual tunneling endpoint with 30 being configured to function as a first virtual tunneling 
respect to the overlay virtual network ; and endpoint with respect to an overlay virtual network and 

being a multi - chassis link aggregation peer to a second a processor coupled to the plurality of ports , wherein the switch in the data center network , wherein the second processor is configured to : switch is configured to function as a second virtual generate a gateway protocol advertisement message to os tunneling endpoint with respect to the overlay virtual 
be sent to a particular switch in the data center network : network , wherein the particular switch is configured sending a gateway protocol advertisement message to a 
to distribute advertisement messages to all switches particular switch in the data center network , wherein 
in the data center network , the gateway protocol the particular switch is configured to distribute 
advertisement message including : ( 1 ) a physical 40 advertisement messages to all switches in the data 
Internet Protocol address as a next hop for a prefix center network , the gateway protocol advertisement 
route of the apparatus and ( 2 ) a virtual Internet message including : ( 1 ) a physical Internet Protocol 
Protocol address for a host Internet Protocol address address as a next hop for a prefix route of the first 
and media access control route advertisement , which switch and ( 2 ) a virtual Internet Protocol address for 
virtual Internet Protocol address is shared by the 45 a host Internet Protocol address and media access 
apparatus and the switch ; control route advertisement , which virtual Internet 

receive from the particular switch a first gateway Protocol address is shared by the first switch and the 
protocol update message ; second switch ; 

determine from the first gateway protocol update mes receiving from the particular switch a first gateway 
sage that the switch has the prefix route and that the 50 protocol update message ; 
prefix route is also reachable locally from the switch ; determining from the first gateway protocol update 

in response to determining that the switch has the prefix message that the second switch has the prefix route 
route , change the physical Internet Protocol address and that the prefix route is also reachable locally 
to the virtual Internet Protocol address for purposes from the second switch ; 
of advertising a next hop address for the prefix route ; 55 in response to determining that the second switch has 
and the prefix route , changing the physical Internet Pro 

generate a second gateway protocol update message to tocol address to the virtual Internet Protocol address 
be sent to the particular switch , the second gateway for purposes of advertising a next hop address for the 
protocol message containing the virtual Internet Pro prefix route ; and 
tocol address as the next hop address for the prefix 60 sending to the particular switch a second gateway 
route . protocol update message containing the virtual Inter 

10 . The apparatus of claim 9 , wherein the processor is net Protocol address as the next hop address for the 
further configured to generate a virtual media access control prefix route . 
address to be used as a media access control address for the 16 . The one or more non - transitory computer readable 
apparatus and the switch and associated with the virtual 65 storage media of claim 15 , further comprising instructions 
Internet Protocol address , and wherein the second gateway operable for generating a virtual media access control 
protocol update message sent to the particular switch by the address to be used as a media access control address for the 
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first switch and the second switch and associated with the 
virtual Internet Protocol address , and wherein the second 
gateway protocol update message sent to the particular 
switch by the first switch includes the virtual media access 
control address when the virtual Internet Protocol address is 5 
used as the next hop address . 

17 . The one or more non - transitory computer readable 
storage media of claim 16 , wherein the virtual media access 
control address comprises a predetermined number of bytes 
set to a value of the virtual Internet Protocol address and a 10 
predetermined bit set to indicate that the virtual media 
access control address is locally administered . 

18 . The one or more non - transitory computer readable 
storage media of claim 17 , wherein the predetermined 
number of bytes are the last 4 bytes of the virtual media 15 
access control address and the predetermined bit is the 
second least - significant bit of the most significant byte of the 
virtual media access control address . 

19 . The one or more non - transitory computer readable 
storage media of claim 15 , further comprising instructions 20 
operable for : 

receiving a gateway protocol withdraw message indicat 
ing that the second switch no longer has reachability to 
the prefix route ; and 

changing the next hop address for the prefix route from 25 
the virtual Internet Protocol address to the physical 
Internet Protocol address of the first switch . 

20 . The one or more non - transitory computer readable 
storage media of claim 15 , wherein the gateway protocol is 
Border Gateway Protocol . 30 

* * * * * 


