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SECURITY KEY GENERATION  FOR DUAL CONNECTIVITY

TECHNICAL  FIELD

The  technology  disclosed  herein  relates  generally  to wireless  télécommunications 

networks, and  more  particularly  relates  to techniques  for handling  security  keys  in dual  

connectivity  scénarios, i.e., scénarios  in which a  mobile  terminal  is connected  to multiple  base  

stations  simultaneously.

BACKGROUND

In a  typical  cellular  radio  System, mobile  terminais  (also  referred  to as  user  equipment,  

UEs, wireless  terminais, and/or mobile  stations) communicate  via  a  radio  access  network  (RAN)  

with one  or more  core  networks, which provide  access  to data  networks, such as  the  Internet, 

and/or to the  public-switched télécommunications network  (PSTN). A  RAN  covers  a  

geographical  area  that  is divided  into cell  areas,  with each  cell  area  being  served  by a  radio  

base  station  (also  referred  to as  a  base  station, a  RAN  node, a  "NodeB", and/or an  enhanced  

NodeB  or "eNodeB"). A  cell  area  is a  geographical  area  over  which radio  coverage  is provided  

by the  base  station  equipment  at  a  base  station  site. The  base  stations  communicate  through 

radio  communication channels  with wireless  terminais  within range  of the  base  stations.

Cellular  communications System  operators  hâve  begun  offering  mobile  broadband  data  

services  based  on, for example,  WCDMA  (Wideband  Code-Division  Multiple  Access), HSPA  

(High-Speed  Packet  Access), and  Long  Term  Evolution (LTE) wireless  technologies. Fueled  by 

the  introduction of new  devices  designed  for data  applications, end  user  performance  

requirements  continue  to increase. The  increased  adoption  of mobile broadband  has  resulted  

in significant  growth in traffic  handled  by high-speed  wireless  data  networks. Accordingly, 

techniques  that  allow  cellular  operators  to manage  networks  more  efficiently  are  desired.

Techniques  to improve  downlink performance  may  include  Multiple-Input-Multiple-Output  

(ΜΙΜΟ) multi-antenna  transmission  techniques, multi-flow communication, multi-carrier  

deployment, etc. Since  spectral  efficiencies  per  link may  be  approaching  theoretical  limits, next  

steps  may  include  improving spectral  efficiencies  per  unit area. Further  efficiencies  for wireless  

networks  may  be  achieved,  for example,  by changing  a  topology of traditional  networks  to 

provide  increased  uniformity of user  expériences  throughout a  cell. One  approach  is through 

the  deployment  of so-called heterogeneous  networks.

A  homogeneous  network  is a  network  of base  stations  (also  referred  to as  NodeB ’s, 

enhanced  NodeB ’s, or eNBs) in a  planned  layout, providing communications services  for a  

collection of user  terminais  (also  referred  to as  user  equipment  nodes, UEs, and/or wireless  

terminais), in which ail  base  stations  typically  hâve  similar  transmit  power  levels,  antenna  

patterns, receiver  noise  floors, and/or backhaul  connectivity to the  data  network. Moreover,  ail  

base  stations  in a  homogeneous  network  may  generally  offer  unrestricted  access  to user  

terminais  in the  network, and  each  base  station  may  serve  roughly a  same  number  of user  
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terminais. Current  cellular  wireless  communications Systems  in this category  may  include, for 

example,  GSM  (Global  System  for Mobile  communication), WCDMA,  HSDPA  (High  Speed  

Downlink  Packet  Access), LTE (Long  Term  Evolution), WiMAX  (Worldwide  Interoperability  for 

Microwave  Access), etc.

In a  heterogeneous  network, low power  base  stations  (also  referred  to as  low power  

nodes  (LPNs), micro nodes, pico nodes, femto  nodes, relay  nodes, remote  radio  unit nodes, 

RRU  nodes, small  cells, RRUs, etc.) may  be  deployed  along  with or as  an  overlay  to planned  

and/or regularly  placed  macro  base  stations. A  macro  base  station  (MBS) may  thus provide  

service  over  a  relatively  large  macro  cell  area,  and  each  LPN  may  provide  service  for a  

respective  relatively  small  LPN  cell  area  within the  relatively  large  macro  cell  area.

Power  transmitted  by an  LPN  may  be  relatively  small, e.g., 2  Watts,  compared  to power  

transmitted  by a  macro  base  station, which may  be  40 Watts  for a  typical  macro  base  station. 

An  LPN  may  be  deployed,  for example,  to reduce/eliminate  a  coverage  hole(s)  in the  coverage  

provided  by the  macro  base  stations, and/or to off-load traffic  from macro  base  stations, such as  

to increase  capacity  in a  high traffic  location  or so-called hot-spot. Due  to its lower  transmit 

power  and  smaller  physical  size, an  LPN  may  offer  greater  flexibility  for site  acquisition.

Thus, a  heterogeneous  network  features  a  multi-layered  deployment  of high-power 

nodes  (HPNs),  such as  macro  base  stations, and  low-power nodes  (LPNs), such as  so-called  

pico- base  stations  or pico-nodes. The  LPNs  and  HPNs  in a  given  région of a  heterogeneous  

network  may  operate  on the  same  frequency, in which case  the  deployment  may  be  referred  to 

as  a  co-channel heterogeneous  deployment,  or on different  frequencies,  in which case  the  

deployment  may  be  referred  to as  an  inter-frequency  or multi-carrier  or multi-frequency 

heterogeneous  deployment.

The  Third Génération  Partnership  Project (3GPP) is continuing to develop  spécifications 

for advanced  and  improved  features  in the  context  of the  fourth-generation  wireless  

télécommunications system  known as  LTE (Long  Term  Evolution). In Release  12  of the  LTE 

spécifications and  beyond, further  enhancements  related  to low-power nodes  and  

heterogeneous  deployments  will be  considered  under  the  umbrella  of “small-cell  

enhancements ” activities. Some  of these  activities  will focus on achieving  an  even  higher  

degree  of interworking  between  the  macro  and  low-power layers, including through the  use  of a  

set  of techniques  and  technology  referred  to as  “dual-layer  connectivité ’ or simply “dual  

connectivity.”

As  shown in Figure  1, dual  connectivity implies  that  the  device  has  simultaneous  

connections to both macro  and  low-power layers. Figure  1 illustrâtes  an  example  of a  

heterogeneous  network  in which a  mobile  terminal  101 uses  multiple  flows, e.g., an  anchorflow  

from the  macro  base  station  (or “anchor  eNB ”) 401A  and  an  assisting  flow from a  pico base  

station  (or an  “assisting  eNB ”) 401 B. Note  that  terminology  may  vary  - the  anchor  base  station  

and  assisting  base  station  in a  configuration  like  that  shown in Figure  1 may  sometimes  be  
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referred  to as  “master ” and  “slave ” base  stations  or according to other  names. It should be  

further  noted  that  while  the  terms  “anchor/assisting ” and  “master/slave ” suggest  a  hierarchical  

relationship  between  the  base  stations  involved  in a  dual  connectivity scénario, many  of the  

principles  and  techniques  associated  with dual  connectivity may  be  applied  to deployment 

scénarios  where  there  is no such hierarchical  relationship,  e.g., between  peer  base  stations. 

Accordingly, while  the  terms  “anchor  base  station ” and  “assisting  base  station ” are  used  herein,  

it should be  understood  that  the  techniques  and  apparatus  described  herein  are  not limited  to 

embodiments  that  use  that  terminology, nor are  they  necessarily  limited  to embodiments  having  

the  hierarchical  relationship  suggested  by Figure  1 .

Dual  connectivity may  imply, in various  embodiments  and/or scénarios:

• Control  and  data  séparation  where,  for instance, the  control signaling  for mobility 

is provided  via  the  macro  layer  at  the  same  time  as  high-speed  data  connectivity is provided  via  

the  low-power layer.

• A  séparation  between  downlink and  uplink, where  downlink and  uplink 

connectivity is provided  via  different  layers.

• Diversity  for control signaling, where  Radio  Resource  Control  (RRC)  signaling  

may  be provided  via  multiple  links, further  enhancing  mobility performance.

Macro  assistance  including dual  connectivity may  provide  several  benefits:

• Enhanced  support for mobility - by maintaining  the  mobility anchor  point in the  

macro  layer, as  described  above, it is possible  to maintain  seamless  mobility between  macro  

and  low-power layers, as  well  as  between  low-power nodes.

• Low  overhead  transmissions  from the  low-power layer  - by transmitting  only 

information  required  for individual  user  expérience,  it is possible to avoid  overhead  coming from 

supporting idle-mode  mobility within the  local-area  layer,  for example.

• Energy-efficient  load  balancing  - by turning off the  low-power nodes  when  there  

is no ongoing data  transmission, it is possible  to reduce  the  energy  consumption of the  low- 

power  layer.

• Per-link optimization  - by selecting  the  termination  point for uplink and  downlink 

separately,  the  node  sélection  can  be  optimized  for each  link.

One  of the  problems  in using dual  connectivity is how to map  the  data  radio  bearers  

(DRBs) onto the  anchor  flow and  assisting  flow, respectively. One  option for splitting the  DRBs 

between  two base  stations, as  shown in Figure  1, is to keep  the  control plane  (RRC)  in the  

anchor  eNB  and  distribute  the  PDCP  entities  so that  some  of them  are  in the  anchor  eNB  and  

some  of them  in the  assisting  eNB. As  discussed  in further  detail  below, this approach  may  yield  

some  important  System  efficiency  benefits. However,  this approach  créâtes  problems  related  to 

the  handling  of security  keys  that  are  used  for confidentiality  and  integrity  protection  of the  data  

transmitted  to and  from the  mobile  terminal.
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SUMMARY

In LTE Systems, the  Radio  Resource  Control  (RRC)  layer  configures  Packet  Data  

Convergence  Protocol (PDCP)  entities  with cryptographie  keys  and  configuration data,  such as  

data  indicating  which security  algorithms  should be  applied  in connection with the  

corresponding  radio  bearer. In a  dual-connectivity scénario, the  RRC  layer  may  be  handled  

exclusively  by the  anchor  node, while  PDCP  entities  may  be managed  in each  of the  anchor  

and  assisting  base  station  nodes. Since  the  anchor  base  station  and  the  assisting  base  station  

may  be  implemented  in physically  separate  nodes, the  assumption  that  RRC  can  configure  the  

PDCP  entities  via  internai  application  program  interfaces  (APIs) no longer  holds.

The  example  embodiments  disclosed  herein  are  directed  towards  the  secure  génération  

of a  set  of encryption  keys  to be  used  for communication between  a  wireless  terminal  in dual  

connectivity  and  an  assisting  eNB. In some  embodiments, a  base  key  for the  assisting  eNB  is 

generated  from the  security  key  of the  anchor  eNB. The  base  key  can  then  be  used  to generate  

keys  for secure  communication between  the  wireless  terminal  and  the  assisting  eNB.

Embodiments of the  disclosed  techniques  include, for example,  a  method, suitable  for 

implémentation  in a  network  node, for security  key  génération  for secured  communications 

between  a  wireless  terminal  and  an  anchor  base  station  and  between  the  wireless  terminal  and  

an  assisting  base  station, where  the  wireless  terminal  is or is about  to be  dually  connected  to 

the  anchor  base  station  and  the  assisting  base  station. The  example  method  includes  

generating  an  assisting  security  key  for the  assisting  base  station, based, at  least  in part, on an  

anchor  base  station  key. The  generated  assisting  security  key  is then  sent  to the  assisting  base  

station, for use  by the  assisting  base  station  in encrypting  data  traffic  sent  to the  wireless  

terminal  or in generating  one  or more  additional  assisting  security  keys  for encrypting  data  traffic  

sent  to the  wireless  terminal  by the  assisting  base  station  while  the  wireless  terminal  is dually 

connected  to the  anchor  base  station  and  the  assisting  base  station. The  anchor  base  station  

key, or a  key  derived  from the  anchor  base  station  key, is used  for encrypting  data  sent  to the  

wireless  terminal  by the  anchor  base  station  while  the  wireless  terminal  is dually  connected  to 

the  anchor  base  station  and  the  assisting  base  station.

Also  disclosed  herein  is another  method  for generating  an  assisting  security  key  for an  

assisting  base  station. Like  the  method  summarized  above, this method  is also  suitable  for 

implémentation  in a  network  node, for security  key  génération  for secured  communications 

between  a  wireless  terminal  and  an  anchor  base  station  and  between  the  wireless  terminal  and  

an  assisting  base  station, where  the  wireless  terminal  is or is about  to be  dually  connected  to 

the  anchor  base  station  and  the  assisting  base  station. In this method, however,  the  method  

may  be  carried  out in a  network  node  other  than  the  anchor  base  station, using a  primary  key  

that  may  be  unknown to the  anchor  base  station.

According  to this second  example  method, a  primary  security  key  is shared  between  the  

network  node  and  the  wireless  terminal. This key  may  be  unknown to the  anchor  base  station, 
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in some  embodiments. The  method  continues  with generating  an  assisting  security  key  for the  

assisting  base  station, based, at  least  in part, on the  primary  security  key. The  generated  

assisting  security  key  is then  sent  to the  assisting  base  station, for use  by the  assisting  base  

station  in encrypting  data  traffic  sent  to the  wireless  terminal  or in generating  one  or more  

additional  assisting  security  keys  for encrypting  data  traffic  sent  to the  wireless  terminal  by the  

assisting  base  station  while  the  wireless  terminal  is dually  connected  to the  anchor  base  station  

and  the  assisting  base  station. In some  embodiments, the  generated  assisting  security  key  is 

sent  directly  to the  assisting  base  station  such that  the  anchor  base  station  is not aware  of the  

key, while  in other  embodiments  the  generated  assisting  security  key  is sent  to the  assisting  

base  station  indirectly, via  the  anchor  base  station.

Other  embodiments  of the  technology  disclosed  herein  include  network  node  apparatus  

and  mobile  terminal  apparatus,  each  configured  to carry  out one  of the  example  methods  

summarized  above  or variants  thereof.

BRIEF DESCRIPTION  OF  DRAWINGS

Figure  1 is a  schematic  diagram  illustrating  an  example  of a  heterogeneous  dual  

connectivity  deployment  with simultaneous  anchor  and  assisting  flows to a  mobile  terminal.

Figure  2  illustrâtes  components  of the  E-UTRAN  system  architecture.

Figure  3 illustrâtes  details  of the  base  station  protocol architecture  in a  dual-connectivity 

scénario.

Figure  4 illustrâtes  a  key  dérivation  hierarchy  based  on an  anchor  base  station  key.

Figure  5 illustrâtes  a  key  dérivation  hierarchy  based  on an  MME  key.

Figure  6 is a  process  flow diagram  illustrating  an  example  method  as  implemented  by an  

example  network  node.

Figure  7 is a  process  flow diagram  illustrating  an  example  method  as  implemented  by a  

wireless  terminal.

Figure  8 and  Figure  9 each  illustrate  a  process  flow diagram  corresponding  to example  

embodiments  of the  presently  disclosed  techniques.

Figure  10 is a  block diagram  illustrating  an  example  anchor  base  station  apparatus,  

according to the  presently  disclosed  techniques.

Figure  11  is a  block diagram  illustrating  another  example  network  node  apparatus,  

according to the  presently  disclosed  techniques.

Figure  12  illustrâtes  components  of an  example  wireless  terminal  configured  according 

to some  of the  presently  disclosed  embodiments.

DETAILED  DESCRIPTION

Inventive concepts will now be described  more  fully hereinafter  with reference  to the  

accompanying  drawings, in which examples  of embodiments  of inventive  concepts are  shown. 

These  inventive  concepts may, however, be  embodied  in many  different  forms and  should not 
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be  construed  as  limited  to the  embodiments  set  forth herein. Rather,  these  embodiments  are  

provided  so that  this disclosure  will be  thorough and  complété, and  fully convey  the  scope  of 

présent  inventive  concepts to those  skilled  in the  art. It should also  be  noted  that  these  

embodiments  are  not mutually  exclusive. Components  from one  embodiment  may  be  tacitly  

assumed  to be  présent  or used  in another  embodiment.

For  purposes  of illustration  and  explanation  only, these  and  other  embodiments  of 

présent  inventive  concepts are  described  herein  in the  context  of operating  in a  Radio  Access  

Network  (RAN)  that  communicates  over  radio  communication channels  with mobile  terminais 

(also  referred  to as  wireless  terminais  or UEs). As  used  herein,  a  mobile  terminal,  wireless  

terminal,  or UE can  include  any  device  that  receives  data  from a  communication network, and  

may  include, but is not limited  to, a  mobile  téléphoné ("cellular"  téléphoné), laptop/portable  

computer, pocket  computer, hand-held  computer, desktop  computer, a  machine  to machine  

(M2M)  or MTC  type  device, a  sensor  with a  wireless  communication interface,  etc.

The  Universal  Mobile  Télécommunications  System  (UMTS)  is a  third génération  mobile  

communication system, which evolved  from the  Global  System  for Mobile  Communications  

(GSM), and  is intended  to provide  improved  mobile  communication services  based  on 

Wideband  Code  Division Multiple  Access  (WCDMA)  technology. UTRAN,  short for UMTS  

Terrestrial  Radio  Access  Network,  is a  collective  term  for the  Node  B’s and  Radio  Network  

Controllers  that  make  up the  UMTS  radio  access  network. Thus, UTRAN  is essentially  a  radio  

access  network  using wideband  code  division multiple  access  (WCDMA)  for UEs.

The  Third Génération  Partnership  Project (3GPP) has  undertaken  to further  evolve  the  

UTRAN  and  GSM  based  radio  access  network  technologies. In this regard, spécifications for 

the  Evolved Universal  Terrestrial  Radio  Access  Network  (E-UTRAN)  are  ongoing within 3GPP. 

The  Evolved Universal  Terrestrial  Radio  Access  Network  (E-UTRAN)  comprises  the  Long  Term  

Evolution (LTE) and  System  Architecture  Evolution (SAE).

Note  that  although  terminology  from LTE is generally  used  in this disclosure  to exemplify  

embodiments  of the  inventive  concepts, this should not be  seen  as  limiting the  scope  of 

inventive  concepts to only these  Systems. Other  wireless  Systems, including variations  and  

successors of 3GPP LTE and  WCDMA  Systems, WiMAX  (Worldwide  Interoperability  for 

Microwave  Access), UMB  (Ultra  Mobile  Broadband), HSDPA  (High-Speed  Downlink  Packet  

Access), GSM  (Global  System  for Mobile  Communications), etc., may  also  benefit  from 

exploiting  embodiments  of présent  inventive  concepts disclosed  herein.

Also  note  that  terminology  such as  base  station  (also  referred  to as  NodeB, eNodeB,  or 

Evolved Node  B) and  wireless  terminal  or mobile  terminal  (also  referred  to as  User  Equipment 

node  or UE) should be  considering  non-limiting and  does  not imply a  certain  hierarchical  

relation  between  the  two. In general,  a  base  station  (e.g., a  “NodeB ” or “eNodeB ”) and  a  

wireless  terminal  (e.g., a  "UE") may  be  considered  as  examples  of respective  different  

communications devices  that  communicate  with each  other  over  a  wireless  radio  channel.
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While  embodiments  discussed  herein  may  focus on example  embodiments  in which 

described  solutions are  applied  in heterogeneous  networks  that  include  a  mix of relatively  

higher-power  base  stations  (e.g., “macro ” base  stations, which may  also  be  referred  to as  wide- 

area  base  stations  or wide-area  network  nodes) and  relatively  lower-power  nodes  (e.g., “pico” 

base  stations, which may  also  be  referred  to as  local-area  base  stations  or local-area  network  

nodes), the  described  techniques  may  be  applied  in any  suitable  type  of network, including both 

homogeneous  and  heterogeneous  configurations. Thus, the  base  stations  involved  in the  

described  configurations  may  be  similar  or identical  to one  another, or may  differ  in terms  of 

transmission  power, number  of transmitter-receiver  antennas,  processing  power, receiver  and  

transmitter  characteristics,  and/or any  other  functional  or physical  capability.

The  Evolved UMTS  Terrestrial  Radio  Access  Network  (E-UTRAN)  includes  base  

stations  called  enhanced  NodeBs  (eNBs  or eNodeBs), providing the  E-UTRA  user  plane  and  

control plane  protocol terminations  towards  the  UE. The  eNBs  are  interconnected  with each  

other  using the  X2  interface.  The  eNBs  are  also  connected  using the  S1  interface  to the  EPC 

(Evolved  Packet  Core), more  specifically  to the  MME  (Mobility  Management  Entity) by means  of 

the  S1-MME  interface  and  to the  Serving  Gateway  (S-GW) by means  of the  S1-U  interface.  The  

S1  interface  supports many-to-many relation  between  MMEs/S-GWs  and  eNBs. A  simplified  

view  of the  E-UTRAN  architecture  is illustrated  in Figure  2.

The  eNB  210  hosts functionalities  such as  Radio  Resource  Management  (RRM), radio  

bearer  control, admission  control, header  compression  of user  plane  data  towards  serving  

gateway,  and/or routing of user  plane  data  towards  the  serving  gateway. The  MME  220  is the  

control node  that  processes  the  signaling  between  the  UE and  the  CN  (core  network). 

Significant  functions of the  MME  220  are  related  to connection management  and  bearer  

management,  which are  handled  via  Non  Access  Stratum  (NAS)  protocols. The  S-GW  230 is 

the  anchor  point for UE mobility, and  also  includes  other  functionalities  such as  temporary  DL  

(down link) data  buffering  while  the  UE is being paged, packet  routing and  forwarding  to the  

right eNB, and/or gathering  of information  for charging  and  lawful  interception. The  PDN  

Gateway  (P-GW, not shown in Figure  2) is the  node  responsible  for UE IP address  allocation, 

as  well  as  Quality  of Service  (QoS)  enforcement  (as  further  discussed  below). The  reader  is 

referred  to 3GPP TS  36.300 and  the  référencés  therein  for further  details  of functionalities  of the  

different  nodes.

In describing various  embodiments  of the  presently  disclosed  techniques, the  non- 

limiting term  radio  network  node  may  be  used  to refer  any  type  of network  node  serving  UE 

and/or connected  to other  network  node  or network  element  or any  radio  node  from where  UE 

receives  signal. Examples  of radio  network  nodes  are  Node  B’s, base  stations  (BS), multi- 

standard  radio  (MSR)  radio  nodes  such as  MSR  BS’s, eNodeB ’s, network  controllers, radio  

network  controllers  (RNCs),  base  station  controllers, relays,  donor nodes  controlling relays,  

base  transceiver  stations  (BTS), access  points (AP), wireless  routers, transmission  points, 
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transmission  nodes, remote  radio  units (RRUs), remote  radio  heads  (RRHs), nodes  in a  

distributed  antenna  System  (DAS), etc.

In some  cases  a  more  general  term  “network  node ” is used; this term  may  correspond  to 

any  type  of radio  network  node  or any  network  node  that  communicates  with at  least  a  radio  

network  node. Examples  of network  nodes  are  any  radio  network  node  stated  above, core  

network  nodes  (e.g., MSC,  MME,  etc.), O&M,  OSS, SON,  positioning nodes  (e.g., E-SMLC), 

MDT,  etc.

In describing some  embodiments, the  term  user  equipment  (UE) is used, and  refers  to 

any  type  of wireless  device  communicating with a  radio  network  node  in a  cellular  or mobile  

communication System. Examples  of UEs are  target  devices, device-to-device  UEs, machine-  

type  UEs or UEs capable  of machine-to-machine  communication, PDAs, wireless-enabled  table  

computers, mobile  terminais,  smart  phones, laptop  embedded  equipped  (LEE), laptop  mounted  

equipment  (LME), USB dongles, customer  premises  equipment  (CPE), etc. The  term  “mobile  

terminal ” as  used  herein  should be  understood  as  being  generally  interchangeable  with the  term  

UE as  used  herein  and  in the  various  spécifications promulgated  by the  3GPP, but should not 

be  understood  as  being limited  to devices  compilant  to 3GPP standards.

The  example  embodiments  presented  herein  are  specifically  directed  towards  key  

génération  when  the  LTE Uu-protocol stack  is split between  a  macro  cell  and  an  assisting  eNB  

cell. The  techniques  and  apparatus  are  more  generally  applicable  to key  génération  in other 

dual-connectivity scénarios.

As  noted  above, one  option for splitting data  radio  bearers  (DRBs) between  two base  

stations  in a  dual-connectivity scénario  is to keep  the  control plane, which is managed  by the  

Radio  Resource  Control  (RRC)  protocol, in the  anchor  eNB, while  distributing the  Packet  Data  

Convergence  Protocol (PDCP)  entities,  which are  associated  with individual  radio  bearers,  so 

that  one  or more  are  terminated  in the  anchor  eNB  and  one  or more  in the  assisting  eNB

The  RRC  layer  configures  ail  PDCP  entities  with which it is associated. This is 

illustrated  in Figure  3, which shows an  example  of a  protocol architecture  for multiple  

connectivity.

More  particularly, RRC  configures  the  PDCP  entities  with cryptographie  keys  and  

configuration  data, such as  data  indicating  which security  algorithms  should be  applied  in 

connection with the  corresponding  radio  bearer. For  connections associated  with a  given  mobile  

terminal, RRC  configures  ail  PDCP  entities  for user  plane  traffic  (DRB) with one  and  the  same  

encryption  key, KUP-enc, and  ail  PDCP  entities  for control plane  traffic  (SRB) with one  and  the  

same  encryption  key, KRRC-enc,  and  one  and  the  same  integrity  protection  key, KRRC-int. For  

DRBs used  to protect  data  between  a  donor-eNB and  a  relay  node, RRC  also  configures  the  

DRBs with an  integrity  protection  key, KUP-int.

Since  the  anchor  eNB  and  the  assisting  eNB  may  be  implemented  in separate  physical  

nodes, the  assumption  that  RRC  can  configure  the  PDCP  entities  via  internai  application  
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program  interfaces  (APIs) no longer  holds. That  is to say, the  current  situation  where  the  

security  configuration  data  can  be  assumed  to be  safely  kept  inside  the  physically  secure  

environment  of the  eNB  no longer  stands. Instead, the  RRC  entity  in the  anchor  eNB  has  to 

configure  the  PDCP  entities  in the  assisting  eNB, which is outside  of the  secure  environment  of 

the  anchor  eNB.

Anchor  eNB  and  assisting  eNB  are  used  here  to define  different  rôles  of eNBs  from a  UE 

or wireless  terminal  perspective. It is acknowledged  that  this is just an  example  naming  and  they  

could as  well  be  called  something  else, like  anchor  and  booster, master  and  slave, or simply 

eNB_1  and  eNB_2.

The  security  design  of LTE generally  provides  compartmentalization  of security  

functions. This compartmentalization  is intended  to ensure  that  if an  attacker  breaks  the  

security  of one  fonction, only that  fonction is compromised. For  example,  there  is one  key  used  

for encryption  of the  RRC  protocol and  another  key  used  for integrity  protection  of the  RRC  

protocol. If an  attacker  breaks  the  encryption  key, he  can  decrypt  and  read  ail  RRC  messages.  

However,  since  the  integrity  key  is different  from the  encryption  key, the  attacker  cannot  modify 

or inject  RRC  messages.

Another  aspect  of the  compartmentalization  approach  used  in LTE is that  each  eNB  

uses  a  separate  set  of keys. The  rationale  for this is that  this approach  ensures  that  an  attacker  

breaking  in to one  eNB  does  not gain  any  information  about  data  transmitted  between  a  

wireless  terminal  and  another  physically  different  eNB. In a  dual-connectivity scénario, then, to 

maintain  the  property  that  breaking  into one  physical  RAN  node, i.e., an  eNB, does  not help  in 

attacking  another  RAN  node, the  assisting  eNB  should use  its own key  set, separate  from the  

key  set  used  in the  anchor  eNB.

A  dual-connectivity architecture  may  open  three  new  paths  for potential  security  attacks, 

depending  on the  techniques  adopted  for handling  security  keys  and  parameters.  First, the  

transport  of the  security  configuration  and  cryptographie  keys  from the  anchor  eNB  to the  

assisting  eNB  provides  a  point at  which an  attacker  may  eavesdrop  on or may  modify the  keys  

and  configuration  data. Secondly, an  attacker  may  physically  break  into an  assisting  eNB, and  

eavesdrop  on or modify the  keys  and  configuration  data  there. In addition, an  attacker  that  

physically  breaks  into an  assisting  eNB  may  read, modify or inject  user  plane  data  for any  

wireless  terminal  connected  to the  assisting  eNB. Thirdly, the  attacker  may  access  and  modify 

the  user  plane  data  when  the  assisting  eNB  sends  and  receives  it. This is true  regardless  of 

whether  the  user  plane  data  flows between  the  assisting  eNB  and  the  anchor  eNB, between  the  

assisting  eNB  and  the  S-GW, or if data  is broken  out to the  internet  locally  in the  assisting  eNB.

The  example  embodiments  disclosed  herein  are  directed  towards  the  secure  génération  

of a  set  of encryption  keys  to be  used  for communication between  a  wireless  terminal  in dual  

connectivity  and  an  assisting  eNB. In some  embodiments, a  base  key  for the  assisting  eNB  is 
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generated  from the  security  key  of the  anchor  eNB. The  base  key  can  then  be  used  to generate  

keys  for secure  communication between  the  wireless  terminal  and  the  assisting  eNB.

Key  establishment  for assistino  eNB

In LTE, the  key  set  in an  eNB  comprises  the  Ke NB, and  Kup-enc, K RRC n̂c and  K RRC -int· 

Depending  on what  functions the  assisting  eNB  provides, the  key  set  needed  by the  assisting  

eNB  will differ. Since  the  assisting  eNB  will at  least  terminate  user  plane  encryption, it is useful  

to establish  an  encryption  key  that  the  assisting  eNB  shares  with the  wireless  terminal. If the  

assisting  eNB  will provide  services  for relay-nodes, there  is also  a  need  for an  integrity  key  to 

protect  the  DRBs that  carry  the  relay-node  control plane  traffic. It is hence  useful  to establish  a  

base  key  for the  assisting  eNB, similar  to the  Ke NB, from which other  keys  can  be  derived. 

Henceforth  the  discussion will be about  establishing  a  base  key, called  K asS isting_eNB· but the  

same  reasoning  can  obviously be  applied  to the  case  where,  for example,  only an  encryption  

key  is established.

Figure  4 shows how K assis ting_eNB can  be  generated  based  on the  Ke NB of the  anchor  eNB. 

The  figure  shows a  possible key  hierarchy  for the  assisting  eNB. In this example,  the  assisting  

eNB  and  the  wireless  terminal  shares  the  K assis ting_eNB· K assist ing_eNB-enc and  K asS iSt ing_eNB-int keys, ail  

of which are  derived  directly  or indirectly  from the  KeNB  for the  anchor  eNB.

The  arrows  in Figure  4 indicate  applications  of Key  Dérivation  Functions  (KDF).  A  KDF  

can, for ail  practical  purposes, be  considered  a  one-way  function. As  is well  known to those  

familiar  with cryptographie  techniques, one-way  functions are  easy  to compute  in the  forward  

direction  (the  direction  of the  arrow), but computationally  infeasible  to invert. The  implication  of 

this is that  access  to a  key  lower  in the  key  hierarchy  does  not give  any  useful  information  about  

a  key  higher  up in the  hierarchy. An  example  of a  KDF  is the  HMAC-SHA256  function, which is 

the  KDF  used  in LTE and  in many  other  3GPP Systems.

A  concrète example  is in Figure  4. If the  K assist ing_eNB key  is generated  in the  anchor  eNB  

and  sent  to the  assisting  eNB, then  the  assisting  eNB  has  access  to K assisti ng_eNB and  the  

encryption  and  integrity  keys  that  it dérivés. It will not, however, hâve  access  to the  Ke NB.

Because  it is assumed  that  the  KDFs  are  known, the  anchor  eNB  node, on the  other  

hand, will hâve  access  to ail  keys  used  by the  assisting  eNB. This breaks  the  

compartmentalization  principle  if it is interpreted  in its strictest  sense. However,  the  security  

level  in this scénario  is similar  to the  one  obtained  at  an  X2-handover,  which is a  handover  in 

LTE that  is handled  without involvement  of the  Mobility  Management  Entity (MME). At  an  X2- 

handover, the  source  eNB  calculâtes  a  new  key  based  on the  currently  used  Ke NB and  provides  

the  new  key  to the  target  eNB. Another  example  of a  similar  situation  arises  in the  context  of 

relay  nodes. In the  case  of relay  nodes, the  Donor-eNB  acts  as  an  S1-proxy for the  relay  node. 

As  a  resuit, the  Donor-eNB has  access  to ail  keys  used  by the  relay  node. Because  the  security  
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situation  is similar  to several  that  already  arise  in LTE networks, using Ke NB as  the  basis keying  

material  for the  K assist ing_e NB may  be  considered  acceptable  from a  security  point of view.

The  key  hierarchy  shown in Figure  4 may  be  advantageously  employed  in a  dual- 

connectivity  scénario  in which the  anchor  eNB  contrais  the  PDCP  entities  in the  assisting  eNB, 

i.e., the  anchor  eNB  may  establish  new  PDCP  entities,  delete  them  and  re-start  previously  

deleted  PDCP  entities. The  anchor  eNB  and  the  mobile  terminal  (e.g., LTE UE) will each  dérivé 

the  K assist jng_eNB  from the  KeNB  like  this: K assisl ing_eNB = KDF(KeNB,  other_params).

To avoid  the  possibility of well-known attacks  that  exploit  the  repeated  transmission  of 

encrypted  data  that  carries  known underlying  data, it should be  ensured  that  the  K assis ting_e NB is 

“fresh ” each  time  that  a  PDCP  entity  reuses  the  same  COUNT  values. Thus, the  dérivation  of 

K aS sisting_eNB should preferably  comprise  appropriate  freshness  parameters.  One  way  to achieve  

freshness  is to use  the  sequence  numbers  PDCP  COUNT  that  are  associated  with some  

predetermined  RRC  message,  such as  the  latest  RRC  Security  Mode  Command  or Handover  

Command,  or one  of the  RRC  Reconfiguration  Request  or Complété  messages  that  were  used  

to establish  the  PDCP  entities  in the  assisting  eNB. Sequence  numbers  associated  with other 

RRC  messages  may  be  used  instead,  of course. Other  options for incorporating  freshness  into 

the  génération  of K assis ting_e NB include  sending  a  fresh  “nonce ” from the  wireless  terminal  to the  

anchor  eNB  or assisting  eNB, from the  anchor  eNB  or assisting  eNB  to the  wireless  terminal  (or 

both directions) in some  predetermined  RRC  message(s)  or other  protocol messages.  A  nonce  

is a  (pseudo-) randomly  generated  number  that, with a  sufficiently  high probability, will be  

unique  with respect  to the  K eNB ·

Whatever  the  freshness  parameters  are,  they  are  then  included  in the  

Kassis«ng_eNB  dérivation  or in the  dérivation  of the  keys  derived  from Kassisting  eNB. It is also  

possible  to re-use  existing  information  éléments  in RRC  messages  or information  that  is 

transmitted  from the  anchor  eNB  or assisting  eNB  in System  information  blocks. Any  information  

can  be  used  as  long as  it provides  a  (statistically)  unique  input with a  sufficiently  high 

probability.

Another  possible  design  is that  the  anchor  eNB  dérivés the  K asS iSting_eNB from the  KeNB  

without any  freshness  parameter.  According  to this alternative  approach, if the  assisting  eNB  or 

anchor  eNB  detects  that  a  PDCP  COUNT  in the  assisting  eNB  is about  to wrap  around, the  

anchor  eNB  initiâtes  a  KeNB  key  refresh  via  an  intra-cell handover. A  resuit  of the  intra-cell  

handover  is that  the  wireless  terminal  and  anchor  eNB  not only re-fresh  the  Ke NB, but also  the  

K a ssisting_eNBï the  K assis ting_eNB could be  re-calculated  in the  same  way  it was  derived  the  first time. 

This approach  may  require  that  the  assisting  eNB  hâve  to inform the  anchor  eNB  about  PDCP  

COUNTs  that  are  about  to be  re-used.

Transporting  the  K assis ting_eNB  from the  anchor  eNB  to the  assisting  eNB  can  be  done  over  

the  control channel  between  the  two. The  control channel  has  to be  confidentiality  and  integrity  

protected  as  already  stated.
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Parameters  other  than  those  explicitly  mentioned  also  may  be input to the  KDF,  in 

various  embodiments  of the  techniques  described  above. The  parameters  may  be  put in any  of 

various  different  orders. Further,  any  one  or more  of the  parameters  for the  KDF  may  be  

transformed  before  being input to the  KDF.  For  example,  a  set  of parameters  P1, P2, ..., Pn, for 

some  non-negative  integer  n, could be  transformed  by first being run through a  transformation  

function fand  the  resuit  of that, i.e., f(P1, P2, ..., Pn), being input to the  KDF.

In one  example  of the  key  dérivation, the  parameter  P1 is first transformed  before  being  

input to the  KDF  to calculate  a  key  called  "output_key": output_key  = KDF(f(P1),  P2), where  fis 

some  arbitrary  function or chain  of functions and  P1 and  P2  are  input parameters.  Parameter  

P2, for example,  might be  0,1 or more  other  parameters,  e.g., used  to bind the  key  to a  certain  

context. Parameters  may  be  input as  separate  parameters  or may  be  concatenated  together  

and  then  input in one  single  input to the  KDF.  Even when  variants  of the  KDF  such as  these  are  

used, the  core  of the  idea  remains  the  same.

Regardless  of which key  establishment  approach  is used, existing  handover  procedures  

are  generally  unaffected  when  handing  over  the  mobile  terminal  with dual  connectivity to 

another  base  station, regardless  of the  type  of the  target  base  station. The  anchor  eNB  can  tear  

down the  DRBs in the  assisting  eNB  and  perform  the  handover  to the  target  base  station  

according to existing  spécifications.

When  handing  over  a  wireless  terminal  to a  target  eNB  and  a  target  assisting  eNB, the  

dérivation  of the  Ke NB and  the  K assist ing_eNB keys  can  be  performed  individually.

Key  dérivation  based  on K AS mf

Instead  of using the  anchor  node ’s base  key  as  the  basis  for generating  Kassisting_eNB.  a  

key  associated  with another  node  in the  wireless  network  and  known to the  mobile  terminal  may  

be  used  instead. For  example,  using the  K A sme  as  keying  material  basis  for the  K assist ing_eNB. as  

shown in Figure  5, allows  for a  higher  level  of security, compared  to the  use  of Ke NB described  

above. As  seen  in Figure  5, the  K assi sting_eNB can  be  derived  from the  K AS me . and  the  encryption  

and  integrity  keys  for the  assisting  eNB  derived  from the  resulting  K assistin g_e NB.

K A sme  is the  key  established  via  subscriber authentication  in LTE, and  it is shared  

between  the  MME  and  the  wireless  terminal. If the  Ka SS iSt ing_eNB is derived  from the  K AS me  and  the  

MME  provides  the  assisting  eNB  with this K assist ing_eNB directly, then  the  anchor  node  does  not 

hâve  access  to the  K asS iSting_eNB or the  encryption  and  integrity  keys  derived  from it. In this case, 

then, the  compartmentalization  principle  discussed  above  is adhered  to in a  stricter  sense.

Basing the  dérivation  of the  K assisti ng_eNB on K AS me  requires  that  the  MME  is made  aware  

of when  the  assisting  eNB  needs  access  to the  keys, and  further  requires  that  there  is a  

communication path  between  the  two. Whether  the  MME  is aware  of when  the  wireless  terminal  

is connected  to the  assisting  eNB  (and  hence  keys  are  needed)  and  whether  there  is a  
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signalling  path  between  the  MME  and  assisting  eNB  dépend  on how the  assisting  eNB  is 

controlled. If these  conditions are  not fulfilled, using the  K asme  as  keying  material  basis  is less  

useful, although  still possible, because  the  MME  would hâve  to send  the  K assi sting_eNB to the  

anchor  node, which, in turn, provides  it to the  assisting  eNB. In this scénario, of course, the  

anchor  node  has  access  to the  K assis ting_eNB·

Using  K A sme  as  the  keying  material  basis  means  that  the  K assisl ing_e NB is derived  from 

K asme  using a  key  dérivation  function K assistin g_eNB = KDF(K A sme  , [other_params]), where  the  

optional  other_params  may  include  one  or more  freshness  parameters.

As  described  earlier,  when  the  PDCP  packet  counters  (PDCP  COU  NT)  are  reset, the  

encryption  and  integrity  keys  should be renewed.  If the  same  key  is used  with the  same  PDCP  

COUNTs,  there  will be key  stream  re-use, and  potentially,  replay  attacks  possible. Therefore,  

the  MME  and  wireless  terminal  could include  a  freshness  parameter  in the  key  dérivation. For  

example,  the  same  freshness  parameter  as  that  is used  when  the  KeNB  is derived  for the  anchor  

node  (the  eNB). Which  freshness  parameter  is used  for the  K^ b dérivation  may  dépend  on the  

situation. Possible freshness  parameters  include  nonces  (random  numbers  used  once) that  the  

MME  and  wireless  terminal  exchange.  Other  possibilities are  packet  counters  such as  the  NAS  

uplink or downlink COUNT,  or a  newly  introduced  counter  that  is transmitted  either  from the  

wireless  terminal  to the  MME  or from the  MME  to the  wireless  terminal. One  drawback  with a  

newly  introduced  counter  is that  if it gets  out of synchronization, it has  to be re-synchronized by 

some  new  re-synchronization mechanism.

Other  parameters  may  be  included  in the  K assist ing_eNB dérivation  as  well. For  example,  the  

identity  of the  assisting  eNB  or the  cell  the  assisting  eNB  use  can  be  used  as  input. This is 

similar  to how the  Ke NB is bound to cell  identity. The  purpose  could be  to further  

compartmentalize  potential  security  breaches.

Once  the  MME  has  derived  the  K assis ting_eNB>  the  MME  also  has  to transfer  it to the  

assisting  eNB. Transferring  the  K assis ting_e NB to the  assisting  eNB  can  proceed  in one  of two ways, 

either  directly  to the  assisting  eNB, or indirectly, by first transferring  the  K assist ing_eNB to the  eNB  

and  then  letting  the  eNB  transfer  it to the  assisting  eNB  when  necessary.

It is generally  a  security  advantage  to transfer  the  K assist ing_eNB directly  from the  MME  to 

the  assisting  eNB. This way, only the  MME,  the  assisting  eNB  and  the  wireless  terminal  know 

the  key. If the  signaling  for establishing  the  connection between  the  assisting  eNB  and  the  

wireless  terminal  is such that  the  MME  is involved, then  this is préférable.

The  other  alternative  is for the  MME  to send  the  K asS iSting_eNB to the  eNB, which simply 

forwards  the  K assist ing_e NB to the  assisting  eNB. This approach  has  a  security  draw  back in that 

the  eNB  is now also  aware  of the  K assist ing_eNB· The  approach  may  be  useful, however, if there  is 

no direct  signaling  path  between  the  MME  and  assisting  eNB  and  the  K A sme  is the  keying  

material  used  as  basis  for the  K assist ing_e NB dérivation.
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Example  methods

In view  of the  detailed  examples  described  above, it will be  appreciated  that  Figures  6 

and  7 are  flow diagrams  depicting  example  operations  which may  be  taken  by a  network  node  

and  wireless  terminal, respectively,  where  the  network  may  be  an  anchor  base  station  or an  

MME,  in various  embodiments. The  illustrated  process  flow diagrams  include  some  operations  

that  are  illustrated  with a  solid border  and  some  operations  that  are  illustrated  with a  dashed  

border. The  operations  which are  comprised  in a  solid border  are  operations  which are  included  

in the  broadest  example  embodiments. The  operations  which are  comprised  in a  dashed  

border  are  example  embodiments  which may  be  comprised  in, or a  part  of, or are  further  

operations  which may  be  taken  in addition  to the  operations  of the  boarder  example  

embodiments. Thus, those  operations  shown in dashed  outlines  may  be  considered  “optional ” in 

the  sense  that  they  may  not appear  in every  instance  of in every  embodiment  of the  illustrated  

process. It shouid also  be  appreciated  that  the  operations  of Figures  6 and  7 are  provided  

merely  as  an  example.

More  particularly, Figure  6 illustrâtes  a  process  for generating  an  assisting  security  key  

for use  by an  assisting  base  station  in a  dual-connectivity scénario. The  process  shown in 

Figure  6 may  be  implemented  in a  network  node, such as  in an  anchor  base  station  (e.g., an  

LTE anchor  eNB) or in some  other  network  node, such as  an  MME. As  shown at  block 10, the  

network  node  first détermines  a  need  for an  assisting  security  key  to be  generated.  This may  

be  triggered  by the  establishment  of a  dual-connectivity scénario, for example. In response  to 

this determining,  the  network  node  generates  an  assisting  security  key, based  at  least  in part  on 

a  primary  security  key. This js shown at  block 12. As  explained  in detail  above, this primary  

security  key  may  be, in various  embodiments, an  anchor  node  base  key  (e.g., Ke NB ) or other  

key  that  is known to the  network  node  and  to the  mobile  terminal  of interest, such as  an  MME  

key  (e.g., K ASM e )·

The  génération  of the  assisting  security  key  may  incorporate  the  use  of a  KDF,  e.g., a  

one-way  cryptographie  fùnction, as  well  as  one  or more  freshness  parameters,  as  shown at  

blocks 12  and  16. A  listing of freshness  parameters  that  hâve  already  been  used  may  be  

maintained  in some  embodiments, as  shown at  block 17.

As  shown at  block 18, the  generated  assisting  security  key  is then  sent  to the  assisting  

base  station. In some  cases, as  detailed  above, the  assisting  security  key  is then  used  to 

generate  one  or more  additional  keys  for protecting  data  transferred  to and  from the  mobile  

terminal, although  the  assisting  security  key  might be  used  directly  for such purposes  in some  

embodiments.

Figure  7 illustrâtes  a  corresponding  method  such as  might be  carried  out in a  mobile  

terminal. As  shown at  block 30, the  mobile  terminal  generates  the  assisting  security  key, based  

at  least  in part  on the  same  primary  security  key  used  by the  network  node  in Figure  6. Once  

again, this primary  security  key  may  be, in various  embodiments, an  anchor  node  base  key  
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(e.g., KeNB  ) or other  key  that  is known to the  network  node  and  to the  mobile  terminal  of 

interest, such as  an  MME  key  (e.g., K A sme )· The  génération  ofthe  assisting  security  key  may  

incorporate  the  use  of a  KDF,  e.g., a  one-way  cryptographie  function, as  well  as  one  or more  

freshness  parameters,  as  shown at  blocks 32  and  34. A  listing of freshness  parameters  that  

hâve  already  been  used  may  be  maintained  in some  embodiments, as  shown at  block 17.

As  shown at  block 36, the  generated  assisting  security  key  is then  applied  to the  

protection  of data  sent  to and  from the  assisting  base  station. In some  cases, as  detailed  

above, the  assisting  security  key  is used  to generate  one  or more  additional  keys  for protecting  

data  transferred  to and  from the  mobile  terminal,  although  the  assisting  security  key  might be  

used  directly  for such purposes  in some  embodiments.

As  discussed  above, the  assisting  security  key  may  be  generated  from an  anchor  node  

key  or from a  security  key  corresponding  to another  node, such as  an  MME,  in various  

embodiments. Figures  8 and  9 are  process  flow diagrams  corresponding  respectively  to these  

two scénarios. These  methods  may  be  carried  out in an  LTE network, for example,  but can  also  

be  applied  to other  wireless  networks  that  employ  dual-connectivity.

Figure  8 thus illustrâtes  a  method, suitable  for implémentation  in a  network  node, for 

security  key  génération  for secured  communications between  a  wireless  terminal  and  an  anchor  

base  station  and  between  the  wireless  terminal  and  an  assisting  base  station, wherein  the  

wireless  terminal  is or is about  to be  dually  connected  to the  anchor  base  station  and  the  

assisting  base  station. As  shown at  block 810, the  illustrated  method  includes  generating  an  

assisting  security  key  for the  assisting  base  station, based, at  least  in part, on an  anchor  base  

station  key. As  shown at  block 820, the  generated  assisting  security  key  is then  sent  to the  

assisting  base  station, for use  by the  assisting  base  station  in encrypting  data  traffic  sent  to the  

wireless  terminal  or in generating  one  or more  additional  assisting  security  keys  for encrypting  

data  traffic  sent  to the  wireless  terminal  by the  assisting  base  station  while  the  wireless  terminal  

is dually  connected  to the  anchor  base  station  and  the  assisting  base  station. As  shown at  

block 830, the  anchor  base  station  key, or a  key  derived  from the  anchor  base  station  key, is 

used  for encrypting  data  sent  to the  wireless  terminal  by the  anchor  base  station  while  the  

wireless  terminal  is dually  connected  to the  anchor  base  station  and  the  assisting  base  station.

In some  embodiments  ofthe  method  illustrated  in Figure  8, the  generated  assisting  

security  key  comprises  a  base  assisting  security  key  for use  in generating  one  or more  

additional  assisting  security  keys  for encrypting  data  traffic  sent  to the  wireless  terminal  by the  

assisting  base  station. In some  of these  embodiments, the  anchor  base  station  and  the  mobile  

terminal  may  each  dérivé an  encryption  key, or an  integrity  key, or both, from the  anchor  base  

station  key, and  use  the  derived  key  or keys  for protecting  data  sent  to or received  from the  

wireless  terminal  by the  anchor  base  station  while  the  wireless  terminal  is dually  connected  to 

the  anchor  base  station  and  the  assisting  base  station.
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In some  of the  embodiments  shown in Figure  8, generating  the  assisting  security  key  

comprises  deriving  the  assisting  security  key  from the  anchor  base  station  key  using a  one-way  

function. The  one-way  function may  be  an  HMAC-SHA-256  cryptographie  function, in some  

embodiments. In some  of these  and  in some  other  embodiments, the  generating  of the  

assisting  security  key  is further  based  on a  freshness  parameter.

In some  embodiments, the  illustrated  method  may  further  include  detecting  that  a  Packet  

Data  Convergence  Protocol (PDCP)  COUNT  parameter  in the  assisting  base  station  is about  to 

wrap  around  and, in response, initiating  a  refresh  of the  anchor  base  station  key  and  re- 

calculating  the  assisting  security  key.

In some  embodiments, a  single  assisting  security  key  is used  to generate  a  set  of keys  

for use  in ail  Data  Radio  Bearers. In other  embodiments, multiple  assisting  security  keys  may  

be  used, in which case  the  generating  operation  described  above  is repeated  for each  of a  

plurality  of Data  Radio  Bearers  established  between  the  wireless  terminal  and  the  assisting  

base  station, such that  the  resulting  assisting  security  keys  differ  for each  Data  Radio  Bearer. 

Multiple  ones  of the  resulting  several  keys  may  be  sent  at  the  same  time, in some  

embodiments.

Figure  9 is a  process  flow diagram  illustrating  another  method  for generating  an  

assisting  security  key  for an  assisting  base  station. Like  the  method  shown in Figure  8, the  

process  of Figure  9 is suitable  for implémentation  in a  network  node, for security  key  génération  

for secured  communications between  a  wireless  terminal  and  an  anchor  base  station  and  

between  the  wireless  terminal  and  an  assisting  base  station, where  the  wireless  terminal  is or is 

about  to be  dually  connected  to the  anchor  base  station  and  the  assisting  base  station. In this 

method, however, the  method  may  be  carried  out in a  network  node  other  than  the  anchor  base  

station, using a  primary  key  that  may  be unknown to the  anchor  base  station.

As  shown at  block 910, the  illustrated  method  includes  sharing  a  primary  security  key  

with the  wireless  terminal. This key  may  be unknown to the  anchor  base  station, in some  

embodiments. An  example  is the  K asme  key  discussed  above, which is shared  between  the  LTE 

MME  and  the  mobile  terminal.

As  shown at  block 920, the  method  continues  with generating  an  assisting  security  key  

for the  assisting  base  station, based, at  least  in part, on the  primary  security  key. The  

generated  assisting  security  key  is then  sent  to the  assisting  base  station, as  shown at  block 

930, for use  by the  assisting  base  station  in encrypting  data  traffic  sent  to the  wireless  terminal  

or in generating  one  or more  additional  assisting  security  keys  for encrypting  data  traffic  sent  to 

the  wireless  terminal  by the  assisting  base  station  while  the  wireless  terminal  is dually  

connected  to the  anchor  base  station  and  the  assisting  base  station. In some  embodiments, the  

generated  assisting  security  key  is sent  directly  to the  assisting  base  station  such that  the  

anchor  base  station  is not aware  of the  key, while  in other  embodiments  the  generated  assisting  

security  key  is sent  to the  assisting  base  station  indirectly, via  the  anchor  base  station.
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In some  embodiments, the  generated  assisting  security  key  comprises  a  base  assisting  

security  key  for use  in generating  one  or more  additional  assisting  security  keys  for encrypting  

data  traffic  sent  to the  wireless  terminal  by the  assisting  base  station. In some  of these  and  in 

some  other  embodiments, generating  the  assisting  security  key  comprises  deriving  the  assisting  

security  key  from the  anchor  base  station  key  using a  one-way  function. The  one-way  function 

may  be  an  HMAC-SHA-256  cryptographie  function, for example. As  discussed  in detail  above, 

generating  the  assisting  security  key  may  be  further  based  on a  freshness  parameter,  in some  

embodiments.

Example  Hardware  Implémentations

Several  of the  techniques  and  methods  described  above  may  be  implemented  using 

electronic  data  processing  circuitry and  radio  circuitry or other  interface  circuitry provided  in a  

network  node, such as  an  anchor  base  station  or in an  MME,  while  others  may  be  implemented  

using radio  circuitry and  electronic  data  processing  circuitry provided  in a  wireless  terminal.

Figure  10 illustrâtes  an  example  node  configuration  of an  anchor  base  station  401A  

which may  perform  some  of the  example  embodiments  described  herein. The  anchor  base  

station  401A  may  comprise  radio  circuitry or a  communication port 41 0A that  may  be  configured  

to receive  and/or transmit  communication measurements,  data, instructions, and/or messages.  

The  anchor  base  station  401A  may  further  comprise  a  network  interface  circuit 440A  which may  

be configured  to receive  or send  network  communications, e.g., to and  from other  network  

nodes. It should be  appreciated  that  the  radio  circuitry or communication port 41 0A may  be  

comprised  as  any  number  of transceiving, receiving, and/or transmitting  units or circuitry. It 

should further  be  appreciated  that  the  radio  circuitry or communication 41 0A may  be  in the  form 

of any  input or output communications port known in the  art. The  radio  circuitry or 

communication 41 0A and/or network  interface  440A may  comprise  RF  circuitry and  baseband  

processing  circuitry, the  details  of which are  well  known to those  familiar  with base  station  

design.

The  anchor  base  station  401A  may  also  comprise  a  processing  unit or circuitry 420A  

which may  be  configured  to perform  operations  related  to the  génération  of assisting  security  

keys  (e.g., security  keys  for an  assisting  eNB), as  described  herein. The  processing  circuitry 

420A  may  be  any  suitable  type  of computation  unit, e.g. a  microprocessor, digital  signal  

processor  (DSP), field  programmable  gâte  array  (FPGA), or application  spécifie  integrated  

circuit (ASIC), or any  other  form of circuitry. The  anchor  base  station  401A  may  further  

comprise  a  memory  unit or circuitry 430A which may  be  any  suitable  type  of computer  readable  

memory  and  may  be  of volatile  and/or non-volatile  type. The  memory  430A may  be  configured  

to store  received,  transmitted, and/or any  information  related  to the  génération  of security  keys  

or freshness  parameters,  device  parameters,  communication priorities, and/or exécutable  

program  instructions.
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Typical  fonctions of the  processing  circuit 420A, e.g., when  configured  with appropriate  

program  code  stored  in memory  430A, include  modulation  and  coding of transmitted  signais  

and  the  démodulation  and  decoding  of received  signais. In several  embodiments  of the  présent  

invention, processing  circuit 420A  is adapted,  using suitable  program  code  stored  in program  

storage  memory  430A, for example,  to carry  out one  of the  techniques  described  above  for 

handling  security  keys  in a  dual-connectivity scénario. Of  course, it will be  appreciated  that  not 

ail  of the  steps  of these  techniques  are  necessarily  performed  in a  single  microprocessor  or 

even  in a  single  module.

It will be  appreciated  that  the  processing  circuit 420A, as  adapted  with program  code  

stored  in program  and  data  memory  430A, can  implement  the  process  flow of Figure  8 (or a  

variant  thereof)  using an  arrangement  of functional  “modules,” where  the  modules  are  computer  

programs  or portions of computer  programs  executing  on the  processor  circuit 420A. Thus, the  

apparatus  401A  can  be  understood  as  comprising a  communications interface  440A configured  

to communicate  with the  assisting  base  station, and  further  comprising several  functional  

modules  implemented  in processing  circuitry 420A. These  functional  modules  include: a  

generating  module  for generating  an  assisting  security  key  for the  assisting  base  station, based, 

at  least  in part, on an  anchor  base  station  key; a  sending  module  for sending  to the  assisting  

base  station, using the  interface  circuitry, the  generated  assisting  security  key, for use  by the  

assisting  base  station  in encrypting  data  traffic  sent  to the  wireless  terminal  or in generating  one  

or more  additional  assisting  security  keys  for encrypting  data  traffic  sent  to the  wireless  terminal  

by the  assisting  base  station  while  the  wireless  terminal  is dually  connected  to the  anchor  base  

station  and  the  assisting  base  station; and  an  encryption  module  for using the  anchor  base  

station  key, or a  key  derived  from the  anchor  base  station  key, for encrypting  data  sent  to the  

wireless  terminal  by the  anchor  base  station  while  the  wireless  terminal  is dually  connected  to 

the  anchor  base  station  and  the  assisting  base  station.

Figure  11  illustrâtes  an  example  node  configuration  of a  mobility management  node  

505A (e.g., a  MME,  SGSN,  S4-SGSN)  which may  perform  some  of the  example  embodiments  

described  herein. The  mobility management  node  505A may  comprise  interface  circuitry or a  

communication port 51  OA  that  may  be configured  to receive  and/or transmit  communication  

measurements,  data, instructions, and/or messages. It should be  appreciated  that  the  radio  

circuitry or communication port 51  OA  may  be  comprised  as  any  number  of transceiving, 

receiving, and/or transmitting  units or circuitry. It should further  be  appreciated  that  the  radio  

circuitry or communication 51  OA  may  be  in the  form of any  input or output communications port 

known in the  art. The  interface  circuitry or communication 51  OA  may  comprise  RF  circuitry and  

baseband  processing  circuitry (not shown).

The  mobility management  node  505A may  also  comprise  a  processing  unit or circuitry 

520A  which may  be  configured  to perform  operations  related  to the  génération  of assisting  

security  keys  (e.g., security  keys  for an  assisting  eNB), as  described  herein. The  processing  
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circuitry 520A  may  be  any  suitable  type  of computation unit, e.g. a  microprocessor, digital  signal  

processor  (DSP), field  programmable  gâte  array  (FPGA), or application  spécifie  integrated  

circuit (ASIC), or any  other  form of circuitry. The  mobility management  node  505A may  further  

comprise  a  memory  unit or circuitry 530A which may  be  any  suitable  type  of computer  readable  

memory  and  may  be  of volatile  and/or non-volatile  type. The  memory  530A may  be  configured  

to store  received,  transmitted, and/or any  information  related  to the  génération  of security  keys  

or freshness  parameters,  device  parameters,  communication priorities, and/or exécutable  

program  instructions for use  by processing  circuitry 520A.

In several  embodiments  of the  présent  invention, processing  circuit 520A  is adapted,  

using suitable  program  code  stored  in program  storage  memory  530A, for example,  to carry  out 

one  of the  techniques  described  above  for handling  security  keys  in a  dual-connectivity 

scénario. Of  course, it will be  appreciated  that  not ail  of the  steps  of these  techniques  are  

necessarily  performed  in a  single  microprocessor  or even  in a  single  module.

It will be  appreciated  that  the  processing  circuit 520A, as  adapted  with program  code  

stored  in program  and  data  memory  530A, can  implement  the  process  flow of Figure  9 (or a  

variant  thereof)  using an  arrangement  of functional  “modules,” where  the  modules  are  computer  

programs  or portions of computer  programs  executing  on the  processor  circuit 520A. Thus, the  

apparatus  501A  can  be  understood  as  comprising a  communications interface  540A configured  

to communicate  with the  assisting  base  station, and  further  comprising several  functional 

modules  implemented  in processing  circuitry 520A. These  functional  modules  include: a  

sharing  module  for sharing  a  primary  security  key  with the  wireless  terminal;  a  generating  

module  for generating  an  assisting  security  key  for the  assisting  base  station, based, at  least  in 

part, on the  primary  security  key; and  a  sending  module  for sending  to the  assisting  base  

station, via  the  interface  circuitry, the  generated  assisting  security  key, for use  by the  assisting  

base  station  in encrypting  data  traffic  sent  to the  wireless  terminal  or in generating  one  or more  

additional  assisting  security  keys  for encrypting  data  traffic  sent  to the  wireless  terminal  by the  

assisting  base  station  while  the  wireless  terminal  is dually  connected  to the  anchor  base  station  

and  the  assisting  base  station.Figure  12  illustrâtes  an  example  node  configuration  of a  wireless  

terminal  505B which may  be  configured  to carry  out some  of the  example  methods  described  

herein. The  wireless  terminal  505B may  comprise  interface  circuitry or a  communication port 

51 0B that  may  be  configured  to receive  and/or transmit  communication measurements,  data,  

instructions, and/or messages. It should be  appreciated  that  the  radio  circuitry or 

communication port 51 0B may  be  comprised  as  any  number  of transceiving, receiving, and/or 

transmitting  units or circuitry. It should further  be  appreciated  that  the  radio  circuitry or 

communication 51 0B may  be  in the  form of any  input or output communications port known in 

the  art. The  interface  circuitry or communication 51 0B may  comprise  RF  circuitry and  baseband  

processing  circuitry (not shown).
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The  wireless  terminal  505B may  also  comprise  a  processing  unit or circuitry 520B which 

may  be  configured  to perform  operations  related  to the  génération  of assisting  security  keys  

(e.g., security  keys  for an  assisting  eNB), as  described  herein. The  processing  circuitry 520B 

may  be  any  suitable  type  of computation  unit, e.g. a  microprocessor, digital  signal  processor  

(DSP), field  programmable  gâte  array  (FPGA), or application  spécifie  integrated  circuit (ASIC), 

or any  other  form of circuitry. The  wireless  terminal  505B may  further  comprise  a  memory  unit 

or circuitry 530B which may  be  any  suitable  type  of computer  readable  memory  and  may  be  of 

volatile  and/or non-volatile  type. The  memory  530B may  be  configured  to store  received,  

transmitted,  and/or any  information  related  to the  génération  of security  keys  or freshness  

parameters,  device  parameters,  communication priorities, and/or exécutable  program  

instructions.

Accordingly, in various  embodiments  of the  invention, processing  circuits, such as  the  

processing  circuits 520A  and  520B and  their  corresponding  memory  circuits 530A and  530B, 

are  configured  to carry  out one  or more  of the  techniques  described  in detail  above. Other  

embodiments  may  include  base  stations  and/or other  network  nodes  that  include  one  or more  

such processing  circuits. In some  cases, these  processing  circuits are  configured  with 

appropriate  program  code, stored  in one  or more  suitable  memory  devices, to implement  one  or 

more  of the  techniques  described  herein. Of  course, it will be  appreciated  that  not ail  of the  

steps  of these  techniques  are  necessarily  performed  in a  single  microprocessor or even  in a  

single  module.

It will be  appreciated  by the  person  of skill in the  art  that  various  modifications  may  be  

made  to the  above  described  embodiments  without departing  from the  scope  of the  présent  

invention. For  example,  although  embodiments  of the  présent  invention  hâve  been  described  

with examples  that  include  a  communication System  compilant  to the  3GPP-specified LTE 

standards, it should be  noted  that  the  solutions presented  may  be  equally  well  applicable  to 

other  networks  that  support dual  connectivity. The  spécifie  embodiments  described  above  

should therefore  be  considered  exemplary  rather  than  limiting the  scope  of the  invention. 

Because  it is not possible, of course, to describe  every  conceivable  combination of components  

or techniques, those  skilled  in the  art  will appreciate  that  the  présent  invention  can  be  

implemented  in other  ways  than  those  specifically  set  forth herein,  without departing  from 

essential  characteristics  of the  invention. The  présent  embodiments  are  thus to be  considered  

in ail  respects  as  illustrative  and  not restrictive.

In the  présent  description  of various  embodiments  of présent  inventive  concepts, it is to 

be  understood  that  the  terminology  used  herein  is for the  purpose  of describing particular  

embodiments  only and  is not intended  to be  limiting of présent  inventive  concepts. Unless  

otherwise  defined,  ail  terms  (including technical  and  scientific terms) used  herein  hâve  the  same  

meaning  as  commonly understood  by one  of ordinary  skill in the  art  to which présent  inventive  

concepts belongs. It will be  further  understood  that  terms, such as  those  defined  in commonly 
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used  dictionaries, should be  interpreted  as  having  a  meaning  that  is consistent  with their  

meaning  in the  context  of this spécification and  the  relevant  art  and  will not be  interpreted  in an  

idealized  or overly  formai  sense  expressly  so defined  herein.

When  an  element  is referred  to as  being  "connected", "coupled", "responsive",  or 

variants  thereof  to another  element,  it can  be  directly  connected, coupled, or responsive  to the  

other  element  or intervening  éléments  may  be  présent. In contrast, when  an  element  is referred  

to as  being  "directly  connected", "directly  coupled", "directly  responsive",  or variants  thereof  to 

another  element,  there  are  no intervening  éléments  présent. Like  numbers refer  to like  

éléments  throughout. Furthermore,  "coupled", "connected", "responsive",  or variants  thereof  as  

used  herein  may  include  wirelessly  coupled, connected, or responsive. As  used  herein,  the  

singular  forms "a", "an"  and  "the"  are  intended  to include  the  plural  forms as  well, unless  the  

context  clearly  indicates  otherwise. Well-known  functions or constructions may  not be  

described  in detail  for brevity  and/or clarity. The  term  "and/or" includes  any  and  ail  

combinations of one  or more  of the  associated  listed  items.

It will be  understood  that  although  the  terms  first, second, third, etc. may  be used  herein  

to describe  various  elements/operations,  these  elements/operations  should not be  limited  by 

these  terms. These  terms  are  only used  to distinguish one  element/operation  from another  

element/operation.  Thus a  first element/operation  in some  embodiments  could be  termed  a  

second  element/operation  in other  embodiments  without departing  from the  teachings  of 

présent  inventive  concepts. The  same  reference  numerals  or the  same  reference  designators  

dénoté the  same  or similar  éléments  throughout the  spécification.

As  used  herein,  the  terms  "comprise", "comprising", "comprises", "include", "including", 

"includes", "hâve", "has", "having", or variants  thereof  are  open-ended, and  include  one  or more  

stated  features,  integers,  éléments, steps, components  or functions but does  not preclude  the  

presence  or addition  of one  or more  other  features,  integers, éléments, steps, components, 

functions or groups thereof. Furthermore,  as  used  herein,  the  common abbreviation  "e.g.", 

which dérivés from the  Latin  phrase  "exempli  gratia,"  may  be  used  to introduce  or specify  a  

general  example  or examples  of a  previously  mentioned  item, and  is not intended  to be  limiting 

of such item. The  common abbreviation  "i.e.", which dérivés from the  Latin  phrase  "id est," may  

be  used  to specify  a  particular  item  from a  more  general  recitation.

Example  embodiments  are  described  herein  with reference  to block diagrams  and/or 

flowchart  illustrations  of computer-implemented  methods, apparatus  (Systems  and/or devices)  

and/or computer  program  products. It is understood  that  a  block of the  block diagrams  and/or 

flowchart  illustrations, and  combinations of blocks in the  block diagrams  and/or flowchart  

illustrations, can  be  implemented  by computer  program  instructions that  are  performed  by one  

or more  computer  circuits. These  computer  program  instructions may  be  provided  to a  

processor  circuit of a  general  purpose  computer  circuit, spécial  purpose  computer  circuit, and/or 

other  programmable  data  processing  circuit to produce  a  machine, such that  the  instructions, 
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which execute  via  the  processor  of the  computer  and/or other  programmable  data  processing  

apparatus,  transform  and  control transistors, values  stored  in memory  locations, and  other 

hardware  components  within such circuitry to implement  the  functions/acts specified  in the  block 

diagrams  and/or flowchart  block or blocks, and  thereby  create  means  (functionality) and/or 

structure  for implementing  the  functions/acts specified  in the  block diagrams  and/or flowchart  

block(s).

These  computer  program  instructions may  also  be  stored  in a  tangible  computer- 

readable  medium  that  can  direct  a  computer  or other  programmable  data  processing  apparatus  

to function in a  particular  manner, such that  the  instructions stored  in the  computer-readable  

medium  produce  an  article  of manufacture  including instructions which implement  the  

functions/acts specified  in the  block diagrams  and/or flowchart  block or blocks. Accordingly, 

embodiments  of présent  inventive  concepts may  be  embodied  in hardware  and/or in software  

(including firmware, résident  software, micro-code, etc.) running on a  processor  such as  a  digital  

signal  processor, which may  collectively  be  referred  to as  "circuitry," "a  module"  or variants  

thereof.

It should also  be  noted  that  in some  alternate  implémentations,  the  functions/acts noted  

in the  blocks may  occur out of the  order  noted  in the  flowcharts. For  example,  two blocks 

shown in succession may  in fact  be  executed  substantially  concurrently or the  blocks may  

sometimes  be  executed  in the  reverse  order, depending  upon the  functionality/acts involved. 

Moreover,  the  functionality  of a  given  block of the  flowcharts  and/or block diagrams  may  be  

separated  into multiple  blocks and/or the  functionality  of two or more  blocks of the  flowcharts  

and/or block diagrams  may  be  at  least  partially  integrated. Finally,  other  blocks may  be  

added/inserted  between  the  blocks that  are  illustrated, and/or blocks/operations may  be  omitted  

without departing  from the  scope  of inventive  concepts. Moreover,  although  some  of the  

diagrams  include  arrows  on communication paths  to show a  primary  direction  of 

communication, it is to be understood  that  communication may  occur in the  opposite  direction  to 

the  depicted  arrows.

Many  variations  and  modifications  can  be  made  to the  embodiments  without 

substantially  departing  from the  principles  of the  présent  inventive  concepts. Ail  such variations  

and  modifications  are  intended  to be  included  herein  within the  scope  of présent  inventive  

concepts. Accordingly, the  above  disclosed  subject matter  is to be  considered  illustrative, and  

not restrictive, and  the  appended  examples  of embodiments  are  intended  to cover  ail  such 

modifications, enhancements,  and  other  embodiments, which fall  within the  spirit and  scope  of 

présent  inventive  concepts. Thus, to the  maximum  extent  allowed  by law, the  scope  of présent  

inventive  concepts are  to be  determined  by the  broadest  permissible  interprétation  of the
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CLAIMS

1 . A  method, in an  anchor  base  station, for security  key  génération  for secure  communications 

between  a  wireless  terminal  and  an  assisting  base  station, wherein  the  wireless  terminal  is or is 

about  to be  dually  connected  to the  anchor  base  station  and  the  assisting  base  station, wherein  

a  primary  security  key  is known to the  anchor  base  station  and  the  wireless  terminal, the  

method  comprising:

generating  (920) an  assisting  security  key  for the  assisting  base  station, based, at  least  

in part, on the  primary  security  key;

sending  (930), to the  assisting  base  station, the  generated  assisting  security  key, for use  

by the  assisting  base  station  in generating  one  or more  additional  assisting  

security  keys  for encrypting  data  traffic  sent  to the  wireless  terminal  by the  

assisting  base  station  while  the  wireless  terminal  is dually  connected  to the  

anchor  base  station  and  the  assisting  base  station.

2. The  method  of claim  1 , wherein  the  generated  assisting  security  key  comprises  a  base  

assisting  security  key  for use  in generating  one  or more  additional  assisting  security  keys  for 

encrypting  data  traffic  sent  to the  wireless  terminal  by the  assisting  base  station.

3. The  method  of claim  1 or 2, wherein  generating  (920) the  assisting  security  key  comprises  

deriving  the  assisting  security  key  from the  primary  key  using a  one-way  fùnction.

4. The  method  of claim  3, wherein  the  one-way  fùnction is an  HMAC-SHA-256  cryptographie  

fùnction.

5. The  method  of any  of daims  1-4, wherein  generating  (920) the  assisting  security  key  is 

further  based  on a  freshness  parameter.

6. An  anchor  base  station(505A)  for security  key  génération  for secure  communications 

between  a  wireless  terminal  and  an  assisting  base  station, wherein  the  wireless  terminal  is, or is 

about  to be, dually  connected  to the  anchor  base  station  and  the  assisting  base  station, and  

wherein  a  primary  security  key  is known to the  anchor  base  station  (505A) and  the  wireless  

terminal, the  anchor  base  station  (505A) comprising interface  circuitry (51 0A) confîgured  to 

communicate  with the  assisting  base  station  and  further  comprising processing  circuitry (520A, 

530A), characterized  in that  the  processing  circuit is confîgured  to:

generate  an  assisting  security  key  for the  assisting  base  station, based, at  least  in part, 

on the  primary  security  key;

23



17521

5

10

15

20

send  to the  assisting  base  station, via  the  interface  circuitry (51  OA), the  generated  

assisting  security  key, for use  by the  assisting  base  station  in generating  one  or 

more  additional  assisting  security  keys  for encrypting  data  traffic  sent  to the  

wireless  terminal  by the  assisting  base  station  while  the  wireless  terminal  is 

dually  connected  to the  anchor  base  station  and  the  assisting  base  station.

7. The  anchor  base  station  (505A) of claim  6, wherein  the  generated  assisting  security  key  

comprises  a  base  assisting  security  key  for use  in generating  one  or more  additional  assisting  

security  keys  for encrypting  data  traffic  sent  to the  wireless  terminal  by the  assisting  base  

station.

8. The  anchor  base  station  (505A) of claim  6 or 7, wherein  the  processing  circuitry (520A, 

530A) is configured  to generate  the  assisting  security  key  by deriving  the  assisting  security  key  

from the  primary  key  using a  one-way  function.

9. The  anchor  base  station  (505A) of claim  8, wherein  the  one-way  function is an  HMAC-SHA-  

256  cryptographie  function.

10. The  anchor  base  station  (505A) of any  of daims  6-9, wherein  the  processing  circuitry 

(520A, 530A) is configured  to generate  the  assisting  security  key  based  further  on a  freshness  

parameter.
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ABSTRACT

Techniques  for the  secure  génération  of a  set  of encryption  keys  to be  used  for communication 

between  a  wireless  terminal  and  an  assisting  base  station  in a  dual-connectivity scénario. An  

example  method  includes  generating  (810) an  assisting  security  key  for the  assisting  base  

5 station, based  on an  anchor  base  station  key. The  generated  assisting  security  key  is sent  

(820) to the  assisting  base  station, for use  by the  assisting  base  station  in encrypting  data  traffic 

sent  to the  wireless  terminal  or in generating  one  or more  additional  assisting  security  keys  for 

encrypting  data  traffic  sent  to the  wireless  terminal  while  the  wireless  terminal  is dually  

connected  to the  anchor  base  station  and  the  assisting  base  station. The  anchor  base  station  

10 key, or a  key  derived  from the  anchor  base  station  key, is used  (830) for encrypting  data  sent  to 

the  wireless  terminal  by the  anchor  base  station.

(Figure  8)
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