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(57) Abstract: A backup site and a client are coupled to a network and the backup site obtains backup data for the client using a
portable storage device by providing a direct coupling between the portable storage device and the backup site. The portable stor-
age device contains full backup data for the client. The direct coupling is separate from the network. Full backup data is uploaded
from the portable storage device to the backup site via the direct coupling. At least one incremental backup, based on the prior tull
backup, is performed to transfer data from the client to the backup site through the network. The network may be the Internet. The
direct coupling may be USB, Firewire, or eSATA. Only a subset of data corresponding to a backup dataset may be provided on
the portable storage device. Data on the portable storage device may be encrypted.
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OBTAINING BACKUPS USING A PORTABLE STORAGE DEVICE

Background of _the Invention

1. Technical Field

This application relates to the field of computer data storage, and more
particularly to the field of facilitating providing remote computer data storage over a

network.

2. Description of Related Art

Backup systems exist in which-date‘l is backed up from one or more clients to a
centralized backup sité usmg the Tiiterniet or another suitable network.” These systems’
have ihe advantage of not requiring an administrator to manipuiate tapes, disks, or other
backuﬁ media and also eliminating the need for specialized media I/O devices (e.g., a
tape device). One drawback to providing backup over a network is that the network data
throughput speed may be relatively slow and/or the amount of déta that needs to be .

backed up may be relatively large so that using a netwbrk is impractical.

One way this has been addressed is to use a full/incremental backup system where
an initial full backup is first obtained followed by subsequent incrémentai backiips that
back up only data that has changed since a prior backup. In many cases, the amount of
data that has changed since a prior backup. is relatively small, evén in instances where the
total amount of data for a system is large. Slow networks can handle the throughput for

the subsequent incremental backups. However, the initial full backup may still- éontain a
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large amount of data and could therefore still pose a problem for a user in terms of the

amount of time needed for the initial full backup over the network.

Accordingly, it is desirable to provide a system that has the advantages of backing
up data over a network without the corresponding disadvantage of performing the initial

full backup over the network.

Summary of the Invention

According to the system described herein, a backup site and a client are coupled
to -a network and the backup site obtains backup data for the client using a portable
stOf’aged'eVi‘Cé_-by' providing a direct coupling-between the portable st'orage device and-the' -
backup s'ite, where the portable storage device contains full backup data for the client and
where the direct coupling is separate from the network, uploading the full backup data
from the portable storage device to the backup site via the direct couplmg, and |
performing at least one incremental backup from the client to the backup site through the
network, where the at least one incremental backup is based on the prior full Eackup. The
network may be the Internet. The direct coupling may be USB, Firewire, or eSATA. |
Only a sub'\set of data corresponding to a backup dataset may be provided on the portable
storage device. Data on the portablé storage device may be encrypted. A portion of the
data may be encrypted with a first key that is known at the backup site and another
portion of the data may be encrypted with a se'conci key that is not known at the backup
site. Prior to providing a direct coupling between thé portable storage device and th¢
backup site, the portéble storage device may be shipped from the client to-the backup site.
Prior to beiﬁg shipped from the client to the backup site, the por.taBIe storage device may

2
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be provided to the client from the backup site. A user may order the portable storage
device. Prior to the pdrtable storage device being provided to the client from the backup

site, the portable storage device may be correlated with the client at the backup site. -

According further to the system described herein, computer soﬁWare, provided in
a computer-readable medium, obtains, at a backup site,,:backilp data from a client using a
portable storage device. The backup site and the client aré coupled toa nétwork. The
software inéludgs_ executable code that uploads full backup data for the client from the
portable storage device to the backup site via a direct coupling between the portable
storage device and the backup site, where the direct coupling is separate from the

network and exécutable code that causes at [éast otié incremental backup to be performed

~ from the client to the backup site through the network, wherein the at least one

incremental backup is based on the prior full backup. The network may be the Internet.
The direct coupling may be USB, Firewire, or eSATA; Only a subset of data
corresponding to a backup dat_aset may be provided on the portable storage device. Data
on the portable storage device may be encrypted. A portion of the data may be enérypted
with a first key that is known at the backup site and anothér portion of the data may be

encrypted with a second key that is not known at the backup site.

~ According further to the system described hérein, a system fhat backs up data
includes a network, a backup site, coupled to the network to receive data from at least one
client, and a portable storage de\./ice that contains_ full backup data from the at least one
client and provides the full backup data to the backup site, where at least <‘)ne'incremental
backup is performed from the at least client to the backup site through the network after

. 3
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“providing full backup data to the backup site and-where the at least one incremental

backup is based on the prior full backup. - The network may be the Internet. The portable
storage device may be coupled to the backup site via a direct coupling using USB,

Firewire, or eSATA and the direct coupling between the portable storage device and the

backup site may be separate from the network. The portable storage device may be ‘

correlated with the client.

According further to the system described herein, backing up data from a client
includes providing a direct coupling between the client and a portable storagé device,
copying full backup data from the clignt to the portable storage device using the direct
coupling; and perforiting at least oné incremental backup frofn'the client to the backup
site through a network that is separate from the direct coupling, where thé at least one

incremental backup is based on the prior full backup. The network may be the Internet.

~ Following copying full backup data to the portable sforage device, the portable storage

device may be shipped from the client to the backup site. The direct coupling may be

USB, Firewire, or eSATA. Only a subset of data corresponding to a backup dataset may
be copied from the client to the portable storage device. Prior to copying full backup data
to the portable storage device, the portable storage device may be shipped from a backup
site to the client. A user at the client may order the portable storage device. Prior to the
portable storage device being shipped, the portable storage de.vice may be correlated with
the client. Prior to copying full backup data to the portable storage device, the correlation

between the portable storage device and the client may be confirmed.
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According further to the system described herein, computer software, provided in
a compgter—readable medium, backs up data from a client. The software includes
eXecutabk code that copies full backup data from the client to a portable storage device
using a direct coupling between the client and the portable storage device and executable
code that performé at least one incrém;antal backup from the client to a baékup sife'
through a network that is separate from the direct coupling, where the at least one
incremental backup is baéed on the prior full backup\. The network may be the Internet.
The direct coupling may be USB, Firewire, or eSATA. Only a subset of data
corresponding to a backup dataset may be copied from the client to the portable storage
device. The computer software may also include executable code that correlates the

portabié s‘,torégéh device with the client. The dorﬁﬁﬁf‘ervsoﬁ;vére ni_bay also include

- executable code that confirms the correlation between the portable storage device and the

client. Executable code that copies full backup data to the portable storage device may be

provided by an agent that is part of the client.

According further to the system described herein, a system that backs up data at a

client includes at least one client, coupled to a network to communicate with a backup

~ site via a network and a portaBle storage device that receives full backup data from the '

. client via a direct coupling that is separate from the network, where at least one

incremental backup is performed to provide data to the gackup site through the network
after pfoviding the full backup data to portable storage device and wherein the at least
one incremental backup is based on the prior full backup. The network may be the
Internet. The direct coupling may be USB, Firewfre, or eSATA. The portable storage

device may be correlated with the client.
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Brief Description of Drawings

Embodiments of the system are described with reference to the several figures of

the drawings, noted as follows.

Figure 1 is a schematic diagram illustrating a system that includes a backup site, a
network, and a plurality of clients according to an embodiment of the system described

herein.

Figure 2 is a schematic diagram illustrating a backup site in more detail according

to an embodiment of the system described herein.

Figure 3 is a schematic diagram illustrating a client in more detail according to an

- embodiment of the system described herein.

Figure 4 is a flow chart illustrating steps performed in connection with operation

-of the system according to an embodiment of the system described herein.

Figure Sisa schematic diagram illustrating portable storage device coupled to a

client according to an embodiment of the system described herein.

Figure 6 is a schematic diagram illustrating portable storage device coupled to a

backup site according to an embodiment of the system described herein.
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Figure 7 is a flow chart illustrating steps performed at a backup site in connection

with initiating backups éccording to an embodiment of the system described herein.

Figure 8 is a flow chart illustrating steps performed at a backup site in connection
with a client providing é full backup according to an embodiment of the system described

herein.

Figure 9 is a flow chart illustrating steps performed at a backup site in connection
with a client providing an incremental backup according to an embodiment of the system

described hereiri.

Figure 10 is a flow chart illustrating steps performed at a backup site in
connection with fulfilling a request for a portable storage device according to an

embodiment of the system described herein.

Figure 11 is a flow.chart illustratiﬂg steps performed at a backup site in
connection with receiving a portable storage device and uploading data therefrom

according to an embodiment of the system described herein.

Figure 12 is a flow chart illustrating steps performed at a client site in connection
with ordering a portable storage device for a full backup according to an embodiment of

the system described herein.
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Figure 13.is.a flow chart illustrating steps performed at a client site in connection
with providing a full backup to a poftable storage device according to an embodiment of

the system described herein.

Figure 14 is a flow chart illustrating steps performed at a client site in connection
with unfreezing (enabling) incremental backups according to an embodiment of the

system described herein.

Figure 15 is a schematic diagram illustrating an event log table according to an

embodiment of the system described herein.

Figure 16 is a flow chart illustrating steps performed in connection with logging
an event in an event log table according to an embodiment of the system described

herein.

Detailed Description of Various Embodiments

Referring now to the figures of the drawing; the figures comprise a part of this
specification and illustrate exemplary embodiments of the described system. It is to be
understood that in some instances various aspects of the system may be shown

schematically or may be exaggerated or altered to facilitate an understanding of the

system.

Referring to figure 1, a system 100 includes a backup site 102, a network 104, and

a pluiality of clients 106-108. The backup site 102 and the clients 106-108 are all
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coupled to the network 104, which may be any type of network, such as the Internet, for
interconnecting computer data devices. As described in more detail elsewhere herein,
eech of the clients 106-108 uses the network 104 to provide backup data to the backup
site 102. Note that, although only three clients are shown in figure 1, the system 100 may
accommodate any number of clients for which the backup site 102 can provide the
functionality described herein. Each of the clients may be geographically separated from

the backup site.

Initially, each of the clients 106-108 may provide a full backup to the backuio site
102 followed by providing incremental b-éckups. Incremental backups represent chaﬁges
in the data since the last backup so that, in effect, the incremental backup is based on the
full backup and the data may be recreated using the full backup and the incremental
backup(s). Full backups and incremental backups are known. For the system described
herein, any appropriate full/incremental backup technique may be used. Note that it is

possible to backup all of the data of one of the clients 106-108 or a subset thereof. The

subset of data may be referred to as a "backup dataset". Thus, it should be understood

that discussion herein of a full or incremental backup refers to a full or incremental |

backup of the backup dataset.

Referring to figure 2, the backup site 102 is shown in ;eore detail as including
processing element 112 and a plurality of storage areas 114-116. The processing element
112 represents any appropriate processing capable of providing the functionality
described herein, sue_h as a conventional microprocessor, a stand-alone computer, a
processing blade, etc. The processing elemeﬁt 112 handles communication with the

9
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network 104 and manipulating data on the storage devices 114-1 16. Note that although a
single processing element 112 is shown in figure 2, the backup site 102 may be
implemented using any number of proceséing elements and storage areas (separate and/or
integrated té at least some degree). In some embodiments, components of the backup site
.1 02 may be geographically and/or logically separated. Generally, the backup site 102
may be implementéd using any appropriate combination of hardware and software
capable of providing the functionality deécribed herein. In an embodiment, the backup

site 102 is implemented using server farm technology.

The storage areas 114-116 represent different sections of storage of the backup

site used to store data backed up from the clients 106-108. Each of the sections 106-108

~may represent a file, a group of files, a logical storage device, a physical storage device,

and/or any other appropriate unit for storing and separating data. Each of the storage'
areas 114-116 may store a full backup and subsequent incremental backups for one of the
clients 106-108. The processing element 112 receives backup data for the backup site

102 via the network 104 and stores the backup data on the storage devices 114-116.

Referring to figure 3, the client 108 is shown in more detail as including its own
processing element 122 and a storage area 124. The client 108 may represent a single
computer, a plurality of interconnected computers, and/of any other unit ér collection of
processors that may be grouped for purposes of the system described herein. The
processing element 122 may be implemented using one or more of the processbrs of the

client 108. A standalone processing unit may also be referred to herein as a "machine".

10
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- The storage area 124 may be any system capable of providing computer data storage - - -

functionality, including disk storage, solid state memory storage, flash memory, etc.

-

The processing element 122 may include an agent 126 (é. g., a software module)
that handles providing the functionality described herein, including providing data from
the storage 124 to the backup site 102 via the network 104. The processing element 122
may be implemented using any appropriate processing system and the processing agent
126 may be implemented using software and/or a combination of software and
specialiied hardware. In some embodiments, the processing agent 126 may be
downloaded by the client 108 from the backup site 102 via the network 104. Of course,
any appropriate mechanism may be used t§ provide the processing agent 125 to the client
108. Note also that it is possible for different ones of the ciients 106-108 to use the same

mechanism or different mechanisms.

The storage 124, which provides storage funictionality for the client 108, includes -
a backup dataset 128, which represents a portion of the storage 124 that is being backed
up'to the backub site 102. In some cases the backup dataset 128 corresponds to a subset
of the storage 124 while in other cases it is possible for the backup dataset 128 to
correspond to the entirety of the storage 124. As described in more detail elsewhere
hérein, in some instances it is possible for a user to select a portion of the storage 124 to

become the backup dataset 128.

Referring to figure 4, a flow chart 140 illustrates processing byb the client for

performing backups according to the system described herein. Processing begins at a

11
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first step 142 where the system is initialized. Initializing the system at the step-142 may -
include providing a full backup copy of the backup dataset from the client to the backup
site. Providing a full backup copy is described in more detail elsewhere herein.

Following the step 142 is a test step 144 Where it is determined if it is time to perform an

- incremental backup. As discussed in more detail elsewhere herein, the system initially

provides a full backup of the backup dataset followed by incremental backups. In some
instances, the incremental backups rﬁay be performed periodically, in which case the test
at the step 144 may determined if an amount of time corresponding to the period has
passed. In other instances, incremental backups .may be user initiated, inAwhich case the
test at the step 144 may determine if the user has requested a backup. Generally, the test

at the step 144 depends upon the mechanism used to initiate incremental baékupé.

As long as it is determined at the step 144 that it is not time to initiate an
incremental backup, then control loops back to the test step 144 and fhe system continues
to poll. Otherwise, if it is time for an incremental backup, then control transfers from the
test step 144 to a step 146 where the incremental backup is performed. In an embodimgnt
herein, the incremental backup may be performed at the step 146 by the agent 126, which
copies data from the dataset 128 to the backup site 102 via the network 1 04. The
incremental backup copies data that has changed since a previous backup. Following the

step 146, control transfers back to the step 144 for another iteration.

| Although it is possible to provide the initial full backup over the network 104, in
some cases this may not be desirable. For instance, when the connection to the network
is relatively slow, and/or the amount of data is relatively large, the amount of time needed

12
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to perform initialization at the step 142 may be uhacceptably large. Accordingly, the
system described herein uses an alternative mechanism to perform the initial full backup

of the backup dataset 128.

Referring to figure 5, the client 108 is shown directly coupled (i.e., not through
the network 104) to a portéble storage device 152. The portable storage device 152
includes its own storage area 154 that may be implemented using any system capable of

providing computer data storage functionality, including disk storage, solid state memory

~ storage, flash memory, etc. The portable storage device may be provided by any storage

system capable of being coupled to the client 108 and (as described elsewhere herein) to
the backup site 102 and transported therebetween. The portable storage device 152 may
contain processing capabilities (not shown) and may be coupled to the client 108 using

any appropriate mechanism, including USB, firewire, and/or eSata.

As part of the initialization step 142, discussed above, the portable storage device
152 may be coupled to the client 108 to'allow the agent 126 to perform a full backup to
the portable storage device 152 instead of performing the full backup using the network
104. The data transfer rate bétween the client 108 and the portable storage .device 152
may be much faster than the data transfer rate through the nétwork 104, thus making it

advantageous to provide the full backup directly to the portable storage device 152.

Referring to figure 6, the backup site 102 is shown directly coupled (i.e., not
through the network 104) to the portable storage device 152. Data from the previous full -

backup (from the client 108 to the portable storage device 152) is copied from the

13



10

15

20

WO 2010/077353 PCT/US2009/006744

pnrtable storage device 152 to the backup site 102 as part of the initialization step 142,
discussed above. Once the data from the full backup is copied to the backup site 102,
then the system is placed in a state similar, if not identical, to the state of the system as if
tné initial full backnp had been performed using the network 104. This process is

described in more detail elsewhere heréin.

Referring to figure 7, a flow chart 200 illustrates steps performed at the backup
site 102 in connection with a user at a client site initiating backup servicés. In an
embodiment herein, the backup site 102 may be part of a commercial enterprise that
provides backup services to clients for a charge (e.g., based on the amount of data,
frequency of backups; etc.). The clients may be unrelated, and the backup site 102
segregates the data from the different clients in the different storage areas 114-116. Of
course, the system described herein is also applicable to instances where there is not a

commercial relationship between the various entities.

Processing begins at a first test step 202 where it is determined if a user at a new

client has requested performing an initial backup using a portable storage device, In an

embodiment‘herein, a user may have an option tn perform an initial full backup either
using a‘ portable storage device or from the client to the backup site through the network,
In instances where the amount of data is relatively small and/or the connection using the
network is relatively fast, a user may decide to perform an initial full backup through the.
network. Otherwise, a user may decide to use a portable storage device for the initial ﬁlll"

backup. In a commercial setting, there may be an additional cost associated with using a

- portable storage device.

14
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If it is determined at the test step 202 thata user has not requested a portable
Storag’e device, then control transfers from the test step 202 to a step 204 where the
backup site enables on-line backup functionality for the new client. Enabling on;line
backup indicates that the backup site is receiving backup data from client via the
network. Following the step 202 is a step 204 where the backup site enters a state in
which the backup site expects full backup data from the new client. Following the step

204, processing is complete.

If it determined at the test step 202 that a user has requested a portable storage

device, then control passes from the test step 202 to a step 208 where a PSD is shipped to

“aclient site. The processing performed at the step 208 is described in more detail

elsewhere herein. Following the step 208 is a step 211 where notification is sent to the
client site to indicate that a PSD has been shipped. In an embodiment herein, the
notification may be in the form of an email message, but of course any appropriate

notification mechanism may be used.

Following the step 211 is a step 212 where the PSD (containing full backup data)

is received back from the client. Following the step 212 is a step 214 where the data for

the full backup is transferred from the portable storage device to the backup site. Note
that, in connection with the step 214, the portable storage device may be coupled to one
of the servers at the babkup site using the same type of connection used to couple the
portable storage device to the client. In other instances, the portable storage device may -

be coupled to the backup site using a different mechanism altogether. Following the step

15
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"214:isa step 216-where on-line backup is enabled at the backup site forthe new client.

Following the step 216, processing is complete.

Referring to figure 8, a flow chart 220 illustrates processing performed at the
backup site 102 in co.nnection with receiving a request/data from the client for a full
backup of the client to the backup site 102 using the neﬁvork 104. Processing begins at a
first test step 222 where it is determined if on-line backup is enabled for the client. Ti'lere
may be many reasons why on-line backup is not enabled for a pafticular client. For
example, in a commercial setting, on-line backup may not be enabled if a client has not
signed up for a paid subscription or has let an existing paid subscripﬁon expire. Ifitis
determiried at the test step 222 that on-line backup is not énabled for the client, then =~
control pﬁsses from the test step 222 to a step 224 where error processing is performed.
The error processing performed at the step 224 may include any appropriate mechanism
that handles the error condition, such as providing a text message to a. usér or calling
process indicating the nature of the error. Following the step 224, processing is

complete.

If it is determined at the step 222 that on-line backup is enabled, then control
transfers from the step 222 to a test step 226 where it is determined ifl the particular client
has ordered a PSD. If so, then performing a full backup over the network 104 is |
inappropriate, and control transfers from the test step 226 to the step 224 fo perform error
processing. In other er‘nbodiments, it may-be possible to both order a PSD and perform a
full backup on-line. For example, a user may order the PSD and begin the on-line backup
at the éame time and, if the oﬁ—line backup ends before the user receives the PSD, then

16
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the PSD is-not used. In such a case, the step 216-where on-line backup is enabled may be

performed prior to the step 212 where the PSD is received back from the client site.

If it is determined at the test step 226 that a user has not ordered a PSD, then
control transfers from the test step 226 to a test step 228 where it is deteﬁnined if a full
backup already exists at the backup site 102. If so, then control transfers from the test
step 228 to the step 224 to perform error processing. Otherwise, control transfers from
thé test step.228 to a step 232 where the full backup is performed from the client to the
backup site 102 via the network 104. Following the step 232, processing is complete.

Note that, in other embodiments, it may be possible to overwrite an old full backup with a

“new full backup (i.¢.; start over). In'such a case, then if it is determitied at the stép 228

that a full backup already exists, then the old full backup would be deleted and then

- processing would proceed to the step 232 for the new full backup.

Réferrihg to figure 9, a flow chart 240 illustrates processing performed at the
backup site 102 in connection with receiving a request/data.from the client for an
incremental backup of the client to the backup site 102 using the network lQ4.
Processing begins at a first test step 242 where it is determined if on—liné backup is
enabled for the client. If not, then control passes from the test step 242 to a step 244
where error processing is performed, similar to other error précessing discussed herein.

Following the step 244, processing is complete.

If it is determined at the step 242 that on-line backup is enabled, then control

transfers from the test step 242 to a test step 248 where it is determined if a prior full

17
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backup already. exists. ‘If not, then it is not appropriate to perform an incremental backup. -
and contro] transfers from the test step 248 to the step 244 to perform error processing.
Otherwise, control transfers from the test step 248 to a step 252 to perform the

incremental backup. Following the step 252, processing is complete.

Referring to figure 10, a flow chart 260 illustrates in.more detail the step 208 of
the flowchart 200, discussed above, where a PSD is provided to a client site. Processing
begins at a ﬁrét step 262 where a request is received from a user at the client site. The
request may be provided using any one of a number of techniques, including providing
the request on-line \}ia a Web browser. The reqﬁest may specify the amount of storage
and/or the connection type(e.g., USB’, Firewire, eSATA, etc.). Ina cbmmer‘cialﬁetting,

the request for a PSD may be provided with a request/payment for the backup service.

F ollowing the step 262 is a test step 264 where it is determined if the request fora - -
PSD is acceptable. There may be many reasons why a request is unacceptable. For |
example, second and subsequent requests by the same client may be unacceptable. Also;
in a commercial setting, the request may be limited by the amount of backup storage
spaée purchased for a client. Ifit is determined at the test step 264 that the request is not
acceptablg, then control transfers from the test step 264 to a step 266 where error
processing is performed, similar to other error processing discussed herein. Following

the step 266, processing is complete;

If it is determined at the step 264 that the request is acceptable, then control

transfers from the step 264 to a step 268 where the PSD is prepared. In an embodiment
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herein, the PSD may be prepared by formatting the drive and-including appropriate-
information thereon for the client. In some instances, the PSD may be bar coded and data

indicating the bar code may be written to the PSD.

Following the step 268 is .a step 272 where the PSD ié correlated to the
request/client. Correlating the PSD to the request/client may mcluae maintéining
information at the backup site that associates the specific PSD with the specific client that
requested the PSD (using, for example, a baf code provided on the PSD);. Correlation of
the PSD to the client/request allows the backup site to monitor which PSD have been

returned for which clients. Following the step 272 is a step 274 where the PSD is sent to

" the'client site using, for example, a commercial shipping service. Following the step 274,

processing is complete.

Referring to figure 11, a flow chart 280 illustrates in more detail steps performed
at the backup site in connection with handling a PSD from a client that cor_ltainS a full
backup. Processing begins at a first step. 282 where the PSD is matched to the client for
which the PSD hadbbeen ordered. Matching at the step 282 may be facilitated by prior
correlation of the PSD with the client prior to shipping the PSD to the client site.
Following the step 282 is a step 284 where the PSD full backup data is uploaded from the
PSD to the backup site 102. Optionally, a notification (e.g., email notification) is sent to

the client in connection with this.

In an embodiment hérein, it may be possible to begin to perform the initial full

backup using the Internet, suspend (cancel) the Internet full backup, and then finish
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whatever remains of the full «backup-using the portable-storage device. In such a case, the -+
processing illustrated by thee flow chart 200 of figure 7 may be modified to allow for
both on-line full backup and using the portable storage device. The processing illustrated
by the flow chart 220 of figure 8 may be changed in a similar manner and, of course, .

uploading at the step 284 may simply append data from the portable storage device.

Following the step 284 is a test step 286 where it is determined if the full backup
data has been suéceésfully uploaded to the backup site 102. If not, then control transfers
from the test step 286 to a step 288 where error processing is performed, similar to other

error processing discussed herein. Following the step 288, processing is complete.

If it is determined at the test step 286 that the full bac;kup data has been |
suécessfully uploaded from thé PSD to the backup site 102, then control transfers from
the step 286 to a step 292 where a message (e.g., electronic signal, email message, etc.) is
sent to the client indicating a successful upload. Use of the meésage at tHe client site is
discussed in more detail elsewhere herein. Following the sfep 292 is a step 294 where the
PSD is erased. Erasing the PSD at the step 294 facilitates reuse the;eof. Following the

step 294, processing is complete.

Referring to ﬁgure‘12, a flow chart 300 illustrates ordering a PSD at a client site.
The software that performs at least some of the steps illustrated in the flow chart 300 may

be part of the agent 126, discussed above. Processing begins at a first step 302 where a

. user at a client site selects machines (clients) for which the PSD is being ordered.

Following the step 302 is a step 304 where the user at the client site selects the amount of
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storage space needed. Note that it is also possibleto automatically calculate the storage

arﬁount needed based on the machines selected at the step 302. Following the step 304 is
a test step 306 where it is determined if any limits have been exceeded. For example, the
amount of storage space needed may exceed the available sizes for the PSDs. In the case
of a commercial implementation, other limits may relate to the number of client licenses

and/or the amount of storage purchased by a user.

If it is determined at the test step 306 that a limit related to the number of
machines, storage size, etc. has been exceeded, then control transfers from the test step

306 back to the step 302 to begin again by selecting the number of machines and storage

“size. Otherwise, control transfers from the test step 306 to a step 308 where the user

selects a PSD connection type (e.g., USB, Firewire, eSATA, etc.). Following the step
308 is a step 312 where the user at the client site confirms the order. Following the step

312, processing is complete.

Referring to figure 13, a flow chart 320 illustrates steps performed at the client in
connection witﬁ receiving and backing up data to the PSD. The software that perfoﬁns at
least some of the steps illustrated in the flow chart 320 may be part of the agent 126,
discussed above. Processing begins at a first test step 322, which represents waiting to
detect the presence of the PSD. The client essentially polls until the PSD is present.
Accordingly, the test at the step 322 determines if the PSD has been detected and, if not,

loops back to continue to poll.
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If it is determined at'the step 322 that that a PSD has been detectéd, then control
transfers from the test step 322 to a step 324 where the user conﬁgAqres one or more
backup datasets on each of the machines for which backups are being performed.
Following the step 324 is a test step 326 where it is determined if the backup dataset(s)
configured at the step 324 are acceptable. Backup dataset(s) may be unacceptablé for any
number of reasons such as, for example, if the storage space size exceeds the available

storage space of the PSD. Also, in a commercial situation, there may be additional

commercial constraints that make a particular backup dataset configuration unacceptable.

If it is determined at the test step 326 that the backup dataset(s) are unacceptable, then

control transfers from the test step 326 back to the step 324 reconfigure the backup

' datasets. Note that it is possible in other embodiments to execute the step 322 after the

steps 324, 326. Note that it is also possible to only perform the loop formed by the steps

324, 326 a finite number of times, after which error processing is performed.

If it is determined at the test sfei) 326 that the configured backup datéset(s) are
acceptable, then contrbl transfers from the step 326 to a step 328 where the PSD is
matched with a machine (computer) for which backup is being performed. As discussed
elsewhere herein, when an order for a PSD is fulfilled at a backup site, the PSD is
correlated with one or more machines for which backup is being performed. That
correlation may include, for example, writing to the PSD information that identifies .the
machine(s). Other correlation techniques may be used. The processing at the step 328

confirms the correlation.
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Following the step 328 is a step 332 where it is determined if the confirmation is : -

OK (i.e., if the PSD configured to provide backup services for the machine for which he

- backup is being performed). If not, then control transfers from the step 332 to a step 334

where error processing is performed, similar to other error processing discussed herein.
Fqllowing the step 334, processing is complete. If it is determined at the test step 332
that the confirmation is OK, then control transfers from the testlstep 332 to a step 336
where a full backup is performed to provide full backup data to the PSD. In some
embodiments, some or all of the data may be encrypted. In an embodiment herein, data
that is backed'up from a client is encrypted with a user key and written to the backup site
102 in encrypted form while backup overhead information (e; g., lists of files backed up
as well as size information, date of last mpdiﬁéation, etc.) is encrypted with an |
encryption key provided by the backup site. The backup overhead information is
encrypted prior to being placed on the PSD, but is decrypted at the backup site 102 prior
to data being downloaded from the PSD to the backup site 102. Note also that, iﬁ

embodiments where the full backup is started over the network 104 and finished using the

* portable storage device, the backup performed at the step 336 may start where the backup

over the network 104 left off.

Following the step 336 is a test step 338 where it is determined if there are more
machines to back up. If so, then control transfers from the test step 338 back to the step
328, discussed above, to proéess the full backup for the next machine. If it is determined

at the test step 338 that there are not more machines for which a full backup needs to be

' perforrﬁed, then control transfers }‘rom the test step 338 to a step 342 where the client

machine prompts the user to return the PSD to the backup site (i.e., by shipping the PSD
' 23
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using a commercial carrier). In some embodiments; a shipping label may‘be printed.
Following the step 342 is a step 344 where the client machine(s) enter a freeze state in
which no backups may be performed. The step 344 is discussed in more detail elsewhere

herein. Following the step 344, processing is'complete.

Referring to figure 14, a flow chart 350 illustrates steps performed in connection
with removing one or more client machines from the freeze state so that backups may be
performed. Processing begins at a first step 352 where the client machine(s) wait for a
message from the backup site indicating that the fuil bac;kuﬁ data has been successfully
uploaded from the PSD. The backup site sends a message to the client once the backup
data has been successfully uploaded from‘the PSD. See, for example, the step 292 of the
flowchart 280 of ﬁgure 11, discussed above. Following the step 352 is a step 354 where
incremental backups are enabled (i.e., the client machines are unfrozen). Following the

step 354, processing is complete.

In some instances, it may be useful to maintain the state of the system to be able |
to determine appropriate actions and expectations. The system may use states to
distinguish between different opera;cing con&itions. In an embodiment herein, the states
are PENDING, SHIPPED, SEEDING, SEEDED, LOADING, LOADED, .
CANCELLING, CANCELLED. The PENDING state corresponds to an order for a PSD
being placed, but prior to shipment. The SHIPPED state corresponds to the PSD being
shipped to a client site, but prior to the client site initiating a backup on to the PSD. The
SEEDING state corresponds to the backup being perfomed. The SEEDED state
corresponds to the backup being complete but prior to providing the data from the PSD to
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the»backup site:” The LOADING state corresponds to the data being provided from the- =
PSD to the backup site. The LOADED state corresponds to the data having been
provided from the PSD to the backup site. The CANCELLING and CANCELLED states
correspond to user initiated cancelation of the system that uses the PSD. Note that while

the PSD is in transit, the system may reach the CANCELLING state and not transition

‘into the CANCELLED state until the PSD reaches either the backup site or the client site.

In an embodiment herein, the backup site 102 and/or at least one of the clients
106-108 may maintain a log that is recorded whenever a system state change occurs
and/or whenever a user initiates a log entry. The log may be used as a record of backups
t_:hat have been initiéted using PSDs and may be 'ﬁsed to facilitate any system debugging
that may be necessary or useful. The backup site 102 and clients 106-108 may transmit

event data via the network 104 for purposes of facilitating logging by other entities.

Referring to figure 15, a log table 360 contains a plurality of entries 362-364, each
of which corresponds to a logged event so that the number of entries corresponds to the
number of logged events. Each of the entries contains values for a plurality of elements,
including a PSD identifier element, a time stamp element, a new stafe element, a machine
ID element, user ID element, and notes. The PSD ide;ltiﬁer element idei_l_tiﬁes the PSD
associated with the logged event. The timestamp element indicates When.the event was
logged. The new state element indicates the new state of the system. The machine ID
elemeﬁt indicates the machine associated with the event. The user ID element indicates

the identifier of the user operating the system (administrative user) when the event is
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logged. The notes are optional user notes that may be added to-facilitate explanation of -

" the event.

Referring to figure 16, a flowchart 380 illustrates steps performed in connection
with determining when to log an event. Processing begins at a first test step 382 where it.

is determined if a status change has occurred. In some cases an entity may have direct

| knowledge of a status chaﬁge (e.g., LOADING to LOADED at the backup site 102). In

other cases, the information may be provided from one entity to another via the network
104. If it is determined at the test step 382 that no status change has occurred, then

control transfers from the test step 382 to a test step 384 where it is determined if a user

has requested manually logging an event. Inan embodiment herein, a user may request

manual logg.ing of an event and provide notes therewith for the note field.

If it is determined at the test step 384 that a user has not requested manual logging
of an event, then control transfers from the test step 384 back to the step 382 for another
iteration. Otherwise, cpntrol transfers from the step 384 to a step 386 where the event is
logged. Note that the step 386 is also reached from the test step 382 in res_ponse to a state
change. Following the step 386, control transfers back to the step 382 for another |

iteration.

Any appropriate technique may be used to format data for both the full béckup
and the subsequent incremental backups, and the invention described herein does not
depend upon any particular technique being used, so long as the technique is consistent

with the system described herein. The system described herein may use any appropriate

26



10

15

WO 2010/077353 PCT/US2009/006744

algorithm/technique to-store data. - Thus, even if specific storage device configurations
are disclosed herein, it should be understood that the system described herein may be
implemented on any appropriate platform. Note that the system described herein may be

implemented using storage having multiple tiers of physical memory.

- In some instances, the order of steps in the flowcharts may bé modified, where
apﬁropriate. The system described herein may be implemented using the hardware
described herein, variations thereof, or any other appropriate hardware capable of '
providing the functionality described herein. Thus, for example, one or more storage
devices having components as described he‘rein may, alone or in combination with other
devices, provide an appropriate platform that executes any of the steps déscribed herein.
The system also includes cémputer software, in a éomputer readable medium, that

executes any of the steps described herein.

While the invention has been disclosed in connection with various embodiments,

-modifications thereon will be readily appérent to those skilled in the art. Accordingly,

the spirit and scope of the invention is set forth in the following claims.
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- <What- is-claimed. is;

1. A method for a backup site to obtain backup data for a client using a pbrtable sto'rage
device, the backup site and the client being coupled to a network, the method comprising:

providing a direct coupling between the portable storage device and the 1t'aackup
site, wherein the portable storage device contains full backup data for the client and
whefein the direct coupling is separate from the network;

uploading the full backup data from the portable storage device to the baci(up site
Vié. the direct coupling; and |

performirig at least one incremental backup from the client to the backup site
through thé network; wherein the at least one incremental 1l:;ackUp is based on the prior

full backup.
2. A method, according to claim 1, wherein the network is the Internet.

3.A method, according to claim 1, wherein the direct coupling is one of: USB, Firewire,

and eSATA.

4. A method, according to claim 1, wherein only a subset of data corresponding to a

backup dataset is provided on the portable storage device.

5. A method, according to claim 1, wherein data on the portable storage device is

encrypted.
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6. A method, according to claim 5, wherein a portion of the data is encrypted with a first
key that is known at the backup site and another portion of the data is encrypted with a

second key that is not known at the backup site. -

7. A method, according to claim 1, wherein prior to providing a direct coupling between
the portable storage device and the backup site, the portable storage device is shipped

from the client to the backup site.

8. A method, according to claim 7, wherein prior to being shipped from the client to the

backup site, the portable storage device is provided to the client from the backup site.
9. A method, according to claim 8, wherein a user orders the portable stofage device.

10. A method, according to claim 8, wherein prior to the portable storage device being
provided to the client from the backup site, the portable storage device is correlated with

the client at the backup site.
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11. Computer software, prbvided in a computer-readable medium, that obtains, at a
backup site, backup data from a client using a portable storage device, the backup site
and the client being coupled to a network, the software comprising:

executable code that uploads full backup data for the client from the portable
storage device to the backup site via a direct coupling between the portable storage
device and the backup site, wherein the direct coupling is separate from the network; and

executable code that causes at least one incremental backup to be performed from
the client to the backup site through the network, wherein the at least one incremental

backup is based on the prior full backup.
12. Computer software, according to claim 11, wherein the network is the Internet.

13. Computer software, according to claim 11, wherein the direct coupling is one of:

- USB, Firewire, and eSATA.

14. Computer software, according to claim 11, wherein only a subset of data

corresponding to a backup dataset is provided on the portable storage device.

15. Computer software, according to claim 11, wherein data on the portable storage

device is encrypted.
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16. Computer software, according to claim 15, wherein a portion of the data is encrypted
with a first key that is known at the backup site and another portion of the data is

encrypted with a second key that is not known at the backup site.

17. A system that backs up data, comprising:
a network;
a backup site, coupled to the network to receive data from at least one client; and
a portable storage device that contains full backup data from the at least one client

and provides the full backup data to the backup site, wherein at least one incremental

“backup is performed from the at least client to the backup site through the network after

providing full backup data to the backup site and wherein the at least one incremental

backup is based on the prior full backup.

18. A system, according to claim 17, wherein the network is the Internet.

19. A system, according to claim 17, wherein the portable storage device is coupled to the
backup site via a direct coupling using one of: USB, Firewire, and eSATA and wherein
the direct coupling between the portable storage device and the backup site is separate

from the network, -

20. A system, according to claim 17, wherein the portable storage device is correlated

with the client.
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