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(57) ABSTRACT 

A System for classifying, monitoring, controlling and oth 
erwise managing and allocating bandwidth of a network to 
data Streams. A method for allocating bandwidth of a data 
network to a plurality of data Streams is provided. The 
method comprises specifying apportionment of the band 
width to a plurality of data classes. Receiving a plurality of 
data Streams wherein each data Stream has an associated data 
class. Negotiating a transfer rate for each data Stream, 
wherein the transfer rate is limited to the bandwidth appor 
tioned to the data class associated with each data Stream and 
transmitting the data Streams on the data network at the 
negotiated transfer rates. 
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SYSTEM FOR BANDWDTH ALLOCATION INA 
COMPUTER NETWORK 

CROSS REFERENCES TO RELATED 
APPLICATIONS 

0001. This application claims priority from a co-pending 
provisional patent application filed on Jun. 1, 1999 as Ser. 
No. 60/137,160. This application is related to U.S. patent 
application entitled “PERFORMING MULTICAST COM 
MUNICATION IN COMPUTER NETWORKS BY USING 
OVERLAY ROUTING filed Jun. 1, 1999 Ser. No. 09/323, 
869 and to U.S. Provisional Application “SYSTEM FOR 
MULTIPOINT INFRASTRUCTURE TRANSPORT IN A 
COMPUTER NETWORK filed Jun. 1, 1999 as Ser. No. 
60/137,153. Each of these applications are hereby incorpo 
rated by reference as if set forth in full in this document. 

FIELD OF THE INVENTION 

0002 This invention relates generally to the operation of 
a data network, and more particularly, to the allocation of 
bandwidth of a data network to a plurality of data Streams. 

BACKGROUND OF THE INVENTION 

0003) Networks need to efficiently use their bandwidth, 
especially when broadcasting high-bandwidth information. 
Broadcast information is typically characterized by a rela 
tively Small number of data Sources transmitting data to a 
large number of destinations, such as end-users or clients. 
For example, the audio signal from an FM radio Station may 
be digitized and broadcast over a public data network, like 
the Internet, thereby allowing a large number of end-users 
around the World to receive the digital broadcast. 
0004. A subset of broadcasting, known as multicasting, 
occurs when a broadcast is intended to be received by a 
Selected Set of clients. Unfortunately, current approaches 
have failed to achieve efficient multicasting over large data 
networks. Part of the reason for this failure is the lack of a 
Scalable infrastructure to handle Subscriptions, distribution 
and control of the multicast information. 

0005 Likewise, when a large number of time-critical 
unicast connections are multiplexed together over a net 
work, for instance, to Support Voice over IP or on-demand 
Streaming media, the network must efficiently deliver these 
Streams and retain the best possible delivered quality even 
when the offered load exceeds the bandwidth of the inter 
vening network linkS. 
0006 FIG. 1 shows a network portion 100 of a typical 
data network. The network portion 100 comprises nodes 
102,104 and 106 coupled together by links 108 and 110. All 
the links of network portion 100 can be considered bidirec 
tional links allowing both the transmission and reception of 
information. An information Source 112 is coupled to node 
102 by link 114. Clients 116, 118 and 120 are coupled to 
node 106 by links 122, 124 and 126, respectively. Links 128, 
129, 130, 132 and 134 are coupled to other portions of the 
data network (not shown). 
0007. In a typical mode of operation, information source 
112 forwards information to node 102 for distribution 
throughout the data network. The information is in the form 
of data packets where a Series of data packets forms a data 
stream. For example, a data stream destined for client 118 
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would travel from node 102 to node 104, then to node 106 
and finally to client 118. Each node receives the data packets 
of the data Stream and forwards them in an output Stream to 
the next node. In this manner, data Streams may be distrib 
uted around the network from a Source to a destination using 
a number of different data paths. 
0008 Unfortunately, transmission problems can occur 
because of the way a node forms its output Stream. One 
problem concerns the issue of bandwidth allocation, Since 
each link has only a fixed amount of bandwidth. In current 
networking Schemes, if traffic backs up at a node, due to 
outbound congestion, Some of the incoming packets will be 
dropped, and as a result, the quality of the data Streams will 
be degraded. 

0009. One situation where a bandwidth limitation is 
especially critical is during the transmission of real-time 
data Streams. Real-time data Streams comprise Video, audio 
or other types of data Streams where the quality received by 
the client will degrade if the stream is interrupted. For 
example, if a real-time video stream transmitted to client 118 
loses data packets due to a bandwidth limitation of link 108, 
the quality of the data stream received by client 118 will be 
degraded. The client 118 will perceive the real-time video as 
having pauses, jumps or Skips accompanied by glitches in 
the Sound portion. As a result, client 118 may not want to 
receive Such a degraded Video Stream. 

SUMMARY OF THE INVENTION 

0010. The present invention provides a system for clas 
Sifying, monitoring, controlling and otherwise managing 
and allocating bandwidth to data Streams in a data network. 
The invention can be used in any network environment 
including, but not limited to, unicast networks, broadcast 
networks or other network environments where efficient use 
of network bandwidth is desired. 

0011. In one embodiment, a method for allocating band 
width of a data network to a plurality of data Streams is 
provided. The method comprises: Specifying apportionment 
of the bandwidth to a plurality of data classes, receiving a 
plurality of data Streams wherein each data Stream has at 
least one attribute that associates the data Stream with a data 
class, negotiating a transfer rate for each data Stream, 
wherein the transfer rate is limited to the bandwidth appor 
tioned to the data class associated with each data Stream; and 
transmitting the data Streams on the data network at the 
negotiated transfer rates. 
0012. In another embodiment, apparatus is provided for 
allocating bandwidth of a data network to a data Stream 
wherein the data Stream has Stream annotations. The appa 
ratus comprises a plug-in having logic to receive the data 
Stream and to determine a plurality of transfer rates. The 
plug-in also has logic to transform the data Stream into a 
transformed Stream having a transfer rate Selected from one 
of the plurality of transfer rates. An allocator is coupled to 
the plug-in and has logic to receive the data Stream. The 
allocator has a policy tree that specifies apportionment of the 
bandwidth to a plurality of data classes. The allocator also 
has logic to associate the data Stream with a data class based 
on the Stream annotations and to negotiate with the plug-in 
to Select the transfer rate from the plurality of transfer rates, 
wherein the transfer rate is limited to the bandwidth allo 
cated by the policy tree to the data class. An output link is 
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coupled to the plug-in and has logic to transmit the trans 
formed Stream on the data network at the transfer rate. 

0013 In another embodiment, a method of operating a 
data network to allocate bandwidth of the data network to a 
data Stream is provided. The method comprises: annotating 
the data Stream with Stream annotations representative of a 
data class, establishing a policy tree that Specifies appor 
tionment of the bandwidth of the data network to a plurality 
of data classes; determining the data class of the data Stream 
based on the Stream annotations and negotiating a transfer 
rate for the data stream limited to the bandwidth specified by 
the policy tree for the data class, transforming the data 
Stream to a transformed Stream having the transfer rate; and 
transmitting the transformed Stream on the data network at 
the transfer rate. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0014 FIG. 1 shows a prior art network portion 100; 
0.015 FIG. 2 shows a network configuration incorporat 
ing an embodiment of the present invention; 

0016 FIG. 3 shows a computer device 300 suitable to 
implement an embodiment of the present invention; 

0017 FIG. 4 shows the internal architecture of the com 
puter device of FIG. 3; 

0.018 FIG. 5 shows a block diagram of a media device 
450 constructed in accordance with the present invention; 

0019 FIG. 6A shows a detailed block diagram of a 
bandwidth allocation device 500 constructed in accordance 
with the present invention; 

0020 FIG. 6B shows another embodiment of a detailed 
block diagram of the bandwidth allocation device 500 
constructed in accordance with the present invention; 
0021 FIG. 7 shows an exemplary policy tree 600 for use 
with the present invention; 

0022 FIG. 8 show, a table 700 representative of control 
information for use with the present invention; 
0023 FIG. 9 shows a portion of a policy tree allocating 
bandwidth to Selected data Streams using the Stream anno 
tations, 

0024 FIG. 10 shows a method 800 of operation of the 
device 500 of FIG. 5; 

0025 FIG. 11 shows a method 900 of operation of the 
device 500 of FIG. 5; 

0026 FIG. 12 shows a method 1000 of operation of the 
device 500 of FIG. 5; and 

0027 FIG. 13 shows a method 1100 of operation of the 
device 500 of FIG. 5. 

DESCRIPTION OF THE SPECIFIC 
EMBODIMENTS 

0028. The present invention provides a system for clas 
Sifying, monitoring, controlling and otherwise managing 
and allocating bandwidth to media Streams in a data net 
work. Transmission rates for the media Streams are Selected 
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with respect to a fixed but administratively configurable 
policy, so that the available bandwidth of the data network 
can be efficiently utilized. 

0029 FIG. 2 shows the network portion 100 of FIG. 1 
and further comprises media devices 202, 204 and 206 
coupled to nodes 102, 104 and 106, by links 208, 210 and 
212 respectively. The media devices are used to form a 
Virtual network Such as an overlay network as described in 
the above identified patent application having Ser. No. 
(09/323,869). The media devices function to forward data 
Streams around the data network in a way that maintains 
bandwidth allocations for the data Streams. This is accom 
plished by dedicating at least a portion of the available 
bandwidth of the data network to the virtual overlay network 
formed by the media devices. AS a result, clients receive 
real-time data Streams without interruption and with excel 
lent quality. A description of the formation of the Virtual 
overlay network is beyond the Scope of this invention, 
however specific details can be found in the above identified 
patent application having Ser. No. (09/323,869). 
0030 The media devices couple to their respective nodes 
to receive data Streams arriving from any other linkS coupled 
to the node. For example, media device 202 receives data 
streams from links 114, 128, 129 and 108. The links that 
couple the media devices to the nodes provide both input and 
output transmission paths. After receiving the arriving data 
Streams, the media devices form output data Streams for 
transmission on the data network. 

0031 FIG. 3 shows a computer device 300 suitable for 
use as a media device in accordance with the present 
invention. Computer device 300 includes display 302 having 
display screen 304. Cabinet 306 houses standard computer 
components (not shown) such as a disk drive, CDROM 
drive, display adapter, network card, random access memory 
(RAM), central processing unit (CPU), and other compo 
nents, Subsystems and devices. User input devices Such as a 
mouse 308 having buttons 310, and a keyboard 312 are 
shown. Other user input devices Such as a trackball, touch 
Screen, digitizing tablet, etc. can be used. In general, the 
computer device 300 is illustrative of one type of computer 
System, Such as a desktop computer, Suitable for use with the 
present invention. Computers can be configured with many 
different hardware components and can be made in many 
dimensions and styles (e.g., laptop, palmtop, server, work 
Station, mainframe). Any hardware platform Suitable for 
performing the processing described herein is Suitable for 
use with the present invention. For example, although FIG. 
2 shows media devices 202, 204 and 206 coupled to nodes 
102,104 and 106, respectively, the functions and processing 
of the media devices may be incorporated directly into the 
nodes. 

0032 FIG. 4 illustrates subsystems that might typically 
be found in a computer device such as computer device 300. 
Subsystems within box 400 are directly interfaced to an 
internal bus 410. Such subsystems typically are contained 
within the computer system, such as within the cabinet 306 
of FIG. 3. Subsystems include input/output (I/O) controller 
412, System Random Access Memory (RAM) 414, Central 
Processing Unit (CPU) 416, Display Adapter 418, Serial. 
Port 420, Fixed Disk 422 and Network Interface Adapter 
424. The use of the bus 410 allows each of the Subsystems 
to transfer data among the Subsystems and, most impor 
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tantly, with the CPU 416. External devices can communicate 
with the CPU or other subsystems via the bus 410 by 
interfacing with a subsystem on the bus. Monitor 426 
connects to the bus through Display Adapter 418. A relative 
pointing device (RPD) 428 such as a mouse connects 
through Serial Port 420. Some devices such as keyboard 430 
can communicate with the CPU 416 by direct means without 
using the main data bus as, for example, via an interrupt 
controller and associated registers (not shown). 
0033. As with the external physical configuration shown 
in FIG. 3, many Subsystem configurations are possible. 
FIG. 4 is illustrative of one suitable configuration. Sub 
Systems, components or devices other than those shown in 
FIG. 4 can be added. A suitable computer system can be 
achieved without using all of the Subsystems shown in FIG. 
4. Other subsystems such as a CDROM drive, graphics 
accelerator, etc. can be included in the configuration without 
affecting the performance of the System of the present 
invention. 

0034 FIG. 5 shows a block diagram of a media device 
450 that operates in accordance with the present invention. 
The media device 450 is Suitable for use as one of the media 
devices 202, 204 or 206 in the data network of FIG. 2. The 
device 450 has four inputs 1-4, a control input 452, and an 
output 454. One or more data streams arrive at the device 
450 via the four inputs 1-4. For purposes of convenience, it 
will be assumed that only one data Stream arrives on each of 
the four inputs. However, the device 450 can be configured 
to have only one input at which multiple data Streams arrive, 
alternatively, the device 450 can be configured to have 
multiple inputs where one or more data Stream arrive on 
each input. Each of the four data Streams are routed to the 
output 454 for transmission on the network. The output 454 
has a transmission limit which represents the maximum 
transmission capacity available to the device 456 at the 
output 454. The transmission capacity may be limited for a 
variety of reasons. For example, the transmission capacity 
may be a physical capacity limitation or can result because 
the data network has restricted the output to this capacity 
limitation to regulate network usage. Another way the trans 
mission capacity of the output may be limited can occur 
when a System administrator downloads instructions via the 
control input 452 to limit the output to a specific transmis 
Sion capacity. As a result, the device 450 operates. to allocate 
the available output bandwidth to the input data Streams in 
a way that follows administrative instructions and band 
width limitations. 

0.035 Each of the four input data streams can be trans 
mitted on the data network at one or more transmission rates. 
The selection of transmission rates is done by the device 450 
and depends on the type of data in the data Streams. For 
example, a data Stream containing Video images may be 
transmitted at one of Several transmission rates wherein 
differences in the quality of the Video images result from the 
Selection of the transmission rate. A data Stream containing 
programs or data files may be transmitted at any number of 
transmission rates without degrading the information. The 
flexibility to transmit data Streams at one of Several rates 
allows the device 450 to select transmission rates for the data 
Streams to achieve Specific network goals, Such as optimiz 
ing efficiency, implementing Stream priorities or to accom 
modate specific administrative requirements. For example, 
referring to the representative data streams of FIG. 5, input 
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1 can be transmitted at 20, 10 or 5 megabits per second 
(20/10/5 m), while input 2 can be transmitted at 10, 5 or 2 
megabits per Second (10/5/2 m). Thus, during operation, the 
device 450 can select transmission rates for each of the input 
data Streams from the known available transmission rates, 
and thereby allocate the available network bandwidth at the 
output 454 to the input data streams. 
0036). Accordingly, one method for the device to select a 
transmission rate for an input data Stream uses bandwidth 
allocation parameters. The bandwidth allocation parameters 
are received when a System administrator, or Some other 
System or external computer program, uses the control input 
452 to input the bandwidth allocation parameters into the 
device 450. The allocation parameters define allocation of 
the available output bandwidth to selected “data classes.” A 
data class defines one or more “types of data Streams. For 
example, a live Video data Stream is one type of data Stream 
and a data Stream containing data files is another type of data 
Stream. A data Stream may also have Sub-types. For example, 
a news broadcast and a weather broadcast are Sub-types of 
live Video data Streams. Thus, a data class can Specify any 
combination of types and/or Sub-types of data Streams. The 
device 450 first determines the type of data stream, and thus 
the class, from control information associated with the data 
Stream. The available transmission rates for forwarding the 
data Stream are also determined. The device then Selects one 
of the available transmission rates for the data Stream which 
conforms to the bandwidth allocation for that particular class 
of data Stream. For example, if input 1 carries a data stream 
of class “video', while input 2 carries a data Stream of class 
“audio', a transmission rate for each of the data Streams is 
Selected based on the allocation parameters. As a result, a 
transmission rate for input 1 is Selected to conform to the 
bandwidth allocation for class “video” and a transmission 
rate for input 2 is selected to conform to the bandwidth 
allocation for class “audio.' Therefore, the allocation param 
eters can be used to allocate the available output bandwidth 
to Specific types of incoming data Streams. AS will be shown, 
a number of bandwidth allocation methods and dynamic 
re-allocation methods are possible without deviating from 
the Scope of the present invention. 
0037. In one method of operation, the device 450 allo 
cates the output bandwidth among all the input Streams, So 
that all the input streams will be forwarded on the network. 
For example, assuming that the output capacity limitation at 
the output 454 is 40 m and the four input data streams have 
possible transmission rates at shown in FIG. 5, then in one 
allocation Scheme, the transmission rates may be Selected So 
that input 1 is 20 m, input 2 is 5 m, input 3 is 5 m and input 
4 is 10 m. Thus, the 40 m available at the output 454 would 
be fully utilized. In another allocation scheme, the control 
input may be used to input allocation parameters that 
allocate higher bandwidth to specific classes of data Streams. 
For example, if the types of data Streams at input 2 and input 
4 are in the class allocated high bandwidth, a new allocation 
may result wherein the transmission rates are Selected So that 
input 1 is 5 m, input 2 is 10 m, input 3 is 5 m and input 4 
is 20 m. Thus, the highest available transmission rates are 
Selected for the data Streams at inputs 2 and 4 corresponding 
to 10 m and 20 m, respectively, while the data Streams at 
inputs 1 and 3 have transmission rates that divide the 
remaining 10 m of available output bandwidth. All manner 
of bandwidth allocations may be achieved by using the 
allocation parameters to Select the appropriate transmission 
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rates for the input data Streams. Situations may even occur 
wherein one or more input Streams are not forwarded on the 
network due to the Settings of the allocation parameters. For 
example, based on one Set of allocation parameters, the 
transmission rates for inputs 1 and 4 may be Selected to be 
20 m each, thereby fully utilizing the available output 
bandwidth of 40 m. In this case, the data Streams at inputs 
2 and 3 would be lost, while the data streams at inputs 1 and 
4 would be forwarded at their highest available transmission 
rateS. 

0038 FIG. 6A shows a detailed block diagram of a 
bandwidth allocation device 500 constructed in accordance 
with the present invention. The device 500 accepts a plu 
rality of input data Streams that comprise data representative 
of a variety of Subject matter content. For example, an input 
data Stream may comprise Video data Such as a movie or 
television broadcast or real-time information Such as news 
reports or weather forecasts. A data Stream may also com 
prise typical computer data Such as programs and/or data 
files. A first input data stream 502 and a second input data 
stream 504 are input to the device 500. The first input data 
Stream 502 comprises only one data Stream, for example, a 
data Stream representing a Video broadcast. The Second input 
data Stream 504 comprises a multiplexed data Stream com 
prising up to N different data Streams. The data Streams 
contain control information 506 which describes different 
parameters of the data Streams. For example, the control 
information may have information about the origin or des 
tination of the data streams. The control information may 
also contain information about the content of the data 
Streams. For example, the author's name, type of broadcast 
or the duration of the broadcast. The control information 506 
may form a part of the data Stream, or the control informa 
tion may be transmitted in a separate control data Stream that 
arrives at the bandwidth allocation device 500 on one or 
more inputs or via a separate control channel. 
0.039 The allocation parameters represent a set of band 
width policies 508 that are provided to the device 500 from 
a System administrator or Some other administrative Source. 
The bandwidth policies are used to allocate the bandwidth of 
the data network available at output 510 of the device 500. 
The goal of the bandwidth policies is to achieve a desired 
allocation of the available output bandwidth among the 
classes of input data Streams. For example, it may be 
desirable to give higher bandwidth to the first data stream 
502, representing Video data, So that transmission of this 
Stream will result in high quality Video imageS when 
received. The bandwidth policies 508 allow for dynamic 
allocation of the available output bandwidth so that as 
different classes of input data Streams arrive or terminate, or 
as the requirements of an existing class of data Stream 
changes, the bandwidth allocation can dynamically change. 
Utilizing the bandwidth policies 508, the device 500 can 
respond to a variety of changing network conditions to 
re-allocate the available output bandwidth as required. 
0040. To process the incoming data streams, an allocator 
512 receives the control information 506 associated with the 
incoming data Streams. The allocator also receives the 
bandwidth policies 508 from the system administrator. 
Alternatively, the allocator may receive the bandwidth poli 
cies from an automated management System that operates 
either inside or outside the disclosed system. The bandwidth 
policies 508 are designed by to implement bandwidth pref 
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erences and, for example, can be represented as a policy tree 
having a hierarchical Structure. An exemplary policy tree is 
discussed in detail with reference to FIG. 7. The bandwidth 
policies, which are not restricted to having a tree Structure, 
may have any structure which relates bandwidth to arbitrary 
data Stream attributes, data Stream types, or data Stream 
classes. The policy tree defines Static policies that are used 
by the allocator 512 to allocate the bandwidth of the data 
network based on the types of data Streams currently being 
received. 

0041 A plug-in manager 514 also receives the control 
information 506. The plug-in manager 514 analyzes the 
received control information and activates plugins to process 
the incoming data Streams. A plug-in refers to Software 
and/or hardware running on the media device and having the 
capability of performing various processes on an incoming 
data Streams. Each plug-in is created and Specifically 
designed to receive the data of a specific type of data Stream. 
For example, a plug-in may be created to handle layered 
Video data or a plug-in may be created to handle non 
real-time computer data. In the embodiment of FIG. 6A, 
first and second plug-ins 516, 518 and up to the N" plug-in 
520, are activated by the plug-in manager 514 to receive and 
process Specific types of incoming data Streams. 
0042. Depending on the type of data stream and/or the 
attributes that accompany the data Stream, the plug-ins will 
determine one or more transmission rates that can be used 
for forwarding the data stream on the network. Once the 
available transmission rates are determined, the plug-ins 
negotiate with the allocator 512 to Select one transmission 
rate that can be used to forward their respective data Stream 
on the network. During the negotiation process, the plug-ins 
provide indications of the available rates for the data Stream 
to the allocator. The allocator 512 responds to the plug-in by 
indicating which rate should be used. The allocator 512 uses 
the control information associated with each Stream in 
conjunction with the bandwidth policies to Select a negoti 
ated transmission rate for each data Stream. The negotiated 
transmission rate is Selected from the available rates deter 
mined by the plug-in. By adhering to the bandwidth policies 
provided by the System administrator, the allocator is able to 
maximize the efficiency and utilization of the available 
network bandwidth by negotiating preferred transmission 
rates for each type of data Stream, while conforming to the 
available capacity limitations available at the output. 
0043. At the completion of the rate negotiation, the 
plug-ins transform the data of the incoming data Streams to 
the negotiated transmission rates, via transformers 526, 528, 
and 530, thereby forming transformed streams as shown at 
532, 534 and 536. To accomplish this, the plug-ins use 
transformation processes to transform the input data 
Streams, to the transformed data Streams having the nego 
tiated transmission rates. In one embodiment, the transfor 
mation process might simply Select a Subset of the layers that 
comprise a multi-bitrate Signal to form the transformed data 
Stream. In another embodiment, the transformation process 
might decode the Signal and re-encode it with alternative 
compression parameters to decrease the bit rate at the cost of 
lower Signal quality at the receiver. The transformed data 
Streams are coupled to an output link 522 where the Streams 
are combined to form an output data stream 510. The output 
data Stream 510 comprises the input data Streams at the 
negotiated transmission rates. The transformed data Streams 
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comprise Streams of data packets being pushed out of the 
plugins. The output link 522 has logic to receive data packets 
from the plugins and also includes logic to combine the data 
packets into the output data stream 510. The output data 
stream 510 is forwarded to end users or to other routing 
devices in the network. Other routing devices in the network 
may be identical to the bandwidth allocation device 500 
wherein the Same or another Set of bandwidth policies apply. 
Thus, it is possible that a data Stream having a first negoti 
ated transmission rate at one bandwidth allocation device 
may have a different negotiated transmission rate at other 
bandwidth allocation devices in the network. 

0044 FIG. 6B shows another embodiment of the band 
width allocation device 500. In the embodiment of FIG. 6B, 
each of the plugins has an output queue as shown at 550, 552 
and 554. The output link 522 is replaced with a packet 
scheduler 556. The scheduler 556 polls the output queues to 
pull data packets out of the plugins and thereby form the 
output stream 510. Regardless of whether the bandwidth 
allocation device 500 uses the output link 522 or the packet 
scheduler 556, the output data stream 510 contains the input 
data Streams having transmission rates derived from the 
bandwidth allocations defined by the bandwidth policies of 
the policy tree. 

004.5 FIG. 7 shows an exemplary policy tree 600 for use 
in the present invention. The policy tree describes how the 
bandwidth available to the bandwidth allocation device is to 
be allocated among different classes of data Streams. A tree 
Structure is used to capture the hierarchical nature of the 
allocation, however, any type of Structure or relational 
organization can be used to describe the bandwidth alloca 
tions. The total bandwidth available to the bandwidth allo 
cation device is shown at the root 602 position. The total 
bandwidth allocated to the root for each device may be 
different based on network administrative decisions or 
capacity limitations. The bandwidth available at the root 602 
is allocated among a first generation of nodes (the nodes that 
connect to the root), or classes, according to relative weights 
assigned to each node. For example, Customer 2, shown at 
606, is allocated 30% of the root bandwidth. The bandwidth 
allocated to each of the first generation nodes is further 
divided among nodes one generation below. In this manner, 
the available network bandwidth represented at the root is 
hierarchically allocated to all the nodes, or classes, of the 
policy tree. 

0046. In one embodiment, the policy tree 600 has the root 
602 and Customer 1 Customer 2 and Customer 3, shown at 
604, 606 and 608 respectively, connected to the root 602. 
Customer 1 is allocated a maximum of 30% of the root 
bandwidth. Customer 2 and Customer 3 are also each 
allocated 30% of the root bandwidth. The remaining 10% of 
the root bandwidth is allocated to all other users as shown at 
610. The policy tree 600 is representative of only one type 
of policy tree. Other types of Structures or organizations may 
be used to define the bandwidth policies. Once the policies 
are defined, the System administrator has discretion to 
change the allocations based on a variety of operating 
parameters, Such as the network's performance or changes in 
the priority of the types of data Streams. 

0047. Further refinement of the bandwidth policies are 
shown in the policy tree 600. For example, Customer 2 and 
Customer 3 have their available bandwidth further allocated 
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to more Specific types of data Streams. Customer 2 has its 
30% of the root bandwidth allocated So that 25% of the root 
is available for Movies 612 and 5% of the root is available 
for Sports 614. Customer 3 has its 30% of the root band 
width allocated so that 20% of the root is available for News 
616 and 10% of the root is available for Weather 618. In the 
device 500 of FIG. 5, the allocator 512 receives allocations 
of the policy tree from the System administrator via the 
bandwidth policy input 508, and uses the allocations to 
negotiate transmission rates for the incoming data Streams 
with the active plug-ins. 

0048 FIG. 8 shows a table 700 representative of control 
information 506 associated with the two data streams 502 
and 504. The control information 506 comprises stream 
annotations associated with each data Stream. The Stream 
annotations provide information about the data Streams that 
can be used to classify the data Streams and to allocate 
bandwidth to each Stream. The Stream annotations can be 
divided into two categories, namely, required annotations 
and general annotations. The required annotations are those 
annotations that must accompany every data Stream. The 
general annotations provide a way for a data Stream to be 
annotated with additional information that may be useful to 
end users or when allocating bandwidth to the data Stream. 
0049. In the embodiment of FIG. 8, exemplary stream 
annotations are shown for the first data stream 502 and the 
Second data Stream 504. Three categories of Stream anno 
tations are shown. The first category is a stream identifier 
702 which identifies each of the data streams. By receiving 
the stream identifier 702, end-users can identify incoming 
data Streams. Two other related categories, referred to as 
NameTAG 704 and Value 706, form pairs that annotate each 
of the data streams. For example, the NameTAG “medi 
atype”708 has a value of Netshow'710 for the data stream 
504. The NameTAG “mediatype”708 has a value of 
“G2712 for the data stream 504. The Sender of the data 
Stream annotates the data Stream So that all receivers on the 
data network may identify the exact content of data Stream. 
Some of the data Stream annotations are required So that the 
data Stream may be identified. Other annotations are general 
annotations and are used by the Sender to provide additional 
information about the data Stream to end users. By using the 
policy tree and the Stream annotations, database control 
structures can be formed from which the allocator 512 
performs a variety of bandwidth allocation methods that 
result in effective utilization of the bandwidth available on 
the data network. 

0050 FIG. 9 shows a portion of a policy tree wherein 
Stream annotations are used to define bandwidth allocations. 
At node 750, 30% of the available root bandwidth is 
allocated to data Streams having a Mediatype of NetShow 
and a Rating of G. At node 752, 30% of the available root 
bandwidth is allocated to data Streams having a Mediatype 
of G2 and an Author of CBS Sports. All manner of band 
width allocations can be made by defining control Structures 
that use the Stream annotations to allocate bandwidth to 
Selected types, or classes, of data Streams. 
0051 Referring again to FIG. 6A, incorporated in the 
allocator 512 is a bandwidth (BW) detector 524. The BW 
detector 524 can detect conditions wherein unallocated 
bandwidth exists. One Such condition occurs when band 
width allocated to one or more policy classes, as defined by 
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the policy tree, goes unutilized. For example, in the policy 
tree 700, if no Weather data stream is being received by the 
device 500, then the bandwidth allocated to this policy class 
at block 618 is unutilized. Another condition of unallocated 
bandwidth occurs when additional bandwidth becomes 
available to the output of the media device 500 on the data 
network, thereby increasing the bandwidth available at the 
root position 602. Unallocated bandwidth detected by the 
BW detector 524 can be reallocated to currently existing 
data streams. The re-allocation of unallocated bandwidth 
detected by the BW detector 524 is discussed more thor 
oughly with reference to FIG. 12. 

0.052 In one aspect of the invention, a virtual overlay 
network may be formed from a plurality of bandwidth 
allocation devices like device 500. The details of imple 
menting an overlay network are describing in the co-pending 
application Ser. No. (09/323,869) and are beyond the scope 
of the present invention. With such an overlay architecture, 
the quality of service (QoS) delivered by the network can be 
carefully controlled through a combination of link provi 
Sioning in the underlying physical network and bandwidth 
provisioning acroSS the Virtual overlay network using the 
invention described herein. To provide QoS in a packet 
Switched network, approaches in the prior art universally 
advocate that all networking elements in a large, deployed 
infrastructure be upgraded to Support a variety of new 
Switching algorithms, Signaling protocols, packet Strategies 
and so forth. However, in the present invention, QoS can be 
delivered without changes to the existing network elements 
and instead requires only the addition of the new routing 
elements at the overlay level. When and if native networking 
elements become capable of delivering new forms of QoS, 
then the Overlay abstraction can take advantage of those new 
devices locally. That is, the devices need not be deployed 
everywhere in the underlying network to aid in provision 
QoS. For example, data Streams that are allocated to certain 
traffic classes within the present invention's Scope could be 
mapped onto native network-level classes in a fashion that 
preserves the intended policy. 

0053 FIG. 10 shows a bandwidth allocation method 800 
for use with the bandwidth allocation device 500 of the 
present invention. The method 800 can be used to allocate 
bandwidth to data streams arriving at the device 500. The 
method begins at block 802 wherein the system administra 
torestablishes a policy tree, for example, the policy tree 600, 
and inputs the bandwidth allocations of the policy tree to the 
allocator 512. 

0054. At block 804 a new data stream and control infor 
mation arrives at the device 500. The new data stream may 
comprise one data Stream or may comprise multiple data 
Streams multiplexed together. Each data Stream has associ 
ated control information in the form of Stream annotations 
Similar to table 700. 

0055. At block 806 the stream annotation information is 
routed to the allocator 512 and the plug-in manager 514. At 
block 808, the plug-in manager 512 activates a plug-in for 
each arriving data Stream. The type of plug-in activated is 
determined from the type of data Stream arriving, indicated 
by the Stream annotations in the control information. For 
example, if the control information has stream annotations 
that the arriving data Stream contains a certain type of Video 
data, the plug-in manager 514 activates a plug-in capable of 
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handling that type of Video data. If a data Stream is a 
multiplexed Stream containing more than one data Stream, 
then the plug-in manager 514 activates a plug-in for each 
individual data Stream of the multiplexed Stream. 
0056. At block 810, the newly created plug-in determines 
one or more rates available to transmit, or forward, the data 
Stream on the data network. For example, Some data Streams 
have only one forwarding rate, while other data Streams have 
Several forwarding rates. Different rates may result in dif 
ferences in Stream quality, for instance, forwarding a video 
Stream in color verSuS black and white. 

0057. At block 812, the allocator 512 negotiates with 
each plug-in a forwarding rate for their respective data 
Streams. In Some case, as in non real-time data Streams, there 
will exist many possible forwarding rates. In other cases, as 
in real-time data Streams, only a few possible forwarding 
rates will exist that allow the data stream to be transmitted 
without Serious degradation. Based on the policy tree and the 
available transmission rates indicated by the plug-in, the 
allocator 512 will negotiate a forwarding rate for the data 
stream that will be within the policy tree allocations. For 
example, the policy tree 600 allocates 5% of the available 
bandwidth to Sports 614. Assuming the bandwidth allocated 
to all other classes of the policy tree is fully utilized, if a 
Sports data Stream is received, the data rate will be limited 
to 5% of the available bandwidth. If the plug-in associated 
with the Sports data Stream indicates that a forwarding rate 
is possible which uses no more than 5% of the available 
bandwidth, then the allocator 512 will be able to allocate the 
bandwidth to forward the sports data stream on the network. 
If it turns out that the plug-in indicates that the slowest 
possible forwarding rate will require 7% of the available 
bandwidth, the allocator 512 will be unable to meet this 
requirement and the Sport data Stream will not be forwarded 
on the network. 

0.058 At block 814 the plug-in and the allocator 512 have 
negotiated a forwarding rate for the data Stream that is within 
the policy tree allocations. The plug-in begins transforming 
the received data Stream into a transformed data Stream 
having the negotiated data rate. To accomplish this, the 
plug-in may have to perform Such operations as layer 
dropping or transcoding to adjust the incoming data Stream 
to match the negotiated rate. 

0059 At block 816 the transformed data streamis-sent to 
the output link 522 where all the transformed data streams 
are combined to form an output data Stream. The output data 
Stream contains all the input data Streams transformed to 
utilize the available network bandwidth to conform to the 
policy tree. At block 818, transmission of the output data 
Stream on the data network occurs. 

0060 FIG. 11 shows another method 900 for use with the 
embodiment 500 of the present invention. Method 900 
demonstrates how the allocator 512 adapts to changing 
conditions of an existing data Stream to dynamically re 
allocate the bandwidth of the data network. 

0061. At block 902, a plug-in is currently forwarding a 
received data Stream on the network using a, previously 
negotiated for, allocated portion of the available bandwidth. 
At block 904, a change occurs to the data Stream affecting 
the bandwidth requirements for the data stream. For 
example, the minimum allowable forwarding rate for the 
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data Stream may be increased. The Stream annotations 
asSociated with the data Stream reflect the change. 
0.062. At block 906, the plug-in determines the new 
forwarding rates available for the received data Stream and 
informs the allocator 512 of the new rates. At block 908, the 
allocator determines if the Stream can be forwarded at the 
existing rate or if a new rate should be negotiated. If a new 
rate is required, the plug-in and the allocator 512 renegotiate 
a new rate for the data Stream taking into account the new 
Set of available rates. A new forwarding rate for the data 
Stream will be negotiated, as long as the new rate does not 
exceed the allocations defined by the policy tree for the class 
represented by the data Stream. 
0.063 At block 910, the plug-in begins transforming the 
data stream to the newly negotiated rate. At block 912, the 
newly transformed data stream is sent to the output link 522 
and at block 914 the transformed data stream is transmitted 
on the data network. Thus, using the device 500 of the 
present invention, it is possible to dynamically allocate the 
bandwidth of the data network to accommodate changing 
forwarding rate requirements of an existing data Stream. 
0064 FIG. 12 shows another method 1000 for use with 
the device 500 of the present invention. Method 1000 
demonstrates how the allocator 512 adapts to changing 
network conditions to dynamically allocate the bandwidth of 
the data network to avoid unallocated bandwidth conditions. 
Unallocated bandwidth conditions exist when the bandwidth 
allocations of the policy tree are not fully utilized. For 
example, referring to the policy tree 600 of FIG. 7, the 
bandwidth allocation for Customer 3 is 30%, wherein the 
News 616 allocation is 20% and the Weather 618 allocation 
is 10%. If no Weather data stream exists, the 10% allocation 
will be unused, thereby creating an unallocated bandwidth 
condition. To avoid this, the allocator 512 reallocates the 
unallocated bandwidth to other data streams. The method 
1000 demonstrates how the allocator dynamically re-allo 
cates available bandwidth when data Streams begin, end or 
when a data Stream otherwise changes its bandwidth require 
mentS. 

0065. At block 1002, an initial condition exists wherein 
received data streams fully utilize the available network 
bandwidth according to the allocations of the policy tree 
600. At block 1004, a data stream terminates, for example, 
the Weather 618 stream terminates leaving 10% of the 
available bandwidth unallocated. At block 1006, the alloca 
tor 512 attempts to dynamically reallocate the unused band 
width. The allocator 512 knows the available rates for all 
active plug-ins as a result of the initial negotiation processes. 
The allocator 512 attempts to determine a plug-in that can 
use a higher forwarding rate without exceeding the available 
bandwidth. The allocator 512 first looks to allocate the 
unallocated bandwidth to data Streams that are Siblings to the 
terminated data stream. In this situation, the News 616 data 
Stream is a Sibling data Stream. If the allocator can allocate 
all the unallocated bandwidth to the Sibling data Stream, then 
the method proceeds to block 1012, otherwise the method 
proceeds to block 1008. 
0066. At block 1008, the allocator 512 was unable to 
allocate all of the unallocated bandwidth to a Sibling class, 
So the allocator looks to allocate the unallocated bandwidth 
to parent class according to the policy tree 600. For example, 
Customer 2 is a parent class to the Weather data Stream. 
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0067. At block 1010, if the allocator 512 fails to find a 
Sibling or parent to allocate the unallocated bandwidth to, 
the unallocated bandwidth will remain unused and the 
network will be underutilized. 

0068. At block 1012, the allocator 512 has found one or 
more data Streams, associated with a sibling and/or parent 
class, that can use the unallocated bandwidth. Since the 
allocator knows the available transmission rates for all the 
data Streams, the allocator Sends an instruction to the respec 
tive plug-ins to use new transmission rates to forward their 
data Streams. The new forwarding rates are Selected from the 
available rates known to exist for each data Stream. If a data 
Stream is instructed to use a higher forwarding rate, it may 
exceed its respective bandwidth allocation defined by the 
policy tree. However, this condition is desirable to allocate 
unallocated bandwidth and improve network utilization. 
0069. At block 1014, the plug-in responds to the instruc 
tions from the allocator 512 by transforming the data stream 
to the new forwarding rate. At block 1016, the transformed 
data streams are sent to the output link 522 and at block 1018 
the output link transmits the data Streams on the data 
network. As a result of the re-allocation process, the unal 
located bandwidth of the data network is eliminated or 
reduced and the network operates more efficiently. 

0070. It will be obvious to one with skill in the art that the 
unallocated bandwidth may be re-allocated to more than one 
plug-in and that the resulting bandwidth allocations may be 
different from the allocations defined by the policy tree 600. 
AS more data Streams arrive or terminate, or as existing data 
Streams change their requirements, the bandwidth may be 
re-allocated again. Thus, the method 1000 further demon 
Strates how changing network conditions trigger another 
bandwidth re-allocation to conform to the policy tree and 
thereby keep the bandwidth efficiently utilized. 

0071. At block 1020, after the unallocated bandwidth has 
been allocated to existing data Streams, a new incoming data 
stream arrives at device 500. The new incoming data stream 
contains control information that is received by the allocator 
512 and the plug-in manager 514. At block 1022, the plug-in 
manager 514 creates a plug-in to handle the new data Stream. 
At block 1024, the plug-in determines from the stream 
annotations what forwarding rates are available and provides 
these rates to the allocator 512. 

0072 At block 1026, the allocator determines how to 
recapture Some or all of the bandwidth that was previously 
unallocated, So that the new data Stream can be allocated 
bandwidth in conformance with the policy tree. For 
example, the policy tree 600 specifies 10% of the bandwidth 
for Weather 618 data. If a new Weather data stream arrives, 
the previously unallocated bandwidth will be reacquired so 
that the new Weather data can be allocated 10% in accor 
dance with the policy tree 600. 
0073. At block 1028, the allocator 512 requests new 
forwarding rates for all plug-ins that are affected by the 
re-allocation. The new forwarding rates are Selected from 
the known forwarding rates previously determined by each 
plug-in. At block 1030, the affected plug-ins transform their 
respective data Streams to the requested forwarding rates. At 
block 1032 the data streams, including the new data stream, 
are sent to the output link 522 for output on the data network 
at the requested rates. At block 1034, as a result of the 
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reallocation, the recovered bandwidth provides the new data 
stream its portion of the available network bandwidth as 
defined by the policy tree. 
0.074 Although the dynamic bandwidth re-allocation 
helps to increase the efficiency of the network, excessive 
re-allocation can be detrimental. For example, a Streaming 
Video player can only take advantage of increased band 
width by Switching layers, an event that can require a Several 
Second interruption in Viewing. To make it worthwhile to 
disrupt a viewing Session to Switch layers, the Video player 
needs an explicit indication that there is enough unallocated 
bandwidth for a layer change and that the unallocated 
bandwidth will be available for awhile. Therefore, band 
width reallocations to a few plug-ins should not trigger 
changes to every plug-in, and bandwidth reallocations 
should not occur too often. 

0075 FIG. 13 shows a method 1100 for use with the 
device 500 of the present invention. The method 1100 
provides a way to Schedule bandwidth reallocations So that 
the reallocations are not done too frequently. The method 
1100 also prevents a noisy plug-in from disrupting the 
reallocation process. A noisy plug-in is a plug-in that repeat 
edly requests forwarding rate changes. 

0076. At block 1102, a reallocation of the network band 
width occurs. The reallocation may be due to various 
reasons, Such as to correct an unallocated bandwidth con 
dition or to accommodate a new data stream. At block 1104, 
a reallocation timer resets and begins timing the interval 
between reallocations. At block 1106, a plug-in request timer 
resets and begins timing the interval between plug-in 
requests. The plug-in request can be a request to begin or end 
a data Stream, or to change the forwarding rate of an existing 
data stream. At block 1108, a check occurs for new plug-in 
requests. If there are new plug-in requests, the allocator 512 
handles the request and the method 1100 proceeds to block 
1106 where the request timer is reset. 
0077. At block 1110, a check occurs to determine if the 
request timer has timed out. The timeout occurs if no new 
plug-in requests are received for a Selected time duration. 
The selected time duration is determined by the system 
administrator. If the request timer has not timed out then the 
method 1100 proceeds to block 1112. If the request timer has 
timed out then the method 1100 proceeds to block 1114. 
0078. At block 1114, the allocator performs a reallocation 
of the available network bandwidth. After the reallocation, 
the method 1100 proceeds to block 1104 where the alloca 
tion timer is reset. At block 1112 a check occurs to see if the 
allocation timer has timed out. The allocation timer indicates 
the duration between allocations. The timeout duration is 
determined by the system administrator. If the allocation 
timer has not timed out then the method 1100 continues at 
block 1108 by checking for new plug-in requests. If the 
allocation timer has timed out, the method proceeds to block 
1114 where the allocator 512 performs a reallocation. At the 
end of the reallocation at block 1114, the method 1100 
proceeds to block 1104 where the reallocation timer is reset. 
0079 The allocator uses selectable time intervals for the 
plug-in request timer and the reallocation timer to adjust 
how often the available bandwidth of the data network is 
reallocated. By using the request timer, the allocator ensures 
that the network data Streams are stable before beginning a 

Jan. 27, 2005 

reallocation process. By using the reallocation timer, the 
allocator can force a reallocation regardless of the State of 
the data Streams, So that a noisy plug-in can’t disrupt the 
bandwidth reallocation process by preventing timeout of the 
plug-in request timer. 
0080. As will be apparent to those of skill in the art, 
variations in the above described apparatus methods for 
allocating the bandwidth of the data network are possible 
without deviating from the Scope of the present invention. 
Embodiments of the present are suitable for use in all 
network environments wherein efficient allocation of net 
work bandwidth is desired. Accordingly, the disclosures and 
descriptions herein are intended to be illustrative, but not 
limiting, of the Scope of the invention which is Set forth in 
the following claims. 

1. A method for allocating bandwidth of a data network to 
a plurality of data Streams, comprising: 

Specifying apportionment of the bandwidth to a plurality 
of data classes; 

receiving a plurality of data Streams wherein each data 
Stream has at least one attribute that associates the data 
Stream with one of the data classes; 

from a plurality of acceptable transfer rates, negotiating a 
transfer rate for each data Stream, wherein the transfer 
rate is limited to the bandwidth apportioned to the data 
class associated with each data Stream; and 

transmitting the data Streams on the data network at the 
negotiated transfer rates 

a stream processor, having logic to receive the data Stream 
and to; 

an output coupled to the Stream processor, having logic to 
receive the data Stream and transmit the data Stream on 
the data network at the negotiated transfer rate. 

2. The method of claim 1 wherein the step of receiving 
comprises Steps of: 

receiving Stream annotations associated with each of the 
data Streams, and 

activating a plug-in to receive each data Stream, wherein 
the type of plug-in is determined from the Stream 
annotations. 

3. The method of claim 1 wherein the Step of negotiating 
comprises Steps of: 

determining a plurality of acceptable transmission rates 
for each data Stream; and 

negotiating a transfer rate for each data Stream, wherein 
the transfer rate is a Selected one of the acceptable 
transmission rates and is limited to the bandwidth 
apportioned to the data class associated with each data 
Stream. 

4. The method of claim 1 wherein the step of transmitting 
comprises Steps of: 

transforming each data Stream to the negotiated transfer 
rate; and 

transmitting the data Streams on the data network at the 
negotiated transfer rates. 
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5. The method of claim 4 wherein the step of transforming 
comprises a step of thinning, transcoding or decimating the 
data Stream to the negotiated transfer rate. 

6. The method of claim 1 wherein the transfer rate is a first 
transfer rate and the method further comprises Steps of: 

determining unallocated bandwidth on the data network; 
negotiating a Second transfer rate for at least one data 

Stream, wherein the Second transfer rate uses the unal 
located bandwidth; 

transforming the at least one data Stream to the negotiated 
Second transfer rate; and 

transmitting the at least one data Stream on the data 
network at the Second transfer rate. 

7. The method of claim 6 further comprises steps of: 
receiving at least a Second data Stream having an associ 

ated data class, 
negotiating a third transfer rate for the at least one data 

stream, wherein the third transfer rate is limited to the 
bandwidth apportioned to the data class associated with 
the at least one data Stream; 

negotiating a fourth transfer rate for the at least Second 
data Stream, wherein the fourth transfer rate is limited 
to the bandwidth apportioned to the data class associ 
ated with the at least Second data Stream; and 

transmitting on the data network, the at least one data 
Stream at the third transfer rate and the at least a Second 
data Stream at the fourth data rate. 
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8-20. (cancelled) 
21. In a data network configured to transmit data Streams 

at negotiated transfer rates, wherein each of a plurality of 
data Streams has at least one attribute that associates the data 
Stream with a particular data class, and wherein a negotiated 
transfer rate is limited to bandwidth apportioned to the data 
class of a data Stream, the improvement comprising: 

allocating bandwidth to the data Streams by negotiating a 
transfer rate for each of the plurality of data Streams 
from a plurality of acceptable transfer rates prior to 
transmitting each data Stream at the negotiated transfer 
rate. 

22. A System for allocating bandwidth of a data network 
to a plurality of data Streams, comprising: 

means for determine a plurality of acceptable transmis 
Sion rates for a data Stream; 

means for negotiating a transfer rate for the data Stream, 
wherein the transfer rate is a Selected one of the 
plurality of acceptable transmission rates and is limited 
to a portion of the bandwidth apportioned to a data class 
asSociated the data Stream; and 

means for transmitting the data Stream on the data net 
work at the negotiated transfer rate. 


