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(57) Abstract: A closed system meter that secures the link between the accounding device (32) and printer (34) utilizing a Linear
Feedback Shift Register (LFSR) based stream encryption is provided. The accounting device (32) includes an LFSR that comprises a
plurality of stages, with one or more taps that are passed through a logic gate to provide a "feedback” signal to the input of the LFSR,
to generate a pseudo-random pattern output. Preferably, a Shrinking Key Generator (SKG) is utilized to further ensure privacy of
the data. The output data from the accounting unit is encrypted utilizing the output from the LFSR and sent to the printing device
(34). The printing device (34) includes a similar LFSR, which is utilized to decrypt the output data from the accounting unit (32)
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SECURING A PRINTHEAD IN A CLOSED SYSTEM METERING DEVICE

Field of the Invention

The invention disclosed herein relates generally to systems for evidencing

postage payment, and more particularly to a method and system for securing the

printhead in a closed system postage metering system.

Background of the Invention

Postage metering systems have been developed which employ
cryptographically secured information that is printed on a mailpiece as part of an
indicium evidencing postage payment. The cryptographically secured information
includes a postage value for the mailpiece combined with other postal data that
relate to the mailpiece and the postage meter printing the indicium. The
cryptographically secured information, typically referred to as a digital token or a
digital signature, authenticates and protects the integrity of information, including the
postage value, imprinted on the mailpiece for later verification of posiage payment.
Since the digital token incorporates cryptographically secured information relating to
the evidencing of postage payment, altering the printed information in an indicium is

detectable by standard verification procedures.

Presently, postage metering systems are recognized as either closed or open
system devices. In a closed system device, the printer functionality is solely
dedicated to metering activity. Examples of closed system metering devices include
conventional digital and analog postage meters wherein a dedicated printer is
securely coupled to a metering or accounting function device. In a closed system
device, since the printer is securely coupled and dedicated to the meter, printing
cannot take place without accounting. In an open system device, the printer is not
dedicated to the metering activity. This frees the system and printer functionality for
multiple and diverse uses in addition to the metering activity. Examples of open
system metering devices include personal computer (PC) based devices with |

single/multi-tasking operating systems, multi-user applications and digital printers.
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An open system metering device includes a non-dedicated printer that is not

securely coupled to a secure accounting module. An open system indicium printed
by the non-dedicated printer is made secure by including addressee information in

the encrypted evidence of postage printed on the mailpiece for subsequent
verification. |

The United States Postal Service (‘USPS”) has approved personal computer
(PC) postage metering systems as part of the USPS Information-Based Indicia
Program (“IBIP”). The IBIP is a distributed trusted system which is a PC based
metering system that is meant to augment existing postage meters using new
evidence of postage payment known as information-based indicia. The program
relies on digital signature techniques to produce for each mailpiece an indicium
whose origin can be authenticated and content cannot be modified. The IBIP
requires printing a large, high density, two-dimensional (“2-D”) bar code on a
mailpiece. The 2-D bar code, which encodes information, includes a digital
signature. A published draft specification, entitied “IBIP PERFORMANCE CRITERIA
FOR INEORMATION-BASED INDICIA AND SECURITY ARCHITECTURE FOR
OPEN IBI POSTAGE METERING SYSTEMS (PCIBI-O), dated April 26, 1999,
defines the proposed requirements for a new indicium that will be applied to mail
being created using IBIP. This specification also defines the proposed requirements
for a Postal Security Device (“PSD”) and a host system element (personal computer)
of the IBIP. A PSD is a secure processor-based accounting device that is coupled to
a personal computer to dispense and account for postage value stored therein to
support the creation of a new “information-based” postage postmark or indicium that

will be applied to mail being processed using IBIP.

In conventional closed system mechanical and electronic postage meters, a
secure link is required between printing and accounting functions. For postage
meters configured with printing and accounting functions performed in a single,
secure box, the integrity of the secure box is monitored by periodic inspections of the
meters. More recently, digital printing postage meters typically include a digital
orinter coupled to a PSD, and have removed the need for physical inspection by
cryptographically securing the link between the accounting and printing mechanisms.
In essence, new digital printing postage meters create a secure point-to-point
communication link between the PSD and print head.
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Fig. 1 illustrates in block diagram form a conventional closed system postage
meter 10 comprising an accounting device 12 coupled to a printer 14 via a cable 16.
Accounting device 12 includes a PSD 20 inside a secure enclosure 22. Printer 14
Includes a printer driver 24 coupled to a printhead 26 inside a secure enclosure 28.

There are problems, however, with conventional closed system postage
meters. The link between the accounting unit 12 and printer 14, i.e., cable 16, is
vulnerable to attack. This link must be protected to deter an attacker from
fraudulently driving the printer 14 and printing indicia for which payment has not
actually been accounted for by PSD 20. Typically, there are three main attacks that
must be protected against: (i) an attacker disconnecting the PSD 20 and directly
driving the printer 14, (ii) an attacker recording the data communicated to the printer
14 by the PSD 20 and replaying the data to the same or another printer at a later
time, and (iii) an attacker recording data communicated to the printer 14 from the

PSD 20 and replaying it simultaneously to another printer at the same time as printer
14, also known as parallel printing.

In conventional closed meter systems, the link between the accounting device
12 and printer 14 has been either physically or cryptographically secured. Physical
protection of the link is difficult to achieve, especially for meters in which the
printhead 26 moves. Full protection of the link requires cryptographically securing
the data. This is typically accomplished by fully encrypting the data, utilizing digital
signatures, and/or utilizing message authentication codes (MACs). However, this
requires significant computations to be performed on both sides of the link, i.e., at
the PSD 20 and printer driver 24. As a result, costly cryptographic hardware must be
employed, performance of the system must be decreased, or both.

Thus, there exists a need for a closed system postage meter that effectively
secures the link between the PSD and printer that is both cost efficient and easy to
implement.

summary of the Invention '

The present invention alleviates the problems associated with the prior art and
provides a method and system for securing the link between the accounting device
and printer of a closed system meter that is cost efficient and easy to implement.
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In accordance with the present invention, the link between the
accounting device and printer of a closed system meter is secured utilizing a
Linear Feedback Shift Register (LFSR) based stream encryption. The
accounting device includes an LFSR that comprises a plurality of stages, with
one or more taps that are passed through a logic gate to provide a "feedback”
signal to the input of the LFSR, to generate a pseudo-random pattern output.
Preferably, a Shrinking Key Generator (SKG) is utilized to further ensure
privacy of the data. The output data from the accounting unit is encrypted
utilizing the output from the LFSR and sent to the printing device. The printing
device includes a similar LFSR, which is utilized to decrypt the output data
from the accounting unit and enable printing.

According to an aspect of the present invention, there is provided a
method for securing a communication between an accounting device and a
printer comprising:

generating a first pseudo-random sequence at said accounting device;

generating a second pseudo-random sequence at said accounting
device;

combining a portion of said first pseudo-random sequence and said
communication to form an encrypted communication, said portion of said first
pseudo-random sequence being less than all of said first pseudo-random
sequence and being determined based on said second pseudo-random
sequence; and

sending said encrypted communication from said accounting device to
said printer.

According to another aspect of the present invention, there is provided
a method for securing a communication between an accounting device and a
printer comprising:

generating a first and second pseudo-random sequence at said
accounting device;

encoding said communication utilizing a portion of said first pseudo-
random sequence, said portion of said first pseudo-random sequence being
less than all of said first pseudo-random sequence and being determined

based on said second pseudo-random sequence;
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sending said encoded communication from said accounting device to
sald printer;

generating said first and second pseudo-random sequences at said
printer; and

decoding said encoded communication utilizing a portion of said first
pseudo-random sequence generated at said printer, said portion of said first
pseudo-random sequence generated at said printer utilized being less than all
of said first pseudo-random sequence generated at said printer and being
determined based on said second pseudo-random sequence generated at

said printer.
According to another aspect of the present invention, there is provided

a metering device comprising:

an accounting device having a security device and an encryption
device coupled to said security device, said encryption device comprising:

a first linear feedback shift register to generate a first pseudo-random

sequence;
a second linear feedback shift register to generate a second pseudo-

random sequence;

a first logic circuit coupled to receive said first and second pseudo-
random sequences, said first logic circuit having an output to output portions
of said first pseudo-random sequence, said portions being less than all of said
first pseudo-random sequence, based on said second pseudo-random

sequence,

wherein communications from said security device are encrypted
utilizing said portions of said first pseudo-random sequence output from said
first logic circuit before being sent from said accounting device.

According to another aspect of the present invention, there is provided
a metering device comprising:

an accounting device having a security device and an encryption
device, said encryption device adapted to generate a first pseudo-random
sequence and a second pseudo-random sequence, a portion less than all of
said first pseudo-random sequence being utilized to encrypt communications

being output from said accounting device, said portion of said first pseudo-
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random sequence being determined based on said second pseudo-random

sequence; and
a printing device coupled to said accounting device to receive said

encrypted communications, said printing device having a decryption device
adapted to generate said first pseudo-random sequence and said second
pseudo-random sequence, said decryption device utilizing a portion less than
all of said first pseudo-random sequence generated by said decryption device
to decrypt said encrypted communications received from said accounting
device, said portion of said first pseudo-random sequence used to decrypt
said encrypted communications being determined based on said second
pseudo-random sequence generated by said decryption device.

According to another aspect of the present invention, there is provided
a printing device comprising:

an input port to receive communications, said communications being
encrypted based on a portion of a first pseudo-random sequence, said portion
of said first pseudo-random sequence being less than all of said first pseudo
random sequence and being determined based on a second pseudo-random
sequence; and

a decryption device coupled to said input port, said decryption device
adapted to generate said first pseudo-random sequence and said second
pseudo-random sequence, said decryption device utilizing a portion less than
all of said generated first pseudo-random sequence to decrypt said encrypted
communications, said portion of said generated first pseudo-random

sequence utilized to decrypt said encrypted communications being

determined based on said generated second pseudo-random sequence.

Description of the Drawings

The above and other objects and advantages of the present invention
will be apparent upon consideration of the following detailed description, taken
in conjunction with accompanying drawings, in which like reference characters

refer to like parts throughout, and in which:
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FIG. 1 illustrates in block diagram form a conventional closed system

postage meter,

FIG. 2 illustrates in block diagram form a closed system postage meter

according to the present invention;

FIGS. 3A and 3B illustrate in block diagram form an embodiment for

the encryption/decryption circuits utilized in Fig. 2;

FIGS. 4A and 4B illustrate in block diagram form another embodiment

for the encryption/decryption circuits utilized in Fig. 2; and
FIG. 5 illustrates in flow chart form a process for using a Shrinking Key

Generator (SKG) to encrypt data according to the present invention.

Detailed Description of the Present Invention

4c
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In describing the present invention, reference is made to the drawings,
wherein there is seen in Fig. 2 a closed system postage meter 30 according to the
present invention. Meter 30 includes an accounting device 32 coupled to a printer
34 via a communication link, such as, for example, cable 36. Accounting device 32
includes a PSD 20 and an encryption circuit 40 inside a secure enclosure 42. Data
from PSD is communicated to encryption circuit 40 via data link 46. It should be
noted that while encryption circuit 40 is illustrated in Fig. 2 as being separate from
PSD 20, the invention is not so limited and the encryption circuit 40 may be integral
with PSD 20. The data from PSD 20 is encrypted by encryption circuit 40, as will be
further described below, and the encrypted data sent to printer 34 via cable 36.

Printer 34 includes a printer driver 24 coupled to a printhead 26, and a
decryption circuit 44 inside a secure enclosure 38. Encrypted data from accounting
device 32 is input to decryption circuit 44, where it is decrypted as will be further
described below. The decrypted data from decryption circuit 44 is then
communicated to printer driver 24 via data link 48. It should be noted that while
decryption circuit 44 is illustrated in Fig. 2 as being separate from printer driver 24,
the invention is not so limited and the decryption circuit 44 may be integral with
printer driver 24. Printer driver 24 then drives the printhead 26 based on the data
from accounting device 32.

Fig. 3A illustrates in block diagram form an encryption circuit 40 according to
one embodiment of the present invention. Encryption circuit 40 includes a Linear
Feedback Shift Register (LFSR) 50 that generates a pseudo-random sequence, i.e.,
although the sequence is pseudo-randomly generated, it will be periodic in nature.
LFSR 50 comprises of a plurality of stages of register, such as, for example, flip-flops
52a-52e, and an exclusive OR (XOR) gate 54. The output 60 of XOR gate 54 is
input to the first flip-flop 52a. The output of each flip-flop 52a-52d is input to the next
succeeding flip-flop 52b-52e. The inputs for XOR gate 54 are provided by taps from
the outputs of two or more of the flip-flops 52a-52e, such as, for example, the
outputs from flip-flops 52¢c and 52e as illustrated in Fig. 3A. 1t should be understood
that while five flip-flops 52a-52e are illustrated in Fig. 3A, the invention is not so
limited and any number of flip-flops can be used. Additionally, any number and/or
location of taps can be used for the inputs to XOR gate 54.
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The output 62 from the last flip-flop 52e of LSFR 50 is input to an XOR gate
58. Data from the PSD 20 is also input to XOR gate 58 via data link 46. The output
from XOR gate 58 is sent fo printer 34 via cable 36.

Fig. 3B lllustrates in block diagram form a decryption circuit 44 that
corresponds to encryption circuit 40. Decryption circuit 44 is similar to encryption
circuit 40, and includes an LFSR 150. LFSR 150 is similar to LFSR 50 utilized in
encryption circuit 40, and comprises of a plurality of stages of register, such as, for
example, flip-flops 152a-152e, and an exclusive OR (XOR) gate 154. The output
160 of XOR gate 154 is input to the first flip-flop 152a. The output of each flip-flop
152a-152d is input to the next succeeding flip-flop 152b-152e. The inputs for XOR
gate 154 are provided by taps from the outputs of two or more of the flip-flops 152a-
152e, utilizing the same taps as in encryption circuit 40. The output 162 from the last
flip-flop 152e of LSFR 150 in decryption circuit 44 is input to an XOR gate 158. The
encrypted data from accounting device 32 on cable 36 is also input to XOR gate 158.
The output from XOR gate 158 is sent to printer driver 24 via communication link 48.

The operation of the meter 30 is as follows. The goals of a cryptographic link
between the accounting unit 32 and printer 34 is to deter replay of previously printed
data, i.e., indicia, to the same or another printer, to detect modification of data sent to
the printer, and to prevent simultaneous parallel printing of an indicium. To
accomplish these goals, there are two elements that must be accomplished. First,
the privacy of the data must be ensured, and second, the freshness of the data must
be ensured. Ensuring the privacy of the data is accomplished by encrypting the data
at the accounting device 32 and decrypiing the data at the printer 34. When an
indicium is generated for printing, the PSD 20 of accounting device 32 performs the
accounting functions for the indicium and generates data to drive printer 34 to print
the indicium. The data from PSD 20 is sent to encryption circuit 40 where each bit is
passed through XOR gate 58 along with a bit of the pseudo-random sequence
generated by LSFR 50. Accordingly, the data from PSD 20 is encrypted before
being sent to printer 34. Table 1 below illustrates an example of the encryption for a
portion of an exemplary data sequence from PSD 20 and an exemplary pseudo-
random sequence generated by LFSR 50.
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TABLE 1

PS—; D;ta [1 1 | 0

Sequence

Accounting
Device

e S —— s e

- e

Pseudo-
Random

—

1 |0 0 {1 |1 |0 |1

0 |0 O (0 |1 0 |1

O |10 |0 (1 |0 [0 |O
_ ||

As shown in Table 1, the data sent from accounting device 32 to printer 34 is

different than the data generated by PSD 20. Although many bits of data from PSD

20 remain the same as the data output from accounting device 32 in the above

0
0
0

Output of

P ——y

example, e.g., the first, second third, fourth, sixth, seventh, eighth, tenth, eleventh
and thirteenth bits, replay or parallel printing of the data sent from accounting device
32 produces an unusable image. Thus, the goal of preventing such replay or parallel
printing has been accomplished. Any printer that is unable to decrypt the data
before printing will only be able to print an unusable image. Therefore, even
encrypting a small portion of the data, such as, for example, every fourth bit or every
other bit, will provide an extremely high probability that the data replayed on another
printer or printed in parallel would produce an unusable image.

The encrypted data from accounting device 32 is sent to printer 34 and input
to decryption circuit 44 for decryption before being sent to printer driver 24. The data
from accounting device 32 is input to an XOR gate 158 ailong with a bit of the
pseudo-random sequence generated by LSFR 150 of decryption circuit 44. To
ensure that the data is decrypted properly, LSFR 180 of decryption circuit 44 must
generate the same pseudo-random sequence that LSFR 50 of encryption circuit 40
utilized to encrypt the data. This is accomplished by controlling the initial value of
each LFSR 50, 150, also called the initial fill value. Different initial fill values will
produce different outputs. [t should be noted, however, that since each LFSR 50,
160 generates only a pseudo-random sequence, different initial fill values will only
shift the starting point of the sequential pattern. Thus, if a decryption circuit 44 does
not have the same Initial fill value as encryption circuit 40, it will be unable to
correctly decrypt the data from accounting device 32, and printer 34 will print an
unusable image.
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To ensure that LFSR 50 of encryption circuit 40 and LFSR 150 of decryption
circuit 44 utilize the same initial fill value, a key agreement process, to establish the
initial fill value, is performed between the printer 34 and accounting device 32.
Preferably, this process is performed on demand to ensure that accounting device
32 and printer 34 can synchronize if a session between them is interrupted or if
accounting device 32 is connected to a new printer. The Key agreement process
Mmust also ensure that it is highly unlikely that two printers connected in parallel will
arrive at the same initial fill value. Accordingly, it is preferable that printer 34
generate at least a portion of the initial fill value. This will also help prevent replay
attacks, since if the initial fill value is simply sent to the printer 34 then a replay attack

Is possible by recording the initial fill value and data sent by accounting device 32
and sending the same initial fill value and data to another printer.

The preferred embodiment of a key agreement process according to the
present Invention operates as follows. It should be noted, however, that any key
agreement protocol could be used to agree upon an initial fill. During manufacturing
of the printer 34, it is assigned a serial number and a key that is algorithmically
derived from the assigned serial number. For example, the serial number could be
encrypted utilizing a Triple Data Encryption Standard (3DES) encryption method to
generate the assigned key. This encryption would be performed with a Master Print
Key. Thus, each printer would have a unique serial number and accordingly unique
key. Accounting unit 32 would be provided with the means to generate the key for all
printers, i.e., the Master Print Key. To agree upon an initial fili value, printer 34 will
generate a random number greater than zero to use as the initial fill value for LFSRs
50, 190. The initial fill value will be loaded into LFSR 150 of decryption circuit 44.
Printer 34 will then encrypt the generated random number using its key, and send
the encrypted result and its assigned serial number to accounting device 32.
Accounting device 32 will determine the printer key from the printer serial number,
utilizing the Master Print Key, and then decrypt the encrypted random number from
printer 34 with the determined printer key. The decrypted random number will then
be loaded into the LFSR 50 of encryption circuit 40 as the initial fill value, and the
data encrypted based on the loaded initial fill value. Decryption circuit 44 can then
decrypt the data from accounting device 32, utilizing the same initial fill value that
encryption circuit 40 used to encrypt the data, and send the decrypted data to printer

8
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driver 24 for printing by printhead 26. It should be noted that how often a new initial
fill value needs to be agreed upon will depend upon the system requirements and
the period of the LFSRs 50, 150. Thus, a new initial fill value could be generated for

example, once a day, once a week, every time a print activity is to occur, or any
other time desired.

As noted above, the data from accounting device 32 is decrypted by inputting
the data to an XOR gate 158 along with a bit of the pseudo-random sequence
generated by LSFR 150 of decryption circuit 44. Table 2 below illustrates an
example of the decryption for the data sequence illustrated in Table 1.

TABLE 2
R i
daa fom | 4| 4| o 1 [o |
Device | ' |

Pseudo- | 0O |0 0

Random
Sequence

Output | of | 1 | 1 10
Decryption
Circuit | | !

Thus, as illustrated in Table 2, since the pseudo-random sequence generated
by LFSR 150 is identical to the pseudo-random sequence generated by LFSR 50,
the data from accounting device 32 will be properly decrypted and the data sent to
the printer driver 24 from the decryption circuit 44 will be identical to the data sent
from PSD 20 to encryption circuit 40. Accordingly the image produced by printhead
26 will be a usable image. However, the data sent from accounting device 32 to
printer 34 via cable 36 will encrypted. Thus, if a printer does not have an LFSR that
is identical fo LFSR 50 of encryption circuit 40 and does not have the proper initial fill
value, the printer will not be able to decrypt the data correctly and will print an
unusable image.

While the encryption circuit 40 and decryption circuit 44 illustrated in Figs. 3A
and 3B provide a secure link between the accounting device 32 and printer 34
utilizing cost effective circuitry that is easy to implement, the secure link may still be
vulnerable to attack. For example, linear feedback shift registers are vulnerable to
attack based on the Berlekamp-Massey algorithm. The Berlekamp-Massey

9
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algorithm computes the linearity of a keystream and can recover the length of the
LFSR, the placement of the tapped bits, and the initial fill value. To prevent such
recovery, and therefore further ensure the security of the link between the

accounting device 32 and printer 34, a Shrinking Key Generator (SKG) is used as
described below.

Figs. 4A and 4B illustrate in block diagram form another embodiment for the
encryption/decryption circuits utilized in Fig. 2. Fig. 4A illustrates an encryption
circuit 70 that includes a shrinking key generator (SKG) 80a to encrypt the data.
SKG 80a includes a pair of LFSRs, i.e., LFSRy 72a and LFSR, 74a, and logic
circuitry 76a. Each of LFSR4 72a and LFSR; 74a includes a plurality of stages of
flip-flops and an exclusive OR gate as previously described with respect to LSFR 50
of Fig. 3A. Preferably, LFSRs 72a and LFSR, 74a are distinct from each other, i.e.,
they are different in that, for example, they do not include the same number of
registers, have a different humber or location of the taps for the feedback, or any
combination thereof. The output from each of LFSR{ 72a and LFSR, 74a is input to
logic circuitry 76a. The output of logic circuitry 76a is input to XOR gate 82, along
with the data from PSD 20 via communication link 46. The output from XOR gate 82
Is sent to printer 34 via cable 36.

Fig. 4B illustrates a decryption circuit 78 that utilizes a shrinking key generator
80b, similar to SKG 80a of encryption circuit 70, to decrypt the data sent from
accounting device 32. SKG 80b includes a pair of LFSRs, i.e.,, LFSR4 72b and
LFSR> 74b, and logic circuitry 76b. LFSR4 72b is similar to LFSR¢ 72a of SKG 8043,
and LFSRy 74b is similar to LFSR; 74a of SKG 80a. The output from each of LFSR;
72b and LFSRy 74b is input to logic circuitry 76b, which is similar to logic circuitry
76a of SKG 80a. The output of logic circuitry 76b is input to XOR gate 182, along
with the data from accounting device 32 via cable 36. The output from XOR gate
182 is sent to printer driver 24 via communication link 48.

The operation of the encryption circuit 70 and decryption circuit 78 is as
follows. An initial fill value for each of LFSRy 72a, 72b and LFSR; 74a, 74b is
determined similarly as previously described. The initial fill value for LFSR, 72a of
SKG 80a and LFSR; 72b of SKG 80b must be identical, as must the initial fill value
for LFSR4 74a of SKG 80a and LFSR, 74b of SKG 80b. However, the initial fill value
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utilized between the pairs, i.e., LFSRy 72a, 72b and LFSRy; 74a, 74b, may be
different or similar. Each of LFSRs 72a and LFSR, 74a is going fo generate a
pseudo-random sequence, based on their respective initial fill values, which is input
to logic circuitry 76a. As will be described below, portions of the pseudo-random
sequence generated by LFSR, 72a will be used to encrypt the data from PSD 20 as
determined by the pseudo-random sequence generated by LFSR, 74a.

Fig. S illustrates in flow chart form an exemplary method for determining which
portions of the pseudo-random sequence generated by LFSR4 72a will be used to
encrypt the data from PSD 20 based on the pseudo-random sequence generated by
LFSR2 74a. In step 100, a data bit of the pseudo-random sequence generated by
LFSR2 74a is read by logic circuitry 76a. In step 102, logic circuitry 76a determines if
the read data bit of the pseudo-random sequence generated by LFSR, 74a is a “1.”
If the read data bit of the pseudo-random sequence generated by LFSR, 74a is a “1,”
then in step 104 the corresponding data bit of the pseudo-random sequence
generated by LFSR, 72a will be passed through logic circuitry 76a to XOR gate 82
as an input along with the data from PSD 20. In step 106 the pseudo-random
sequence from each of LFSR4 72a and LFSR, 74a will be shifted to the next data bit,
and the process will repeat. If in step 102 it is determined that the current data bit of
the pseudo-random sequence generated by LFSR; 74a is not a “1,” i.e., it is a “0,”
thén the method proceeds directly to step 106 where the pseudo-random sequence
from each of LFSRy 72a and LFSR, 74a will be shifted to the next data bit without
passing the corresponding data bit of the pseudo-random sequence generated by
LFSR4 72a through logic circuitry 76a to XOR gate 82. Thus, not every bit of data
generated by LFSR¢ 72a will be used to encrypt the data from PSD 20, thereby

preventing an attack of encryption circuit 70 utilizing the Berlekamp-Massey
algorithm.

The encrypted data from accounting device 32 is sent to printer 34 and input
to decryption circuit 78 for decryption before being sent to printer driver 24. The data
from accounting device 32 is input fo an XOR gate 182 along with a bit of the
pseudo-random sequence generated by SKG 80b of decryption circuit 78. Since
SKG 80b is similar to SKG 80a, the output from SKG 80b will be identical to the
output of SKG 80a, and accordingly the data from accounting device 32 will be
properly decrypted by passing the output of SKG 80b and the data from accounting
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device 32 through XOR gate 182. Thus, the decrypted data sent to the printer driver
24 from the decryption circuit 78 will be identical to the data sent from PSD 20 to
encryption circuit 70. Accordingly the image produced by printhead 26 will be a
usable image. However, the data sent from accounting device 32 to printer 34 via
cable 36 will be encrypted. Thus, if a printer does not have an SKG that is identical
to SKG 80a of encryption circuit 70 and does not have the proper initial fill values
utilized for each of LFSR4 72a and LFSR; 74a, the printer will not be able to decrypt
the data correctly and will print an unusable image.

It should be noted that the use of SKG 80a and SKG 80b could potentially
slow down the printing operation if it is necessary to wait for data. On the average,
each of SKG 80a, 80b will require two steppings of LFSR 72a and LFSR, 74a and
LFSR4 72b and LFSR; 74b, respectively, to generate one output bit. In the worst
case, a maximum of n-1 steps would be required, where n is the number of stages in
LFSR 72a, 72b. Accordingly, to maintain efficient operation of the entire system, it
IS desirable to increase the clock speed of each of SKG 80a, 80b to account for
those data bits output from LFSR1 72a, 72b that are not passed to the respective
XOR gates 82, 182.

Thus, according to the present invention, the link between the accounting
device and printer of a closed system meter is secured utilizing a Linear Feedback
Shift Register (LFSR) based stream encryption that is both cost efficient and easy to
implement. It should be noted that while the above invention has been described
with respect to encrypting/decrypting the data from the accounting device 32 to the
printer 34, the invention is not so limited. For example, the encryption/decryption
circuits according to the present invention could also be employed to encrypt/decrypt
printer control signals. If the printer data is formatted by a printer driver integral to
accounting device 32, and the only signals sent to the printhead 26 are control
signals, e.g., print strobes, one or more of the control signals could be
encrypted/decrypted utilizing the circuits described with respect to Figs. 3-5 above.
Any attempt to replay the encrypted print control signals or improperly decrypted
print control signals will cause the printer to behave erratically and print an unusable

image.
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Additionally, while the encryption/decryption circuits of the present invention
were described with respect to hardware implementation, i.e., shift registers and

logic gates, the present invention is not so limited and one or more of the

encryption/decryption circuits of the present invention may also be implemented in
software.

It should be understood that although the present invention was described
with respect to a postage metering system, the present invention is not so limited
and is applicable to any type of value metering system or controlled printing
environment. While a preferred embodiment of the invention has been described
and illustrated abové, it should be understood that this is exemplary of the invention
and is not to be considered as limiting. Additions, deletions, substitutions, and other
modifications can be made without departing from the spirit or scope of the present
invention. Accordingly, the invention is not to be considered as limited by the

foregoing description but is only limited by the scope of the appended claims.
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What is Claimed is:

1. A method for securing a communication between an accounting device
and a printer comprising:
generating a first pseudo-random sequence at said accounting device;

generating a second pseudo-random sequence at said accounting

device;
combining a portion of said first pseudo-random sequence and said

communication to form an encrypted communication, said portion of said first
pseudo-random sequence being less than all of said first pseudo-random

sequence and being determined based on said second pseudo-random

sequence; and
sending said encrypted communication from said accounting device to

said printer.

2. The method according to claim 1, wherein combining a portion of said
first pseudo-random sequence and said communication further comprises:
Inputting said portion of said first pseudo-random sequence to a first
iInput of a logic gate;
iInputting said communication to a second input of said logic gate; and
outputting a result from said logic gate,

wherein said result is said encrypted communication.

3. The method according to claim 2, wherein said logic gate is an

exclusive or gate.

4. The method according to claim 1, wherein generating a first pseudo-

random sequence and generating a second pseudo-random sequence further

comprises:
utilizing a first linear feedback shift register to generate said first

pseudo-random sequence; and
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utilizing a second linear feedback shift register to generate said second

pseudo-random sequence, said second linear feedback shift register being

different than said first linear feedback shift register.

S. The method according to claim 4, wherein said first and second linear
feedback shift registers each comprise:

a plurality of registers in series, each of said plurality of registers
having an input and an output, at least two of said outputs being coupled to
respective inputs of a logic gate, an output of said logic gate being coupled to
said input of a first of said plurality of registers, said input of each of the other
of said plurality of registers being coupled to said output of a preceding

register, said output of a last of said registers providing said pseudo-random

sequence.

6. The method according to claim 1, wherein combining a portion of said
first pseudo-random sequence and said communication further comprises:
reading a data bit of said second pseudo-random sequence;

determining if said read data bit of said second pseudo-random

sequence is a first value; and
utilizing a corresponding bit of said first pseudo-random sequence to

form said encrypted communication if said read data bit of said second

pseudo-random sequence is said first value.

/. The method according to claim 6, wherein if said read data bit of said
second pseudo-random sequence is not said first value, said method further

comprises:
stepping each of said first and said second pseudo-random sequences

to a next data bit: and

repeating said reading, determining and utilizing steps.

8. The method according to claim 1, further comprising:
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generating said first pseudo-random sequence at said printer;

generating a second pseudo-random sequence at said printer;

using a portion of said first pseudo-random sequence generated at said
printer to decrypt said encrypted communication, said portion of said first
pseudo-random sequence generated at said printer that is used to decrypt
said encrypted communication being less than all of said first pseudo-random
sequence and being determined based on said second pseudo-random
sequence generated at said printer; and

processing said communication.

0. The method according to claim 1, wherein generating a first pseudo-

random sequence further comprises:
receiving from said printer at least a portion of an initial fill value for
said first pseudo-random sequence, said first pseudo-random sequence being

based on said initial fill value.

10.  The method according to claim 9, wherein said portion of said initial fill
value received from said printer is encrypted with a key derived from a serial
number of said printer, and generating said first pseudo-random sequence

further comprises:
receiving said encrypted portion of said initial fill value and said serial

number from said printer;
determining said key based on said received serial number; and

decrypting said encrypted portion of said initial fill value with said

determined key.

11.  The method according to claim 1, wherein said communication

iIncludes data.

12. The method according to claim 1, wherein said communication

Includes printer control signals.
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13. A method for securing a communication between an accounting device
and a printer comprising:

generating a first and second pseudo-random sequence at said
accounting device;

encoding said communication utilizing a portion of said first pseudo-
random sequence, said portion of said first pseudo-random sequence being
less than all of said first pseudo-random sequence and being determined
based on said second pseudo-random sequence;

sending said encoded communication from said accounting device to
said printer;

generating said first and second pseudo-random sequences at said
printer; and

decoding said encoded communication utilizing a portion of said first
pseudo-random sequence generated at said printer, said portion of said first
pseudo-random sequence generated at said printer utilized being less than all
of said first pseudo-random sequence generated at said printer and being

determined based on said second pseudo-random sequence generated at

said printer.

14. The method according to claim 13, wherein generating a first and

second pseudo-random sequence at said accounting device and said printer

each further comprise:

utilizing a first linear feedback shift register to generate said first
pseudo-random sequence; and

utilizing a second linear feedback shift register to generate said second

pseudo-random sequence, said second linear feedback shift register being

different than said first linear feedback shift register.
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15.  The method according to claim 13, wherein before said accounting unit

generates said first and second pseudo-random sequences, said method

further comprises:
receiving from said printer at least a portion of a first initial fill value for

said first pseudo-random sequence, said first pseudo-random sequence being

based on said initial fill value.

16.  The method according to claim 195, further comprising:

receiving from said printer at least a portion of a second initial fill value
for said second pseudo-random sequence, said second pseudo-random

sequence being based on said second initial fill value.

17.  The method according to claim 16, wherein said portions of said first
and second initial fill values received from said printer are encrypted with a
key derived from a serial number of said printer, and generating said first and
second pseudo-random sequences at said accounting device further
comprises:

receiving said encrypted portions of said first and second initial fill
values and said serial number from said printer;

determining said key based on said received serial number; and

decrypting said encrypted portions of said first and second initial fill

values with said determined key.

18. The method according to claim 13, wherein said communication
Includes data representing postage indicia accounted for by said accounting

device, said method further comprising:

printing said indicia at said printer.

19. A metering device comprising:
an accounting device having a security device and an encryption
device coupled to said security device, said encryption device comprising:
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a first linear feedback shift register to generate a first pseudo-random

sequence;
a second linear feedback shift register to generate a second pseudo-

random sequence;
a first logic circuit coupled to receive said first and second pseudo-

random sequences, said first logic circuit having an output to output portions
of said first pseudo-random sequence, said portions being less than all of said
first pseudo-random sequence, based on said second pseudo-random
sequence,

wherein communications from said security device are encrypted
utilizing said portions of said first pseudo-random sequence output from said

first logic circuit before being sent from said accounting device.

20. The metering device according to claim 19, wherein said encryption
device further comprises:

a first logic gate having a first input coupled to said security device, a
second input coupled to said output of said first logic circuit, and an output to

provide said encrypted communications.

21.  The metering device according to claim 19, further comprising:
a printing device coupled to said accounting device, said printing
device including a decryption circuit comprising:

a third linear feedback shift register to generate said first pseudo-

random sequence;
a fourth linear feedback shift register to generate said second pseudo-

random sequence;
a second logic circuit coupled to receive said first and second pseudo-

random sequences generated by said third and fourth linear feedback shift
registers, respectively, said second logic circuit having an output to output
portions of said first pseudo-random sequence based on said second pseudo-

random sequence,
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wherein encrypted communications from said accounting device are

decrypted utilizing said portions of said first pseudo-random sequence output

from said second logic circuit.

22. The metering device according to claim 21, wherein said decryption

circuit further comprises:
a second logic gate having a first input coupled to receive said

encrypted communications, a second input coupled to said output of said

second logic circuit, and an output to provide said decrypted communications.

23. The metering device according to claim 21, wherein said printing
device generates at least a portion of a first initial fill value for said first and
third linear feedback shift registers and at least a portion of a second initial fill
value for said second and fourth linear shift feedback registers and sends said

portions of said first and second initial fill values to said accounting device.

24.  The metering device according to claim 23, wherein said first initial fill

value Is identical to said second initial fill value.

25. The metering device according to claim 23, wherein said printing
device sends said portions of said first and second initial fill values to said

accounting device in an encrypted form.

26. The metering device according to claim 25, wherein said portions of
said first and second initial fill values are encrypted utilizing a key based on a
serial number of said printing device, and said printing device sends said

serial number to said accounting device.

27.  The metering device according to claim 26, wherein said accounting

device determines said key based on said serial number of said printing

20



10

15

20

25

CA 02462850 2008-03-20

device and decrypts said portions of said first and second initial fill values

utilizing said determined key.

28. The metering device according to claim 19, wherein said

communications include data.

29. The metering device according to claim 19, wherein said

communications include printer control signals.

30. A metering device comprising:

an accounting device having a security device and an encryption
device, said encryption device adapted to generate a first pseudo-random
sequence and a second pseudo-random sequence, a portion less than all of
said first pseudo-random sequence being utilized to encrypt communications
being output from said accounting device, said portion of said first pseudo-
random sequence being determined based on said second pseudo-random
sequence; and

a printing device coupled to said accounting device to receive said
encrypted communications, said printing device having a decryption device
adapted to generate said first pseudo-random sequence and said second
pseudo-random sequence, said decryption device utilizing a portion less than
all of said first pseudo-random sequence generated by said decryption device
to decrypt said encrypted communications received from said accounting

device, said portion of said first pseudo-random sequence used to decrypt
sald encrypted communications being determined based on said second

pseudo-random sequence generated by said decryption device.

31.  The metering device according to claim 30, wherein at least one of said

encryption device and said decryption device includes a processor.
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32. The metering device according to claim 30, wherein said encryption

device includes a first processor and said decryption device includes a

second processor.

33. A printing device comprising:

an input port to receive communications, said communications being
encrypted based on a portion of a first pseudo-random sequence, said portion
of said first pseudo-random sequence being less than all of said first pseudo
random sequence and being determined based on a second pseudo-random
sequence; and

a decryption device coupled to said input port, said decryption device
adapted to generate said first pseudo-random sequence and said second
pseudo-random sequence, said decryption device utilizing a portion less than
all of said generated first pseudo-random sequence to decrypt said encrypted
communications, said portion of said generated first pseudo-random
sequence utilized to decrypt said encrypted communications being

determined based on said generated second pseudo-random sequence.

34. The printing device according to claim 33 wherein said decryption

device further comprises:
a processor to generate at least one of said first and second pseudo-

random sequences and to decrypt said encrypted communications.

35. The printing device according to claim 33, wherein said decryption
device further comprises:
a first linear feedback shift register to generate said first pseudo-

random sequence; and
a second linear feedback shift register to generate said second

pseudo-random sequence.
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36. The printing device according to claim 33, wherein said printing device

generates at least a portion of an initial fill value, said first pseudo-random

sequence being based on said initial fill value.

37. The printing device according to claim 36, wherein said printing device
encrypts said at least a portion of said initial fill value utilizing a key based on
a serial number of said printing device and outputs said encrypted at least a

portion of said initial fill value to a device from which said encrypted

communications are received.
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