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DESCRIPTION

[0001] The present invention relates to the field of network communications and, more
particularly, to a method and an apparatus for congestion control in network communications.

BACKGROUND OF THE INVENTION

Congestion control

[0002] Congestion situations arise in a data communications network whenever the available
transmission capacity of a network node or link is lower than the data rate it needs to relay. For
example, Fig. 1A shows a data transmitting node 110 sending a data flow 150 to a data
receiving node 120 through a communications network 140, which includes a collection of
interconnected network nodes 141, 142, 143, and possibly others. The data flow 150 is relayed
in this case by network nodes 141 and 142. Fig. 1A further shows another data transmitting
node 111 sending a data flow 151 to a data receiving node 121 through the same network 140.
However, the data flow 151 is relayed in this case by network nodes 141 and 143. If the
aggregated sent rate of data flows 150 and 151 is larger than the relaying capacity of network
node 141, in which they coincide, then network node 141 will become congested and both data
flows 150 and 151 will experience a congestion situation. If a network node (such as 141) has
some input buffering capability, the congestion situation will cause its buffering capacity to be
progressively used until it may eventually fill up. Once filled up, if the congestion situation
persists, part of data flows 150 and 151 will be discarded and thus lost from the point of view of
the data receiving nodes 120 and 121. Congestion control mechanisms are used to avoid,
mitigate and handle congestion situations. Congestion control mechanisms can be part of the
functionality of any layer, typically the link layer, the network layer, the transport layer or the
application layer, and can reside in the end nodes (such as 110 or 111) or in the intermediate
nodes (such as 141, 142 or 143).

[0003] As one of the most widely-used communication protocols nowadays, Transfer Control
Protocol (TCP) uses sophisticated congestion control mechanisms. Many of the technical
advances in the field of congestion control have taken place within the development of TCP.
Thus, in the following, congestion control mechanisms in TCP will be described. However,
many of the technical developments coming from TCP have later been adopted by other
protocols, such as Stream Control Transmission Protocol (SCTP).

Standard TCP Protocol Congestion Control

[0004] Transport Control Protocol (TCP) is a widely used in data communication networks.
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The TCP, specified in J. Postel, "IETF RFC 793: Transmission control protocol," 1981, and
incorporated herein by reference, provides reliable data transmission between two endpoints.
Endpoints are commonly referred to as "hosts" in literature concerning TCP technology. The
term "reliable data transmission” refers to the fact that the TCP provides an adaptive repeat
request (ARQ) mechanism enabling an acknowledged data transmission. In particular, as
illustrated in Figure 1B, a data transmitting node 110 transmits a data segment 101 (payload of
TCP datagram) through a network 140, of which a data receiving node 120 checks the correct
arrival. The data receiving node 120 then sends back to the data transmitting node 110,
through a network 140, an acknowledgement 102 positively acknowledging the correct
reception of the data. In accordance with this feedback 102, or the lack thereof, the data
transmitting node 110 may retransmit the data. The acknowledgements are also transmitted in
TCP segments and may be cumulative, i.e. the acknowledgement of a TCP segment implies
the acknowledgement of all prior consecutive TCP segments.

[0005] Data packets may get lost, which means that they do not arrive within a predetermined
time window (i.e. time period) at the data receiving node. Moreover, data packets may
experience some transmission errors, which may be detected at the data receiving node by
standard means including error detection/correction codes such as cyclic redundancy check
(CRC) or others. The delay or transmission errors may be caused by increased load within the
network and/or by worsening of the channel conditions. The acknowledgement mechanism
provided by the TCP enables recovering the packet loss and corrupted data by means of
retransmissions.

[0006] However, if the network experiences high load, repeated retransmissions by many
users may further worsen the situation and the network may become congested. In order to
avoid such a situation and in order to handle congestions, TCP provides some congestion
control mechanisms and strategies, which may be implemented on the data transmitting node
110 and/or data receiving node 120. An example of the prior art can be found in
US2005/237929. In the following, standard TCP terminology will be employed, as used in RFC
793 cited above and /IETF RFC 5681 "TCP Congestion Control," from Sept. 2009, in particular:

Host: a network node that is an end-point of a TCP communication. The term "host" will also be
employed for other protocols to which the present invention may be applied, to mean a
network node that is a communication end-point from the point of view of those protocols.

Connection: a bidirectional data flow established between two hosts, uniquely identified, with its
own establishment, flow control and congestion control mechanisms independent of other data
flows.

[0007] Congestion Window (cwnd) denotes the maximum amount of consecutive data a TCP
host can send beyond the latest acknowledged sequence number, as calculated locally by the
sending host, not having taken into account the window advertised by the receiving host.
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[0008] Receive Window (rwnd) is the window size advertised by the receiver to the sender in
the acknowledgement messages it sends back. This window size specifies the maximum
amount of consecutive data the receiver is ready to accept beyond the latest acknowledged
sequence number. This is the mechanism used by TCP to implement flow control, i.e. to
prevent a fast sender from overwhelming a slow receiver.

[0009] Send Window is the lowest of cwnd and rwnd. Standard TCP congestion control is
based on mechanisms for the sender, and thus focuses on setting an appropriate cwnd value,
assuming that cwnd determines the Send Window.

[0010] Slow Start is a TCP congestion control state. In the Slow Start state, the TCP
congestion control algorithm increases the cwnd in an exponential fashion, where cwnd is
increased by about one segment size every time an acknowledgement is received. A TCP
sending host in a TCP Connection is said to be in Slow Start when it is using this manner of
increasing the cwnd.

[0011] Congestion Avoidance is a TCP congestion control state. In the Congestion Avoidance
state, the TCP congestion control algorithm increases the cwnd in a slower fashion than in
Slow Start. In standard Reno/New Reno TCP, the cwnd grows by 1/cwnd bytes (the inverse of
cwnd) for every byte acknowledged, i.e. cwnd will grow by the size of one segment after
acknowledging segments that add up cwnd bytes in size. Different TCP variants have different
congestion avoidance algorithms. A TCP sending host in a TCP Connection is said to be in
Congestion Avoidance when it is using this manner of increasing the cwnd.

[0012] Slow Start Threshold (ssthresh) defines the transition between Slow Start and
Congestion Avoidance control states: it is the Congestion Window value below which Slow Start
is used and beyond which the Congestion Window is increased according with Congestion
Avoidance, Flight size is the amount of data, usually measured in bytes, transmitted by the
sender and not yet acknowledged.

[0013] Buffer-bloat is a term for an excessive use of buffers in the transmission path by a
connection using a larger congestion window than what would be required to overcome the
intrinsic delay and bandwidth adaptation buffering in the transmission path.

[0014] The TCP terminology described above may also be used in other protocols which may
use similar concepts as those used for TCP congestion control.

[0015] The TCP specifications, such as IETF RFC 5681 cited above; IETF RFC 6582 "The
NewReno modification to TCP's fast recovery algorithm," from 2012; IETF RFC 2018: TCP
selective acknowledgment options" from Oct. 1996; and IETF RFC 6675: "A Conservative Loss
Recovery Algorithm Based on Selective Acknowledgment (SACK) for TCP" from 2012 (all
incorporated herein by reference) include congestion control algorithms for determining the
most appropriate data sending rate for the hosts and data recovery mechanisms to allow the
efficient retransmission of data lost due to congestion or to other causes. As currently specified
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in the official Internet Engineering Task Force (IETF) RFC documents, the TCP congestion
control approach is derived from the so-called "Reno" congestion control mechanism
(described, for instance, in V. Jacobson, "Congestion avoidance and control,” in ACM
SIGCOMM Computer Communication Review, 1988), with several additions to improve the
recovery from packet transmission losses, and is based on the following principles:

¢ Congestion control mechanisms are implemented in the TCP functionality of the
communicating hosts, not relying on intermediate network-level and link-level nodes.

e Cumulative acknowledgment segments are sent from the receiving endpoint when
correct data segments are received, indicating the sequence number of the highest
consecutive correct byte received.

» The "Send Window" defined above, which, if not limited by the rwnd, is equal to cwnd,
controls the amount of data transmitted by the sender.

* At the beginning of the connection (and after retransmission time-outs), the sender
starts with a minimal Congestion Window value and increments it with the "Slow Start"
algorithm, as explained above.

» If not limited by rwnd or the sender's output buffers, the Slow Start algorithm causes the
sending rate to rapidly go up beyond the network capacity, resulting in packet losses.

» Losses are detected by the sender when three duplicate acknowledgement segments
are received. After a fast loss recovery procedure, the congestion window is set to half
the maximum value attained during Slow Start and the connection is switched to
Congestion Avoidance, which causes the Congestion Window to grow more slowly than
in Slow Start.

« In Congestion Avoidance, an Additive-Increase-Multiplicative-Decrease (AIMD) scheme
is followed. The Congestion Window increases by a small fixed amount for every
segment acknowledged, and is reduced by half after congestion is detected. Congestion
is detected when packet loss occurs (three consecutive duplicate acknowledgements
received). Even though this mechanism forces congestion to occur, it has been proved
mathematically that several TCP flows sharing a bottleneck resource and following a
similar AIMD scheme for Congestion Window growth will eventually share the available
bandwidth in a fair manner.

« Very heavy packet losses are not recoverable with the fast recovery procedure, which
eventually causes the retransmission timer to be triggered in the TCP sender. This time-
out will result in the first sent but not acknowledged segment to be retransmitted, after
which the Slow Start phase is initiated, with the Congestion Window size reduced to one
segment. This mechanism eventually makes all senders reduce their sending rate
drastically in case of heavy congestion, which avoids a complete congestive collapse.

[0016] This standard TCP (sometimes called Reno or NewReno), has three limitations: (1) low
performance in high-speed/long-delay networks, because the small rate of growth of the
Congestion Window in Congestion Avoidance takes a very long time to achieve the large sizes
of Congestion Window required by those networks; (2) excessive use of network buffers
(buffer-bloat), increasing the delay experienced by the communicating hosts, due to the loss-
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based mechanism to detect congestion, which increases the Congestion Window up to the
point where the buffers in the network nodes in the path are full and therefore sent packets get
dropped, and (3) competition against concurrent TCP "greedy" flows, i.e. TCP flows that raise
their Congestion Window in a more aggressive way than this standard TCP when they are
sharing a bandwidth bottleneck, which will take most of the available bandwidth for themselves
and starve Reno TCP flows.

[0017] As mentioned above, performance in high-speed/long-delay networks is limited with
standard TCP, because the linear Congestion Window growth in Congestion Avoidance is too
slow in those cases, which results in significant unused capacity. Many TCP variants have
proposed more aggressive Congestion Window growth schemes for those scenarios, like TCP
variants called STCP, HSTCP, BIC-TCP, H-TCP, CUBIC and TCP-Hybla, retaining loss-based
congestion detection. Such variants are in general successful at improving TCP performance in
high-speed/long-delay networks, but they do not solve the buffer-bloat problems, because they
use loss-based congestion detection. In some cases, they may also have problems sharing a
bandwidth bottleneck with less aggressive TCP variants, like standard Reno TCP, which can be
overwhelmed by their more aggressive increase in Congestion Window.

Delay-Based Congestion Detection to Reduce Buffer-Bloat

[0018] There are TCP variants that detect network congestion by analyzing the connection's
end-to-end delay through the measured Round-Trip Time (RTT), the time from sending a
segment to receiving an acknowledgement for it. Some of such variants are TCP Vegas, TCP
Vegas-A, TCP New Vegas, and FAST-TCP. The RTT measurements are sometimes translated
into sending rate estimates, or into estimates of segments queued (buffered) in the
transmission path, but in reality the independent variable they use to make decisions are RTT
measurements.

[0019] In delay-based TCP variants, an increase in RTT is taken as a signal of the onset of
congestion and, in Congestion Avoidance, the decision to increase or decrease the Congestion
Window is made based on those RTT measurements. These methods generally succeed at
reducing or eliminating congestion losses, thereby reducing the buffer-bloat and the excessive
delay. However, they suffer heavily when competing against concurrent loss-based TCP
variants. The reason is that delay-based TCP flows detect congestion earlier than loss-based
TCP flows and reduce their sending rate accordingly. Loss-based variants do not have that
restraint and keep increasing their sending rate until they fill up all intermediate bottleneck
buffers, resulting in less and less capacity for the delay-based flows. Since the overwhelming
majority of TCP in the Internet today uses loss-based congestion control, this has been a major
obstacle for the adoption of pure delay-based variants.

Mixed Loss-Based and Delay-Based Variants



DK/EP 3135009 T3

[0020] A very early proposal to use a mixed model, known as TCP-DUAL, adds to a loss-
based Reno congestion control a congestion detection algorithm based on RTT
measurements, which triggers a multiplicative decrease in Congestion Window. This approach
can solve the buffer-bloat problems, but because of the RTT-based delay detection, like the
above mentioned pure delay-based variants, it cannot compete against loss-based TCP
variants.

[0021] Some other TCP variants, like Compound TCP, TCP Libra, TCP Africa, TCP Veno,
YeAH-TCP and TCP lliinois, also use mixed models with loss-based and delay-based
congestion control. The delay-based congestion detection is used to modulate the
aggressiveness of Congestion Window growth, allowing more aggressive growth when no
congestion is detected, which usually solves the performance problems associated to
Reno/NewReno in high-speed/low-delay networks. However, in all these variants, when an
RTT-based metric estimates that there is congestion, the Congestion Window will still keep
growing, albeit more slowly, until packet losses arise, so buffer-bloat problems will persist, even
when not competing with other data flows.

[0022] Another TCP variant called TCP Vegas+ is a mixed model using TCP Vegas by default,
but switching to NewReno if a competing flow is detected. This should avoid buffer-bloat
problems when there is no competition from other flows, but several unsolved Vegas problems
remain, for example, low performance in high-speed/long-delay networks.

TCP Variants with Bandwidth or Rate Estimation

[0023] A TCP variant called Tri-S is an early TCP variant with rate-based congestion
detection, using the time evolution of the transmission rate. However, without adequate filtering
of the transmission rate estimates or without a statistical approach to testing the growth or
stability of measured rate, the relatively large inherent variability in measured RTT spoils the
congestion detection results. Moreover, a real-time rate-based congestion detection is not able
to distinguish between a pure congestion situation and a situation in which the TCP flow is
competing against a similarly aggressive TCP flow: in both situations the window will grow and
the measured rate will stay constant. Since Tri-S reduces the Congestion Window upon
congestion detection, it cannot compete against a TCP flow with loss-based congestion control,
just like delay-based TCP variants.

[0024] TCP variants denoted as TCP-Westwood and TCP-Westwood+ introduced explicit
bandwidth estimations into their congestion control mechanisms, based on a complex
measurement of inter-acknowledgement timing or simply the rate of received
acknowledgements. With appropriate filtering, those estimates at the time a congestion-
induced loss happens are taken as the available bandwidth for the TCP connection. This
bandwidth estimation, together with the minimum RTT measured, is then taken to determine
the optimum Congestion Window. From there on, a Reno-like Congestion Avoidance mode will
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eventually take the Congestion Window size to congestion and packet losses (thus causing
buffer-bloat), at which point a new optimum Congestion Window will be calculated based on a
new bandwidth estimation.

[0025] There are also some more recent variants of TCP-Westwood aimed at high-
speed/long-delay networks (such as LogWestwood+, TCPW-A, TCP-AR and TCP Fusion) with
more aggressive window growth, which adapt better to changing network bandwidth, but which
still suffer from buffer-bloat and may overwhelm concurrent, less-aggressive Reno flows.

Improved Transition from Slow-Start to Congestion Avoidance

[0026] The TCP variants described so far concentrate in the behaviour during the Congestion
Avoidance phase. However, the transition from the Slow Start to Congestion Avoidance can be
very important, especially in small downloads that spend a significant part of their existence in
Slow Start. Detecting congestion in Slow Start only with losses may lead to severe buffer-bloat
problems and packet losses, since congestion will be reached while the sending window is
growing exponentially.

[0027] There are different approaches to detect congestion prior to packet losses in Slow
Start and to then change into a less aggressive Congestion Avoidance algorithm. Some of
them use measurements of inter-acknowledgement delays, which can be inaccurate because
of the time-measurement precision and the sophisticated filtering required in the sender. TCP-
Vegas proposes a modified Slow Start which in fact causes a premature Congestion Avoidance
due to the burstiness of the Slow Start traffic. "Limited Slow start” is an experimental IETF RFC
that relies on an arbitrary constant to determine the transition point. "Adaptive Start", being a
part of the TCPW-A variant, uses the estimated bandwidth to derive the Slow Start Threshold
parameter, and thus strongly depending on the quality of that estimate. "Hybrid Start", which is
nowadays used by default in most versions of the wide-spread Linux operating system, uses
two heuristic algorithms based on RTT measurements and inter-acknowledgement delays.
This works well except when competing against concurrent TCP flows with congestion,
because the concurrent traffic will increase the RTT from the beginning, and so the switch from
Slow Start to Congestion Avoidance will occur too early, which will cause a decreased
throughput.

Fairness and Competition against More Aggressive TCP Flows under Congestion

[0028] In much of the literature, the fairness problem is about how a more aggressive (with
respect to congestion window growth) TCP variant avoids overwhelming a less aggressive one.
However, it is equally important for a TCP flow to become more aggressive if it is determined
that another TCP flow is competing with it in a more aggressive way. This can happen even if
the other flow is from the same TCP variant, when that other flow is in the Slow Start. One of
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the few TCP variants addressing this issue is TCPW-A, which has a mechanism to increase the
Slow Start threshold parameter if it is estimated that it would result in higher bandwidth, but it is
conditioned by another mechanism to detect that there is no other TCP flow competing.

Network-Based Approaches

[0029] The TCP congestion control approaches mentioned so far rely on functionality
implemented in end hosts, primarily on the sender side. However, some approaches rely on
functionality in intermediate network nodes, like routers and switches, which could alert the
endpoint about impending congestion (e.g. TCP ECN), or drop packets before congestion
occurs (e.g. Random Early Detection queue management algorithms). A new active queue
management algorithm, CoDel (K. Nichols, V. Jacobson, "Controlling queue delay",
Communications of the ACM, vol. 55, no. 7, pp. 42-50, 2012) has recently been proposed to
deal with buffer-bloat problems specifically, which also relies on part of the functionality being
deployed in intermediate routers or switches. The problem with all these approaches is that
they are very difficult to deploy, because there is an immense installed base of routers and
switches that would have to support them along the end to end path. With host-based
solutions, on the other hand, it is enough if the two hosts support the functionality, and if it is
just a sender-side or a receiver-side functionality, only one of the end hosts needs to
implement it to benefit from it.

[0030] Summarizing, buffer-bloat remains an important problem in TCP communications,
causing unnecessary delays and resource usage, because the most widely used TCP variants
utilize loss-based congestion detection, which at the same time prevents the use of delay-
based variants that could mitigate the buffer-bloat problem. Almost all TCP-variants that use
bandwidth-based and rate-based algorithms in determining the Congestion Window still use
loss-based congestion detection, so buffer-bloat problems remain. In the few approaches
where rate-based congestion detection is used to reduce the congestion window,
measurement filtering and robust statistical methods are missing, so that the variability of
measurements is not correctly addressed, and congestion is not well detected. In fact, as long
as loss-based TCP variants are used (and nowadays they are the most widely used), buffer-
bloat will be inevitable for any TCP flow that has to compete with them. However, there are
many situations in which a connection does not compete with other connections over a
capacity bottleneck, where buffer-bloat elimination would be very beneficial.

[0031] Moreover, commonly-used attempts to reduce buffer-bloat in the transition from Slow-
Start to Congestion Avoidance based on delay metrics may be causing low throughput in the
face of competition from other flows. In summary, the lack of a good mechanism for the
detection of congestion and of competition is causing buffer-bloat problems in some cases and
performance problems in other cases, when TCP flows do not react appropriately against
competing concurrent TCP flows.

SUMMARY OF THE INVENTION



DK/EP 3135009 T3

[0032] Based on the above summarized disadvantages of the prior art, it would be beneficial
to provide a congestion control mechanism enabling efficient handling of congestion situations
and of competition for bandwidth between concurrent flows, while avoiding buffer bloat.

[0033] This is achieved by the features of the independent claims.

[0034] Advantageous embodiments of the invention are subject matter of the dependent
claims.

[0035] The particular approach of the present invention is to detect the congestion on the
basis of the trends of both the flight size and the transmission rate in order to adapt the
congestion window in accordance with the detection result.

[0036] Such approach has the advantage of reliable congestion detection and the possibility
of distinguishing between congestion with unfair competition and congestion without unfair
competition, situations which benefit from different treatment. The competition from a
concurrent data flow is considered unfair when it steadily takes up more and more of a
congestion-limited bandwidth. Moreover, the filtering applied in connection with determining the
trend of transmission rate and/or flight size ensures that the decision on presence of the
congestion is performed stably with respect to the temporal variations of the measurements.

[0037] According to a first aspect of the invention, a method is provided for congestion control
in a data communication protocol employing acknowledged communication in which a
transmitting node transmits data to a receiving node and the receiving node acknowledges
receipt of the data, wherein a congestion window specifies a maximum amount of
unacknowledged data which the transmitting node may transmit before reception of a positive
acknowledgement for all or part of that data, the method to be performed by the transmitting
node and comprising: measuring a flight size indicating an amount of data sent by the
transmitting node and not yet acknowledged by the receiving node; measuring a transmission
rate, the transmission rate corresponding to a same time instant as the flight size; determining
a trend of the flight size; determining a trend of the transmission rate, wherein the trend is
derived from a transmission rate gradient calculation, in which either the transmission rate
measurements or the transmission rate gradient calculations or both, are filtered to reduce
their temporal variability; detecting whether or not there is a congestion according to the
determined trend of the transmission rate and the trend of the flight size; upon positive
detection of the congestion, modifying the congestion window; and transmitting data while
respecting the congestion window size.

[0038] According to another aspect of the invention, an apparatus is provided for controlling,
in a transmitting node, congestion in a data communication protocol employing acknowledged
communication in which the transmitting node transmits data to a receiving node and the
receiving node acknowledges receipt of the data, wherein a congestion window specifies a
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maximum amount of unacknowledged data which the transmitting node may transmit before
reception of a positive acknowledgement for all or part of that data, the apparatus comprising:
a flight size measuring unit for measuring a flight size indicating an amount of data sent by the
transmitting node and not yet acknowledged by the receiving node; a transmission rate
measuring unit for measuring a transmission rate, the transmission rate corresponding to a
same time instant as the flight size; a flight size trend calculation unit for determining a trend of
the flight size; a transmission rate trend calculation unit for determining a trend of the
transmission rate, wherein the trend is derived from a transmission rate gradient calculation, in
which either the transmission rate measurements or the transmission rate gradient calculations
or both, are filtered to reduce their temporal variability; a congestion detection unit for detecting
whether or not there is congestion according to the determined trend of the transmission rate
and the trend of the flight size; a congestion handling unit for, upon positive detection of the
congestion by the congestion detection unit, modifying the congestion window; and a
transmission unit for transmitting data while respecting the congestion window size.

[0039] Exemplary embodiments of the methods and apparatus of the present invention are
illustrated by way of example in the accompanying drawings in which like reference numbers
indicate the same or similar elements and in which:

FIGURE 1A
is a block diagram illustrating communication over a network;

FIGURE 1B
is a block diagram illustrating an acknowledged communication between two network
nodes;

FIGURE 1C
is a block diagram illustrating an acknowledged communication between two network
nodes interconnected via a proxy node;

FIGURE 2
is a flow diagram illustrating steps being invoked when processing an incoming
acknowledgement segment, illustrating how an embodiment of the invention can be
fitted into an existing TCP implementation;

FIGURE 3
is a flow diagram illustrating the main steps of a possible embodiment of the methods of
this invention, including just one of the five detection steps of the invention;

FIGURE 4
is a flow diagram illustrating the main steps of another embodiment of the methods of
this invention that includes the five congestion detection types of the invention in a
coordinated fashion;

FIGURE 5
is a flow diagram illustrating the main steps of an embodiment of the data transmission
rate filtering step;

FIGURE 6
is a flow diagram illustrating the main steps of an embodiment of the transmission rate
gradient filtering step;
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FIGURE 7
is a flow diagram illustrating the main steps of an embodiment of the step for
determining the trend of the flight size;

FIGURE 8
is a flow diagram illustrating the main steps of an embodiment of the step for
determining the trend of the transmission rate;

FIGURE 9
is a flow diagram illustrating the main steps of an embodiment of the step for detecting
congestion;

FIGURE 10
is a flow diagram illustrating the main steps of an embodiment of the step for modifying
the congestion window;

FIGURE 11
is a flow diagram illustrating the main steps of an alternative embodiment of the step for
determining the trend of the transmission rate;

FIGURE 12
is a block diagram illustrating an apparatus for embodying the present invention.

FIGURE 13
is a block diagram illustrating an implementation in the kernel of an operating system of
an apparatus embodying the present invention;

FIGURE 14
is a block diagram illustrating an implementation outside the kernel of an operating
system of an apparatus embodying the present invention; and

FIGURE 15
is a block diagram illustrating an apparatus for embodying the present invention.

DETAILED DESCRIPTION

[0040] Efficient packet-switched communications require some buffering in network nodes to
allow switching, to adapt different link rates and to absorb temporary transmission bursts.
However, protocols using loss-based congestion control tend to use all the available buffers in
the transmission path, beyond what is necessary for efficient communications, wasting memory
resources and causing unnecessary delays, and resulting in buffer-bloat. Buffer-bloat may in
fact be unavoidable in certain circumstances, as when competing against other communication
data flows under congestion, since in those cases the flows that try to limit buffer-bloat will be
overwhelmed by those that do not. However, buffer-bloat could be avoided when not
competing against other data flows for congested resources (a fairly common situation).

[0041] The present invention provides methods and apparatuses for network congestion
control that tackle the buffer-bloat problem when it can be avoided without penalizing
throughput. It adds as a further advantageous feature an estimation of transmission rate and
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flight size trends, together with a congestion detection mechanism, that is robust against
observed variability. Particular embodiments of the present invention specify further
approaches to detect congestion using the measured trends of flight size and transmission
rate, which enables distinguishing between different congestion situations. Thus, congestion
situations with competing data flows with different perceived aggressiveness may be treated
differently.

[0042] The present invention can readily be employed within the TCP protocol and some of
the embodiments also envisage incorporation into the TCP congestion handling algorithms.
Nevertheless, the present invention is in no way limited to employment in the TCP and is
applicable to any communication protocols that provide acknowledged transmission and make
use of congestion control, such as Stream Control Transmission Protocol (SCTP), Datagram
Congestion Control Protocol (DCCP) or others. Moreover, the present invention is applicable at
any protocol layer and not limited to the transport layer.

[0043] According to the present invention, both the flight size and the transmission rate are
measured and used to determine their trends, with which it is determined whether or not there
is a congestion situation. Based on the congestion detected, the strategy for modifying the
transmission window size is selected.

[0044] The trend of the transmission rate is derived from its gradient. The gradient may be
any metric that captures the trend. It can be, for example, the difference between two values
measured at two points in time, or the difference between estimates (like the mean, the
median, the exponentially weighted mean of a collection of measurements) at two points in
time, an estimate of the slope of a curve fitted to a sequence of measurements, the (weighted)
average of several consecutive gradient calculations or the metric from a trend estimation
statistical test (like the well-known Jonckheere's trend test). In summary, the gradient can be
any metric that can indicate if a sequence of values has an upward trend, a stable trend or a
downward trend. In any case, this metric will be measured repeatedly, in real-time, starting
from measurements which may potentially include very significant amounts of noise, especially
in the case of the transmission rate measurements. Therefore, either the input transmission
rate measurements, or the transmission rate gradient (trend metric) or both, are filtered to
reduce the effects of noise, which could otherwise hinder the congestion detection.

[0045] Similarly, the trend of the flight size may be determined as any measure representing
the evolution of the flight size or filtered flight size in time. In particular, a gradient as described
above, may be used.

[0046] The present invention, embodied in methods and apparatuses, provides the possibility
of competing with a loss-based TCP flow over a bottleneck, in which case it will tend to match
the aggressiveness of competing flows, without overwhelming them. When not competing with
"greedy" data flows over a bottleneck, it will tend to limit its congestion window once the
transmission rate physical limit is reached, thus reducing buffer-bloat without compromising
throughput. The approach is to measure, from the data sender's point of view, the flight size
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(i.e. the window being used) and the transmission rate attained with that flight size, then to
determine their trends (time evolution) with statistically robust techniques, and finally to act
upon the congestion window when it detects that the connection is in one of predefined
congestion conditions. According to an advantageous embodiment, there are five such specific
congestion conditions, described below. The invention is applicable to TCP senders (hosts), to
which it adds the capability of detecting the aforementioned conditions and, upon the event of
detecting one of those conditions, it appropriately changes the congestion window or the
algorithm that controls the congestion window growth. In order to counter the large variability
present in measurements, especially in transmission rate measurements, the present invention
employs statistically robust techniques and filtering in the estimation of transmission rate
trends.

[0047] The five specific conditions that may be detected and acted upon are: (1) congestion
without unfair competition in Slow Start, (2) congestion without unfair competition in Congestion
Avoidance, (3) congestion with unfair competition in Congestion Avoidance, (4) congestion with
unfair competition after a congestion window reduction, and (5) congestion with unfair
competition after a transition from Slow Start to Congestion Avoidance. It is noted that the
present invention is not limited to evaluating all of the above conditions and to handling them
appropriately. Rather, any of the above conditions may be distinguished by estimating the
trend of flight size and transmission rate according to the invention. Thus, each of the above
five conditions, their detection and handling constitute a separate embodiment. Moreover,
these particular embodiments may be combined with each other as is clear to those skilled in
the art.

[0048] Although the terms employed above for the conditions refer to terms "Slow Start” and
"Congestion Avoidance", the invention is not limited to TCP and may be used for
corresponding states (as defined in the above Background section or the corresponding TCP
specifications) in other congestion control mechanism or apparatus. Moreover, the congestion
state may be generally detected without distinguishing between congestion states such as
Slow Start or Congestion Avoidance. Nevertheless, the distinction of the states further
improves finer adaptation of the congestion control mechanism to the network conditions.

[0049] The term "unfair competition” is relative to the sending host that is performing the
congestion detection and to its current state, i.e., it indicates that the competing data flow is
more aggressive than the sending host in the current state. The term "more aggressive"
means that the competing data flow increases its congestion window (or its transmission rate)
at a faster rate than the sending host. Thus, a sending host may detect condition (1), i.e.
congestion without unfair competition in Slow Start, when it is competing against another flow
which is also in the TCP slow start state. Such competition will possibly not be considered as
unfair, because it is just as aggressive as the sending host. However, if the sending host
switches to Congestion Avoidance, it would start seeing the competing flow which remains in
Slow Start as "unfair competition”, since such flow would then appear more aggressive to the
sending host.
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[0050] The term "congestion" is also relative to the sending host, in the sense that it refers to
the symptoms of congestion detected by the sending host according to certain data
transmission parameters that are measured and evaluated. Congestion is thus considered to
be positively detected if certain predetermined condition(s) based on the measured
parameters is/are fulfilled.

[0051] Advantageously, the measured parameters are flight size and transmission rate,
together with their evolution evaluated over time (i.e. the trends) of those two parameters.

[0052] An embodiment of the present invention can (positively) detect condition (2), i.e.
congestion without unfair competition in Congestion Avoidance state, by detecting a
simultaneous increase in flight size and a stabilization in transmission rate. If condition (2) is
positively detected, it is treated by reducing the congestion window. In the absence of Receiver
Window or host buffer limits, the congestion window will govern the Send Window, which may
then govern the flight size. Reducing the congestion window will therefore tend to reduce the
flight size, which in turn will tend to mitigate buffer-bloat,

[0053] Alternatively or in addition thereto, an embodiment of the present invention can
(positively) detect condition (1), i.e. congestion without unfair competition in Slow Start, by
detecting a simultaneous increase in flight size and a stabilization in transmission rate, which is
treated by changing from the Slow Start to the Congestion Avoidance state. This will tend to
make the flight size growth slower and, therefore, it tends to mitigate buffer-bloat.

[0054] If the distinction between the Slow Start and the Congestion Avoidance is not
implemented, the positive detection of the congestion without unfair competition may still be
performed by detecting the increase of the flight size and, at the same time, substantially
unchanged transmission rate. The handling may consist in reducing the congestion window or
reducing the speed of congestion window growth.

[0055] Also alternatively or in addition thereto, an embodiment of the present invention can
detect condition (3), i.e. a congestion with unfair competition situation in Congestion
Avoidance, in which there is congestion and there is another data flow competing for capacity
bottleneck resources in a more aggressive way (such as by having its congestion window
growing faster). Such congestion with unfair competition may be (positively) detected, in
Congestion Avoidance (CA) state, by detecting a simultaneous increase in flight size and
decrease in transmission rate. Positive detection of unfair competition in CA can be beneficially
treated by either more aggressively increasing the Congestion Window or by switching from
Congestion Avoidance to Slow Start.

[0056] In the absence of competing data flows, the rate-based congestion detection, like
delay-based algorithms, can detect congestion when it occurs, normally much earlier than
when congestion-induced losses occur, and buffer-bloat can be avoided by reducing the
congestion window or transitioning from Slow Start to Congestion Avoidance at that point. One
of the advantages of detecting congestion based on flight size and transmission rate evolution
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in time is that it allows distinguishing between congestion with unfair competition and
congestion without unfair competition, especially in Congestion Avoidance. Accordingly, the
action to take in each case may be quite different, which improves the effect of congestion
handling.

[0057] If there is a competing flow using loss-based congestion detection, it is no longer
possible to avoid buffer-bloat. If one of the flows limits its congestion window when congestion
is detected (by the sender of that flow in its own way), then it will be overwhelmed by the loss-
based competing data flow, which will keep increasing its flight size until all network buffers are
full. In Congestion Avoidance, when the bottleneck capacity is reached, if the flow in parallel is
growing more aggressively, the rate-based unfair-competition detection according to the
embodiment described above, will detect a decreasing transmission rate with an increasing
flight size, and the congestion window will either be increased or switched to a more
aggressive algorithm, such as Slow Start. Those two actions will make the data flow more
aggressive and help it compete better against the more aggressive flow.

[0058] When congestion is detected by a host (by the methods or elements of the present
invention, or by other algorithms, like delay-based mechanisms or by the receipt of three
duplicate acknowledgements), it may happen that in addition to the congestion situation, one
or more data flows are competing for the available bandwidth, with a similarly aggressive
window growth rate. Up to that point, the similarly aggressive flows could have been sharing
the congested bottleneck with a roughly constant transmission rate, while their respective flight
sizes kept rising in parallel (using the available network buffering). When, as a result of the
congestion detection, either the congestion window is reduced or the connection in Slow Start
is switched to Congestion Avoidance, the now less aggressive flow will lose some transmission
rate, which will be taken up by its competing data flows. This situation is therefore called "unfair
competition” in this description, since from the point of view of the data flow reducing its
aggressiveness it is unfair. This congestion with an unfair competition situation can be detected
by the sending side a posteriori, evaluating the immediate results of lowering the congestion
window or switching to Congestion Avoidance.

[0059] An embodiment of the invention can positively detect "congestion with unfair
competition" after a congestion window reduction (i.e. condition (4) mentioned above) when, a
short time after reducing the congestion window (following the positive detection of
congestion), the flight size is not smaller than the amount of reduction in the congestion
window, while at the same time, the transmission rate is lower. Upon detection of this condition
(4), the congestion window reduction may beneficially be undone, i.e. reversed. For example, if
a competing data flow is growing its congestion window at the same rate, in Congestion
Avoidance, the above-described rate-based detection of congestion without unfair competition
(2) eventually positively detects congestion and reduces the congestion window, which will slow
down the data flow that has reduced its congestion window, because the other data flow will fill
up the buffering that has been given up. However, according to the embodiment handling
condition (4), this transmission rate reduction can be detected and congestion window
reduction reversed, with the value that had been deducted added back to the congestion
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window.

[0060] Alternatively or in addition thereto, an embodiment of the present invention can
positively detect "congestion with unfair competition” after a transition from Slow Start to
Congestion Avoidance (corresponding to condition (5) mentioned above) when, a short time
after switching from Slow Start to Congestion Avoidance (following the detection of
congestion), the flight size is not smaller and there is a reduction in transmission rate after the
transition from Slow Start to Congestion Avoidance. If this condition (5) is detected, the
connection may beneficially be switched back to Slow Start. In this way, the detection to
validate the transition from Slow Start to Congestion Avoidance is able to determine that there
is a reduction in transmission rate if there is a competing loss-based flow in Slow Start, in which
case the flow would go back to Slow Start. In the latter case, since the Slow Start algorithm
grows very fast, it may be beneficial to temporarily maintain a variable with the value indicating
the size that the congestion window would have reached if the switch to congestion avoidance
had not happened. Accordingly, if switching back to Slow Start is required, the congestion
window can be set to the value stored in that variable.

[0061] Incorporating the invention to an existing TCP implementation, with its capability to
detect the five above described conditions and their associated actions, may produce a TCP
implementation that solves the buffer-bloat problem. However, some TCP implementations
may benefit from incorporating just a subset of those five condition detection capabilities (and
associated actions). The same applies for congestion control mechanisms of other protocols
which may be also implemented on other layers than the transport layer.

[0062] The methods of this invention can be implemented, among other possibilities, as an
addition to the TCP functionality of an end host of a TCP connection, or as an addition to the
TCP functionality of a TCP proxy as shown in Fig. 1C. A TCP proxy node 130 is a network
node that acts as an intermediate node between two end hosts 160 and 170 communicating
via TCP. The TCP proxy 130 terminates the TCP connection towards the two end hosts, in a
transparent way with respect to the end hosts 160, 170. This kind of proxy node 130 can relay
the information sent from one end host to another end host (105 and 106 in Fig. 1C)
transparently or may try to add value by modifying it in some way. Similarly, the methods of this
invention could be applied to other protocols apart from TCP where a proxy node may also be
used. Embodying the present invention within a proxy node 130 provides may be beneficial
since the configuration or implementation of the end hosts 160 and 170 does not need to be
changed in order to benefit from the advantages of the present invention.

[0063] It is noted that TCP includes many aspects beyond congestion control. Those other
aspects do not need to be changed by the present invention. This invention may thus be easily
adapted to an existing TCP implementation with loss-based congestion detection, adding
certain steps at a point in the processing that will be specified below.

[0064] Figure 2 is a flow chart illustrating processing logic performed upon reception 210 of
new acknowledgement segment (new ACK) according to an embodiment of the present
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invention.

[0065] It also indicates how an embodiment of the present invention can be fitted into an
existing TCP implementation. A "new ACK" refers to an ACK segment which cumulatively
acknowledges TCP user data previously sent by the destination host of this new ACK segment
for the first time (i.e. that said data has not been cumulatively acknowledged before). It is noted
that even when it is beneficial to perform the method after each reception of a new ACK, the
present invention is not limited to such implementation. In general, the invention may be
implemented performing the method less frequently than for each new ACK reception. It could
even be performed not when new a new ACK is received, but periodically according to an
internal clock, which would still allow it to estimate transmission rates.

[0066] Apart from the source port, destination port, sequence number, window size and
checksum, TCP protocol header further includes, inter alia, flags such as ACK (indicating
significance of the acknowledgement field), FIN (no more data from sender), SYN (synchronize
sequence number, only set for the first packet), RST (reset of the connection) and others
(described in detail in the above cited RFC 793). In a TCP implementation, a new ACK is a
valid TCP segment characterized by having the ACK flag set in the TCP header and by not
having any of the FIN, SYN and RST TCP header flags set. Step 220 refers to processing for a
new ACK segment that a TCP protocol (or another protocol) may perform, as described
before, up to the estimation of RTT. In general, step 220 may include reading the segment
from a network interface, decoding its data-layer and network-layer headers, verifying whether
the segment is a correctly formed TCP segment, etc.. The term "SND.UNA" in step 220 refers
to a TCP connection state parameter, namely, to the sequence number of the lowest byte not
yet cumulatively acknowledged, which is updated with the acknowledgement sequence in the
new ACK message received. The parameter cwnd denotes the congestion window size in
bytes. As part of that logic, a TCP host usually calculates (step 230) the RTT. RTT is the
Round-Trip Time: the time since a certain TCP segment is sent until the first acknowledgement
segment is received that acknowledges the sent segment and estimates the end to end round-
trip delay between the communicating hosts.

[0067] It is after step 230 in which RTT is calculated that the Congestion and Competition
Detection steps 250 are performed. These steps are only performed, if the TCP congestion
control is in Slow Start or Congestion Avoidance (or an equivalent of these modes), but not in
the Fast Recovery or Fast Retransmit modes. This is illustrated by a decision step 240. In
some TCP implementations RTT is not necessarily calculated for all new acknowledgements
(ACKs). Nevertheless, also in such case, the congestion and competition detection may be
performed in the same step 250, and may use the most recent RTT value obtained from a
previous (e.g. most recent) new ACK, for which the RTT was calculated. In the embodiments
presented, it is assumed that SND.UNA is set in Step 220, before the congestion and
competition Detection 250. However, SND.UNA could be also set after step 250, in which case
step 250 will use the acknowledgement sequence in the New ACK instead of SND.UNA.

[0068] Step 260 includes all remaining processing logic required for a new ACK by a TCP
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implementation. Such processing is not part of the present invention and is also not required
thereby. The way in which the TCP processing of new ACK is split between steps 220 and 260
does not influence the invention: any of the steps 220 or 260 may include, for example,
updating TCP-related counters or increasing the Congestion Window according to a
Congestion Avoidance or Slow Start algorithm. Step 270, Transmitting Data while respecting
the Congestion Window size, includes evaluating the Send Window (as a function of the
Congestion Window, the Received Window and output buffer limits in the sending host), and
then sending out TCP segments whose end sequence number is lower than the sum of
SND.UNA and the Send Window. These segments would come from the queue of TCP
segments waiting to be transmitted in the direction opposite to that of the received new ACK. A
part of the new ACK processing after RTT estimation 260 could alternatively be performed
after step 270.

[0069] The congestion control implementation may already include a method to determine the
transition from Slow Start to Congestion Avoidance before losses occur, i.e. a method for
setting the value of the Slow Start Threshold (ssthresh) to that of the current Congestion
Window during Slow Start, as a function of measurements during that same Slow Start phase.
In such case, the whole of that existing method, which will normally be invoked upon receipt of
a new ACK segment, may be replaced by the corresponding steps for congestion detection in
Slow Start according to an embodiment of the invention.

[0070] As explained above, the congestion detection is based on measuring a transmission
rate and a flight size. The transmission rate may be either the sending rate or the
acknowledgement rate. Sending Rate is the rate at which new TCP user data is being sent.
Acknowledgement Rate is the rate at which TCP user data is being acknowledged.

[0071] Additionally, when sending a TCP segment (i.e. a TCP packet) which includes new user
data, if the acknowledgement rate is used as transmission rate, the sequence number and the
SND.UNA value are preferably recorded at the time of sending the segment, so that when an
acknowledgement for the sent data is received, the recorded SND.UNA value can be read,
indicating the value of SND.UNA at the time when the acknowledged data was sent. This value
can be recorded for all new data segments being sent or just for a subset of them, but in the
latter case, precision in calculating the acknowledgement rate would be lost.

[0072] Figure 3 shows one possible embodiment of the methods of the invention,
implementing any one of the five possible congestion detection steps (with their respective
associated actions). In particular, a method is provided for congestion control in a
communication protocol employing acknowledged communication in which a transmitting node
transmits data to a receiving node and the receiving node acknowledges receipt of the data,
wherein a congestion window specifies a maximum amount of unacknowledged data which the
transmitting node may transmit before reception of a positive acknowledgement for all or part
of that data. The method includes measuring 310 a flight size indicating an amount of data
sent by the transmitting node and not yet acknowledged by the receiving node; measuring 320
a transmission rate, the transmission rate corresponding to a same time instant as the flight
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size; determining 350 a trend of the flight size; determining 360 a trend of the transmission
rate; and judging 370 whether or not there is a congestion according to the determined trend
of the transmission rate and the trend of the flight size. If in the judging step 370 (detection
step), the congestion was positively detected, the step of modifying the congestion window 390
follows. The data to be transmitted are then transmitted in step 270, while respecting the
congestion window size. In the context of Fig. 2, Fig. 3 shows a possible implementation of the
congestion and competition detection step 250 to be executed as part of the processing of a
new ACK, after the calculation 230 of RTT.

[0073] In addition to the steps included in Fig. 3, there is one more step that is executed after
the steps described in Fig. 3 (see Fig. 2), namely the transmission of the data while respecting
the congestion window size 270, already described above. The first two steps of the
embodiment of Fig. 3 are: Measuring Flight Size 310 and Measuring Transmission Rate 320.

[0074] The step of Measuring Flight Size 310 obtains the flight size further used for detecting
the congestion and possibly for distinguishing between the congestion with and without unfair
competition. The flight size may be measured (calculated) as follows. If using the sending rate
for the data transmission rate, an appropriate sample of the Flight Size can be obtained by
subtracting SND.UNA from SND.NXT at the time the new ACK is being processed. As a final
result of processing a New ACK, normally new segments will be sent. Thus, instead of
SND.NXT, it would be possible to use an estimate of what SND.NXT will be once those new
segments have been sent out. SND.NXT is a TCP connection state parameter, the first
sequence number of the next unsent segment.

[0075] If using the acknowledgement rate as the data transmission rate, Flight Size is to be
estimated at the time when the segment being acknowledged was sent. In order to enable
such estimation, the implementation of the invention may keep a record of (i.e. store) the
SND.UNA parameter at the time the respective segments are sent, for all sent
unacknowledged segments, or for a subset of them. Then, a sample of the number of bytes
sent but not yet acknowledged can be obtained by subtracting SND.UNA stored at the time
when the last segment being acknowledged was sent from SND.UNA at the time of processing
the new ACK. Alternatively, in order to obtain the most correct estimate, instead of using the
SND.UNA (stored) at the time the last segment being acknowledged was sent, the SND.UNA at
the time the first segment that is being acknowledged was sent is used for the calculation
(which can be different from the last segment being acknowledged, especially when using
delayed acknowledgements). Furthermore, it may be advantageous when storing the
SND.UNA parameter at the time segments are sent, when several segments are sent
consecutively as a response to a received ACK segment, as a burst, to also store how many
consecutive segments are being sent, so that when calculating the flight size, the same flight
size can be assigned to the acknowledgement of any of the segments sent out as a burst,
namely the flight size that would correspond to the last segment sent as part of the burst.

[0076] Alternatively, the Congestion Window parameter cwnd itself can be used as an
estimate of the flight size, which would produce results similar to using the acknowledgement
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rate. However, when the flight size is being limited by the window advertised by the receiving
side or by buffer limitations in the sender's stack, the Congestion Window may be a rather
inaccurate representation of the flight size.

[0077] The measured transmission rate may be calculated in step 320 as the above
calculated flight size divided by the measured RTT. Depending on which Flight Size is used,
the data sending rate or the acknowledgement rate is obtained. Using the data
acknowledgement rate yields better results in congestion and unfair competition detection,
because it is a better reflection of the end-to-end transmission rate and because it is a less
noisy measurement, but it may also be more computationally and memory-intensive. Thus,
both options may be used for implementing the invention. In stable situations, without
significant losses, due to the acknowledgement "clocking" inherent in TCP and to the fact that
only what has been sent can be acknowledged, the sending rate and the acknowledgement
rate are very similar. However, when there are fast variations in transmission rate, as in Slow
Start, the sending rate may be quite different from the acknowledgement rate. In this situation,
using the acknowledgement rate would likely produce better results for Slow Start Congestion
Detection than applying the sending rate. Since in general using the acknowledgement rate
produces the best results, the embodiments described use the acknowledgement rate and its
corresponding flight size, but it would be straightforward to modify them to use the sending rate
changing the flight size estimation as described above.

[0078] According to the embodiment described in Fig. 3, after measuring the flight size and
the transmission rate (steps 310 and 320), the evolution in time, i.e. the trend, of both the flight
size and of the transmission rate may be determined (steps 350 and 360).

[0079] Fig. 7 illustrates a possible implementation of the determination of the trend in the flight
size (step 350). In this figure, flightSizeTrend represents a variable that may be assigned the
following values: "INDETERMINATE", "UP", "DOWN" and "STABLE", and is initially set to a
default value of "INDETERMINATE" in step 710. The flightSizeMeasured variable stores the
measured value from step 310, and if it is less than a configurable value flightSizeMin in step
715, the flight size trend estimation procedure is left (with flightSizeTrend set to
"INDETERMINATE"). FlightSizeMin may be set to a value below which it may not be
advantageous to determine the trend or to detect congestion, for example 20*MSS. MSS
stands for maximum segment size, corresponding to the largest amount of data (usually in
octets/bytes), which can be transmitted or received in a single TCP segment (i.e. within the
TCP payload).

[0080] The variable congType, used in Fig. 7 and several other figures of the exemplary
embodiments, represents the type of congestion that is being detected, and may have the
values: "congSS" (for detection of congestion without unfair competition in Slow Start),
"congNoUnfair" (for detection of congestion without unfair competition in Congestion
Avoidance), "congUnfair" (for detection of congestion with unfair competition in Congestion
Avoidance), "afterSS" (for detection of congestion with unfair competition after switching from
Slow Start to Congestion Avoidance) and "afterCwnd" (for detection of congestion with unfair
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competition after reducing the congestion window due to a congestion detection in Congestion
Avoidance). In the embodiment illustrated by Fig. 3, it is assumed that congType is already set
to one of its possible values, reflecting the type of congestion to be detected. It is noted that
the present invention can also be implemented for only one of the above types of congestion,
in which case only the presence/absence of that particular congestion type would be detected.
In the embodiment illustrated by Fig. 4, in which the five types of congestion detection are used
in a coordinated way, it is assumed that congType is initially set to "congSS" when the
connection starts in Slow Start, and then it is appropriately changed to other values, according
to the current state of the network.

[0081] In Fig. 7, which illustrates an embodiment of step 350, it is assumed that congType is
already set. If it is set to either "afterCwnd" or "afterSS" in step 720, it will then compare the
SND.UNA value with the seqRef variable in step 725, which stores the sequence number of the
next unsent contiguous segment at the time a congestion was detected and either the
congestion window was thereby reduced or the congestion control state was thereby switched
from Slow Start to Congestion Avoidance. If SND.UNA is lower than seqRef, the flight size
trend estimation procedure is left (with flightSizeTrend set to "INDETERMINATE"). If SND.UNA
is not lower than seqRef, step 735 checks the value of validRef, a variable that indicates
whether or not a valid reference value has already been chosen as reference for the trend
estimation. If validRef is "FALSE" and congType is verified in step 740 to be "afterCwnd", then,
in step 750, the flightSizeRef variable (the flight size value to be used as reference for the
trend estimation) will be set to the value stored in flightSizePreyv, i.e., to the flightSizeMeasured
value right before the congestion detection indicated by seqRef. It is assumed that
flightSizePrev has the measured flight size value prior to the currently measured flight size
value, and that value should have been store in step 310 right before updating the
flightSizeMeasured variable. If congType in step 740 is not "afterCwnd" (i.e. if it is "afterSS"),
then, in step 745, the flightSizeRef variable will be set to the current flightSizeMeasured value.
After both steps 745 and 750, the flight size trend estimation procedure is left (with
flightSize Trend set to "INDETERMINATE"). If in step 735 validRef is "TRUE" (i.e. there is a valid
reference flight size for trend determination), but SND.UNA is less than seqTest in step 760,
the flight size trend estimation procedure is also left (with flightSizeTrend set to
"INDETERMINATE"). seqTest is a variable storing a sequence number after which the trend
determination will be performed in case congType is either "afterCwnd" and "afterSS".

[0082] If in step 720 congType is not "afterCwnd" or "afterSS", validRef is evaluated in step
795, and if varidRef is not TRUE, then the flightSizeRef variable will be set to the current
flightSizeMeasured value in step 745 and the flight size trend estimation procedure is left (with
flightSize Trend set to "INDETERMINATE").

[0083] If in step 760 SND.UNA is not lower than seqTest, or if in step 795 validRef is TRUE,
then step 765 will be performed, to calculate the variable flightSizeThresh, which stores a
threshold value based on which the trend in flight size will be determined, measured in bytes in
this particular implementation. This threshold value may be calculated as a fixed ratio of the
reference flight size (stored in flightSizeRef), with 1/8 being an appropriate value, also because
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a division by 8 can be performed as a binary record shift. The resulting value can then be
clamped between a minimum value, flightsizeDiffMin (5*MSS, for example, would be
appropriate), and a maximum value, flightsizeDiffMax (15*MSS, for example, would be
appropriate),

[0084] Step 770 checks whether the current value of the flight size is lower than its reference
value by more than the threshold calculated above, and if it is, in step 775, the variable
flightSizeTrend is set to "DOWN" and the current values are taken as new reference values for
both the flight size (stored in flightSizeRef) and for the transmission rate (stored in the rateRef
variable). The rateRef variable is analogous to the fligthSizeRef variable, but used for the
transmission rate reference value, which is used in step 360 to calculate the trend of the
transmission rate. If step 770 determines that the flight size is not lower than its reference
value by more than the threshold calculated above, then step 780 checks whether the current
value of the flight size is higher than its reference value by more than that same threshold, and
if it is, in step 780, the variable flightSizeTrend is set to "UP". Finally, if step 780 determines
that the current value of the flight size is not higher than its reference value by more than the
aforementioned threshold, then the variable flightSizeTrend is set to "STABLE" in step 790.
After any of steps 775, 785 and 790, the flight size trend estimation procedure is left (with
flightSizeTrend set to its determined value, indicating either "UP" meaning increasing flight size
trend or "DOWN" meaning decreasing flight size trend or "STABLE" meaning stable, i.e.
substantially unchanged, flight size trend). The trend determined in this way may be further
used in step 370 for detecting the congestion.

[0085] Fig. 8 illustrates a possible implementation of the determination of the trend in the
transmission rate (step 360). The first step, step 330 Filter Transmission Rate, is optional only
if step 340

[0086] Filter Rate Gradient is performed (i.e. either step 330 or step 340, or both, must be
implemented, to counter the variability in measured Transmission Rate). Which filtering step is
used will depend on which metric is used for the transmission rate gradient. The Transmission
Rate (both the sending and the acknowledgement rate) can exhibit large variability, making it
advisable to filter it to remove noise from that measurement, unless the filtering is performed
on the calculated gradient. A widely used and computationally efficient low-pass filter is a basic
average estimator of the class called recursive prediction error algorithms, also called
Exponentially Weighted Moving Average (EWMA). The filtered transmission rate is updated to
a new value (RFn) as a function of the previous value RFn-1, the new measurement

Rmeasured and a smoothing parameter g:
RFn = (1-g)*RFn-1 + g*Rmeasured = RFn-1 + g«(Rmeasured - RFn-1)

[0087] The sign "<" means multiplication, which is in Figures also denoted as "*". For example,
value of 1/16 is an appropriate value for g when samples are obtained for every reception of a
new ACK, but a higher value may be beneficial for less frequent samples. Nevertheless, the
present invention is not limited to such values. Rather, a value may be selected which results in
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a most robust congestion control mechanism by testing. Other filtering algorithms could also be
used, such as second degree low-pass filters.

[0088] An exemplary implementation of the main steps of Transmission Rate filtering 330 is
illustrated in Fig. 5, where the first step, 505, is to store a copy of the current value of
rateFiltered in ratePrev, before rateFiltered is updated. In Fig. 5, rateFilterRestart represents a
variable that may have either value "True" or "False". The variable rateMeasured is a variable
that stores the transmission rate previously measured in step 320. The variable rateFiltered
stores the result from filtering the transmission rate measurements. If the value of
restartRateFilter is true in step 510, the filtering is reset by setting rateFiltered to rateMeasured
and setting restartRateFilter to False in step 520. Otherwise (if restartRateFilter is false) the

variable rateFiltered is updated in step 530 as follows:
rateFiltered = rateFiltered + g+(rateMeasured — rateFiltered)

[0089] It is noted that the implementation of the filtering described above is only an
advantageous example. However, the present invention is in no way limited to this particular
implementation. For the purpose of the present invention, any kind of filtering may be applied,
including for instance any (weighted) average filtering or any low-pass filtering.

[0090] Back to Fig. 8, rateTrend represents a variable that may be assigned the following
values: "INDETERMINATE", "UP", "DOWN" and "STABLE", and is initially set to a default value
of "INDETERMINATE" in step 810. The rateFiltered variable stores the filtered value of the
transmission rate in step 330 (or the measured value from step 320 if no filtering is used). After
step 810, if congType is set to either "afterCwnd" or "afterSS" in step 815, step 820 compares
the SND.UNA value with the seqRef variable. If SND.UNA is lower than seqRef, the
transmission rate trend estimation procedure is left (with rateTrend set to "INDETERMINATE").
If SND.UNA is not lower than seqRef, step 825 checks the value of validRef. If validRef is
"FALSE" then, in step 830, the rateRef variable (the transmission rate value to be used as
reference for the trend estimation) will be set to the value stored in ratePrev, i.e., to the
rateFiltered value right before the congestion detection indicated by seqRef. It is assumed that
ratePrev stores the previous filtered rate value, if using step 330 to filter rate measurements, or
the previous rate measurement if not using step 330 to filter rate measurements (in which
case, the ratePrev variable should be updated right before step 320 collects a new
rateMeasured value). Additionally, in step 830, the restartRateFilter and restartGradFilter
variables will be set to TRUE, as a way to re-start the filtering once the reference transmission
rate has been chosen for trend estimation; the validRef variable, will be set to "True" to indicate
that both the transmission rate and flight size reference values are taken, and the SND.NXT
parameter will be stored in the seqTest variable, since that is the sequence value at which the
trend calculation will be performed when congType is either "afterCwnd" and "afterSS". After
step 830, the transmission rate trend estimation procedure is left (with rateTrend set to
"INDETERMINATE"). If in step 825 validRef is "TRUE" (i.e. there is a valid reference
transmission rate for trend determination), but SND.UNA is less than seqTest in step 835, the
transmission rate trend estimation procedure is also left (with rateTrend set to
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"INDETERMINATE").

[0091] If in step 815 congType is not "afterCwnd" or "afterSS", validRef is evaluated in step
840, and if varidRef is not TRUE, then the rateRef variable will be set to the current rateFiltered
value in step 845, while the validRef variable will be set to "True" to indicate that both the
transmission rate and flight size reference values are taken, and the transmission rate trend
estimation procedure is left (with flightSizeTrend set to "INDETERMINATE").

[0092] If in step 835 SND.UNA is not lower than seqTest, or if in step 840 validRef is TRUE,
then step 850 will calculate the transmission rate gradient and store it in the rateGradient
variable. After step 850, step 340, Filter Rate Gradient, may be performed (the internal details
of step 340 will be described later on). As discussed earlier, either step 330 or step 340, or
both, must be implemented, to counter the variability in measured Transmission Rate. After
step 340 (or step 850 if Transmission Rate Filtering is not performed), step 855 will calculate
the variables gradientThreshUp and gradientThreshDown, which store threshold values based
on which the trend in transmission rate will be determined. The transmission rate gradient in
step 850 may be calculated in different ways and this will influence how it is filtered in step 340
and the calculation of threshold for trend determination in step 855.

[0093] One alternative to calculate the gradient in transmission rate is as the difference
between the current transmission rate (rateFiltered if using step 330 to filter transmission rate,

rateMeasured otherwise) and the reference value (rateRef), i.e.
rateGradient = rateFiltered — rate Ref

[0094] This alternative is especially advantageous in the case of one-off trend calculations,
such as in the case where congType is "afterCwnd" or "afterSS", where the objective is to see
if the transmission rate has decreased after a specific event (the event may be a switch from
Slow Start to Congestion Avoidance or a congestion window reduction due to a previous
congestion detection).

[0095] When calculating the gradient as the difference between the current rate and a
reference rate, filtering can be performed directly on the transmission rate (via step 330) or on
the rateGradient variable in step 340, but better results should be obtained when filtering at
step 330, since the filtering would be performed even when SND.UNA is lower that seqTest. In
this case, the threshold value for upward trend determination, gradientThreshUp, may be
calculated as a fraction (e.g. '2) of the ratio of the threshold flight size to the reference flight
size (i.e. flightSizeThresh/flightSizeRef), applied to the reference transmission rate (stored in
rateRef). The resulting value can then be forced to be smaller than a certain ratio of the
reference transmission rate (e.g. 1/16), since the threshold value will be used to test whether
the trend in transmission rate is stable, and too small a threshold value might produce more
false stability detections. The threshold to determine if there is a downward trend,
gradientThreshDown, may advantageously be calculated as twice gradientThreshUp, but with
negative sign. Twice, or some other factor greater than 1, in order to have a lower probability
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of erroneously detecting a downward trend. Summarizing, the gradientThreshUp and
gradientThreshDown calculation can be performed as (the sign "+" meaning multiplication and
"/" meaning division):

gradientThreshUp = ({flightSizeThresh / flightSizeRef) / 2)rateRef

gradientThreshUp = min(gradientThreshUp, rateRef/16)

gradientThreshDown = - 2 » gradientThreshUp

[0096] Alternatively, the gradient thresholds can be linked to the variability in the measured
transmission rate. In that case, an estimate of that variability is required, such as the mean
absolute deviation. The mean deviation in transmission rate can be calculated in conjunction
with the filtering in step 330, and stored in a variable rateMeanDev, using an exponentially
weighted mean average (with a factor a=1/16, for example). A multiple (e.g. 2 for upward trend
threshold and 4 for downward trend threshold) of this variable can then be used to calculate
the transmission rate thresholds. Just as in the previous calculation, it may be also beneficial to

force a maximum value in the threshold. Summarizing ("||" meaning absolute value):
rateMeanDeyv = rateMeanDev + a+(|rateFiltered — rateMeasured| - rateMeanDev)

gradientThreshUp = ( 2+«rateMeanDeyv, rateRef/16)

gradientThreshDown = - 2 « gradientThreshUp

[0097] Yet another alternative to calculate the gradient could be to determine the change in
transmission rate associated with every change in flight size. Since there may be several
contiguous new ACK's with the same measured flight size and different measured transmission
rates (in congestion avoidance, for example, the actual congestion window is actually
increased once every congestion window bytes, which should normally be reflected in the
same way in the flight size), an initial filtering would include determining the mean transmission
rate value for every flight size value (these mean values could be stored in a rateFiltered
variable, for example). Then, a rate gradient value could be the division of the change in mean

transmission rate by the change in flight size from the previous different flight size value, i.e.:
rateGradient = (rateFiltered — ratePrev) / (flightSizeMeasured — flightSizePrev)

[0098] In this case, the ratePrev value would correspond to the mean transmission rate
calculated when the flight size had the flightSizePrev value, while rateFiltered would
correspond to the mean transmission rate calculated when the flight size is flightSizeMeasured.
This value would be calculated once for every change in flight size. In fact, this gradient could
be normalized by dividing it by (ratePrev/ flightSizePrev). So normalized, a value of 1 would
correspond to a situation in which the transmission rate increases, as a percent ratio, the same
as the flight size, while a value of 0 would indicate a stable trend and a negative value a
downward trend. However, a gradient calculated in this way will show a relatively large
variability, so a Filter Rate Gradient step 340 would be very advantageous in reducing the
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observed variability. This step 340 could be implemented as shown in Fig. 6, which directly
replicates the transmission rate filtering embodiment shown in Fig. 5. In this case, appropriate
threshold values would be 0.5 for gradientThreshUp and -1 for gradientThreshDown.

[0099] Step 860 checks whether the current value of the (possibly filtered) gradient of the
transmission rate is lower than its gradientThreshDown threshold calculated above, and if it is
lower, in step 865, the variable rateTrend is set to "DOWN". If step 860 determines that the
filtered transmission rate is not lower than its gradientThreshDown threshold calculated above,
then step 870 checks whether the current value of the filtered transmission rate is higher than
its gradientThreshUp threshold, and if it is, in step 875, the variable rateTrend is set to "UP".
Finally, if step 870 determines that the current value of the filtered transmission rate is not
higher than its gradientThreshUp threshold, then the variable rateTrend is set to "STABLE" in
step 880. After any of steps 865, 875 and 880, the transmission rate trend estimation
procedure is left (with rateTrend set to its determined value, UP, DOWN or STABLE).

[0100] The above described trend determination implementations (Fig. 7 and 8) are only
examples. It is noted that the present invention may adopt other implementations, too, among
them those specified later on in this document for the determination of trends in transmission
rate (using statistical non-parametric methods and model residuals). In general, the trend of
flight size or transmission rate may be estimated by comparing gradient of the flight size or
transmission rate with a threshold. The gradient may be calculated, for instance, as a
difference between the current and the previous value of the flight size or the transmission
rate, respectively. The difference may be calculated between the filtered previous value and
the filtered current value, which results in variation-robust results. However, the differences
may also be calculated between the previous filtered value and the measured current value,
which may lead to faster reactions to temporal changes. The "previous value" is beneficially an
immediately preceding value (filtered or measured). However, this is not meant to limit the
present invention and the previous value may also be any preceding value. Moreover, the
calculation of the trend may also be performed by taking into account more than one preceding
measured or filtered values, which may provide the advantage of a more robust trend
estimation.

[0101] Fig. 9 illustrates a possible implementation of the congestion detection (corresponding
to step 370). In step 995, if congType is "afterSS" (in step 905), it will add MSS bytes to the
shadowCwnd variable. The shadowCwnd variable stores the value that the congestion window
would have reached if it had remained in Slow Start (congType set to "afterSS" means it has
recently left the Slow Start state), to be able to revert to it if necessary. If congType is set to
"afterCwnd" in step 910 or if it is "afterSS" after step 995, (i.e. when trying to detect congestion
with unfair competition after either a congestion window reduction or a switch from slow start to
congestion avoidance), step 915 will check if the previously determined (in step 350) trend of
flight size (flightSizeTrend) is "STABLE" or "UP", and if it is not (i.e. if it is "DOWN" or
"UNDETERMINATE"), then step 930 will set the congestion Detected variable to False and end
the congestion detection procedure with the result of negative congestion detection (no
congestion detected) . If flightSizeTrend is "STABLE" or "UP" in step 915, step 920 will then set
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the validRef variable to False, so that subsequent trend determination steps (steps 350 and
360) are forced to set new reference values. After step 920, if the previously determined (in
step 360) trend of the transmission rate (rateTrend) is "DOWN" in step 925, then step 935 will
set the congestion Detected variable to "True" and end the congestion detection procedure
with the result of positive congestion detection (congestion in the network detected).
Otherwise, if rateTrend is not "DOWN" in step 925 (ie. if it is UP, STABLE or
UNDETERMINATE), then step 930 will set the congestion Detected variable to False and end
the congestion detection procedure (negative detection).

[0102] If in step 910 congType is not "afterCwnd" nor "afterSS", but in step 940 congType is
"congUnfair" (i.e. when trying to detect congestion with unfair competition in congestion
avoidance regime), step 945 will check if the previously determined (in step 350) trend of flight
size (flightSizeTrend) is "UP", and if it is not (ie. if it is "STABLE", "DOWN" or
"UNDETERMINATE") then step 960 will set the congestion Detected variable to False and end
the congestion detection procedure. If flightSizeTrend is "UP" in step 945, step 950 will then set
the validRef variable to False, so that subsequent trend determination steps (steps 350 and
360) are forced to set new reference values. After step 950, if the previously determined (in
step 360) trend of the transmission rate (rateTrend) is "DOWN" in step 955, then step 965 will
set the congestion Detected variable to "True" and end the congestion detection procedure.
Otherwise, if rateTrend is not "DOWN" in step 955 (ie. if it is UP, STABLE or
UNDETERMINATE), then step 960 will set the congestion Detected variable to False and end
the congestion detection procedure (negative detection).

[0103] If in step 940 congType is not "congUnfair" (i.e. when trying to detect congestion
without unfair competition in both slow start and congestion avoidance regimes) step 970 will
check if the previously determined (in step 350) trend of flight size (flightSizeTrend) is "UP",
and if it is not (i.e. if it is "STABLE", "DOWN" or "UNDETERMINATE") then step 990 will set the
congestion Detected variable to False and end the congestion detection procedure. If
flightSizeTrend is "UP" in step 970, step 975 will then set the validRef variable to False, so that
subsequent trend determination steps (steps 350 and 360) are forced to set new reference
values. After step 975, if the previously determined (in step 360) trend of the transmission rate
(rateTrend) is "STABLE" in step 980, then step 985 will set the congestion Detected variable to
"True" and end the congestion detection procedure. Otherwise, if rateTrend is not "STABLE" in
step 980 (i.e. if it is UP, DOWN or UNDETERMINATE), then step 990 will set the congestion
Detected variable to False and end the congestion detection procedure.

[0104] Figure 9 illustrates the detection of a congestion situation and takes into account all
above mentioned kinds of congestion (congestions in the respective Slow Start or Congestion
Avoidance, congestion with or without competition). However, the present invention may also
implement only detection and handling of one or a subset of these congestion types.
Accordingly, only subsets of steps shown in Fig. 9 may be implemented. For instance, for
detecting congestion without unfair competition, only steps 970-990 may be implemented. For
instance, for detecting congestion with unfair competition, only steps 945-965 may be
implemented. In particular, in the method according to an embodiment of the invention the step
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370 of detecting whether or not there is congestion includes detecting whether or not there is a
congestion with unfair competition. The congestion with unfair competition is then positively
detected (step 965) when the trend of the flight size is increasing (step 945) and the trend of
the transmission rate is decreasing (step 955), and negatively detected otherwise.
Alternatively, or in addition thereto, in the method 250, the step of detecting whether or not
there is a congestion 370 may include detecting whether or not there is a congestion without
unfair competition; and the congestion without unfair competition may be positively detected
when the trend of the flight size is increasing (step 970) and the trend of the transmission rate
is substantially equal (step 980), and negatively detected otherwise.

[0105] Fig. 10 illustrates a possible implementation of the congestion window modification
(corresponding to step 390). In both the embodiments described in Fig. 3 and Fig. 4 this step
is executed only if some kind of congestion has been previously detected in the congestion
detection step 370. Step 390 then contains the actions to be performed in each of the five
possible congestion types detected by step 370 and specified in the congType variable. If
congType is "congSS" in step 1010 (i.e. if a congestion without unfair competition has been
detected in slow start, for instance in step 935), then step 1015 will set the slow start threshold
variable (ssthresh) to the current value of the congestion window (cwnd) thereby switching the
congestion control state to Congestion Avoidance. After step 1015, step 1020 will set the
shadowCnd variable to cwnd, too, so that this variable can be used to track what the
congestion window could have been if the congestion had stayed in slow start (in the described
embodiments, the shadowCwnd is subsequently updated in step 370). However, step 1015 is
only necessary if after the detection of congestion without unfair competition in slow start,
congType is set to "afterSS" to detect if there is congestion with unfair competition right after
the switch from Slow Start to Congestion Avoidance. Thus, step 1015 would not be required in
the general case of embodiment illustrated in Fig.3 but would be required for the more
particular embodiment of Fig. 4 (described below in detail).

[0106] If congType is "congNoUnfair" in step 1025 (i.e. if a congestion without unfair
competition has been detected in congestion avoidance), then step 1030 will reduce the
congestion window by an amount of deltaCwnd. That amount in bytes (deltaCwnd) may be a
fixed proportion of the congestion window (for example, 20%) or may be a proportion of the
flight size threshold used in determining the trend of the flight size (flightSizeThresh). In the
latter case, it is advisable for it to be somewhat larger (e.g. 1.2 x flightSizeThresh), so if a
congestion has been detected, the congestion window will be reduced beyond the real
congestion trigger, thus allowing it to oscillate around that congestion trigger point in
successive rounds of congestion window growth and reductions due to congestion detection.

[0107] Step 1035 follows either step 1020 or step 1030, but it is only necessary if after the
detection of congestion without unfair competition, congType is set to either "afterSS" or
"afterCwnd", to detect if there is congestion with unfair competition right after the switch from
slow start to congestion avoidance or after the congestion window reduction, respectively.
Thus, step 1035 would not be required in the embodiment illustrated in Fig. 3 but would be
implemented for that of Fig. 4. Step 1035 includes setting the variable seqRef to SND.NXT,
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which is the sequence number at which the reference values for flight size and transmission
rate will be chosen in determining their trends (actually, the values just prior to seqRef are
taken, except in the case of the flight size when congType is afterCwnd, when the value right
after seqRef is taken, as can be seen in Fig. 7 and in Fig. 8).

[0108] If congType is "congUnfair" in step 1040 (i.e. if a congestion with unfair competition has
been detected in congestion avoidance), then step 1045 will set the slow start threshold
variable (ssthresh) to a larger value, for example 3 times the current value of the congestion
window (cwnd), thereby switching the congestion control state to slow start.

[0109] If congType is "afterSS" in step 1050 (i.e. if a congestion with unfair competition has
been detected after a transition from slow start to congestion avoidance), then step 1055 will
set the congestion window to the value of the shadowCwnd variable (which reflects the value
that would have been attained by cwnd if the connection had stayed in slow start). Step 1055
will also set the slow start threshold variable (ssthresh) to a larger value, for example 3 times
the value of the congestion window (cwnd), thereby switching the congestion control state to
slow start.

[0110] If congType is "afterCwnd" in step 1060 (i.e. if a congestion with unfair competition has
been detected after a reduction in congestion window due to a congestion detection), then step
1065 will add to the congestion window the value previously stored in the deltaCwnd variable
reflecting the reduction in cwnd when congestion was detected at a prior time. In this way, the
reduction in cwnd is "undone”.

[0111] For the embodiment illustrated in Fig. 3, using the embodiments of steps 330, 340,
350, 360, 370 and 390, as illustrated in Figs. 5-10, it is beneficial to initialize some of the
variables used, namely, the restartGradFilter, restartRateFilter and validRef variables should
be initialized to "FALSE" whenever the connection starts or there is an RTO time-out or an
inactivity time-out. Additionally, congType should be set at the start of the connection to
whatever congestion detection type is required.

[0112] Figure 10 shows handling of all above described congestion conditions, and in
particular, to modification 390 of the congestion window. However, the present invention may
also be implemented only for individual conditions or their subsets. In general, the step of
modifying the congestion window 390 includes increasing (step 1045) the slow start threshold
upon positively detecting the congestion with unfair competition (step 1040), which will switch
the connection to Slow Start. Figure 10 exemplified the slow start threshold increase as
multiplying the current congestion window by three. However, this is only an example and the
increase may be performed by a different multiplier or in another way. In case of the TCP, the
increase of the congestion window size upon positively detecting the congestion with unfair
competition is beneficially performed if the transmitting node is in TCP congestion avoidance
congestion control state and not performed otherwise.

[0113] Alternatively, or in addition, the step 390 of modifying the congestion window may
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include reducing (step 1030) the congestion window size upon positively detecting (step 1025)
the congestion without unfair competition. The reduction of the congestion window size upon
positively detecting the congestion without unfair competition, when using the TCP, is
performed if the transmitting node is in TCP congestion avoidance congestion control state
("No" in step 1010 for not being in Slow Start) and not performed otherwise.

[0114] Still alternatively or in addition to the previously described congestion window handling
approaches, the step 390 of modifying the congestion window may include changing from a
current congestion control state to a new congestion control state upon positively detecting the
congestion with unfair competition, wherein the current and the new congestion control states
specify respectively a current and a new rule for increasing the congestion window size upon
receipt of data acknowledgements when neither congestion nor data losses have been
detected, and the new rule specifies a faster rate of increasing the congestion window size
than the current rule. In case of the TCP, the change from a current congestion control state to
a new congestion control state upon positively detecting the congestion with unfair competition
may be performed if the current congestion control state is TCP congestion avoidance and not
performed otherwise, and the new congestion control state may correspond to the TCP slow
start. In case of TCP, the change from a current congestion control state to a new congestion
control state upon positively detecting the congestion with unfair competition is beneficially
performed if the current congestion control state is TCP congestion avoidance and not
performed otherwise, and the new congestion control state is TCP slow start.

[0115] Yet alternatively or in addition to the previously described implementations, the step
390 of modifying the congestion window may include changing from a current congestion
control state to a new congestion control state upon positively detecting the congestion without
unfair competition, wherein the current and the new congestion control states specify
respectively a current and a new rule for increasing the congestion window size upon receipt of
data acknowledgements when neither congestion nor data losses have been detected, and the
new rule specifies a slower rate of increasing the congestion window size than the current rule.
In case of TCP, it is advantageous when the change from a current congestion control state to
a new congestion control state upon positively detecting the congestion without unfair
competition is performed if the current congestion control state is TCP slow start and not
performed otherwise, and the new congestion control state is TCP congestion avoidance state.

[0116] Fig. 4 shows one possible embodiment of the methods of the invention, including all
five types of congestion detection steps (with their respective associated actions) in a
coordinated way. Fig. 4 shows a possible implementation of the congestion and competition
detection steps 250 which are assumed to be executed as part of the processing of a new
ACK, after the calculation (230) of RTT. In addition to the steps included in Fig. 4, there is one
more step that is part of the invention that is executed after the steps described in Fig. 4 (see
Fig. 2): Transmitting Data while Respecting Congestion Window Size (270), already described
above.

[0117] The embodiment of the invention described in Fig.4 uses all the steps used in the



DK/EP 3135009 T3

embodiment described in Fig. 3 (310, 320, 350, 360, 370, 380 and 390) and adds more steps
to manage the congType variable, which specifies the kind of congestion detection to use. In
this way, this embodiment will detect congestion without unfair competition when in Slow Start,
and when such congestion is detected, the connection will be switched to congestion
avoidance. Right upon switching to Congestion Avoidance, it will determine if there is then
congestion with unfair competition with reference to the time when the switching occurred and
if so, switch back to connection to Slow Start. Once in Congestion Avoidance, it will check for
congestion without unfair competition, which will be treated by reducing the congestion window.
This reduction of congestion window due to congestion will trigger a special check to verify
there is not congestion with unfair competition with reference to the time when the congestion
window was reduced, which, if found, will force undoing the reduction in congestion window. If
congestion without unfair competition is not detected in Congestion avoidance, it will also check
for congestion with unfair competition, upon which it will switch the connection to Slow Start

[0118] There follows a more detailed description of the steps in the embodiment illustrated in
Fig. 4. If part of an embodiment as described in Fig. 2, the steps in Fig.4 would be invoked for
every New ACK message, when in Slow Start or Congestion Avoidance. In step 405, if the
connection is in Slow Start, the congType variable is set to "congSS" in Step 410 to determine
the detection of congestion without unfair competition in Slow Start. If not, the previous value of
congType will remain. In both cases, the following two steps will be performed to measure the
flight size, 310 and to measure the transmission rate, both of which can be implemented as
described above (when describing those same steps for the embodiment illustrated by Fig. 3).
The next steps will be those of determining the trend of flight size 350 (with one possible
embodiment illustrated in Fig. 7), determining the trend of transmission rate 360 (with one
possible embodiment illustrated in Fig. 8) and detecting congestion 370 (with one possible
embodiment illustrated in Fig. 9), all of them already described in detail as part of the
description of the embodiment in Fig. 3.

[0119] Then, if in step 380 the congestion Detected variable is True (i.e., that some kind of
congestion was detected in step 370), step 390 (with one possible embodiment illustrated in
Fig. 10) will be performed to modify the congestion window appropriately. Then, if in step 450
congType is "afterCwnd" (congestion with unfair competition after a congestion window
reduction), step 455 will set congType to "congNoUnfair" (congestion detection without unfair
competition in congestion avoidance). If, however, congType was "congSS" (congestion
detection without unfair competition in slow start), step 460 will lead to step 465, in which
congType will be set to "afterSS" (congestion detection with unfair competition after a transition
to slow start). Finally, if congType was "congNoUnfair" (congestion detection without unfair
competition in congestion avoidance), step 470 will lead to step 475, in which congType will be
set to "afterCwnd" (congestion detection with unfair competition after a reduction in congestion
window).

[0120] On the other hand, in Fig. 4, if in step 380 congestion Detected is False, i.e. no
congestion was detected, step 415 will verify if SND.UNA is larger than seqTest in cases where
congType is either "afterSS" or "afterCwnd", and if so set congType to "congNoUnfair" in step
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420. This ensures that the detection of congestion with unfair competition with respect to
specific events (the transition to Congestion avoidance and the reduction of congestion window
due to congestion) is only performed up to the sequence number specified by seqTest, and
after that the congestion detection mode will be switched to congestion detection without unfair
competition in congestion avoidance. In fact, if the verification in step 415 is not positive and if
step 425 determines that congType is "congNoUnfair" (i.e. congestion without unfair
competition in congestion avoidance has been tested but not found), then step 430 will set the
congType to "congUnfair" (congestion with unfair competition in congestion avoidance) and
then run another congestion detection step 370 (with one possible embodiment illustrated in
Fig. 9), with the same trend information but in this case checking for a different type of
congestion. If step 435 verifies that this new congestion detection has been negative, then step
440 sets the congType back to "congNoUnfair", so that for the next new ACK congestion
without unfair competitions will again be tested and if not found, congestion with unfair
competition is tested. If step 435 finds that congestion with unfair competition was detected,
then step 390 (with one possible embodiment illustrated in Fig. 10) will modify the congestion
window appropriately an finally step 445 will set the congType back to "congNoUnfair", If, as in
the embodiment of step 390 illustrated in Fig. 10, the connection is switched to Slow Start in
some cases, congType will not be changed to "congSS" until the next New ACK, when the step
405 detects the congestion is in Slow Start.

[0121] For the embodiment illustrated in Fig. 4, using the embodiments of steps 350, 360, 370
and 390, as illustrated in Figs. 7-10, it is beneficial to initialize some of the variables used,
namely: congType should be initialized to "congSS", while the restartGradFilter,
restartRateFilter and validRef variables should be initialized to "FALSE", whenever the
connection starts or there is an RTO time-out or an inactivity time-out.

Determination of transmission rate trend using statistical non-parametric methods

[0122] Since the filtered transmission rate can exhibit large variability and this variability may
not follow a well-defined statistical distribution, it may be beneficial to use a statistical non-
parametric method to determine the trend in the transmission rate. In this case, a possible
implementation of step 360 could still be based on Fig. 8, with a number of differences with
respect to the implementation described above. The main difference would be that instead of
the rateFiltered variable, a new variable called rateSample would have to be used, with
rateSample being a vector or array of N (e.g. 5) samples of rateFiltered. A possible initial step,
after step 330 and before step 810, for example, would assign values to the N components
rateSample. In this way, rateSample would have the last N values of rateFiltered, or a subset of
the last values. In any case, assuming that every instance of rateFiltered in Fig. 8 was now an
instance of rateSample, another required change would be that the ratePrev and the rateRef
variables would also have to become N-component vectors or array variables. When in step
830 rateRef is assigned the value of rateFiltered, and when in step 845 rateRef is assigned the
value of ratePrev, these assignments would be vector/array assignments, i.e. they would
assign all the components of the vector or array. Another change required would be not to use
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steps 850 (Calculate Rate Gradient) and step 340 (Filter Rate Gradient), and go directly to the
calculation of gradientThreshUp and GradientThreshDown, which would still be a scalar
variable (i.e. it would not become a vector/array), and which could be calculated as a fraction
of the ratio of the threshold flight size to the reference flight size (i.e.
flightSize Thresh/flightSizeRef), applied to the mean reference transmission rate (derived from
the samples stored in rateRef). This is similar as described above in one of the possible

implementations of step 855, but using the mean of the samples of rateRef i.e.:
gradientThreshUp = ({flightSize Thresh / flightSizeRef) / 2)smean{rateRef)

gradientThreshUp = min(gradientThreshUp, mean(rateRef)/16)

gradientThreshDown = - 2 « gradientThreshUp

[0123] The most important changes would be in steps 860 and 870. Step 860 would check if
the gradient in transmission rate is positive by checking if rateSample vector is greater than the
vector resulting from the sum of gradientThreshUp to each of the N components of rateRef.
Step 870 would check if the gradient in transmission rate is negative by checking if rateSample
vector is smaller than the vector resulting from subtracting gradientThreshUp from each of the
N componenents of rateRef. This leaves two vector inequalities (">" and "<") tests which is
where the non-parametric statistical methods could be used, in particular, the well-known
Mann-Whitney U test (also called the Mann-Whitney-Wilcoxon, Wilcoxon rank-sum test, or
Wilcoxon-Mann-Whitney test) could be used to determine if the two samples of N values (each
represented by an N-component vector/array) are larger (come from a population with a larger
median), smaller (come from a population with a smaller median) or equal (come from the
same population).

[0124] The test is easily performed by assigning a rank to each of the N values of the two
vectors being compared, that is, ordering the 2*N values in sequence and assigning them their
order number (with ties assigned the same number). Then, taking the vector/array with the
lower median value, for each of its N components, count the number of observations in the
other vector/array that have a smaller rank (count a half for any that are equal to it). The sum
of these counts is the U statistic. For N=5, which is an appropriate sample count value,
according to standard tables for a one-sided test with a 90% confidence interval, a U value of 5
or less means that the sample (vector/array) in this case is lower than the other, while a value
of 20 or more means that the sample (vector/array) in this case is higher than the other.

Determination of transmission rate trend using model residuals

[0125] An alternative way to determine the trend of the transmission rate is to use a statistical
test to detect a trend in the transmission rate measurements and then use a metric produced
by the test as the gradient, with the metric being then filtered (by accumulating or averaging it
over time, for example). One possible such test, to detect an upward trend would be to fit two
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models to the measured data, one with the expected behaviour without congestion and the
other with the expected behaviour without congestion. Then, a metric that compares how well
the two models fit the measured data can be used as a kind of gradient from which the trend in
transmission rate is derived. For example, every transmission rate measurement may be
compared against a model that predicts it to be the same as the previous value (that is, a
random walk model, which could be expected from a congestion situation), and then compared
against a model that predicts an increment in transmission rate from the last value in the same
proportion as the measured flight size increment (which could be expected in a non-congestion
situation). This would produce a residual error in each case, which is squared and then one is
divided by the other, producing a metric indicating which model fits the measured data better..

[0126] A possible implementation of this method is illustrated in Fig. 11, which is identical to
Fig. 8 except in a few aspects that will now be described. The gradient described in the
previous paragraph can only be used to detect an upward trend in transmission rate, so
another gradient will be required for testing if the trend is downward. Thus, in the exemplary
embodiment of step 360 shown in Fig. 11, the gradient produced by step 851 will be a two-
valued variable: it will produce a gradient for the downward trend test (to be stored in a
variable called rateGradientDown) and a gradient for the upward trend test (to be be stored in
a variable called rateGradientDown). Each of those gradients will be filtered independently in
step 895 and then step 856 will produce one threshold value for the upward trend test (to be
stored in the gradientThreshUp variable) and another for the downward trend test (to be stored
in the gradientThreshDown variable).

[0127] For the upward trend test, a metric that compares the fit of the two models described

could be used, for example, the quotient of the squared error residuals:
rateGradientUp = (rateMeasured — ratePrev)*2 / [rateMeasured — ratePrev » (1 +

(flightSizemeasured - flightSizePrev)/flightSizePrev)}*2

[0128] For the downward trend tests, it would be possible to use a gradient as already used in

previously described exemplary embodiments of step 360:
rateGradientDown = rateFiltered — rate Ref

[0129] Then, step 895, Filter rateGradienUp and rateGradienDown, could use an
exponentially weighted moving average of both gradients (as described above). Other filtering
methods would be possible for rateGradienUp, like accumulating independently the sum of
squared residuals for each of the two models, and then producing an updated filtered gradient
by dividing the accumulated sums of squared residuals.

[0130] After step 895, step 856 could calculate the two thresholds:
gradientThreshDown = ((flightSizeThresh / flightSizeRef) / 2)erateRef

gradientThreshDown = - 2 » min(gradientThreshDown, rateRef/16)
gradienfThreshUp =2
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[0131] The threshold used for the downward trend calculation is as already used in previously
described exemplary embodiments of step 360, while the threshold of 2 used for
gradientThreshUp would be reached when the squared residuals (the errors) in the model
predicting congestion are larger (twice as large) than the squared residuals (errors) in the
model without congestion.

[0132] After step 856, steps 861 and 871 will compare the threshold and make the trend
determination in almost the same way as previously described for other embodiments of step
360, except that there would be a specific gradient used for the upward trend determination
and another for the downward trend determination.

[0133] An embodiment of the present invention includes an apparatus which is configured to
execute any of the above described methods. An example of such apparatus is illustrated in
Figure 12.

[0134] For instance, an apparatus is provided for controlling, in a transmitting node (such as
sending host 110, 111 or proxy 130), congestion in a data communication protocol employing
acknowledged communication in which the transmitting node transmits data to a receiving
node and the receiving node acknowledges receipt of the data, wherein a congestion window
specifies a maximum amount of unacknowledged data which the transmitting node may
transmit before reception of a positive acknowledgement for all or part of that data. The
apparatus comprises a flight size measuring unit 1210 for measuring a flight size indicating an
amount of data sent by the transmitting node and not yet acknowledged by the receiving node;
a transmission rate measuring unit 1220 for measuring a transmission rate, the transmission
rate corresponding to a same time instant as the flight size; a flight size trend calculation unit
1250 for determining a trend of the flight size; a transmission rate trend calculation unit 1260
for determining a trend of the transmission rate; a congestion detection unit 1270 for detecting
whether or not there is a congestion according to the determined trend of the transmission rate
and the trend of the flight size; a congestion handling unit 1280 for, upon positive detection of
the congestion by the congestion detection unit, modifying the congestion window; and a
transmission unit 1290 for transmitting data while respecting the congestion window size.

[0135] In particular when the apparatus is implementing the TCP, such apparatus
advantageously includes a TCP Logic Processing Unit 1200 and a Congestion and Competition
Detection Unit 1295 which at least logically (and possibly also physically, i.e. by implementing
them by a single processing device) encompasses the above mentioned units.

[0136] The TCP Logic Processing Unit 1200 includes the logic required to send and receive
data using the TCP protocol. The Reception Unit 1205 in the TCP Logic Processing Unit
comprises the TCP functionality for receiving TCP segments while the Transmission Unit 1290
comprises the TCP functionality for sending TCP segments, in both cases according to the
TCP standards, like the IETF RFC 793 and others cited above. The Transmission Unit, in
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particular, also includes the enforcement of the TCP Congestion Window and the TCP Send
Window, so that packets are transmitted only when those parameters permit.

[0137] The Congestion and Competition Detection Unit 1295 comprises the other elements in
the invention, apart from the above mentioned Transmission Unit: a Flight Size Measuring Unit
1210, a Transmission Rate Measuring Unit 1220, a Flight Size Trend Calculating Unit 1250, a
Transmission Rate Trend Calculating Unit 1260, a Congestion Detection Unit 1270 and a
Congestion Handling Unit 1280. The TCP Logic Processing Unit 1200 invokes the functionality
of the Congestion and Congestion and Competition Detection Unit for every New ACK (as
previously defined) received by the Reception Unit for connections in the Slow Start or
Congestion Avoidance states, possibly including the value of the SND.UNA variable at the time
the data segment being acknowledged by the New ACK. The Congestion and Congestion and
Competition Detection Unit has access (via memory, for example) to the current values of the
SND.NXT, SND.UNA, last measured RTT, cwnd and ssTrhesh variables of the TCP
connections in the TCP Logic Processing Unit, including the possibility of changing the stored
values of the cwnd and ssThresh. Additionally, the internal units of the Congestion and
Competition Detection Unit may communicate among themselves through variables stored in
memory.

[0138] The TCP Logic Processing Unit 1200 and the Congestion and Congestion and
Competition Detection Unit 1295 may be implemented as part of the kernel of an operating
system 1310, as illustrated in Fig. 13. The operating system kernel includes the network
interface drivers and software libraries that enable sending and receiving data packets to and
from other systems via data networks. In such an implementation, the TCP Processing Logic
Unit 1200 could be the TCP functionality in the kernel of most operating systems (e.g. Linux,
Windows, BSD, OSX, Android, 10S), adapted to invoke the Congestion and Competition
Detection Unit 1295 for New ACKs as described above, allowing access to the SND.UNA,
SND.NXT, last measured RTT, cwnd and ssThresh also as described above. The Transmission
Unit 1290 in the Processing Logic Unit 1200 would require no adaptations in that case, except
for storing the value of the SND.UNA variable when segments are sent out.

[0139] Alternatively, the TCP Logic Processing Unit 1200 and the Congestion and Congestion
and Competition Detection Unit 1295 may be implemented not being part of the kernel of an
operating system 1410, as illustrated in Fig. 14, in "user-space". In such an implementation,
the apparatus would have an operating system kernel, including the network interface drivers
and software libraries that enable sending and receiving data packets to and from other
systems via data networks. The TCP Processing Logic Unit 1200 in this case implements the
TCP protocol in "user-space" (outside the kernel), including a Transmission Unit 1290 to send
out data segments according to the TCP protocol, i.e. respecting a Congestion Window and a
Send Window for the connection, as previously described, via System Libraries 1420 that
interface the communication with the operating system kernel. The TCP Processing Logic Unit
1200 in this case stores the value of the SND.UNA variable when segments are sent out.

[0140] The implementation of the units comprised in the Congestion and Congestion and
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Competition Detection Unit 1295 may be realized by configuring the execution of the steps
described above, as part of the exemplary embodiments of the methods of this invention. In
particular, the Flight Size Measuring Unit 1210 is configured to execute step 310, Measuring
the Flight Size; the Transmission Rate Measuring Unit 1220 is configured to execute step 320,
Measuring the Transmission Rate; the Flight Size Trend Calculation Unit 1250 is configured to
execute step 350, Determining the Trend of Flight Size; the Transmission Rate Trend
Calculation Unit 1260 is configured to execute step 360, Determining the Trend of
Transmission Rate; the Congestion Detection Unit 1270 is configured to execute step 370,
Detecting Congestion, and the Congestion Handling Unit 1280 is configured to execute step
390, Modifying Congestion Window, but only in cases where the Congestion Detection Unit has
detected congestion.

[0141] Moreover, the present invention may be embodied in an apparatus as shown in Fig. 15
corresponding to a processing device comprising one or more processors 1510, a memory
1520 or a set of memories and one or more network interfaces 1530, all interconnected, with
the memory storing instructions which, when executed by the processor, cause the processor
to perform operations comprising the steps of any of the methods described above. In
particular, the processor(s) may be configured for receiving New ACK messages (step 220,
described as part of an embodiment of the methods of the invention and illustrated in Fig. 2);
processing of New ACK message, possibly including SND.UNA parameter updating (step 220,
described as part of an embodiment of the methods of the invention and illustrated in Fig. 2);
measuring the RTT updating (step 230, described as part of an embodiment of the methods of
the invention and illustrated in Fig. 2); if the connection of the received New ACK is in Slow
Start or Congestion Avoidance, then performing Congestion and Competition Detection
updating (step 250, described as part of an embodiment of the methods of the invention and
illustrated in Fig. 2); additional processing of New ACK message, as required by TCP updating
(step 260, described as part of an embodiment of the methods of the invention and illustrated
in Fig. 2); and transmitting data while respecting Congestion Window size updating (step 270,
described as part of an embodiment of the methods of the invention and illustrated in Fig. 2).
The apparatus of Fig. 15 may store the instructions for performing any of the method
described above in the memory 1520 or a plurality of such memories. The instructions may
then be executed by the processor 1510 or a plurality of such processors and the congestion
control may be then performed on the basis of the communication such as acknowledgement
and data transmitted or received via the network interface 1530 and evaluated (measured,
filtered, processed to gain trends, test conditions) as described above.

[0142] The Congestion and Competition Detection may, for example, be implemented as
previously specified in the detailed description of the embodiment described in Fig.3. It may
also, for example, be implemented as previously specified in the detailed description of the
embodiment described in Fig.4.

[0143] The processors used for the apparatus implementation may be, for example, general-
purpose processors, microcontrollers, processors optimized for mobile phones or tablet
devices, customized ASIC's, FPGA's or other similar devices. The memory may be RAM, ROM,
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EPROM, EEPROM, hard disk, solid-state disk, or similar storage devices, or any combinations
thereof. The network interfaces may allow sending and receiving data to networks via wire-
based ports (e.g. Ethernet, cable, fiber, ISDN, ADSL) or wireless ports (e.g. Wifi, WiMax,
GPRS, UMTS, HSPA, LTE, microwave links). The networks for through which the apparatus
embodying the present invention may communicate are, for example, LAN, WAN, satellite, 3G
wireless, 4G wireless, cable, backhaul, etc..

[0144] The apparatuses exemplified above implement TCP communications. However, but
the present invention is not limited thereto and may also be used with any other
communication protocols using acknowledged communication.

[0145] Moreover, the apparatuses as described above may be applied to endpoints such as
hosts (illustrated in Figure 1A) and also to proxy nodes (illustrated in Figure 1B). In the latter
case, for example, in a TCP proxy, an apparatus embodying the invention would apply the
congestion and completion detection and control to the sending functionality.

[0146] Moreover, the present invention may be embodied as a data carrier storing a program
including instructions capable of causing, when run on a computer, the computer to execute
the steps of any of the above described methods. The data carrier may be a portable data
carrier such as flash memory connectable to a computer via USB interface, an optical medium
such as a CD, DVD, BlueRay or other. The data carrier may also be a hard drive or any other
storage medium.

[0147] Summarizing, the present invention relates to congestion control for acknowledged
communication over networks. The congestion is detected on the basis of the trends of both
the flight size and the transmission rate in order to adapt the congestion window in accordance
with the detection result. Such congestion detection enables, for instance, distinguishing
between the congestion with or without unfair competition. Moreover, the measured
transmission rate may be filtered to compensate for time variations. The invention may be
embodied within an end node or within a proxy.
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PATENTKRAYV

Fremgangsmade til overbelastningskontrol i en datakommunikations-
protokol, der anvender bekraeftet kommunikation, hvori en sendenode
sender data til en modtagenode, og modtagenoden bekraefter modtagelse af
dataene, hvor et overbelastningsvindue fastseetter en maksimal maengde
ubekreeftet data, som sendenoden kan sende far modtagelse af en positiv
bekreeftelse for alle eller en del af disse data, idet fremgangsmaden skal
udferes af sendenoden og omfatter:

at male (310) en flight size, der indikerer en maengde data sendt af

sendenoden og endnu ikke bekraeftet af modtagenoden;

at male (320) en sendehastighed, idet sendehastigheden svarer til et

samme tidspunkt som flight sizen;

at bestemme (350) en trend for flight sizen;

at bestemme (360) en trend for sendehastigheden, hvor trenden udledes

af en sendehastighedsgradientberegning, hvori enten sendehastigheds-

malingerne eller sendehastighedsgradientberegningerne eller begge

filtreres for at reducere deres tidsmaessige variabilitet;

at detektere (370), hvorvidt der er en overbelastning eller ¢j ifolge den

bestemte trend for sendehastigheden og trenden for flight sizen;

ved positiv detektering af overbelastningen at a@endre overbelast-

ningsvinduet (390); og

at sende data under hensyntagen til overbelastningsvinduets starrelse

(270).

Fremgangsmade ifolge krav 1, hvor
trinet at detektere, hvorvidt der er en overbelastning eller ej, omfatter at
detektere, hvorvidt der er en overbelastning eller ej med illoyal konkurrence;

og
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overbelastningen med illoyal konkurrence detekteres positiv, nar flight sizens
trend enten stiger eller er i det veesentlige stabil, og sendehastighedens trend
falder, og ellers detekteres negativ.

Fremgangsmade ifglge krav 1 eller 2, hvor

trinet at detektere, hvorvidt der er en overbelastning eller ej, omfatter at
detektere, hvorvidt der er en overbelastning eller ej uden illoyal konkurrence;
09

overbelastningen uden illoyal konkurrence detekteres positiv, nar flight
sizens trend stiger, og sendehastighedens trend er i det vaesentlige stabil, og
ellers detekteres negativ.

Fremgangsmade ifolge krav 1, hvor

trinet at detektere, hvorvidt der er en overbelastning eller ej, omfatter at
detektere, hvorvidt der er en af en overbelastning eller ej med illoyal
konkurrence og

en overbelastning uden illoyal konkurrence,

overbelastningen med illoyal konkurrence detekteres positiv, nar flight sizens
trend enten stiger eller er i det vaesentlige stabil, og sendehastighedens trend
falder, og ellers detekteres negativ, og

overbelastningen uden illoyal konkurrence detekteres positiv, nar flight
sizens trend stiger, og sendehastighedens trend er i det vaesentlige stabil, og
ellers detekteres negativ.

Fremgangsmade ifglge krav 2 eller 4, hvor trinet at eandre
overbelastningsvinduet indbefatter at gge overbelastningsvinduets storrelse
ved positiv detektering af overbelastningen med illoyal konkurrence.

Fremgangsmade ifglge krav 3 eller 4, hvor trinet at andre

overbelastningsvinduet indbefatter at formindske overbelastningsvinduets
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starrelse ved positiv detektering af overbelastningen uden illoyal

konkurrence.

Fremgangsmade ifolge krav 2 eller 4, hvor

trinet at aendre overbelastningsvinduet indbefatter aendring fra en aktuel
overbelastningskontroltilstand til en ny overbelastningskontroltilstand ved
positiv detektering af overbelastningen med illoyal konkurrence, hvor den
aktuelle og den nye overbelastningskontroltilstand fastsaetter henholdsvis en
aktuel og en ny regel til foragelse af overbelastningsvinduets starrelse ved
modtagelse af databekraeftelser, nar der hverken er blevet detekieret
overbelastning eller datatab, og

den nye regel fastszetter en hogjere hastighed til forogelse af
overbelastningsvinduets starrelse end den aktuelle regel.

Fremgangsmade ifolge krav 3 eller 4, hvor

trinet at aendre overbelastningsvinduet indbefatter aendring fra en aktuel
overbelastningskontroltilstand til en ny overbelastningskontroltilstand ved
positiv detektering af overbelastningen uden illoyal konkurrence, hvor den
aktuelle og den nye overbelastningskontroltilstand fastsaetter henholdsvis en
aktuel og en ny regel til foragelse af overbelastningsvinduets storrelse ved
modtagelse af databekraeftelser, nar der hverken er blevet detekieret
overbelastning eller datatab, og

den nye regel fastseetter en lavere hastighed til forogelse af
overbelastningsvinduets starrelse end den aktuelle regel.

Fremgangsmade ifglge krav 8, hvor

kommunikationsprotokollen er TCP,

aendringen fra en aktuel overbelastningskontroltiistand til en ny
overbelastningskontroltilstand ved positiv detektering af overbelastningen
uden illoyal konkurrence udfgres, hvis den aktuelle overbelastnings-
kontroltilstand er TCP-langsom start og ellers ikke udfgres, og den nye
overbelastningskontroltilstand TCP-overbelastningsundgaelse.
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Fremgangsmade ifglge krav 6, hvor

kommunikationsprotokollen er TCP, og

formindskelsen af overbelastningsvinduets storrelse ved positiv detektering
af overbelastningen uden illoyal konkurrence udfares, hvis sendenoden er i
TCP-overbelastningsundgéelses-overbelastningskontroltilstand og ellers

ikke udfgres.

Fremgangsmade ifolge krav 7, hvor

ved trinene at bestemme en trend for flight sizen og en trend for
sendehastigheden bestemmes trenden for flight sizen og for
sendehastigheden over en tidsperiode, der starter et gjeblik far og teettest pa
en seneste aendring fra en tidligere overbelastningskontroltilstand til den
aktuelle overbelastningskontroltilstand, hvor den tidligere og den aktuelle
overbelastningskontroltilstand fastseetter henholdsvis en tidligere og en
aktuel regel til forogelse af overbelastningsvinduets starrelse ved
modtagelse af databekraeftelser, nar der hverken er blevet detekieret
overbelastning eller datatab, og den tidligere overbelastningskontroltilstand
fastsaetter en hgjere hastighed til forggelse af overbelastningsvinduets
storrelse end den aktuelle overbelastningskontroltilstand.

Fremgangsmade ifglge krav 5, hvor

ved trinnet at bestemme en trend for flight sizen bestemmes trenden for flight
sizen over en tidsperiode, der starter et gjeblik efter og teettest pa en seneste
formindskelse af overbelastningsvinduets storrelse som fglge af en
detekteret overbelastning; og

ved trinet at bestemme en trend for sendehastigheden bestemmes trenden
for sendehastigheden over en tidsperiode, der starter et gjeblik far og teettest
pa den seneste formindskelse af overbelastningsvinduets starrelse som

folge af en detekteret overbelastning.

Fremgangsmade ifolge krav 12 eller 5, hvor
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kommunikationsprotokollen er TCP, og

forogelsen af overbelastningsvinduets storrelse ved positiv detektering af
overbelastningen med illoyal konkurrence udfaeres, hvis sendenoden er i
TCP-overbelastningsundgéelses-overbelastningskontroltilstand og ellers

ikke udfgres.

Fremgangsmade ifolge krav 7 eller 11, hvor

kommunikationsprotokollen er TCP,

aendringen fra en aktuel overbelastningskontroltiistand til en ny
overbelastningskontroltilstand ved positiv detektering af overbelastningen
med illoyal konkurrence udfgres, hvis den aktuelle overbelastnings-
kontroltilstand er TCP-overbelastningsundgaelse og ellers ikke udferes, og
den nye overbelastningskontroltilstand er TCP-langsom start.

Apparat til kontrol af overbelastning i en datakommunikationsprotokol i en
sendenode, der anvender bekreeftet kommunikation, hvori sendenoden
sender data til en modtagenode, og modtagenoden bekraefter modtagelse af
dataene, hvor et overbelastningsvindue fastseetter en maksimal meengde
ubekreeftet data, som sendenoden kan sende far modtagelse af en positiv
bekreeftelse for alle eller en del af disse data, idet apparatet omfatter:

en flight size-méleenhed (1210) til maling af en flight size, der indikerer en
meengde data sendt af sendenoden og endnu ikke bekreeftet af
modtagenoden;

en sendehastighedsmaleenhed (1220) til maling af en sendehastighed, idet
sendehastigheden svarer til et samme tidspunkt som flight sizen;

en flight size-trendberegningsenhed (1250) til bestemmelse af en trend for
flight sizen;

en sendehastigheds-trendberegningsenhed (1260) til bestemmelse af en
trend for sendehastigheden, hvor trenden udledes af en sende-

hastighedsgradientberegning, hvori enten sendehastighedsmalingerne eller
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sendehastighedsgradientberegningerne eller begge filtreres for at reducere
deres tidsmeessige variabilitet;

en overbelastningsdetekteringsenhed (1270) til detektering af, hvorvidt der
er en overbelastning eller ej ifglge den bestemte trend for sendehastigheden
og trenden for flight sizen;

en overbelastningshandteringsenhed (1280) til sendring af overbelastnings-
vinduet ved positiv detektering af overbelastningen af overbelastnings-
detekteringsenheden; og

en sendeenhed (1290) til sending af data under hensyntagen til overbelast-

ningsvinduets starrelse.
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