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HOOK FRAMEWORK

Background
[0001] Applications can be a set of executable instructions that can cause

a computing device to perform a particular function. Computing devices can
include mobile phones (e.g., smart phones), which can have a variety of
operating systems (OS)s (e.g., mobile OSs), which can run a variety of
applications. For instance, applications can include a gaming application, a
navigation application, a camera application, etc. Applications can be

developed for each respective OS.

Brief Description of the Drawings

[0002] Figure 1 illustrates an example of an environment for
implementing a hook framework according to the present disclosure.

[0003] Figure 2A illustrates an example of a flowchart for implementing a
hook framework according to the present disclosure.

[0004] Figure 2B illustrates an example of a flowchart for implementing a
hook framework for a particular operating system according to the present
disclosure.

[0005] Figure 3A illustrates a diagrarﬁ of an example of a system for
implementing a hook framework according to the present disclosure.

[0006] Figure 3B illustrates a diagram of an example of a computing

device for implementing a hook framewaork according to the present disclosure.
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[0007] Figure 4 illustrates a flow diagram of an example of a method for

implementing a hook framework according to the present disclosure.

Detailed Description

{0008] Mobile application (e.qg., application configured for a mobile
device) development is a growing practice spurred by a growing number of
mobile devices and capabilities associated with those devices. Due, in part, to
an increase in capabilities associated with mobile devices, applications have
become increasingly sophisticated, relying on device features and/or
embedding client side logic (e.g., JavaScript). To support the development of
such applications, it can be beneficial to provide development tools that can
integrate with a particular operating system (OS) associated with the mobile
device. For example, it can be beneficial to integrate with the particular OS in a
low-level interface, enabling use of application development tools, such as
testing tools, recording tools, monitoring tools, etc. Such low level OS
interaction can also be used in consumer application software and/or enterprise
application software to achieve objectives such as securing a device according
to enterprise policies, for example.

[0009] Some previous methods allow for low level OS interaction through
hooking. Hooking can include altering a behavior of an application and/or
collecting data associated with the application by intercepting data passed
between software components. For instance, hooking can refer to various
technigues to monitor, alter, and/or otherwise gain control of an application. For
example, function calls, messages, and/or network traffic passed to and/or from
an application can be intercepted and/or copied by hooking. Hooking an
application can include injecting a library including an executable hooking
instruction into the application prior to the application executing and/or injecting
an executable hooking instruction into the application during runtime of an OS
and/or during execution of functions of the application, for example. These
previous methods can be used for an OS that implements a virtual machine.

For example, methods can be used for a Linux OS and/or for a Java based OS,
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which implements a Java Virtual Machine (JVM) (e.g., a machine that can
execute Java byte-code).

[0010] However, some mobile OSs, such as the Android OS, cannot be
hooked using the previous methods for Linux and/or Java based OSs. For
instance, some mobile OSs do not include an application programming interface
for hooking, and since the startup sequences of such mobile OSs do not allow
for changes in read only memories (ROM)s, previous methods used for hooking
with the Linux OS do not work.

[0011] In addition, some mobile OSs may not be hooked using previous
methods for the Java based OS. In an example, the JVM can be hooked using
class loaders. However, other mobile OSs (e.g., Android OS) and their
associated virtual machines (e.g., Android Dalvik virtual machine (DVM})) do not
support use of class loaders, and thus cannot be hooked using this method.
[0012] In addition, other previous methods can prove insufficient for
hooking some mobile OSs. For example, previous methods can simulate a
driver layer. However, in some mobile OSs, drivers are ROM dependent and
cannot be replaced without replacing an entire kernel of the ROM, making this
method impractical. Other previous methods change a wrapper library layer.
However, this may not be practical on some mobile OSs, where library files
(e.g., “.s0" files) are prelinked on ROM compilation. As such, original libraries
may not be loaded.

[0013] For example, previous methods can modify “.jar” files. “jar” files
can be defined as an archive file format used to aggregate Java “.class” files
and/or associated metadata into one file to distribute application software and/or
libraries on the Java based OS. Modifying the “.jar” file can involve extracting
the “.jar” file, manually editing “.smali” files (e.g., Android’s equivalent to byte-
code “.class” files), and reloading the modified “jar” file. However, this method
can be complicated, hard to maintain, and can entail handling byte-code. In
addition, this method may not support modifying methods using JNI, which is a
programming framework that can enable Java instructions running in a JVM to
call and/or be called by native applications and libraries written in other

languages such as C, C++, and/or assembly.
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[0014] In contrast, examples of the present disclosure can include
modifying an application process that is responsible for initiating a virtual
machine (e.g., DVM), pre-loading system classes that are used by applications,
and/or initiating other processes. Examples of the present disclosure can
modify the application process to include a hook framework, which can be
executed upon initiation of the virtual machine and can insert a hook on the
virtual machine to access data associated with an application via the hook.
[0015] Figure 1 illustrates an examplé of an environment for
implementing a hook framework according to the present disclosure. The
environment 100 is shown to include a system 104 to implement a hook
framework, mobile devices 102-1, 102-2,..., 102-N, user devices 110-1, 110-
2,..., 110-P, a data store 108, and a link 106. The data store 108 can be
analogous to those discussed with respect to Figure 3A. The system 104 can
include a computing device analogous to that discussed with respect to Figure
3B. The mobile devices 102-1,...,102-N, as described herein, can be a
computing device (e.g., an electronic device).

[0016] The user devices 110-1,...,110-P can represent computing
devices configured to access data (e.g., electronic data) associated with an
application that has been loaded and/or will be loaded within a defined time on
the mobile devices 102-1,...,102-N to communicate such data, and/or alter the
appiication by executing an instruction. The user devices 110-1,..., 110-P can
include a digital display such as a graphical user interface (GUI) 112. Similarly,
in some examples, the mobile devices 102-1,...,102-N can include a digital
display (not shown) suitable for display of electronic data.

[0017] A user interface can include hardware components and/or
computer-readable instruction components. For instance, hardware
components can include input components {(e.g., a mouse, a touch screen, and
a keyboard) and/or output components (e.g., a display). An example user
interface can include a GUI 112. A GUI 112 can, for example, digitally
represent data associated with an application that is collected via a hook. That
is, in some examples, an electronic representation can be displayed by a user

interface of user devices 110-1,...,110-P. Such displays can facilitate
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interactions between a user and a computer (e.g., allows a user to interact with
a computer using images and/or text).

[0018] Link 106 (e.g., a network) represents a cable, wireless, fiber optic,
or remote connection via a telecommunication link, an infrared link, a radio
frequency link, and/or other connectors or systems that provide electronic
communication. That is, the link 106 can, for example, include a link to an
intranet, the internet, or a combination of both, among other communication
interfaces. The link 106 can also include intermediate proxies, for example, an
intermediate proxy server (not shown), routers, switches, load balancers, and
the like.

[0019] The system 104 for implementing a hook framework, as described
herein, can represent different combinations of hardware and instructions to
implement a hook framework. The system 104 for implementing the hook
framework can include a computing device, for instance, computing device 348
as discussed in relation to Figure 3B.

[0020] Figure 2A illustratés an example of a flowchart for implementing a
hook framework according to the present disclosure. For example, the
flowchart can be illustrative of a startup of a-mobile device, such as a mobile
device that includes a mobile OS. Upon startup of the mobile device, an
initialization instruction 216 can be interpreted. The initialization instruction 216
can be a first process started during startup of the mobile device and can be
responsible for providing instructions for initiating a virtual machine 222 and a
nascent process 218, as discussed herein.

[0021] In a normal (e.g., unmodified) startup of the mobile OS, the
initialization instruction 216 can initiate the nascent process 218 and the virtual
machine 222. The nascent process 218 can be defined as a beginning process.
For instance, the nascent process 218 can be a first process that is initiated in
the startup of the mobile OS. In some examples, the nascent process 218 can
be responsible for pre-loading system classes that can be used by applications
that are run on the mobile device. For example, the nascent process 218 can
be responsible for starting processes associated with the applications. The

nascent process 218 can be run on the virtual machine 222. In some examples,
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the nascent process 218 can be configured to load an application. For
example, one or more instances of the virtual machine 222 can be initiated by
the nascent process 218 and the nascent process 218 can run the application
on the virtual machine 222.

[0022] In some examples, for each application that is loaded, an instance
of the virtual machine 222 can be initiated. For instance, the nascent process
218 can duplicate the virtual machine 222 to run the application on the
duplicated virtual machine. The virtual machine 222 can access application
software (e.g., system libraries) containing instructions for the applications that
are run on the virtual machine 222.

[0023] The initialization instruction 216 can be modified and/or replaced
to include instructions associated with a hook framework. The instructions
associated with the hook framework can be executed upon initiation of the
virtual machine 222 to form the hook framework 220. For example, the nascent
process 218 can initiate an additional virtual machine based on a request to
load an application, as discussed herein. In some examples of the present
disclosure, the additional virtual machine can be hooked via the hook inserted
on the virtual machine 222. As such, the hook can be utilized to monitor, alter,
and/or otherwise gain control of applications that are run on the additionat virtual
machine.

[0024] The applications run on the additional virtual machine can access
sensor data associated with sensor services. For instance, an application
associated with a power management service can access data associated with
a power manager sensor (€.9., voltage sensor) included in the sensor services.
As such, the hook inserted on the virtual machine 222 can collect the data that
is passed from the power manager sensor included in the sensor services to the
application that is run on the additional virtual machine. In some examples, the
collected data can be used to ensure that an application is processing the data
as intended and/or debug an application that is not processing the data
correctly. Alternatively, the data can be modified before being passed to the

applications.
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[0025] Figure 2B illustrates an example of a flowchart for implementing a
hook framewaork for a particular OS according to the present disclosure. For
example, the flowchart can be illustrative of a startup of a mobile device, such
as a mobile device that includes the particular mobile OS, such as an Android
0S. Upon startup of the mobile device, an initialization instruction 216 can be
interpreted, which can be referenced as “init.r¢” in the Android OS. The
initialization instruction 216 can be a first process started during startup of the
mobile device and can be responsibie for providing instructions for executing an
application process 224. In an example, the application process 224 can be a
main process responsible for initiating a virtual machine 222 and a nascent
process 218, as discussed herein.

[0026] In a normal (e.g., unmodified) startup of the mobile OS, the
application process 224, which can be referenced as “app_process” in the
Android OS, can initiate the nascent process 218 and the virtual machine 222,
The nascent process 218 can be responsible for pre-loading system classes
that can be used by applications 226 (e.g., App-1, App-2, App-r) that are run on
the mobile device. For example, the nascent process 218 can be referenced in
the Android OS as “Zygote” and can be responsible for starting processes
associated with applications 226 and/or sensor services 228 associated with the
applications 226. The nascent process 218 can be run on the virtual machine
222, which can be referenced as a DVM in the Android OS.

[0027] The nascent process 218 can be configured to load an application,
in which case, the nascent process 218 is configured to initiate an additional
virtual machine based on a request to load an application. The additional virtual
machine can be a duplicate of the virtual machine 222. For example, one or
more instances of the virtual machine 222 can be initiated by the nascent
process 218. In some examples, for each application that is loaded, an
additional instance of the virtual machine 222 can be initiated by the nascent
process 218.

[0028] The additional virtual machine can access application software
{e.g., system libraries) containing instructions for the applications 226 that are

loaded by the additional machine. As such, instructions associated with the
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applications 226 that are loaded by the virtual machine can be executed by the
virtual machine.,

[0029] The application process 224 can be modified and/or replaced to
include instructions associated with a hook framework 220. The instructions
associated with the hook framework 220 can be executed upon initiation of the
virtual machine 222 to form the hook framework 220. For example, the
instructions associated with the hook framework 220 can be executed upon
initiation of the virtual machine 222 to insert a hook on the virtual machine 222.
[0030] The nascent process 218 can initiate an additional virtual machine
based on a request to load an application, as discussed herein. In some
examples of the present disclosure, the additional virtual machine can be
hooked via the hook inserted on the virtual machine 222. As such, the hook can
be utilized to monitor, alter, and/or otherwise gain control of applications 226
loaded by the additional virtual machine.

[0031] The applications 226 can access sensor data associated with the
sensor services 228. For instance, an application associated with a power
management service can access data associated with a power manager sensor
(e.g., voltage sensor) included in the sensor services 228. As such, the hook
inserted on the virtual machine 222 can collect the data that is passed from the
power manager sensor included in the sensor services 228 to the applications
226. '

[0032] In some examples, sensor services 228 can include a network
connectivity sensor (e.g., WiFi sensor associated with a WiFi service, a
Biuetooth sensor associated with Bluetooth service), an electrical sensor (e.g.,
current sensor) associated with a power manager service, etc. In some
examples, sensor services 228 can include an accelerometer sensor, power
sensor, global positioning system (GPS) sensor, gyroscopic sensor, efc.

[0033] In some examples, the collected data can be used to ensure that
an application is processing the data as intended and/or debug an application
that is not processing the data correctly. Alternatively, the data can be modified

before being passed to the applications 226.
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[0034] Figure 3A illustrates a diagram of an example of a system 332 for
implementing a hook framework according to the present disclosure. The
system 332 can include a data store 308 (e.g., analogous to data store 108 as
discussed in relation to Figure 1), an implementing system 334, and/or a
number of engines. The implementing system 334 can be in communication
with the data store 308. In some examples, the implementing system 334 can
include a number of engines (e.g., interpret engine 336, execute process engine
338, initiate machine engine 340, execute instructions engine 342, initiate
process engine 344, etc.). The implementing system 334 can include additional
or fewer engines than illustrated to perform the various functions.

[0035] The interpret engine 334 can include hardware and/or a
combination of hardware and programming to interpret an initialization
instruction. In an example, the initialization instruction can provide instructions
for execution of an application process.

[0036] The execute process engine 338 can include hardware and/or a
combination of hardware and programming to execute the application process
based on the initialization instruction. In some examples, the application
process can include instructions associated with a hook framework. The hook
framework can include instructions to insert hooks.

[0037] The initiate machine engine 340 can include hardware and/or a
combination of hardware and programming to initiate a virtual machine
configured to load the hook framework based on instructions included in the
application process. For example, in the Android OS, the virtual machine is
referenced as a DVM, which is an implementation of a JVM, and is designed to
run on mobiie devices that use the Android OS. The hook framework can
include instructions that can be executed to insert a hook.

[0038] The execute instructions engine 342 can include hardware and/or
a combination of hardware and programming to execute the instructions
associated with the hook framework upon initiation of the virtual machine to
insert a hook from the hook framework on the virtual machine. As discussed
herein, as an application is loaded, the virtual machine can be duplicated to

initiate an additionai virtual machine that can run the application. As such, the
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hook that is inserted on the virtual machine can collect data associated with the
application that is run on the additional virtual machine. Alternatively, since the
virtual machine is duplicated to create the additional virtual machine, the
additional virtual machine can also include a hook, which can collect data
associated with the application that is run on the additional virtual machine.
[0039] The initiate process engine 344 can include hardware and/or a
combination of hardware and programming to initiate a nascent process
configured to initiate the additional virtual machine based on a request to load
an application. For example, the virtual machine can run the nascent process
and the additional virtual machine can run the application. As such, data that is
requested by applications from software components (e.g., application software)
andfor a sensor can be accessed by the hook on the virtual machine and/or the
hook that is on the additional virtual machine.

[0040] In some examples, the hook framework can be executed after the
virtual machine is initiated and before the nascent process is initiated. As such,
the hook framework can access the data associated with the application that is
passed from application software and/or a sensor to the application executed on
the additional virtual machine.

[0041] In some examples, upon startup of a navigation application, the
application can access application software, which can be executed on the
additional virtual machine to load the navigation application and/or perform a
function associated with the navigation application. In addition, the navigation
application can access sensor data associated with a GPS sensor, which can
be passed to the additional virtual machine. The navigation application can use
the sensor data to determine a location of a mobile device on which the
navigation application is loaded, for example. Further, the navigation
application can access sensor data associated with a WiFi sensor to download
a map, directions to a destination, and/or data associated with traffic, which can
also be passed to the additional virtual machine. As such, the application
software, sensor data associated with the GPS sensor, and sensor data
associated with the WiFi sensor can all be passed to the additional virtuat

machine.
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[0042] As discussed herein, because the hook is placed between the
nascent process and the virtual machine, the hook can be provided with access
to the data associated with the application that is passed from the application
software and/or a sensor to the application executed on the additional virtual
machine. In an example, the hook can be configured to collect the data
associated with the application that is passed from the application software
and/or sensor to the application executed on the additional virtual machine. For
instance, the hook can include instructions, which can be injected into the OS
associated with the mobile device to enable application recording, application
hijacking, application interruption, application monitoring, etc. of the application
with the hook.

[0043] In an example, a library function call made by the application
associated with a sensor can be intercepted to record data that the sensor
sends to and/or receives from the application. Recording refers to storing data.
The recorded data can be stored along with information (e.g., metadata)
associated therewith. Such information can include a time of generation of the
sensory data, an identification of the application associated with the sensor
data, an application function that prompted the sensor data to be generated,
and/or an identification of the sensor that captured that data, etc. Such
information can be stored in a data store (e.g., data store 108 as discussed in
relation to Figure 1). Such hooking can be useful for a developer of an
application who wishes to debug the application (e.g., an application in a live
environment).

[0044] In an example, since the hook provides access to the data that is
passed to and/or from the application, application hijacking can be performed.
Application hijacking can include taking control of the application. In an
example, the application can perform functions based on application software
that can be obtained from system libraries. Application hijacking can include
bypassing the system library via the hook and passing instructions to the
application to prompt the application to perfbrm a particular function, for

example.
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[0045] In an example, application interruption can be defined as issuing
an instruction to interrupt an operation associated with the application.
Application interruption can be performed by issuing instructions via the hook to
interrupt the operation associated with the application. For instance, a running
application can be stopped, which can allow for an analysis and/or debugging of
the application.

[0046] In some examples, application monitering can include providing
details associated with the operation of the application via the hook. For
instance, details associated with central processing unit (CPU) utilization,
memory demands, data throughput, and/or bandwidth associated with the
application can be monitored via the hook. Details associated with the
operation of the application can be accessed and monitored via user devices,
as discussed in relation to Figure 1.

[0047] Data associated with the application that has been loaded can be
collected. For instance, data associated with applications that are currently
running can be collected. Alternatively, data associated with an application that
will be loaded within a defined time can be collected via the hook. For instance,
data associated with applications that are not currently running but will run in the
future can be collected.

[0048] An application can be loaded on its own instance of the virtual
machine. As such, based on a request to load an additional application, an
additional virtual machine can be initiated and the additional virtual machine can
be hooked via the hook to collect data associated with the application. As
discussed herein, the virtual machine can be duplicated by the nascent process
to create the additional virtual machine. By duplicating the virtual machine with
the nascent process to create the additional virtual machine, the additional
virtual machine is hooked because the hook has already been inserted into the
virtual machine and can access data passing through the nascent process to
the additional virtual machine. This can enable recording, hijacking,
interruption, monitoring, etc. of the data associated with the application.

[0049] Figure 3B illustrates a diagram of an example of a computing

device for implementing a hook framework according to the present disclosure.
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The computing device 348 can utilize software, hardware, firmware, and/or logic
to perform a number of functions described herein.

[0050] The computing device 348 can be a combination of hardware and
instructions to share information. The hardware, for example can include a
processing resource 350 and/or a memory resource 352 (e.g., computer-
readable medium (CRM), database, etc.). A processing resource 350, as used
herein, can include a number of processors capable of executing instructions
stored by a memory resource 352. Processing resource 350 can be integrated
in a single device or distributed across multiple devices. The instructions (e.g.,
computer-readable instructions (CRI)) can include instructions stored on the
memory resource 352 and executable by the processing resource 350 to
implement a particular function (e.g., implement a hooking framework, etc.).
[0051] The memory resource 352 can be in communication with the
processing resource 350. A memory resource 352, as used herein, can include
a number of memory components capable of storing instructions that can be
executed by processing resource 350. Such a memory resource 352 can be a
non-transitory CRM. The memory resource 352 can be integrated in a single
device or distributed across multiple devices. Further, the memory resource
352 can be fully or partially integrated in the same device as the processing
resource 350 or it can be separate but accessible to that device and the
processing resource 350. Thus, it is noted that the computing device 348 can
be implemented on a user device and/or a coliection of user devices, on a
mobile device and/or a collection of mobile devices, and/or on a combination of
the user devices and the mobile devices.

[0052] The memory resource 352 can be in communication with the
processing resource 350 via a communication link 354 (e.g., path). The
communication link 354 can be local or remote to a computing device
associated with the processing resource 350. Examples of a local
communication link 354 can include an electronic bus internal to a computing
device where the memory resource 352 is one of a volatile, non-volatite, fixed,
and/or removable storage medium in communication with the processing

resource 350 via the electronic bus.
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[0053] The memory resource 352 can include a number of modules such
as an execute process module 358, an initiate machine module 360, an execute
instructions module 362, and an initiate process module 364. The number of
modules 358, 360, 362, 364 can include CRI that when executed by the
processing resource 350 can perform a number of functions. The number of
modules 358, 360, 362, 364 can be sub-modules of other modules. For
example, the execute process module 358 and the initiate machine module 360
can be sub-modules and/or contained within the same computing device. In
another example, the number of modules 358, 360, 362, 364 can comprise
individual modules at separate and distinct locations (e.g., CRM, etc.).

[0054] Each of the number of modules 358, 360, 362, 364 can include
instructions that when executed by the processing resource 350 can function as
a corresponding engine as described herein. In ancther example, the initiate
process module 364 can include instructions that when executed by the
processing resource 350 can function as the initiate process engine 344. For
instance, the initiate process module 364 can include CRI that when executed
by the processing resource 350 can automatically cause the user device to
initiate a nascent process configured to initiate an additional virtual machine
based on a request to load an application.

[0055] Figure 4 illustrates a flow diagram of an example of a method for
impiementing a hook framework according to the present disclosure. The
method can include interpreting 468 an initialization instruction associated with
a startup of a mobile device, as discusséd herein. The method can include
executing 470 an application process based on the initialization instruction. For
example, the application process can include instructions associated with a
hook framework. For instance, the instructions associated with the hook
framework can include instructions associated with inserting a hook, as
discussed herein.

[06056] The method can include initiating 472 a virtual machine configured
to load the hook framework on the virtual machine based on instructions

included in the application process. In some examples, the virtual machine can
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be configured to execute instructions associated with the hook framework to
load the hook framework on the virtual machine.

[0057] The method can include executing 474 the instructions associated
with the hook framework upon initiation of the virtual machine to insert a hook
from the hook framework on the virtual machine. The method can include
initiating 476 a nascent process configured to initiate an additional virtual
machine based on a request to load an application. The additional virtual
machine can be hooked via the hook to collect sensor data associated with the
application. For example, the hook can collect sensor data associated with the
application. The sensor data can include data associated with sensors such as
a GPS sensor and/or a gyroscopic sensor, for example.

[0058] The nascent process can be responsible for pre-loading system
classes that can be used by applications that are run on the mobile device. For
example, the nascent process can initiate an additional virtual machine based
on a request to load an application. For instance, an additional virtual machine
can be initiated by the nascent process for each additional application that is
loaded. The additional virtual machine can be a duplicate of the virtual machine
and can therefore also be hooked, providing access to data associated with the
application that is run on the additional virtual machine.

[0059] The method can include replacing instructions associated with the
application via the hook. The hook can be placed on the virtual machine,
creating an access point between the virtual machine and the nascent process
through which application software (e.g., instructions can be passed). As such,
instructions that are passed through the nascent process to the additional virfual
machine for execution by the additional virtual machine can be intercepted,
altered, and/or replaced via the hook. The altered and/or replaced instructions
can then be executed by the virtual machine running the application to alter a
behavior of the application, for example.

[0060] In some examples, the instructions associated with the hook
framework can be executed after the virtual machine is initiated and before the
nascent process is initiated. By executing the instructions in this order, the hook

framework can be installed between the nascent process and the virtual
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machine. As such, the hook framework can intercept data associated with
application software and/or a sensor that is passed to and/or from the
application that is run on the additional virtual machine.

[0061] As used herein, “logic” is an alternative or additional processing
resource to execute the actions and/or functions, etc., described herein, which
includes hardware (e.g., various forms of transistor logic, application specific
integrated circuits (ASICs), etc.), as opposed to computer executable
instructions (e.g., software, firmware, etc.) stored in memory and executable by
a processing resource.

[0062] The figures herein follow a numbering convention in which the first
digit or digits correspond to the drawing figure number and the remaining digits
identify an element or component in the drawing. Similar elements or
components between different figures may be identified by the use of similar
digits. For example, 108 may reference element “08” in Figure 1, and a similar
element may be referenced as 308 in Figure 3.

[0063] The specification examples provide a description of the
applications and use of the system and méthod of the present disclosure. Since
many examples can be made without departing from the spirit and scope of the
system and method of the present disclosure, this specification sets forth some

of the many possible example configurations and implementations.
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What is claimed:
1. A non-transitory computer-readable medium storing a set of instructions
executable by a processing resource to:
execute an application process based on an initialization instruction,
wherein the application process includes instructions associated with a hook
framework;
initiate a virtual machine configured to load the hook framework on the
virtual machine based on instructions included in the application process;
execute the instructions associated with the hook framework upon
initiation of the virtual machine to insert a hook on the virtual machine; and
initiate a nascent process configured to initiate an additional virtual
machine based on a request to load an application, wherein the additional

virtual machine is hooked via the hook inserted on the virtual machine.

2. The medium of claim 1, wherein instructions are executable to cause the

hook to collect data associated with the application that has been loaded.

3. The medium of claim 1, wherein instructions are executable to cause the
hook to collect data associated with an application that will be loaded within a

defined time.

4. The medium of claim 3, wherein instructions are executable to intercept a

library function call made by the application loaded by the virtual machine.

5. The medium of claim 1, wherein the instructions associated with the hook
framework are executable after the virtual machine is initiated and before the

nascent process is initiated.

6. The medium of claim 5, wherein additional virtual machines that are
loaded based on additional requests to load applications are hooked via the

hook inserted on the virtual machine.
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7. The medium of claim 1, wherein instructions are executable to monitor at
least one of central processing unit utilization, memory demands, data

throughput, and bandwidth associated with the appiication via the hook.

8. The medium of claim 1, wherein instructions are executable to perform

application interruption via the hook.

9. A system, comprising a processing resource in communication with a
non-transitory computer readable medium having instructions executable by the
processing resource to implement an interpret engine, an execute process
engine, an initiate machine engine, an execute instructions engine, and an
initiate process engine, wherein:

the interpret engine to interpret an initialization instruction;,

the execute process engine to execute the application process based on
the initialization instruction, wherein the application process includes
instructions associated with a hook framework;

the initiate machine engine to initiate a virtual machine configured to load
the hook framework based on instructions included in the application process;

the execute instructions engine to execute the instructions associated
with the hook framework upon initiation of the virtual machine to insert a hook
from the hook framework on the virtual machine; and

the initiate process engine to initiate a nascent process configured to
initiate an additional virtual machine based on a request to load an application,
wherein the additional virtual méchine is hooked via the hook to collect data

associated with the application.

10.  The system of claim 9, wherein the hook is configured to perform

application recording.

11.  The system of claim 9, wherein the hook is configured to collect sensor

data associated with the application.
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12. A method, comprising:

interpreting an initialization instruction associated with a startup of a
mobile device,

executing an application process based on the initialization instruction,
wherein the application process includes instructions associated with a hook
framework;

initiating a virtual machine configured to load the hook framework on the
virtual machine based on instructions included in the application process;

executing the instructions associated with the hook framework upon
initiation of the virtual machine to insert a hook from the hook framework on the
virtual machine; and '

initiating a nascent process configured to initiate an additional virtual
machine based on a request to load an application, wherein the additional
virtual machine is hooked via the hook to collect sensor data associated with the
application, and wherein the hook framework is executed after the virtual

machine is initiated and before the nascent process is initiated.

13.  The method of claim 12, wherein the method includes replacing

instructions associated with the application via the hook.

14.  The method of claim 13, wherein the method includes executing the

replaced instructions associated with the application.

15.  The method of claim 12, wherein -collecting sensor data associated with

the application includes collecting data from a network connectivity sensor.
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INTERPRETING AN INITIALIZATION INSTRUCTION AGSOCIATED
WITH A STARTUP OF A MOBILE COMPUTING DEVICE

EXECUTING AN APPLICATION PROCESS BASED ON THE
INITIALIZATION INSTRUCTION, WHEREIN THE APPLICATION
PROCESS INCLUDES INSTRUCTIONS ASSOCIATED WITH A

HOOK FRAMEWORK

INITIATING A VIRTUAL MACHINE CONFIGURED TO LOAD THE
HOOK FRAMEWORK ON THE VIRTUAL MACHINE BASED ON
INSTRUCTIONS INCLUDED IN THE APPLICATION PROCESS

EXECUTING THE INSTRUCTIONS ASSOCIATED WITH THE HOOK
FRAMEWORK UPON INITIATION OF THE VIRTUAL MACHINE TO
INSERT A HOOK FROM THE HOOK FRAMEWORK ON THE
VIRTUAL MACHINE

INITIATING A NASCENT PROCESS CONFIGURED TO INITIATE AN

ADDITIONAL VIRTUAL MACHINE BASED ON A REQUEST TO LOAD

AN APPLICATION, WHEREIN THE ADDITIONAL VIRTUAL MACHINE
1S HOOKED VIA THE HOOK TO COLLECT SENSOR DATA

ASSOCIATED WITH THE APPLICATION, AND WHEREIN THE
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