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SECURING COMPUTER LOG FILES 

BACKGROUND 

0001. The invention relates generally to computer data, 
and in particular, to securing computer log files. 
0002. In information technology (IT) environments com 
prising computing and networking systems, log files are nor 
mally secured using Access Control Lists (ACLS) for restrict 
ing access to them. Though ACLS attempt to make it more 
difficult for attackers to tamper with log files and cover their 
tracks, ACLS cannot guarantee against Such tampering. Tam 
pering with the log files includes removal of items, modifica 
tions or both. Further, though the number of individuals who 
can manipulate the log files may be reduced as much as 
possible, access to highly trusted accounts by individuals 
Such as administrators is still required. At a minimum, there 
always is privileged access to log files, which may lead to 
tampering with the log files. 

BRIEF SUMMARY 

0003) A log file is secured. One embodiment involves 
maintaining a log file including one or more log entries in a 
storage device connected to a computer, and entering a new 
log entry by generating a new message authentication code 
based on a preceding log entry including a preceding message 
authentication code, and applying the message authentication 
code to the new log entry. 
0004 The message authentication code may comprise a 
key-hash-based message authentication code (HMAC). Gen 
erating a new message authentication code may include per 
forming a hash of the preceding log entry to generate a new 
key-hash-based message authentication code (HMAC). 
0005. The securing process may further include detecting 
removal or modification of one or more log entries by detect 
ing incompatible HMAC entries using an HMAC algorithm 
and decryption key on each log entry in sequence. The pro 
cess may further include identifying a corrupt portion of the 
log file by identifying where HMAC entries are incorrect, and 
identifying where said corruption in the log file ends. Each 
log entry may include an HMAC and corresponding message, 
wherein the HMAC is based on a hash of the preceding log 
entry. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0006 FIG. 1 shows a functional block diagram of a system 
for securing a log file where entering a new log entry involves 
generating a new message authentication code based on a 
preceding log entry including a preceding message authenti 
cation code, and applying the message authentication code to 
the new log entry; 
0007 FIG. 2 shows a flowchart of a process for securing a 
log file; 
0008 FIGS. 3 and 4 show an example of securing a log file 
and detecting corrupted entries; 
0009 FIG. 5 shows a flowchart of process for scanning a 
secured log file to determine if the log file has been corrupted 
due to tampering. 
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0010 FIG. 6 shows a functional block diagram of an 
example information technology (IT) system in which the 
process for securing a log file may be implemented. 

DETAILED DESCRIPTION 

0011. The following description is made for the purpose of 
illustrating the general principles of the invention and is not 
meant to limit the inventive concepts claimed herein. Further, 
particular features described herein can be used in combina 
tion with other described features in each of the various 
possible combinations and permutations. Unless otherwise 
specifically defined herein, all terms are to be given their 
broadest possible interpretation including meanings implied 
from the specification as well as meanings understood by 
those skilled in the art and/or as defined in dictionaries, trea 
tises, etc. The description may disclose several preferred 
embodiments for securing log files in information technology 
(IT) systems. While the following description will be 
described in terms of Such systems for clarity and placing the 
invention in context, it should be kept in mind that the teach 
ings herein may have broad application to all types of sys 
tems, devices and applications. 
0012. In one embodiment, the invention provides a system 
implementing a securing process for securing/protecting a 
log file based on a key-hash-based message authentication 
code (HMAC) algorithm. HMAC is a type of message 
authentication code (MAC) that is calculated using a crypto 
graphic hash function in combination with a secret key. As 
with any MAC, HMAC may be used to simultaneously verify 
both the data integrity and the authenticity of a message. Any 
iterative cryptographic hash function, such as MD5 or SHA 
1, may be used in the calculation of an HMAC. An example 
MAC algorithm is termed HMAC-MD5 or HMAC-SHA-1. 
The cryptographic strength of the HMAC depends upon the 
cryptographic strength of the underlying hash function, the 
size and quality of the key and the size of the hash output 
length in bits. 
0013. In one implementation, the securing process for 
securing a log file according to the invention further involves 
the creation of a logging library Such that before entering each 
new log entry (log line), a MAC signature is applied based on 
a preceding log message including a preceding hash. Because 
the hash is calculated on a single log file line instead of a full 
log file, performance improvement using HMAC may be 
obtained. 
0014 While tampering with a log file may still be possible, 
using the securing process of the invention, corruption of the 
log file due to removal or modification of one or more log 
entries results in incompatible HMAC entries that can be 
detected by a software tool application that is aware of the 
HMAC algorithm and decryption key on each log entry in 
sequence. This application is paired with the securing process 
used in the log library and verifies that the HMAC entries on 
each line are compliant with the value calculated on the 
preceding HMAC and message pair. In this way, a corrupt part 
of the log may be identified, in addition to identifying where 
the corruption in the log file ends. Since a preceding log line 
is always in memory, there is no way to tamper the log file on 
disk. 
0015 FIG. 1 shows a functional block diagram of a system 
10 implementing an embodiment of a log file securing pro 
cess according to the invention. The system 10 includes a 
securing module 11 and a checking module 12. The securing 
module 11 involves an HMAC process module 13 which 
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receives a message 14A and a key 15, and generates an 
HMAC 16 using information 14B (i.e., HMAC and message) 
of a prior log line. The message 14A and the HMAC 16 are 
then provided to the checking module 12. The system 10 may 
comprise Software modules implemented on a computer sys 
tem. 

0016. The checking module 12 involves an HMAC pro 
cess module 13 which receives the transmitted message 14A 
and using a key 15 and information 14B of the prior log line 
generates an HMAC 17. A compare module 18 compares the 
generated HMAC 17 with the transmitted HMAC 16. If the 
HMAC 16 and the HMAC 17 match, then the message is 
authentic, otherwise the received message at the checking 
module 12 is a corrupt (or tampered with) message. 
0017 FIG. 2 shows a flowchart of a process 20 for secur 
ing log files according to an embodiment of the invention, 
including: 

0018 BEGIN: 
(0.019 Step 21: Read HMAC. 
0020 Step 22: New message need to be logged? If yes, 
proceed to step 23, otherwise END. 

0021 Step 23: Read message. 
0022 Step 24: Join HMAC and message. 
(0023 Step 25: Store HMAC and message. 
(0024) Step 26: Print HMAC and message. 
(0025 Step 27: Calculate new HMAC. 
(0026 Step 28: Store new HMAC. Proceedback to step 

21. 
0027 Step 29: Logging application asynchronously 
requires new messages to be logged 

0028 Step 30: Message queue stores incoming mes 
Sages. 

0029 Step 31: New message is passed to the read mes 
sage function. Proceed to step 23. 

0030 FIG.3 shows an example of secured logs in a log file 
40, including multiple log lines (entries) 41, each line 41 
including an HMAC (i.e., 42A, 42B, etc.) and a message (i.e., 
43A, 43B, etc.). The log file 40 may be stored in a storage 
device connected to a computer. Each log line 41, including 
the initial hash (HMAC and message) generated in the previ 
ous iteration and a corresponding message, is hashed. As 
Such, every HMAC from message above and corresponding 
message in a log line 41 is re-signed with another HMAC on 
the following log line. For example, HMAC 42B is hash of 
HMAC 42A and message 43A. HMAC 42C is a hash of 
HMAC 42B and message 43B. The hashing of the preceding 
hash (i.e., 42B) with the message (i.e., 43B) generates the 
following hash (i.e., 42C) and is performed during a runtime 
process that collects messages from an in memory buffer pool 
such as described in relation to FIG. 2. 
0031 FIG. 4 shows an example of a tampered/corrupt log 
50 based on log 40 in FIG.3, including modification of one or 
more log lines 41. In FIG.4, modification of the first section 
marked in bold rectangle (i.e., message 43B) causes all the 
following hashes (i.e., 42C, 42D, etc.) to become inconsistent 
with the correct value. When inconsistency with the correct 
value ends, this indicates the location where corruption in the 
log ends. Specifically, end of corruption can be detected when 
the sequence of calculated hashes and messages becomes 
consistent with the values visible in the log immediately after 
the corrupted portion (i.e., as soon as a log line is detected in 
which the hash is correct when Verified against a hash calcu 
lated based on an immediately preceding hash and message, 
the detected message line is un-tampered). 
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0032. Using the securing process of the invention, modi 
fication of part of a message or of an HMAC at a point in the 
log results in a completely inconsistent log (corrupt log) from 
that point onward. The removal or modification of one or 
more log entries results in incompatible HMAC entries that 
can be detected based on the HMAC algorithm and decryp 
tion key on each log entry in sequence, such as described in 
relation to FIG.1. Using FIG.3 as a base here is the result of 
a possible tamper on the logfile, for example, an attempt to 
modify part of the messages contained in the log and change 
the message 43B. Since the hash key is secret, the hash 42C 
cannot be changed to a valid value; on the other hand if only 
message 43B has been modified, hash 42D is the correct hash 
of hash 42C with message 43C in message 44. In this way, a 
corrupt part of the log may be identified, in addition to iden 
tifying where the corruption in the log file ends. Each hash 
(HMAC) can be written to the log as soon as it is calculated, 
and if no other messages are added in the log thereafter, the 
last log entry validates the hash and message above it. 
0033. An example application involves scanning (using 
the Hash key) a set of log files to determine if any of the log 
files has been tampered with. Since the logging library is 
always aware of the last line logged, it is not possible to 
intervene on the log file itself without making the modifica 
tion visible. As known by those skilled in the art, traditional 
hash chaining involves a Successive application of a crypto 
graphic hash function to a string. The log securing process 
according to the invention is more secure than traditional 
hash-chaining since the inclusion of the preceding hash 
makes it possible to ensure integrity of the full log. Whereas, 
with traditional hash-chaining, a portion of log can still be 
taken out of place without notice. 
0034 FIG. 5 shows a flowchart of process 60 for scanning 
a secured of log file according to the invention to determine if 
the log file has been corrupted due to tampering, comprising: 
0035 Block 61: Initialize scanning, verify settings, 
HMAC key, etc., for the log file. 

0036 Block 62: Read previous line hash (HMAC) and 
message. 

0037 Block 63: Read current line hash, calculate hash of 
the previous line hash and message, and compare the cur 
rent line hash with the calculated hash to verify sameness. 

0038 Block 64: Do the hash values verify as correct? If 
yes, proceed to block 66, else proceed to block 65. 

0039 Block 65; Mark previous line message and hash as 
invalid. Proceed to block 66. 

0040 Block 66: If there are more messages to verify, pro 
ceed to block 67, else end. 

0041 
0042. In the above examples shown in FIGS. 3 and 4, with 
traditional methods removal of the items marked in bold 
rectangles would not be spotted. This is because using con 
ventional techniques only the modification of a line would 
result in a corrupted file, not the removal of a block of mes 
sages; conventional methods do not re-hash the preceding 
hash with the message. As such, conventionally an attack 
technique may crop away a set of messages only ensuring that 
a valid hash and a valid message are coupled by removing 
message 43B and hash 42C on the following line (as such the 
attack will not be spotted). The same attack technique applied 
to the double hashing mechanism described in the invention 
would still be spotted since the hash following the crop 42D 

Block 67: Continue to next message in the log file. 
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would not correspond to the hash 42B and message 43C that 
are above it; all messages following 42D would instead be all 
valid. 

0043. As is knownto those skilled in the art, the aforemen 
tioned example architectures described above, according to 
the present invention, can be implemented in many ways, 
Such as program instructions for execution by a processor, as 
Software modules, microcode, as computer program product 
on computer readable media, as logic circuits, as application 
specific integrated circuits, as firmware, etc. The embodi 
ments of the invention can take the form of an entirely hard 
ware embodiment, an entirely software embodiment or an 
embodiment containing both hardware and Software ele 
ments. In a preferred embodiment, the invention is imple 
mented in software, which includes but is not limited to 
firmware, resident Software, microcode, etc. 
0044) Furthermore, the embodiments of the invention can 
take the form of a computer program product accessible from 
a computer-usable or computer-readable medium providing 
program code for use by or in connection with a computer, 
processing device, or any instruction execution system. For 
the purposes of this description, a computer-usable or com 
puter readable medium can be any apparatus that can contain, 
store, communicate, or transport the program for use by or in 
connection with the instruction execution system, apparatus, 
or device. The medium can be electronic, magnetic, optical, 
or a semiconductor system (or apparatus or device). 
Examples of a computer-readable medium include, but are 
not limited to, a semiconductor or Solid State memory, mag 
netic tape, a removable computer diskette, a RAM, a read 
only memory (ROM), a rigid magnetic disk, an optical disk, 
etc. Current examples of optical disks include compact disk 
read-only memory (CD-ROM), compact disk-read/write 
(CD-R/W) and DVD. 
0045 I/O devices (including but not limited to keyboards, 
displays, pointing devices, etc.) can be connected to the sys 
tem either directly or through intervening controllers. Net 
work adapters may also be connected to the system to enable 
the data processing system to become connected to other data 
processing systems or remote printers or storage devices 
through intervening private or public networks. Modems, 
cable modemand Ethernet cards are just a few of the currently 
available types of network adapters. In the description above, 
numerous specific details are set forth. However, it is under 
stood that embodiments of the invention may be practiced 
without these specific details. For example, well-known 
equivalent components and elements may be substituted in 
place of those described herein, and similarly, well-known 
equivalent techniques may be substituted in place of the par 
ticular techniques disclosed. In other instances, well-known 
structures and techniques have not been shown in detail to 
avoid obscuring the understanding of this description. 
0046. The terms “computer programmedium.” “computer 
usable medium.” “computer readable medium, and “com 
puter program product are used to generally refer to media 
Such as main memory, secondary memory, removable storage 
drive, a hard disk installed in hard disk drive, and signals. 
These computer program products are means for providing 
software to the computer system. The computer readable 
medium allows the computer system to read data, instruc 
tions, messages or message packets, and other computer read 
able information, from the computer readable medium. The 
computer readable medium, for example, may include non 
volatile memory, such as a floppy disk, ROM, flash memory, 
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disk drive memory, a CD-ROM, and other permanent storage. 
It is useful, for example, for transporting information, Such as 
data and computer instructions, between computer systems. 
Furthermore, the computer readable medium may comprise 
computer readable information in a transitory state medium 
Such as a network link and/or a network interface, including a 
wired network or a wireless network that allow a computer to 
read Such computer readable information. Computer pro 
grams (also called computer control logic) are stored in main 
memory and/or secondary memory. Computer programs may 
also be received via a communications interface. Such com 
puter programs, when executed, enable the computer system 
to perform the features of the present invention as discussed 
herein. In particular, the computer programs, when executed, 
enable the processor or multi-core processor to perform the 
features of the computer system. Accordingly, Such computer 
programs represent controllers of the computer system. 
0047 Common forms of computer-readable media 
include, for example, a floppy disk, a flexible disk, hard disk, 
magnetic tape, or any other magnetic medium, a CD-ROM, 
any other optical medium, punch cards, paper tape, any other 
physical medium with patterns of holes, a RAM, a PROM, an 
EPROM, a FLASH-EPROM, any other memory chip or car 
tridge, a carrier wave as described hereinafter, or any other 
medium from which a computer can read. 
0048 FIG. 6 shows a block diagram of an example archi 
tecture of a system 100 for implementing an embodiment of 
the invention. The system 100 includes one or more client 
devices 101 connected to one or more server computing sys 
tems 130. A server 130 includes a bus 102 or other commu 
nication mechanisms for communicating information, and a 
processor (CPU) 104 coupled with the bus 102 for processing 
information. The server 130 also includes a main memory 
106, such as a random access memory (RAM) or other 
dynamic storage device, coupled to the bus 102 for storing 
information and instructions to be executed by the processor 
104. The main memory 106 also may be used for storing 
temporary variables or other intermediate information during 
execution or instructions to be executed by the processor 104. 
The server computer system 130 further includes a read only 
memory (ROM) 108 or other static storage device coupled to 
the bus 102 for storing static information and instructions for 
the processor 104. A storage device 110. Such as a magnetic 
disk or optical disk, is provided and coupled to the bus 102 for 
storing information and instructions. The bus 102 may con 
tain, for example, thirty-two address lines for addressing 
video memory or main memory 106. The bus 102 can also 
include, for example, a 32-bit data bus for transferring data 
between and among the components, such as the CPU 104, 
the main memory 106, video memory and the storage 110. 
Alternatively, multiplex data/address lines may be used 
instead of separate data and address lines. 
0049. The server 130 may be coupled via the bus 102 to a 
display 112 for displaying information to a computeruser. An 
input device 114, including alphanumeric and other keys, is 
coupled to the bus 102 for communicating information and 
command selections to the processor 104. Another type of 
user input device comprises cursor control 116. Such as a 
mouse, a trackball, or cursor direction keys for communicat 
ing direction information and command selections to the 
processor 104 and for controlling cursor movement on the 
display 112. 
0050. According to one embodiment of the invention, the 
functions of the invention are performed by the server 130 in 
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response to the processor 104 executing one or more 
sequences of one or more instructions contained in the main 
memory 106. Such instructions may be read into the main 
memory 106 from another computer-readable medium, such 
as the storage device 110. Execution of the sequences of 
instructions contained in the main memory 106 causes the 
processor 104 to perform the process steps described herein. 
One or more processors in a multi-processing arrangement 
may also be employed to execute the sequences of instruc 
tions contained in the main memory 106. In alternative 
embodiments, hard-wired circuitry may be used in place of or 
in combination with Software instructions to implement the 
invention. Thus, embodiments of the invention are not limited 
to any specific combination of hardware circuitry and soft 
Ware 

0051 Generally, the term “computer-readable medium', 
as used herein, refers to any medium that participated in 
providing instructions to the processor 104 for execution. 
Such a medium may take many forms, including but not 
limited to, non-volatile media, Volatile media and transmis 
sion media. Non-volatile media includes, for example, optical 
or magnetic disks, such as the storage device 110. Volatile 
media includes dynamic memory, such as the main memory 
106. Transmission media includes coaxial cables, copper 
wire and fiber optics, including the wires that comprise the 
bus 102. Transmission media can also take the form of acous 
tic or light waves, such as those generated during radio wave 
and infrared data communications. 

0052 Various forms of computer readable media may be 
involved in carrying one or more sequences of one or more 
instructions to the processor 104 for execution. For example, 
the instructions may initially be carried on a magnetic disk of 
a remote computer. The remote computer can load the 
instructions into its dynamic memory and send the instruc 
tions over a telephone line using a modem. A modem local to 
the server 130 can receive the data on the telephone line and 
use an infrared transmitter to convert the data to an infrared 
signal. An infrared detector coupled to the bus 102 can receive 
the data carried in the infrared signal and place the data on the 
bus 102. The bus 102 carries the data to the main memory 106, 
from which the processor 104 retrieves and executes the 
instructions. The instructions received from the main 
memory 106 may optionally be stored on the storage device 
110 either before or after execution by the processor 104. The 
server 130 also includes a communication interface 118 
coupled to the bus 102. The communication interface 118 
provides a two-way data communication coupling to a net 
work link 120 that is connected to the worldwide packet data 
communication network now commonly referred to as the 
Internet 128. The Internet 128 uses electrical, electromag 
netic or optical signals that carry digital data streams. The 
signals through the various networks and the signals on the 
network link 120 and through the communication interface 
118, which carry the digital data to and from the server 130, 
are exemplary forms or carrier waves transporting the infor 
mation. 

0053. In another embodiment of the server 130, interface 
118 is connected to a network 122 via a communication link 
120. For example, the communication interface 118 may be 
an integrated services digital network (ISDN) card or a 
modem to provide a data communication connection to a 
corresponding type of telephone line, which can comprise 
part of the network link 120. As another example, the com 
munication interface 118 may be a local area network (LAN) 
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card to provide a data communication connection to a com 
patible LAN. Wireless links may also be implemented. In any 
Such implementation, the communication interface 118 sends 
and receives electrical electromagnetic or optical signals that 
carry digital data streams representing various types of infor 
mation. 
0054 The network link 120 typically provides data com 
munication through one or more networks to other data 
devices. For example, the network link 120 may provide a 
connection through the local network 122 to a host computer 
124 or to data equipment operated by an Internet Service 
Provider (ISP) 126. The ISP 126 in turn provides data com 
munication services through the Internet 128. The local net 
work 122 and the Internet 128 both use electrical, electro 
magnetic or optical signals that carry digital data streams. The 
signals through the various networks and the signals on the 
network link 120 and through the communication interface 
118, which carry the digital data to and from the server 130, 
are exemplary forms or carrier waves transporting the infor 
mation. 
0055. The server 130 can send/receive messages and data, 
including e-mail, program code, through the network, the 
network link 120 and the communication interface 118. Fur 
ther, the communication interface 118 can comprise of a 
USB/Tuner and the network link 120 may be an antenna or 
cable for connecting the server 130 to a cable provider, sat 
ellite provider or other terrestrial transmission system for 
receiving messages, data and program code from another 
SOUC. 

0056. The example versions of the invention described 
herein are implemented as logical operations in a distributed 
processing system such as the system 100 including the serv 
ers 130. The logical operations of the present invention can be 
implemented as a sequence of steps executing in the server 
130, and, as interconnected machine modules, within the 
system 100. The implementation is a matter of choice and can 
depend on performance of the system 100 implementing the 
invention. As such, the logical operations constituting said 
example versions of the invention are referred to for e.g. as 
operations, steps or modules. 
0057 Similar to a server 130 described above, a client 
device 101 can include a processor, memory, storage device, 
display, input device and communication interface (e.g., 
e-mail interface) for connecting the client device to the Inter 
net 128, the ISP 126, or LAN 122, for communication with 
the servers 130. 
0058. The system 100 can further include computers (e.g., 
personal computers, computing nodes) 105 operating the 
same manner as client devices 101, wherein a user can utilize 
one or more computers 105 to manage data in the server 130. 
0059. The flowchart and block diagrams in the Figures 
illustrate the architecture, functionality, and operation of pos 
sible implementations of systems, methods and computer 
program products according to various embodiments of the 
present invention. In this regard, each block in the flowchart 
or block diagrams may represent a module, segment, or por 
tion of code, which comprises one or more executable 
instructions for implementing the specified logical function 
(s). It should also be noted that, in some alternative imple 
mentations, the functions noted in the block may occur out of 
the order noted in the figures. For example, two blocks shown 
in Succession may, in fact, be executed Substantially concur 
rently, or the blocks may sometimes be executed in the reverse 
order, depending upon the functionality involved. It will also 
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be noted that each block of the block diagrams and/or flow 
chart illustration, and combinations of blocks in the block 
diagrams and/or flowchart illustration, can be implemented 
by special purpose hardware-based systems that perform the 
specified functions or acts, or combinations of special pur 
pose hardware and computer instructions. 
0060. The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended to 
be limiting of the invention. As used herein, the singular 
forms “a”, “an and “the are intended to include the plural 
forms as well, unless the context clearly indicates otherwise. 
It will be further understood that the terms “comprises” and/ 
or “comprising, when used in this specification, specify the 
presence of stated features, integers, steps, operations, ele 
ments, and/or components, but do not preclude the presence 
or addition of one or more other features, integers, steps, 
operations, elements, components, and/or groups thereof. 
0061 The corresponding structures, materials, acts, and 
equivalents of all means or step plus function elements in the 
claims below are intended to include any structure, material, 
or act for performing the function in combination with other 
claimed elements as specifically claimed. The description of 
the present invention has been presented for purposes of 
illustration and description, but is not intended to be exhaus 
tive or limited to the invention in the form disclosed. Many 
modifications and variations will be apparent to those of 
ordinary skill in the art without departing from the scope and 
spirit of the invention. The embodiment was chosen and 
described in order to best explain the principles of the inven 
tion and the practical application, and to enable others of 
ordinary skill in the art to understand the invention for various 
embodiments with various modifications as are suited to the 
particular use contemplated. 
0062. While certain exemplary embodiments have been 
described and shown in the accompanying drawings, it is to 
be understood that such embodiments are merely illustrative 
of and not restrictive on the broad invention, and that this 
invention not be limited to the specific constructions and 
arrangements shown and described, since various other modi 
fications may occur to those ordinarily skilled in the art. 
What is claimed is: 
1. A method for securing a log file, comprising: 
maintaining a log file including one or more log entries in 

a storage device connected to a computer, and 
entering a new log entry by generating a new message 

authentication code based on a preceding log entry 
including a preceding message authentication code, and 
applying the message authentication code to the new log 
entry. 

2. The method of claim 1 wherein each message authenti 
cation code comprises a respective key-hash-based message 
authentication code (HMAC). 

3. The method of claim 2 wherein generating a new mes 
sage authentication code comprises: performing a hash of the 
preceding log entry to generate a new key-hash-based mes 
sage authentication code (HMAC). 

4. The method of claim 3 further comprising: identifying a 
corrupt portion of the log file by identifying where HMAC 
entries are incorrect. 

5. The method of claim 4 wherein identifying a corrupt 
portion of the log file further comprises: detecting removal or 
modification of one or more log entries by detecting incom 
patible HMAC entries using an HMAC algorithm and decryp 
tion key on each log entry in sequence. 
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6. The method of claim 5 further comprising: identifying 
where said corruption in the log file ends. 

7. The method of claim 3, wherein: 
each log entry comprises log data and an authentication 

code; and 
the new message authentication code is based on the imme 

diately preceding log entry and the hash code of the 
immediately preceding log entry. 

8. A system for securing a log file, comprising: 
a log file including one or more log entries in a storage 

device connected to a computer; and 
a securing module configured for entering a new log entry 
by generating a new message authentication code based 
on an immediately preceding log entry including a mes 
Sage authentication code and message, and applying the 
new message authentication code to the new log entry. 

9. The system of claim 8 wherein each message authenti 
cation code comprises a respective hash. 

10. The system of claim 8 wherein the securing module is 
further configured for generating a new message authentica 
tion code by performingahash of the message authentication 
code and message in the immediately preceding log entry, to 
generate a new hash. 

11. The system of claim 10 further comprising: a checking 
module configured for identifying a corrupt portion of the log 
file by identifying where hash entries are incorrect. 

12. The system of claim 11 wherein the checking module is 
configured for identifying a corrupt portion of the log file by 
detecting removal or modification of one or more log entries 
based on incompatible hash entries using a hash algorithm 
and decryption key on each log entry in sequence. 

13. The system of claim 12 wherein the checking module is 
further configured for identifying where said corruption in the 
log file ends by detecting when the sequence of hashes and 
messages becomes consistent with the values in the log. 

14. The system of claim 10 wherein: 
each log entry comprises log data and an authentication 

code; 
the new message authentication code is based on the imme 

diately preceding log entry and the hash code of the 
immediately preceding log entry. 

15. A computer program product for securing a log file, 
said computer program product comprising: 

a computer usable medium having a computer readable 
program code embodied therewith, wherein the com 
puter readable program code when executed on the com 
puter causes the computer to: 

maintain a log file including one or more log entries in a 
storage device connected to a computer, and 

enter a new log entry by generating a new message authen 
tication code based on a preceding log entry including a 
preceding message authentication code, and applying 
the message authentication code to the new log entry. 

16. The computer program product of claim 15 wherein 
each message authentication code comprises a respective 
key-hash-based message authentication code (HMAC). 

17. The computer program product of claim 16 further 
comprising computer readable program code for performing 
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ahash of the preceding log entry to generate a new key-hash 
based message authentication code (HMAC). 

18. The computer program product of claim 17 further 
comprising computer readable program code for identifying a 
corrupt portion of the log file by identifying where HMAC 
entries are incorrect, and computer program product identi 
fying where said corruption in the log file ends. 

19. The computer program product of claim 18 further 
comprising computer readable program code for identifying a 
corrupt portion of the log file by detecting incompatible 
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HMAC entries using an HMAC algorithm and decryption key 
on each log entry in sequence. 

20. The computer program product of claim 16, wherein: 
each log entry comprises log data and an authentication 

code; 
the new message authentication code is based on the imme 

diately preceding log entry and the hash code of the 
immediately preceding log entry. 
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