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Payment card, cashless payment method

Technoloqgy

The solution refers to a payment card, on which there can run a POS (Point of
Sale) terminal’s payment terminal application. The payment card can be used in
common payment processes according to existing configurations and in addition it
can also form a POS terminal. The solution also describes the cashless payment

method based on this kind of payment card.

Present technology

There are known payment cards which besides the basic function fulfill even
additional tasks. For instance, according to patents and publications ES 2 153 324,
EP 0387366A1 the card contains two independent chips for usage in different
payment systems, e.g. during usage in different countries. The chips in these
solutions are not interconnected. There is also known a solution according US
201/0065628 A1 with multifunctional configuration; however this one only

accumulates various existing functionalities of different cards of the user.

The solution according EP 0402182 A1 describes a removable element of the
payment card which has its independent functionality. This element is not

interconnected with the basic chip of the card.

The existing POS terminals, widespread in business premises, are
characterized by a stable structure, which, besides other things, encompasses a
communication channel connected to a payment processing center, printer,
encryption key, display, card reader (sometimes card readers of different forms) and
also a keyboard for PIN code entering. This technical configuration requires certain
space and it is relatively expensive. The known realizations of POS terminals are
intended especially for stable sale locations in physical shops, where the high costs
of purchase, installation and operation of POS terminals are compensated by the

correspondingly high purchase turnovers.
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Some published patents describe divided POS terminals in which there is only
its operating part directly at the payment location in the shop; it is connected to the
remaining part located at a different location in the shop. The known solutions and
published patents do not offer simple instructions how to create a cheap, non-
complicated and possibly also even portable POS payment terminal, the essential
parts of which are located directly on the payment card and the parts of which can
generate payment cryptograms according to existing standards, especially EMV

standards.

All existing solutions require relatively complicated installation and encompass
many output and input devices, a situation that increases their price. Until now there
are not known any solutions that would be characterized by simplicity, high security
and that would also be portable and usable even in small shops such as e.g..
newsstands or portable stands, e.g. selling fast food. The solution according to this

application enables to do that.

An important requirement is for the new solution to be compatible with the
structures of existing payment data on the payment processor level. A configuration
which would require a completely new hierarchy or new authorization procedures in

general obviously would not be implementable in reality.

Subject matter of the invention

The deficiencies mentioned are to a great extent eliminated by a payment card
which includes two chips according to this solution. One chip, which contains a
Secure Element with the payment card application, is connected with the common
contact field on the payment card and/or with a contactless communications
channel,and possibly even with an antenna on the payment card. A second chip,
which contains a Secure Element with a POS terminal application, is connected to
the first chip by means of a contact connection on the payment card. The subject
matter of this solution thus lies in the fact that the payment card has two chips with
Secure Element and a chip with a payment card unit is connected to a chip with a

payment terminal unit in a contact way.

The core feature of the solution presented is that the POS payment terminal

chip can be located on the payment card; this chip is connected basically
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permanently in a contact way to the chip with the payment card unit. The
configuration presented unites a payment card and a virtual POS terminal’s kernel
into one carrier. The mutual interconnection of chips with Secure Elements can be
done directly or through a circuit and/or computing module. Even a contactless
communication channel antenna or a contact field can be connected to this circuit
and/or computing module. The second Secure Element contains a payment terminal
has all software applications and possibly even configuration data necessary for the
run of the payment terminal stored within it. The payment card with the second
Secure element will not have the outer appearance of the POS terminal as this one is
perceived by a paying customer in a physical shop. In most cases, the run of the
POS payment terminal in the payment card Secure Element will first run in the form
of generic and temporarily not configured payment terminal and only subsequently
the configuration data will be loaded in the interaction with the reader or another
counter device. The Secure Element will contain POS payment terminal in such a
way that it encompasses an independent unit with payment-terminal application and
in preferable configuration even there will be minimally a memory controller unit and

download management unit.

In this configuration the POS terminal will communicate with the payment card
unit in a way as if this one was inserted in the contact reader of the payment card,
however in reality this connection is stable due to contact connection on the payment
card. The first Secure Element will contain a payment card in the way used until now
by having a payment data unit, which however do not have to be exclusively in the
EMV standard form. The payment card can be in a form, size of a standard card, e.g.
ID-1 in accordance with ISO/IEC 7810 (85.60 x 53.98 mm) with electric connection
according I1ISO 7816.

The payment card according to this solution will cooperate even with a
common POS terminal reader; in this case only the common functionality of the
payment card is used. The cooperation with a reader according to this solution,
during which the reader will ensure that the POS payment terminal on the payment
card is configured with current data. The reader can belong to the merchant or it can
be only held by the merchant; it contains a secure memory with identification data,
which above all encompasses data that are necessary for configuration and

allocation of the POS payment terminal to the corresponding merchant’s bank
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account. The payment card will encompass generic payment terminal, which will
become a specific payment terminal with unique identity only after it is connected to
the reader. The reader will provide the temporarily created connection with a unique

identification of the user for the benefit of whom the payment should be made.

The really functional POS terminal will come into existence from a temporary
connection between a reader owned or held by a merchant and a payment card
according to this solution. The second SE on the payment card according to this
solution is configured to correspond with the merchant by a temporary connection
between the payment card and the reader. The connection is called temporary
because after the payment process is ended, the parts can be separated, the
communication channel is interrupted and new connections between the reader and
a different payment card can be created repeatedly. Naturally, the repeated
connection between the beforehand used payment card and the reader is not
excluded. It is necessary to understand the temporality of the connection as a time
interval in principle limited to one specific payment process (for example, a consumer
making one check-out at the merchant’s). This connection interval refers to a
connection that takes place between the start and the end of the payment process.
The possibility to always pair a new element on the side of the merchant and a new
element on the side of the paying user presents a solution, in which a POS terminal
on the paying user’s payment card can always be created, with the POS terminal

having the identity of the corresponding merchant — recipient of the payment.

According to outside appearances, from the merchant’s point of view the
reader in this case behaves as a POS payment terminal and the merchant will
commonly call it a POS terminal; however from the structure and course of
applications” point of view, the reader is only a necessary but not a sufficient part of
the entire POS payment terminal functionality. Therefore, the term reader must be
understood generally as a part of the terminal, which is basically associated with a
merchant, or with a particular point of sales and this part of a terminal ensures
correct routing of cashless payments made by users. The device described here as a
reader has an important configuration task and it contains corresponding hardware
and software elements to fulfill this task. The reader is therefore necessary to

understand any device, which cooperates with a credit card as described above.
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In the overall configuration, the reader can have two basic functions - carrying
the identity of a POS terminal and a means for entering the value of the payment. In
principle, even a narrower hardware version is possible, during which the value of
the payment is entered over the keyboard on the payment card, however, this kind of
version may not be comfortable for the merchant, because he would have to control
the paying customer’s payment card or he would have to trust that the customer
entered the correct payment amount into the payment terminal application. The
inserted value could be displayed even on a display on the payment card or on the
reader’s display so it could be checked by the merchant. However, it will be more
comfortable, if the amount to be paid is entered over the elements on the merchant’s
side. The version described in this paragraph including entering of the amount to be
paid over a keyboard on the payment card would not have to fulfill some standards
(e.g. EMV) on behavior and operation of the merchant when realizing cashless
payment. However in principle it is technically realizable using the principle of the
presented solution. Therefore, in suitable configuration the payment card can

encompass even a display and a keyboard.

Even in the case the keyboard and display are absent, the payment card can
include a payment button, which will be used for the confirmation of the payment by

the paying customer.

According to this solution, the reader itself is not capable of realizing payment
terminal application with a common payment card and it does not even have to have
communication channels for the creation of the connection with the payment
processor center (e.g. bank, clearing house etc.) because especially its usage in off-
line payments will be important. This enables considerable simplification of the
hardware of the device on the side of merchant and by that to increase the number of
locations where it will be possible to pay in a cashless form. Only by connecting the
reader and the payment card according to this solution will the complete hardware
set capable of fulfilling all basic functions of a common POS payment terminal be

created.

The important element of the presented solution is the fact that besides the
normally included chip with payment card data, the payment card contains also
hardware and software elements, so that the set, together with the reader, will be

able to run and realize payment terminal application directly on the payment card’s
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carrier for specific payments. The payment terminal application forms the core of the

cashless payment operation in a process way.

The communication channel for the connection of the payment card with the
reader can be a contact one using a contact field on the payment card or it can be

contactless e.g. NFC field with an antenna in the payment card’s body.

Thanks to the configuration described it will be possible for the payment
recipient to buy only a very simple reader, which will carry the information such as
the identity and the terminal’s number, and to this information the account number of
the corresponding recipient can be assigned in the payment processor center. This
kind of reader will be very small and simple. It can be in the form of a small box with
display and keyboard over which the payment recipient will enter the required
amount to be paid. The identification data can be stored directly in the corresponding
element on the printed circuit of the reader or they can be stored on ICC (integrated
circuit card) card or on other carriers like e.g. until now known SAM (Security

Authentication Module) cards with cryptographic key.

The customer will connect his payment card to the reader. This can be done in
a contact way — by inserting it into the reader’s slot or in case of contactless payment
cards, it can be done by taping the payment card to the reader. By tapping it, the
NFC communication channel will be created and the reader sends the information on
the identity of this temporarily created POS payment terminal to the payment card. In
so doing, the identification data can be encrypted using Master Key, which is stored
in the Secure Element of the reader. Under the term Secure Element we can
understand especially, however not exclusively, a secure memory with necessary
interface, which can be in the form of independent chip with a corresponding
computing capacity. The Secure Element can be configured in such a way that the
data stored on it are not accessible from the outside; however these data can be
used as input parameters on the realization of computing operation within Secure
Element and only the results of these computing operations, e.g. in the form of

cryptograms, are getting out.

After the input data from the reader are read on the payment card, they
become the basis for the payment terminal application’s operation. From a general,

generic, indifferent terminal a specific POS terminal is created in this way, and this
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specific POS terminal is assigned to the corresponding payment recipient in the
payment system. This phase is something like preparation for the start of a new one-
time POS terminal. Subsequently, during the connection, the payment terminal
application e.g. of the EMV type can run in a similar way as it runs in standard POS
terminals today. The payment within the payment terminal application runs in such a
way as if there was a payment card, the chip of which is in reality firmly connected to

the POS terminal’s chip, inserted in the POS terminal in a contact way.

The encryption of the POS terminal’s identification data can be realized using
Master Key, which in general can be and mostly even will be different from
encryption keys, that are used subsequently by the payment terminal application
itself for the creation of the payment cryptogram. The Master Key can originate from
e.g. the supplier of the reader’s hardware and the encryption keys of the payment
terminal application can be issued by the bank or by the payment processor. The
difference of the encryption keys in reality will be conditioned by different requests of

individual subjects operating in the payment settlement system.

From the point of view of increasing security even the data concerning the
amount of the payment can be encrypted during the transmission from the reader into
the payment card. This will decrease the risk of the payment value being lowered
over a special application even before the kernel of the payment terminal application
is run. However, this kind of change manifests itself at the point of final payment
confirmation on the merchant side in the form of displaying paid amount, however in
case of inattentiveness and routine approach the merchant would not have to notice

the change of the amount.

On the payment card there can be stored several units of independent
payment cards that are either in physically separate secure elements or in
independent domains of one secure element. In this kind of configuration the
payment terminal application can run directly on the payment card while the data on
the customer’s payment card are neither sent over an external reader, nor to the
internet or other communications network, a situation which has a positive influence

on the security of the payment operation.

The reader can be of different appearance besides a small one-purpose box

with a keyboard, which directly contains Secure Element with identification data. It
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can be also created in such a way that it has an external card reader created within,
which preferably is in the classic standard ICC (integrated circuit card) card form. In
that case, the sensitive data can be loaded into the chip of this kind of ICC card. The
card’s chip also contains even some set memory capacity, which can be suitably
used for recording data on realized payment transactions. After the end of the day,
the merchant can keep the basic part of the reader in the store, e.g. in the newsstand
and take only the ICC card with him. In case he takes the ICC card out of the reader,
he can take it to the bank for processing or he can back up the data from it over his
computer. In case the merchant has several mobile stands there can also exist
several readers combined with one ICC card having identification data of one
terminal and one bank account and vice versa one reader can be used subsequently
with several ICC cards belonging to different merchants in multiple shifts of one

store.

It is advantageous, but not necessary, if the reader has its own interface, e.g.
of the USB form for the connection with extending accessories, which enables for the
payment data to be printed from the reader, or respectively, over this connector it

would be possible to ensure connection to the GPRS modem and similar.

Pictures overview

The invention is described in more detail using the figures 1 to 7.

In the figure 1 there is a scheme of how the different components are

connected by means of a circuitry and/or computing module.

The figure 2 depicts a possible different interconnection of chips with Secure
Elements. Here the antenna is connected to the first chip which contains the Secure

Element with a payment card unit.

The figure 3 shows a payment card as in figure 1 which also has a display and

payment button.

In the figure 4 there is a contactless connection between the payment card

and the reader.

In the figure 5 there is a contact connection between the payment card and the

reader.
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In the figure 6 there is a diagram showing the course of the payment

illustrating task division between the reader and the payment card with two-tap mode.

In the figure 7 there is a diagram showing the course of the payment
illustrating task division between the reader and the payment card with the payment

card in the reader mode.

The measures, shape nor proportions of the payment card in relation to the

reader are not binding and are selected only with regard to better clarity of the figure.

Realization examples

Example 1

In this example, based on figures 1, 4 and 6, on the merchant’s side there is a
system having a reader 8 in the shape of a single purpose box. This reader 8 has a
numerical keyboard 12, a display 11, its own power source in the form of a
rechargeable battery and an NFC communications element with an antenna 5 under
the surface of the upper cover. The reader 8 has also a guiding symbol marking
showing a user where he should tap his payment card 3. A removable SAM card with
a Secure Element 2 is inserted into the reader 8. This Secure Element 2 has the
identification of the POS payment terminal and also the Master Key for encryption of
communications which were previously downloaded. In a different version of the
reader 8, these data can be downloaded directly into a Secure Memory on the

reader’s 8 printed circuit board.

The payment card 3 as shown in figure 1 has a Secure Element 1 with a
common payment card unit as found in common plastic payment cards; it also has a
Secure Element 2 which contains a POS terminal unit, a contact field 4 according to
the ISO 7816 standard, an antenna 5 and a module 6 with circuitry and/or computing
capability. In this example, Secure Element 1 contains a payment card unit
associated with one specific payment account of the user. This payment card unit
can cooperate with a standard contact POS and standard contactless readers by
operating as a standard dual interface card. The power required for operation of the

payment card 3 when it operates as a standard dual interface card can be provided
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by the electro-magnetic field of the reader 8, just like a standard dual interface card.
Similarly, the power required for operation of the payment card 3 with the reader 8
can also be powered in this way, or optionally by means of its own power source,

preferably chargeable from the electro-magnetic field of the reader 8.

When the user wishes to pay the merchant, the merchant enters the amount
he wants for his goods or service to the reader 8 using the keypad 12. If the user is
satisfied with the numeric output shown on the display 11 and considers it to be ok,
the merchant presses OK or ENTER on the keypad 12. The identification data of the
POS payment terminal and the payment amount are encrypted with the help of the
Master Key and prepared for transmission by the NFC communications element of
the reader 8. The merchant asks the paying customer to tap his payment card 3 to

the reader 8.

Once the NFC communications channel 7 is generated, the encrypted data
from the reader 8 are sent from the reader 8 to the payment card 3. On the payment
card 3, the data are decrypted. A payment transaction is then made according to the
normal EMV standard in Secure Element 2 using the POS terminal data, payment
amount and payment account data received from Secure Element 1. The result is

encrypted in a payment cryptogram.

The paying customer then taps his payment card 3 a second time to the
reader 8. During this second tap, the payment cryptogram is sent to the reader 8.
The paying customer then presses OK or ENTER on the reader 8, and the payment
cryptogram is storing in the removable SAM module of the reader 8. The figure 3
shows a different option of mutual interconnection of elements on the payment card 3

with the same outer functionality.

Example 2

The solution according to this example is shown on the figures 3, 5 and 7 and it
contains a reader 8, which has contacts for the connection with the payment card 3.
The payment card 3 has two chips with the first and the second Secure Element 1, 2;
on the first Secure Element 1 there are several independent domains with payment

cards” units of various issuers. The second Secure Element 2 is intended for the
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operation of the POS applications. At first the POS is an indifferent POS terminal

without specific acquirer’s configuration data.

In this example, the payment card 3 is also equipped with a display 10 used to
show the amount being paid and also to show simple icons, which inform about the
course of payment. The payment card 3 in this example also contains a payment
button 9, by which one can express explicitly authorization of the running payment.
Since it can be problematic to fulfill the energy requirements of these elements on
the payment card 3 only from the reader’s 8 electromagnetic field, the payment card
3 in this example can also have its own source of energy in the form of a flat battery,
which will be recharged over the payment card’s 3 contact field 4 during each

connection with the reader 8.

The reader 8 has a slot for insertion of an ICC card, which carries the payment
acquirer’'s POS configuration data. Then the reader 8 itself does not have to be
personalized and all payment acquirer’s personalization data will be located on the
ICC card, to which they will be transferred by means of existing standard equipment
or common equipment with small adjustments. The reader 8 has a common contact
interface for the connection with the payment card’s 3 contact field 4. This will make
it possible to realize a payment for a benefit of a specific recipient even in someone
else’s reader 8 in case the payment acquirer’s ICC card is inserted into the reader 8

during payment.

The merchant as the payment’s recipient inserts the information on the paid
amount into the reader 8. This information is transferred into the payment card 3,
where it is displayed on the display 10. After checking the amount on the display 8,
the customer presses the confirming button 9. After this, the POS payment terminal’s
identification data is encrypted and sent along with the amount being paid to the
payment card’s 3 chip. The customer can monitor individual phases of the payment
over the pictograms that are being displayed on the payment card’s 3 display 10.
The display 10 is located on the payment card 3 in such a way so it is readable even
when the payment card 3 is inserted into reader 8. According to the selected risk
management of the payment card 3 and with regard to the amount being paid, the

customer can be asked to enter password, PIN code e.g. over the reader 8.
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The reader 8 is not connected on-line to the payment processing centre so the
clearing of the payments, which is based on the transmission of payment
cryptograms can be as following. The payment recipient takes out the ICC card from
the reader 8. This ICC card carries not only configuration data but also stores
payment cryptograms. He takes this ICC card into his bank or he himself enters it into
the ATM machine, which will be able to recognize type of the ICC card and process

the payments stored for the benefit of the recipient’s account.

Example 3

In this example, the reader 8 is the same as in Example 1. The payment card 3

of figure 3 also has a display 10 and a button 9.

When the user wishes to pay the merchant, the merchant enters the amount
that he wants for his goods or service using the keypad 12 on the reader 8. If the
user, by viewing the display 10, is certain that the number put-in is correct, the
merchant presses OK or ENTER on the keypad 12. The identification data of the
POS payment terminal and the payment amount are encrypted with the help of the
Master Key and they are prepared for transmission by the NFC communications
element of the reader 8. The merchant asks the paying customer to tap his payment

card 3 to the reader 8.

Once the NFC communications channel 7 is generated, the data encrypted in
the reader 8 are sent from the reader 8 to the payment card 3. On the payment card
3, the data are decrypted. The amount is displayed on the payment card’s 3 display
10. The paying customer confirms his payment by pressing the button 9 on the card
3. A payment transaction is then made according to the normal EMV standard in
Secure Element 2 using the POS terminal data, payment amount and payment
account data received from Secure Element 1. The result is encrypted in a payment

cryptogram.

The paying customer then taps his payment card 3 a second time to the
reader 8. During this second tap, the payment cryptogram is sent to the reader 8.

The payment cryptogram is stored in the removable SAM module of the reader 8.

The payment card 3 in this example has its own energy source, which may be

chargeable from the electro-magnetic field of the reader 8.
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Industrial applicability

The industrial usability is obvious. According to this invention, it is possible to
industrially manufacture and use payment cards with POS payment terminal, which is
configured to a specific terminal only after it is connected to the reader. The readers
will be designed above all for small business premises, for mobile stands and similar.
The payment card according to this invention will be operating also as a common
dual interface card, and as such it will be possible to use it for payments on common

POS terminals.

LIST OF RELATED SYMBOLS:
1- Secure Element (the first, with the payment card unit)
2- Secure Element (the second, with the POS unit)
3- payment card
4-contact field
5-antenna element
6-circuitry and/or computing module
7- contactless communication channel
8- reader
9- button
10- payment card display
11- reader display
12- reader keyboard
POS - Point of Sale
ICC - integrated circuit card
EMV - Europay, MasterCard, VISA

SAM - Security Authentication Module
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PATENT CLAIMS

1. A payment card (3) with a chip with a Secure Element (1) in which there is at
least one payment card unit, with a contact field (4) and/or with a contactless
element with an antenna (5) for the creation of a contactless communication
channel (7), where the payment card (3) is adjusted so it can be connected to a
reader (8) and also to a common POS terminalis characterised by
the fact that the payment card (3) has two mutually interconnected
chips with Secure Elements (1,2); on the payment card a Secure Element (1) with
a payment card unit is connected to a Secure Element (2) with a payment
terminal application of indifferent POS; the indifferent POS is adjusted to be
configured according to the data receive from the reader (8) by a payment card
(3), the configured POS is connected to the account data on the Secure Element
(1); this account data will be used in payment transaction in configured POS in
Secure Element (2); at least one Secure Element (1, 2) is connected, directly or
using some other circuit element with a contact field (4) and/or a contactless

element with an antenna (5) to create a contactless communication channel (7).

N

The payment card as in the clam 1 is characterised by the
fact that the Secure Elements (1,2) are mutually interconnected using a
circuit and/or calculating module (6), to which also a contact field (4) and/or

contactless element with an antenna (5) is connected.

3. The paymentcard asintheclams1or2 is characterised by the

fact that itincludes a button (9) for the confirmation of the payment.

4. The payment card as in any of the claims 1t03 is characterised by

the fact that itis equipped with a display (10) to display the paid amount.

5. The payment card as in any of the claims 1to4 is characterized by
the fact that the chip with the Secure Element (2) with the POS payment
terminal unit is powered in a contactless way from the reader’'s (8)
electromagnetic field, during which direct and/or during the approach

accumulated energy of the reader’s (8) electromagnetic field is used.
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6. The payment system encompassing a payment card as in any of the claims 1 to 5
is characterised by the fact that it includes a reader (8)
adjusted for the connection with the payment card (3); the holder POS terminal’s

configuration data of the reader (8) are stored in the secured part of the memory.

7. The payment card reader in the system as in the claim 6, that encompasses
contact or contactless interface for the connection with the payment card (3) i s
characterised by the fact that the secured part of the memory
with configuration data of belonging to the holder of the POS terminal reader (8)

can be removed from the reader’s (8) body.

8. The cashless payment method using a payment card (3) on the paying side and a
reader (8) on the recipient side is characterised by the fact
that the payment card (3) with two chips having Secure Elements (1, 2) is
connected to the reader (8), which sends the identification data of the payment
recipient’s POS terminal along with the amount of the requested payment to the
payment card; on the payment card, the identification data are transferred to the
second chip with a payment terminal application, where they are used for the
configuration of the originally indifferent POS terminal for the benefit of the
payment recipient, subsequently, the payment terminal application is run, during
which the payment card account data from a Secure Element (1) are the resulting

payment cryptogram is sent to the reader (8).

9. The cashless payment method as in the claim 8 is characterised by
the fact that the identification data being transferred from the reader (8)
to the payment card (3) are encrypted, preferably using a MasterKey that is

stored in the secured part of the memory in the reader (8).

10.The cashless payment method as in the clams 8or9 is characterised
by the fact that the amount being paid is shown on the payment card’s
(3) display (10) and that the payment terminal application is run only after

pressing the payment button (9) on the payment card (3).

11.The cashless payment method as in the clams 8 to 10 is
characterised by the fact that the paid amount is shown on
the reader’s (8) display (11).
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12.The cashless payment method as in the clams 8to11is characterised
by the fact that the created payment cryptogram is sent from the

reader (8) to the payment processing centre.

13.The cashless payment method as in the clams 8to 12is characterised
by the fact that after being taken from the reader (8), the carrier with
the records of realized payments is given for processing to the bank or payment

processing centre.

14. The cashless payment method as in the claim 13 is characterised
by the fact that the recipient takes the carrier with the realized
payment record out of the reader (8) and after that inserts it into a device for
automatic processing, which in suitable configuration is in an ATM machine or a

common POS terminal.

15.The cashless payment method as in the claims 8to 14is characterised
by the fact that the information about the payment’s value is inserted
into the reader (8) manually using a keyboard (12) or using the connection

between the reader (8) and a cash register.
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