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METHOD AND APPARATUS FOR IMPLEMENTING L2 VPNS ON
AN IP NETWORK

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Patent Application Serial No. 12/492,548, the
content of which is hereby incorporated herein by reference. This application is also related to
U.S. Patent Application Serial No. 11/935,563, filed November 6, 2007, entitled “Supporting
BGP Based IP-VPN in a Routed Network”, the content of which is hereby incorporated herein

by reference.

TECHNICAL FIELD

[0002] The present invention relates to communication networks and, more particularly, to a
method and apparatus for implementing layer 2 virtual private networks on an Internet Protocol

Network.

BACKGROUND

[0003] Data communication networks may include various computers, servers, nodes,
routers, switches, bridges, hubs, proxies, and other network devices coupled together and
configured to pass data to one another. These devices will be referred to herein as “network
clements.” Data is communicated through the data communication network by passing protocol
data units, such as data frames, packets, cells, or segments, between the network elements by
utilizing one or more communication links. A particular protocol data unit may be handled by
multiple network elements and cross multiple communication links as it travels between its

source and its destination over the network.

[0004] The various network elements on the communication network communicate with
cach other using predefined sets of rules, referred to herein as protocols. Different protocols are
used to govern different aspects of the communication, such as how signals should be formed for
transmission between network elements, various aspects of what the protocol data units should

look like, how packets should be handled or routed through the network by the network
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clements, and how information associated with routing information should be exchanged

between the network elements.

[0005] Enterprise consolidation and security considerations are drivers that demand that
networks be virtualized. Virtualization of a network enables a virtual network to be created over
the physical network so that traffic may be maintained private to the subset of users and nodes
that form part of the virtual network. Layer 2 (i.e. Ethernet) Virtual Local Area Network
(VLAN) and Layer 3 (Internet Protocol) based VPNs are functionalities that support network
virtualization. There are many types of VPNs, such as MPLS based VPNs (established using
IETF RFC 4364/2547), Virtual Private LAN Service (VPLS), Pseudowire, and IP-Security (IP-
SEC) based VPNs. Other types of VPNs exist as well and this list is not intended to be
exhaustive. While all of these VPNs have particular merit and applicability, each requires a

special underlying infrastructure to support the VPN.

[0006] One common VPN technology is based on RFC 2547, which has now been
superseded by IETF RFC 4364. This standard was developed to enable VPNs to be deployed on
an MPLS network. VPNs based on this standard have been extensively deployed and thus the
manner in which they operate is well known. Unfortunately, the MPLS infrastructure, which has
its own signaling and control plane protocols, has proved expensive to implement and maintain.
To alleviate some of the complication of this VPN solution, related U.S. patent application No.
11/935,563, filed November 6, 2007, entitled “Supporting BGP Based IP-VPN in a Routed
Network”, proposed to use the VPN infrastructure of RFC 2547 in connection with IP
encapsulation rather than in connection with an MPLS network. As described in that application,
the basic manner in which the PE nodes create the Virtual Routing and Forwarding tables, i.c.
import route target / export route target attributes remain the same. However, rather than
advertising an MPLS service label, the nodes export an IP service address that is to be used to
forward traffic on the IP network. Thus, the VPN solution is able to be used over any IP network
and is not limited to use on an MPLS network. Since the basic infrastructure for this IP based
VPN solution is based on FC 4364/2547 control plane concepts using MP-iBGP extensions, only
the VPN end-points are required to support this functionality. The nodes in the middle of the IP
network operate as normal IP routers and, hence, are agnostic to the fact that a VPN is being

implemented.
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[0007] This previous extension of RFC 2547/4364 enables a layer 3, i.e. IP layer, VPN to be
built on an IP network. There are also instances where customers would like to have layer 2
VPN rather than a layer 3 VPN. Accordingly, it would be advantageous to provide a L2 VPN
solution that is easy to deploy into existing networks and does not require an MPLS

infrastructure.

SUMMARY OF THE INVENTION

[0008] MP-BGP VPN infrastructure based on IETF RFC 4364/2547 is used to configure a
layer 2 VPN on an IP network. VRFs for the VPN are configured on Ethernet switches and
service IP addresses are associated with each configured VRF. The service IP addresses are
exchanged to enable VPN traffic to be addressed to be carried by the IP network. To enable a L2
VPN to be established on the network, a VPN-VLAN ID is configured for the L2 VPN and
import/export route targets for the VPN-VLAN are set in each VRF that is part of the VPN. The
VPN-VLAN is implemented on the network using a VPN-VLAN ID to establish a L2 broadcast
domain. The VPN-VLAN ID is announced to all PEs using MP-iBGP with export route targets
set for this VPN-VLAN. The PE’s control plane learns the VPN-VLAN on a logical port if the
import RT matches the export RT received by the MP-iBGP control plane. Once the VPN-
VLAN ID is learned on a logical port, the PE will perform MAC learning within the VLAN on
that logical port.

[0009] A PE that is part of the VPN VLAN may have local ports that connect to client
networks, e.g. client local area networks. The term User to Network Interface is commonly used
to refer to the demarcation point between a service provider network and a customer network.
As used herein, the term UNI-VLAN will be used to refer to a customer VLAN that connects to
a PE at a port on the PE. A UNI-VLAN will be assumed to be a layer 2 VLAN in the context of
this application. A VPN-VLAN is a logical extension of a UNI-VLAN to other PE network
elements over an intervening routed network. A VRF may connect to multiple UNI-VLANSs and,
similarly, may connect to multiple VPN-VLANs. The VRF maintains a mapping between UNI-
VLANs and VPN-VLANS to enable the UNI-VLAN broadcast domain to extend via the VPN-
VLAN across a routed network. IP encapsulation is then used to carry traffic across the routed

network so that traffic within the L2 VPN may be carried by the network.
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[0010] To handle data on the network, if an Ethernct frame is received at a PE with an
unknown MAC address, the frame will be flooded to all local UNI VLAN ports that are part of
the VPN and also flooded to all remote VPN instances (logical interfaces) through the VPN-
VLAN. If the destination MAC is known and resides within an attached UNI-VLAN, the frame
will be transmitted out the port connecting to the UNI-VLAN. If the destination MAC address is
known and resides on the VPN-VLAN (i.c. resides on a remote PE), the PE will read the MAC
address to determine the logical port (VPN-VLAN ID and service IP address of the remote VRF)
for forwarding on the VPN-VLAN. The Ethernet frame will then be tagged with a Q-tag
containing the VPN-VLAN ID and encapsulated into an IP packet to be transported on the IP

network.

[0011] When a VPN-VLAN Mac-in-IP encapsulated packet is received on the IP network on
the remote PE, the destination IP address of the outer IP header will be used to determine the
target VRF that should process the packet (the destination IP address of the packet is the service
address of the VRF). The VRF will read the Q-tag of the inner Ethernet packet to identify the
VPN-VLAN, and the destination MAC address of the user section of the encapsulated Ethernet
packet will be used to determine, from a local forwarding table, the output port for the packet. If
the destination MAC address is unknown, the frame will be flooded out all UNI ports associated
with the VPN-VLAN and the UNI VLAN.

[0012] If an endpoint wants to participate in the L2 VPN, it imports/exports the VPN-VLAN
ID route target for the L2 VPN. Packets are forwarded in the VPN by adding an 802.1Q tag
header including the VPN-VLAN ID to the customer frame and then encapsulating the customer
Ethernet frame with an IP header. If the customer frame is not previously tagged, the tagging
process adds a Q-tag according to IEEE 802.1Q. If the customer frame is already Q-tagged, this
process either replaces the original Q-tag or adds a second Q-tag as provided by IEEE 802.1ad.
Where the frame is a unicast frame, the frame will be IP encapsulated using the Service IP
address of the destination VRF so that the frame can be sent to the service IP address of the
destination VRF over the IP network. If the frame is a multicast or broadcast frame, it may
cither be unicast multiple times or may be forwarded via IP multicast (where IP multicast is

supported by the IP network) using an IP Multicast destination address header.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Aspects of the present invention are pointed out with particularity in the appended
claims. The present invention is illustrated by way of example in the following drawings in
which like references indicate similar elements. The following drawings disclose various
embodiments of the present invention for purposes of illustration only and are not intended to
limit the scope of the invention. For purposes of clarity, not every component may be labeled in

every figure. In the figures:
[0014] Fig. 1 is a functional block diagram of a reference network;

[0015] Fig. 2 is a functional block diagram of the network of Fig. 1 showing the

implementation of L2 VPNs on the network according to an embodiment of the invention;

[0016] Fig. 3 is a flow chart illustrating a process that may be used to implement a L2 VPN

on an IP network according to an embodiment of the invention;

[0017] Fig. 4 is a functional block diagram of a portion of the reference network showing

one of the PE nodes in greater detail according to an embodiment of the invention; and

[0018] Fig. 5 is a functional block diagram of a portion of the reference network showing

one of the PE nodes in greater detail according to another embodiment of the invention.

DETAILED DESCRIPTION

[0019] A layer 2 Virtual Private Network (VPN) solution is described which relies on RFC
2547/4364 for signaling but in which IP encapsulation is used to carry VPN traffic on an IP
backbone. This enables familiar VPN signaling to be used to set up the Layer 2 VPN without
requiring the IP backbone to be implemented using an MPLS infrastructure. This is
advantageous, since MPLS networks have their own signaling and control plane protocols and,
hence, are more expensive to establish and maintain. Although MPLS has particular traffic
engineering advantages that are considered desirable by service providers, in Enterprise networks
the traffic engineering aspects are often not particularly relevant. Thus, a simpler to implement

VPN solution may be particularly desirable in an Enterprise scenario where the Enterprise may
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establish VPNs of the same ilk as is often deployed on an MPLS network, without requiring the

Enterprise network to run the MPLS signaling and control protocols.

[0020] Fig. 1 shows an example reference network 10 including a plurality of routers 12 and
a plurality of VPN routers 14. The VPN routers support VRFs associated with VPNs on the
network. The VPN routers, in one embodiment, are implemented as normal PE devices in the
IETF RFC 4364/2547 context. However, the PE devices exchange VPN-VLAN IDs that will be
used to establish L2 VPNs on the communication network so that the network may be virtualized
to create a VPN VLAN across the network. For example, as shown in Fig. 2, the nodes
supporting VRF 1 may be associated with a first VPN-VLAN X, and the nodes supporting VRF
2 may be associated with a second VPN-VLAN Y. The VPN-VLAN IDs are used as
import/export route targets by the VRFs to control dissemination of route information at layer 2
of the 7 layer OSI network reference model. This enables the network links that extend over the
IP core to be treated as normal VLAN links, so that frames addressed to unknown MAC
addresses can be flooded over the VLAN and to enable MAC learning to occur on those ports.
Thus, normal L2 behavior may occur within the VPN-VLAN on the network.

[0021] In Fig. 2, each VRF has been shown as being associated with a particular VPN-
VLAN. The invention is not limited in this manner as a particular VRF may connect to multiple
VPN-VLANSs. Likewise, in Fig. 2 each VRF is shown as connecting to one particular UNI-
VLAN associated with a particular CE. A CE may support multiple UNI-VLANS, and multiple
UNI-VLANs may be connected to a given VRF. A UNI-VLAN therefore, is a subset of a VRF
such that the VRF can have multiple UNI-VLANSs. Each of the UNI-VLANS can be attached to
a particular VPN-VLAN. The VRF forms an association between UNI-VLAN and VPN-VLAN
that enables the UNI-VLAN to extend across the routed network. Fig. 2 was drawn to show a
simplified example and, in operation, it may be expected that much more complicated

interconnections between UNI-VLANs and VPN-VLANS may be developed.

[0022] Fig. 2 shows the reference network of Fig. 1 in which two VPN-VLANs have been
established on the network. As shown in Fig. 2, VRF:1 on VPN router 14A , VRF2 on VPN
router 14B, and VRF:3 on VPN router 14C have all become part of VPN-VLAN:X. Similarly,
VRF:4 on VPN-VLAN router 14A and VRF:5 on VPN-VLAN router 14C have become part of
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VPN-VLAN Y. The manner in which the VRFs attach to the VPN-VLAN and the manner in
which traffic is handled by the VRFs to enable the VPN-VLAN to operate as a layer 2 VPN will

be described below in greater detail in connection with Fig. 3.

[0023] Fig. 3 shows an example process that may be used to implement an embodiment of
the invention. As shown in Fig. 3, if an L2 VPN is to be established on the network, VRFs for
the VPN will need to be configured on the Ethernet switches (Provider Edge or PE) network
elements (100). Configuring the VRFs for the VPN may be implemented using IETF RFC
4364/2547. Additionally, to enable the traffic to be transported on an IP network, service IP
addresses will be defined for each VRF configured to operate on the VPN. As described in U.S.
Patent Application No. 11/935,563, filed November 6, 2007, entitled “Supporting BGP Based
IP-VPN in a Routed Network™, the service IP addresses enable IP headers to be created so that
traffic on the VPN may be encapsulated for transportation on the IP network. This related patent
has many additional details associated with how the IP aspect of the VPN should be

implemented. The content of this application is hereby incorporated herein by reference.

[0024] Once the VRFs have been configured for the VPN, MP-BGP will be used to
exchange service IP addresses and Ethernet switch Autonomous System IDs (AS-IDs) (102).
The Service IP address and AS-IDs will become route distinguishers which will enable the
destination node to determine the target VRF when a packet is received from the IP network.
When L2VPN is enabled in the PE device, MP-BGP peers will exchange the capabilities to offer
a L2VPN across the core network. When the UNI-VLAN is associated with a VPN-VLAN and
VPN-VLAN is associated with route target, MP-BGP will update its peers with VPN-VLAN id
and the export route targets. This process accomplishes the auto-discovery of the L2VPNs.
Although MP-iBGP is discussed in particular locations, MP-eBGP (MultiProtocol Exterior

Border Gateway Protocol) may be used as well.

[0025] When a User to Network Interface (UNI) VLAN becomes a member of the VRF, the
UNI-VLAN will be attached to the VPN-VLAN (104). As part of configuring the VPN-VLAN
on the network, a VPN-VLAN ID will be assigned to the L2 VPN, and import/export Route
Targets (RT) will be set for the VPN-VLAN ID in each VREF that is part of the VPN (106). Each
VREF that has an export route target set for the VPN VLAN ID will announce the VPN-VLAN ID
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using MP-iBGP (108). The control plane of each PE will thus learn the VPN-VLAN on a logical
port if the import RT of a VRF on the PE matches the export RT of the announced VPN-VLAN
ID (110).

[0026] Once the control plane has announced the VPN-VLAN so that each PE can learn the
MAC addresses of the VPN-VLAN ID against its logical ports, each PE will perform normal
MAC learning for the VPN against the physical and logical port so that traffic may be
transported on the layer 2 VPN-VLAN (112).

[0027] If a customer Ethernet frame is received on a VLAN UNI port, the PE will attempt to
forward the Ethernet frame on the VLAN toward its destination using normal L2 forwarding
techniques. Thus, if the destination is unknown, the PE will flood the packet to all local UNI
VLAN ports and also flood the packet to all logical VPN ports associated with the UNI-VLAN.
Specifically, the packet will also be flooded to all remote VPN instances (logical interfaces) that
are participating in the VPN-VLAN through the VPN-VLAN (120). Likewise, if the destination
MAC address is known within the UNI-VLAN, the MAC address will be read to determine the
local UNI port or logical port over which the frame should be forwarded.

[0028] If the packet is required to be flooded or forwarded on a logical port, the PE will read
the VPN-VLAN ID, the service IP address of the target VRF, and the next hop (122). The FDB
will thus store all of this information for the logical port, so that packets may be

flooded/forwarded over the logical port on the VPN-VLAN.

[0029] Before the frame is forwarded toward the next hop, the PE will add a Q-Tag
containing the VPN-VLAN ID (124). This Q-tag will be added to the customer Ethernet frame
using IEEE 802.1Q if the customer frame is currently untagged. If the customer Ethernet frame
is already tagged, the customer tag may be replaced with the Q-tag or the Q-tag may be added to
the customer Ethernet frame using IEEE 802.1ad. Where the packet is to be transported on an IP
network, the customer frame will be further encapsulated into an IP packet (126). The
encapsulation process will create the IP header by using the target VRF service IP address as the
destination IP address and will use the service IP address of the source VRF as the source IP

address. Thus, the VPN-VLAN ID will be used to add a Q-tag to the frame, the service IP
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address will be used to IP encapsulate the frame, and the next hop will be used to determine the

actual physical port over which the IP encapsulated/Q-tagged frame should be forwarded.

[0030] For multipoint VPN, if the packet is to be multicast or broadcast on the network, the
packet may be unicast multiple times by using the service IP address of the remote VRFs to send
the packet individually to each remote PE which is a member of the VPN or, if the IP network
supports multicast IP, a multicast IP address may be used to forward the IP packet on the
network. The multicast IP address may be a multicast service IP group address representing the

IPVPN of VRFs.

[0031] The encapsulated and tagged packet will then be forwarded out the next hop (output
port) onto the IP network (128). The outer IP header will be used to route the packet on the IP
network toward its destination (140) in a normal manner. Note that no modification to the IP
network is required — the packet at this point looks like a normal IP packet which may be handed
by the IP routers in a normal manner like any other IP packet. In connection with this, since the
packet is being encapsulated to include an additional IP header, the overall size of the packet
should be checked to ensure that the encapsulated packet does not exceed the maximum

transmission unit size on the IP network.

[0032] Once the packet arrives at the destination PE, the destination PE will use the
destination IP address to determine the target VRF (160). As mentioned above, the service IP
address of the target VRF is used by the sending PE as the destination IP address when
encapsulating the frame for transport on the IP network. Accordingly, when the packet is
received, the destination PE can read the destination IP address and use the destination IP

address to determine the target VRF which should be used to process the packet.

[0033] When the target VRF receives the packet, it will read the Q-tag to identify the VPN-
VLAN (162). The target VRF will perform local MAC learning on the logical port associated
with the VPN-VLAN as noted above. Additionally, the target VRF will perform normal layer 2
forwarding to forward the frame onto the client VLAN. Specifically, a local forwarding table
will be used to find a matching output port for the destination MAC address (164). If the
destination MAC address is unknown, the packet will be flooded on all UNI-VLAN ports
associated with the VPN-VLAN.
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[0034] Fig. 4 shows an example VPN router configured to implement an embodiment of the
invention. As shown in Fig. 4, the VPN router 14 has a VRF 20 for VLAN:100. UNI VLAN
interfaces on ports 1/1, 1/2, 1/3, and 1/4 have been attached to VLANL:100 and MAC addresses
for network elements A, B, C, and D have been learned on these interfaces and stored in
Forwarding Database (FDB) 50. Note, in this context, that FDB 50 has an entry for each of
MAC addresses A-D with respective entries for the associated physical port. Specifically, the
FDB indicates that network element A is reachable on port 1/1, network element B is reachable
on port 1/2, network element C is reachable on port 1/3, and network element D is reachable on

port 1/4.

[0035] In this example, it will be assumed that nodes 2 and 3 also are participating in
VLAN:100 and have UNI VLAN interfaces to network elements E and F. To enable a L2
VLAN to extend across IP network 10, during configuration a VPN VLAN will be configured,
which will be assigned a VPN-VLAN ID. In this example, the VPN-VLAN ID assigned to the
VLAN is VPN-VLAN ID:1000, (but it can be any valid VLAN ID.).

[0036] VPN router 14 will use MAC learning to learn network element E on logical port X
which is configured on physical port 5/1. Likewise, network element F will be learned on logical
port Y which is also configured on physical port 5/1. The logical ports X and Y are separate
even though they are configured on the same physical port 5/1 since they lead to different VRFs
on different network elements and, hence, different service IP addresses will need to be used to
IP encapsulate traffic to reach these nodes on the IP network. In this example, logical port X

connects to a VRF on node 2 while logical port Y connects to a VRF on node 3.

[0037] Within the VRF FDB 50, the entry for the MAC address of network element E points
to logical port X. This entry includes VPN-VLAN ID:1000 which identifies the VPN-VLAN on
the network and the service IP address (10.1.2.1) of the VRF on node 2 associated with
VLAN:100. Likewise, the FDB entry for network element F points to logical port Y. This entry
also includes the same VPN-VLAN ID:1000 which identifies the VPN-VLAN on the network
and the service IP address (10.1.3.1) of the VRF on node 3 associated with VLLAN:100.

[0038] The VRF will perform normal MAC learning on the logical ports as well as on its
physical ports. As UNI-VLANSs are registered on a physical port on the VPN router, the VRF

10
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will register the UNI-VLAN against the port and perform MAC learning within the VLAN 100
on that port to learn MAC addresses of hosts that are reachable over that physical port.
Similarly, as other VRFs register with the VRF 20 via VPN-VLAN 1000, the VRF 20 will
register the VRFs against a logical port (which includes the service IP address and VPN-VLAN
ID), and then perform MAC learning against the logical port to learn MAC addresses of hosts

that are reachable over the logical port.

[0039] When a client frame is to be transmitted to an unknown MAC address, the client
frame will be broadcast on all ports other than the port on which the client frame was received
that are associated with the VLAN. Thus, the VRF will broadcast the frame on both the physical
ports as well as with the logical ports so that the frame will be transmitted over the VPN-VLAN
to the other VPN sites on the layer 2 VLAN. If the MAC address is a known address, the output
port will be determined from the forwarding database and used by the VRF to forward the client
frame toward its intended destination. If the output port is a logical port, the VRF will obtain the
logical port information for the frame from the forwarding database. As noted above, the logical
port information in one embodiment includes the VPN-VLAN ID and the service IP address of
the target VRF. The VPN-VLAN ID will be used by Layer 2 Encapsulation process to add a Q-
tag to the client frame. The VPN router will also create an IP header for the packet using the
target VRF service IP address as the destination IP address and the service IP address of the VRF
(10.1.1.1) as the source IP address. After encapsulating the packet with the IP header, the packet
will be sent to a global routing process 51 which will use the service IP address to determine the

physical port to be used to transmit the packet onto the IP network.

[0040] Within the IP network the IP header will be used to forward the client frame towards
its intended destination. Upon receipt at the target node, the destination IP address of the IP
header will be used to identify the target VRF. The Target VRF will read the VPN-VLAN ID
from the Q-tag to identify the forwarding database associated with the VLAN. The MAC
address will then be used within the forwarding database to determine where the target VRF

should send the frame.

[0041] In another embodiment, shown in Fig. 5, a service IP address is configured on behalf

of each L2VPN to be supported by a PE. In this embodiment, rather than assigning a VLAN

11
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VPN ID to each L2VPN, a separate service IP address is assigned to each L2VPN by the PE.
The global routing engine 51 represents the L2VPN into the core using the service IP address
assigned to the L2ZVPN. One UNI VLAN will attach to a L2VPN process within the PE and
packets to be transmitted on the L2VPN will be encapsulated using the service IP address
assigned to the L2ZVPN. If more than one UNI VLAN attaches to the L2ZVPN at a particular PE,
the UNI-VLANS may be disambiguated using Q-tags (VPN-VLAN IDs) as discussed above.

[0042] In this embodiment, when a packet is received by the global routing engine, the
global routing engine will read the service IP address and use the service IP address to determine
the L2VPN process that should be used to process the packet. The packet will be passed to the
L2VPN process and switched in the context of the L2VPN process to the correct UNI-VLAN
port.

[0043] In the other direction, when a packet is received from the UNI-VLAN, the L2VPN
process will use the MAC address to determine the correct output port to be used to forward the
packet. As shown in Fig. 5, the LZVPN will maintain a forwarding table and, when a packet is
received, will perform a MAC lookup to determine how to switch the packet. If the MAC
address is unknown, the L2VPN process will flood the packet on both the logical ports
associated with the L2ZVPN and physical ports associated with the attached UNI-VLAN (other
than the port on which the packet was received). If the MAC is known, the L2VPN will forward
the packet out the port on which the MAC is known.

[0044] The L2VPN process will perform MAC learning on both the logical ports and the
UNI-VLAN. In this embodiment, rather than learning the MAC with its remote service IP and
VPN-VLAN ID on a logical port, the L2ZVPN process will only learn the remote MAC with it’s
Service IP address on the logical port. When a packet is required to be transmitted on the logical
port, the MAC lookup will return the service IP address to the L2ZVPN process. The L2VPN
process will use the service IP address to encapsulate the packet using the service IP address of
the logical port as the destination IP address. The service IP address of the L2ZVPN process will
be used as the source IP address. The Mac-in-IP encapsulated packet will be forwarded to the
global routing engine which will use the destination IP address to determine the output port for

the packet and transmit the packet onto the IP network.
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[0045] Using one service IP address per L2VPN enables packets for the L2VPN to be
disambiguated by the global routing engine so that, if a packet is received, the destination IP
address of the packet may be used by the global routing engine to determine the correct L2VPN
process to be used to process the packet. If the L2ZVPN process represents a single UNI-VLAN,
the L2VPN process can switch any packets received over the LZVPN onto the UNI-VLAN.
Where the L2VPN process represents more than one UNI-VLAN, packets for the separate UNI-
VLANS should be tagged to enable the L2ZVPN process to determine which UNI-VLAN should

be used to forward the packets.

[0046] The functions described above may be implemented as a set of program instructions
that are stored in a computer readable memory and executed on one or more processors on the
computer platform. However, it will be apparent to a skilled artisan that all logic described
herein can be embodied using discrete components, integrated circuitry such as an Application
Specific Integrated Circuit (ASIC), programmable logic used in conjunction with a
programmable logic device such as a Field Programmable Gate Array (FPGA) or
microprocessor, a state machine, or any other device including any combination thereof.
Programmable logic can be fixed temporarily or permanently in a tangible medium such as a
read-only memory chip, a computer memory, a disk, or other storage medium. All such

embodiments are intended to fall within the scope of the present invention.

[0047] It should be understood that various changes and modifications of the embodiments
shown in the drawings and described in the specification may be made within the spirit and
scope of the present invention. Accordingly, it is intended that all matter contained in the above
description and shown in the accompanying drawings be interpreted in an illustrative and not in a

limiting sense.

[0048] What is claimed is:
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CLAIMS

1. A method of implementing a Layer 2 (L2) Virtual Private Network (VPN) Virtual
Local Area Network (VLAN) on a routed network, the method comprising the steps of:

configuring a Virtual Routing and Forwarding process in a network element on the routed
network, the VRF process being associated with the VPN-VLAN on the routed network and
having a defined service IP address, the VPN-VLAN having a VPN-VLAN ID on the routed
network;

learning one or more User-to-Network Interface Virtual Local Area Networks (UNI-
VLANS) on a physical port on the network element and associating, by the VRF, the UNI-VLAN
with the VPN-VLAN;

learning, by the VRF, the VPN-VLAN ID on one or more logical ports, each of the
logical ports being associated with a service IP address of another VRF process on another

network element on the routed network.

2. The method of claim 1, further comprising the step of performing MAC learning on
the logical ports associated with the VPN-VLAN.

3. The method of claim 2, wherein the step of performing MAC learning on the logical
port comprising the step of storing a logical port in a forwarding database for the MAC address,
the logical port including the VPN-VLAN ID and the service IP address of the VRF associated
with the logical port.

4. The method of claim 3, further comprising the steps of receiving a frame to be
transmitted on a logical port and receiving, from the forwarding database, the VPN-VLAN ID

and service [P address to be used to transmit the frame on the routed network.

5. The method of claim 4, further comprising the steps of adding the VPN-VLAN ID to
the frame as a Q-tag and adding an IP header using the service IP address as a destination IP

address.
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6. The method of claim 5, wherein the frame is untagged and wherein the Q-tag is added

as a first tag to the frame.

7. The method of claim 5, wherein the frame is tagged with a customer Q-tag and
wherein the step of adding the VPN-VLAN ID to the frame as the Q-tag comprises replacing the
customer Q-tag with the Q-tag containing the VPN-VLAN ID.

8. The method of claim 5, wherein the frame is tagged with a customer Q-tag and
wherein the step of adding the VPN-VLAN ID to the frame as the Q-tag comprises adding a
second Q-tag to the frame, the second Q-tag containing the VPN-VLAN ID.

9. The method of claim 1, further comprising the step of performing MAC learning on
the logical ports associated with the VPN-VLAN.

10. The method of claim 1, further comprising the steps of receiving a frame from the
UNI-VLAN addressed to an unknown MAC address, and flooding the frame out all other UNI-
VLAN ports associated with the VPN-VLAN and out all logical ports associated with the VPN-
VLAN.

11. The method of claim 1, further comprising the steps of receiving a frame from a
logical port associated with the VPN-VLAN and addressed to an unknown MAC address, and
flooding the frame out all UNI-VLAN ports associated with the VPN-VLAN.

12. The method of claim 1, further comprising receiving an IP packet by the network
element, using a destination address in an IP header associated with the IP packet to determine a
VREF to be used to process the IP packet, and reading, by the determined VRF, a Q-tag associated
with the IP packet to determine a VPN-VLAN associated with the packet.

13. The method of claim 1, wherein the step of configuring the VRF process comprises

setting an import/export route target for the VPN-VLAN ID in the VRF.
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14. The method of claim 13, further comprising the step of announcing the VPN-VLAN
to all PEs that have an export Route Target (RT) configured for the VPN-VLAN using
MultiProtocol Border Gateway Protocol (MP-BGP).

15. The method of claim 13, further comprising the step of learning the VPN-VLAN on
a logical port if an import RT on the logical port matches an export RT received by MP-BGP

control plane.

16. A method of processing a frame for transmission on an Internet Protocol (IP)
network by a Provider Edge (PE) network element, the method including the steps of:

receiving, by the PE network element, a frame from a User to Network Interface Virtual
Local Area Network (UNI-VLAN), the UNI-VLAN being associated with a Layer 2 Virtual
Private Network Virtual Local Area Network (VPN-VLAN) spanning the IP network;

tagging the frame with a Q-tag containing a VPN-VLAN Identifier (VPN-VLAN ID) of
the VPN-VLAN on the IP network;

encapsulating the frame with an IP header containing, as a destination address, a service
IP address of a VRF process on a remote Provider Edge (PE) network element on the IP
network; and

transmitting the tagged and encapsulated frame onto the IP network.

17. A method of claim 16, wherein the PE network element has a Virtual Routing and

Forwarding process instantiated therein.

18. A method of processing a frame for transmission on an Internet Protocol (IP)
network by a Provider Edge (PE) network element, the method including the steps of:

receiving, by the PE network element, a frame from a User to Network Interface Virtual
Local Area Network (UNI-VLAN), the UNI-VLAN being associated with a Layer 2 Virtual
Private Network (L2VPN) spanning the IP network, the PE network element including a L2ZVPN
process to be used to process frames associated with the L2VPN, the L2VPN process being

represented into the IP network via a first service IP address;
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determining a logical port associated with the frame, the logical port including a second
service IP address of a L2VPN process on a remote PE;

IP encapsulating the frame with an IP header, the IP header containing the first service IP
address as the source IP address and the second IP address as the destination IP address; and

transmitting IP encapsulated frame onto the IP network.

19. The method of claim 19, further comprising the steps of:

receiving, by the PE network element, a second IP encapsulated frame having a second IP
header, the second IP header including a second destination IP address;

reading the second destination IP address to determine a local L2ZVPN process on the PE;
and

passing the frame to the determined local L2ZVPN process to enable the frame to be

switched in the context of the L2ZVPN process.
20. The method of claim 19, wherein the second IP header has a second IP source

address, and wherein the second IP source address is used to learn a MAC address of an inner L2

packet.
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