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(57) Abstract: As part of starting a system including a system-on-a-chip (SoC) device from a mode in which power is removed from
o the system, the SoC device determines, based on the metadata, whether to resume the system to a prior system state. In response to

the metadata indicating that the system is to be resumed to the prior system state, the system is resumed to the prior system state us -
ing system state information stored in the on-chip non- volatile memory.



RESUMING A SYSTEM-ON-A-CHIP DEVICE

Background

[0001] An electronic device can include a volatile main memory, a non-volatile

memory, and secondary storage. The volatile main memory of an electronic device

can be implemented with one or multiple volatile memory devices. A volatile

memory device loses its data if power is removed from the memory device. The

non-volatile memory and the secondary storage can be implemented using one or

multiple non-volatile (or persistent) memory or storage devices. A non-volatile

memory or storage device retains its stored content even if power is removed from

the non-volatile memory or storage device.

Brief Description Of The Drawings

[0002] Some implementations are described with respect to the following figures.

[0003] Figs. 1A and 1B are block diagrams of example system-on-a-chip (SoC)

devices, according to various implementations.

[0004] Fig. 2 is a flow diagram of an example process of resuming a system

including a SoC device according to some implementations.

[0005] Figs. 3A and 3B are block diagrams of example systems including a SoC

device according to some implementations.

[0006] Figs. 4A and 4B are flow diagrams of example processes performed in the

systems of Figs. 3A and 3B, respectively, according to some implementations.

Detailed Description

[0007] As integrated circuit technology has advanced, the number of features

that can be incorporated onto an integrated circuit chip has increased. An integrated

circuit chip on which a processor, an on-chip memory, and other components are

provided can be referred to as a system-on-a-chip (SoC) device. A SoC device can

refer generally to any chip including an integrated circuit die or an arrangement of



dies that is (are) encapsulated within a package, and on which at least a processor

and an on-chip memory are provided. An "on-chip" memory can refer to a memory

device(s) that is (are) mounted in the same chip as the processor and possibly other

components.

[0008] In some examples, to start a system that includes a SoC device (with an

on-chip volatile main memory), a boot code, an operating system, and/or a prior

state of the system is loaded (copied) from a storage (a secondary storage or a no n

volatile memory) that is off (external of) the SoC device, into the on-chip volatile main

memory. The copying of the boot code, the operating system, and/or the prior state

to the on-chip volatile main memory can take a relatively long period of time, which

can lengthen the time involved in starting the system. Starting a system can include

booting the system, which includes starting the operating system to begin from an

initial state. Alternatively, starting a system can include resuming the system from a

prior state that is saved in state information.

[0009] In accordance with some implementations according to the present

disclosure, a SoC device is provided with an on-chip non-volatile memory that stores

information to allow the SoC device, or more generally, a system including the SoC

device, to use the stored information in the on-chip non-volatile memory to resume a

system including the SoC device to a prior system state. Resuming the system can

refer to resuming just the SoC device, or resuming the SoC device and other

components of the system, including hardware devices and/or machine-executable

instructions.

[001 0] A system can be resumed from a mode in which power has been

removed from the system. Power being removed from the system can refer to power

being removed from just a part of the system, or an entirety of the system. Some

examples of modes in which power is removed from the system include a sleep state

or a hibernation state. When the system enters into a sleep state or hibernation

state, system state information that represents a current state of the system is saved

to the on-chip non-volatile memory. The system state information can include

information relating to a current execution state of machine-executable instructions



(e.g. an operating system, bare-metal code, application code, etc.) that were

executing on the SoC device (or system including the SoC device) prior to entering

the sleep state or hibernation state. Bare-metal code refers to code that can run on

a platform without the presence of an operating system. The system state

information can also include current data processed by the machine-executable

instructions. The system state information can also include information relating to

states of hardware devices.

[001 1] In other implementations, a system can be resumed to other types of

states, such as a clean boot state, a last known good state, a state corresponding to

a restore point, and so forth. Resuming the system to these other types of states

can be performed without having to remove power from the system. For example,

the system can be restarted, without removing power, to any of the foregoing other

types of states.

[001 2] A clean boot state can refer to a state of a system at the end of a boot

procedure that completed successfully (referred to as a "clean boot"). A last known

good state refers to a state of a system that is known to be free of errors, faults,

and/or malware. The clean boot state or last known good state can be saved by

taking a snapshot of the system, for example. A restore point can refer to a state of

a system at a given point in time that has been designated by a user or other entity

as a state to which the system can be restored. Information relating to any of the

foregoing states can also be stored in the on-chip non-volatile memory.

[001 3] To resume the system from the mode in which power has been removed

from the system, system state information can be read from the on-chip non-volatile

memory. In addition, the on-chip non-volatile memory can store boot instructions

that are executed by the SoC device to perform the resuming of the SoC device.

The boot instructions can be executed in place (XIP) from the on-chip non-volatile

memory, which refers to executing the boot instructions from the on-chip non-volatile

memory without first copying the boot instructions to volatile main memory. In other

examples, the boot instructions can be copied to another memory (volatile or no n

volatile memory), which may also be on chip. Such other memory can include a



static random access memory (SRAM), a cache, a main memory, or another

memory. As an example, a memory (e.g. SRAM, etc.) on the SoC device can be

used to execute code from the memory before the memory is used as a cache.

[0014] The on-chip non-volatile memory can also store metadata that can include

various parameters that relate to the on-chip non-volatile memory as well as the SoC

device. In some implementations, the metadata can include a parameter for

indicating whether or not a system including the SoC device is to be resumed to a

prior system state or booted in response to a start of the system. For example, the

parameter can be set to a first value to indicate that the system is to be resumed,

and can be set to a second value to indicate that the system is to be booted. Other

metadata is discussed further below.

[001 5] Fig. 1A is a block diagram of an example SoC device 100 according to

some implementations. The SoC device 100 includes a processor 102 and a no n

volatile memory 104. Although just one processor 102 is depicted, it is noted that

the SoC device can include multiple processors. In some examples, the processor

102 can be a processor core. There can be multiple processor cores in the SoC

device 100.

[001 6] The processor 102 and the non-volatile memory 104 can be formed on a

common integrated circuit die 10 1 of the SoC device 100. Alternatively, the

processor 102 and the non-volatile memory 104 can be provided on multiple

integrated circuit dies that are completely encapsulated within a common package.

The package also supports contacts (e.g. electrical contacts, optical connection

elements, etc.) of the SoC device 100.

[001 7] The non-volatile memory 104 can be implemented with any of various of

different types of non-volatile memory technologies. As examples, the non-volatile

memory 104 can include any one or some combination of the following: flash

memory, resistive random access memory (RRAM), memristor memory, phase-

change random access memory (PCM, PCRAM, or PRAM), magnetoresistive

random access memory (MRAM), spin-transfer torque random access memory



(STT-RAM), backup-power-backed (e.g. battery-backed) dynamic random access

memory (DRAM), and so forth.

[001 8] In some implementations, the non-volatile memory 104 can be a byte-

addressable memory. A byte-addressable memory is a memory in which individual

bytes of data can be read and written. In other words, an individual byte of data can

be read from or written to the byte-addressable memory without reading/writing other

parts of memory. A byte-addressable memory is distinguishable from a memory

where a read operation or a write operation has to be performed on a block of data,

where the block of data is larger than a byte.

[001 9] The non-volatile memory 104 can store various information, including SoC

state information 106 and metadata 108. The non-volatile memory 104 can also

include multiple logical regions, such as a transient region 114 and a persistent

region 116. The SoC state information 106 and certain information in the transient

region 114 make up the system state information regarding a prior system state of a

system that includes the SoC device 100. Examples of systems are depicted in

Figs. 3A and 3B. A prior system state of a system can refer to a state at a time when

one or multiple programs are executing. The SoC state information 106, data in the

transient region 114, and data in the persistent region 116 of the non-volatile

memory 104 are retained even if power is removed from the non-volatile memory

104. Note that if a system boots without considering a prior system state, the SoC

state information 106 and the data in the transient region 114 are ignored and can be

discarded, such as by being overwritten or deleted. On the other hand, if the system

resumes to a prior system state, then the SoC state information 106 and the data in

the transient region 114 are reused.

[0020] The system state information in the non-volatile memory 104 can be used

to resume the system to a prior system state, in response to which the system

begins execution starting from the prior system state. Resuming to a prior system

state using the system state information stored in the non-volatile memory 104 can

be faster than booting the system to place the system in an initial state.



[0021] The SoC state information 106 can include data copied from registers of

the processor 102 and a cache (which can be part of the processor 102 or outside of

the processor 102). The registers and cache are volatile storage, such that the data

in the registers and cache are volatile data that would be lost if power is removed

from the SoC device 100. Examples of registers can include a current value of a

program counter, information relating to a configuration of the system, data produced

by arithmetic operations, and so forth. The cache can store machine-executable

instructions of programs and also data, where the instructions and data can be

copies stored into the cache from another storage, such as the transient region 114,

persistent region 116, or another storage.

[0022] By copying the SoC state information 106 to the non-volatile memory 104,

the SoC state information 106 can become persistent and can be reused when

resuming the SoC device 100.

[0023] The transient region 114 can store other data, such as data that is

normally loaded into a volatile main memory. Examples of data in the transient

region 114 include machine-executable instructions of programs, temporary data

used by drivers, an operating system, and program processes, temporary file data,

information regarding a current state of the operating system, a current state of bare-

metal code, a current state of certain application programs, a current state of certain

hardware devices, and so forth.

[0024] As an example, prior to a system including the SoC device 100

transitioning to a lower power mode, a document being processed by an application

program may be open. The data in the transient region 114 associated with the

application program can indicate the open document and can include the current

content of the document, such that when the system is resumed to a prior system

state (by using the system state information including the SoC state information 106

and certain data in the transient region 114) from the lower power mode, the

document remains open with the content that existed when the system was placed

into the lower power mode.



[0025] The metadata 108 can include an indicator 110 for indicating whether a

system including the SoC device 100 is to be resumed or booted. The indicator 110

can be in the form of a flag that is settable to one of multiple different values. If the

indicator 110 is set to a first value, then that indicates that the system is to be

resumed when the system is started from a mode in which power has been removed

from the system. If the indicator 110 is set to a second, different value, then that

indicates that the system is to be booted when the system is started from a mode in

which power has been removed from the system. In other examples, the metadata

108 can also include other indicators to indicate resuming of the system to specific

states, such as a clean boot state, a last known good state, a state corresponding to

a restore point, and so forth.

[0026] In addition, the metadata 108 can include non-volatile memory regions

information 112 that relate to multiple different logical regions of the non-volatile

memory 104. In the example of Fig. 1A, the multiple logical regions of the no n

volatile memory 104 can include the transient region 114 and the persistent region

116 . The non-volatile memory 104 can also include another region, discussed

further below. A "logical region" of a memory can refer to a defined segment of the

memory, where the segment can include contiguous memory locations or no n

contiguous memory locations. The non-volatile memory regions information 112 can

be used to locate or identify the multiple logical regions in the non-volatile memory

104. Locating or identifying the multiple logical regions can refer to making a

determination of a starting address of each logical region and other attribute(s) of

each logical region.

[0027] The persistent region 116 contains data or other information that is to be

maintained even if power is removed from a system including the SoC device 100.

Thus, in response to a power cycle of the system (when power is removed from the

system and subsequently applied again to the system) that results in the system

being booted (rather then resumed), information contained in the transient region

114 is ignored and/or discarded, while information in the persistent region 116 is

maintained. Examples of information in the transient region 114 that should be



discarded during a boot include data created by the operating system, bare-metal

code, and user processes that are not meant to be persistent. Examples of such

data include page table entries (PTE) created if paging is enabled, general program

data, and/or data that is volatile or sensitive such as secret keys or user credentials.

Note, however, that when the system is resumed to a prior system state, then the

data in the transient region 114 is reused.

[0028] The metadata 108 can include structured metadata or unstructured

metadata. Structured metadata refers to metadata that has a specific format or

schema, while unstructured metadata refers to metadata without a specific format or

schema. The non-volatile regions information 112 can include memory address

values that specify the starting locations of each of the different multiple regions

(including the transient region 114 and the persistent region 116, as well as other

regions) in the non-volatile memory 104. In other examples, the non-volatile memory

regions information 112 can include information that point to the logical division of

the non-volatile memory regions, and also describes different attributes of each

region.

[0029] In some examples, the metadata 108 can also define one or multiple

secure regions in the non-volatile memory 104 that store information that can be

used to perform secure operations of the SoC device 100. The secure region(s) is

(are) regions of the non-volatile memory 104 accessible by predefined or specified

entities of the SoC device 100, such that unauthorized entities (e.g. malware code,

etc.) would not be able to access such secure region(s).

[0030] As noted above, in some examples, the transient region 114 can store

information that is stored in volatile main memory in traditional systems. In such

examples, by providing the transient region 114 in the non-volatile memory 104 to

store information of the volatile main memory, a separate volatile main memory

would not have to be provided in the system that includes the SoC device 100.

[0031] The information that is stored in the persistent region 116 can include the

following, as examples: a bootloader (machine-executable instructions that are used



to load other code, such as further boot code or an operating system, bare-metal

code, or hypervisor), Basic Input/Output System (BIOS) code or Unified Extensible

Firmware Interface (UEFI) code (BIOS code or UEFI code include machine-

executable instructions that are used to perform initialization of a system), an

operating system, a bare-metal code, a file system, storage volumes, and so forth.

[0032] An operating system can include a kernel which manages access by code

of hardware resources, file access management, process management, and so forth.

The operating system can also include additional code, in addition to the kernel,

which can perform specified tasks (examples of such additional code can include a

user interface application, libraries, etc.).

[0033] A hypervisor is executed in a system to perform virtual ization of the

hardware resources of the system. Using the hypervisor, multiple virtual machines

can be implemented in the system, where each virtual machine includes a respective

operating system and applications. Access of the hardware resources by the virtual

machines are performed through the hypervisor.

[0034] A file system includes information that describes files and directories

stored in a system including the SoC device 100.

[0035] In some examples, the persistent region 116 can be used to store

information that may be stored in secondary storage of traditional systems, where

the secondary storage can include solid state drives (which can be implemented with

flash memory devices) and/or disk-based storage devices.

[0036] By employing the on-chip non-volatile memory 104 in the SoC device 100,

certain memory and/or storage devices that are external of the SoC device 100 can

be omitted, such as a volatile main memory, flash memory, and/or secondary

storage. By omitting such external memory and/or storage devices, the cost

associated with a system that includes the SoC device 100 can be reduced due to

the reduction of the number of components in the system.



[0037] Fig. 1B shows a SoC device 100 according to further implementations.

The SoC device 100 of Fig. 1B is arranged similarly as the SoC device 100 of Fig.

1A, except that the non-volatile memory 104 of the SoC device 100 of Fig. 1B further

includes a read-only memory (ROM) region 120, in addition to the transient region

114 and the persistent region 116 . The ROM region 120 can be used to store

certain information, such as a first stage boot loader 122. In other examples, the

ROM region 120 can also be used to store certain management information for the

SoC device 100.

[0038] The first stage bootloader 122 is the first boot code executed when a

system including the SoC device 100 is started. The first stage bootloader 122 is

used to start a second stage bootloader 124, which performs additional functions

associated with starting the system (resuming the system or booting the system).

The second stage bootloader 124 can be used to invoke further boot code such as

BIOS or UEFI code. The second stage bootloader 124 can also load an operating

system or a bare-metal code. More generally, the first stage bootloader 122 is an

example of a first portion of boot code, and the second stage bootloader 124 is an

example of a second portion of boot code.

[0039] In the example of Fig. 1B, the second stage bootloader 124 and other

code 126 (e.g. BIOS or UEFI code, the operating system, bare-metal code, etc.) are

stored in the persistent region 116 of the SoC device 100. In other examples, the

second stage bootloader 124 and/or BIOS or UEFI code can be stored in the ROM

region 120.

[0040] It is noted that the content of the ROM region 120 can be updated, such

as to update the first stage bootloader 122, the second stage bootloader 124, or

BIOS or UEFI code that is stored in the ROM region 120. The update of the content

of the ROM region 120 is performed by a trusted process executing on the SoC

device 100.

[0041] Fig. 2 is a flow diagram of a process that can be performed by the SoC

device 100 according to some implementations. The SoC device 100 stores (at 202)



machine-executable instructions and metadata in the on-chip non-volatile memory

104. As part of starting a system including the SoC device 100 from a mode in

which power is removed from the system, the SoC device 100 determines (at 204),

based on the metadata 108 (more specifically based on the indicator 110) whether to

resume the system to a prior system state.

[0042] In response to the metadata 108 (more specifically the indicator 110)

indicating that the system is to be resumed to a prior system state, the system is

resumed (at 206) to the prior system state using the system state information

(including the SoC state information 106 and certain data in the transient region 114)

stored in the on-chip non-volatile memory 104.

[0043] Fig. 3A shows an example of a system 300A that includes the SoC device

100 and an external non-volatile memory 302 (which is external of the SoC device

100). Examples of systems can include any or some combination of the following:

desktop computers, notebook computers, tablet computers, server computers, smart

phones, personal digital assistants, mobile phones, communication devices, storage

servers, game appliances, smart sensors, wearable devices, Internet of Things (loT)

devices, home controllers, system controllers, micro-controllers, appliances, and so

forth.

[0044] The external non-volatile memory 302 can store metadata 304, and can

include a transient region 306 and a persistent region 308, which are arranged to

store similar content as the respective transient region 114 and persistent region 116

in the on-chip non-volatile memory 104. The presence of the external non-volatile

memory 302 adds to the capacity available in the on-chip non-volatile memory 104.

The metadata 304 can include information relating to the regions 306 and 308 of the

external non-volatile memory 302.

[0045] In addition to the SoC device 100 and the external non-volatile memory

302, the system 300A can also include other components, including peripheral or I/O

devices 3 10 (e.g. network interface controller, video card controller, display device,

etc.).



[0046] Fig. 3B shows another example system 300B that includes a volatile main

memory 320 in addition to the SoC device 100, the external non-volatile memory

302, and the peripheral devices 310 of Fig. 3A. The volatile main memory 320 is

external of the SoC device 100 and can be implemented using a dynamic random

access memory (DRAM), a static random access memory (SRAM), or any other type

of volatile memory. In examples where the volatile main memory 320 is present, the

transient region 114 and/or 306 of the respective on-chip non-volatile memory 104

and external non-volatile memory 302 would not have to store information that is

stored in the volatile main memory 320.

[0047] Fig. 4A is a flow diagram of a process of starting the system 300A of Fig.

3A, in accordance with some implementations. As part of starting the system 300A

from a mode in which power is removed from the system 300A, the processor 102 of

the SoC device 100 executes (at 402) the first stage bootloader 122 from the ROM

region 120 in the on-chip non-volatile memory 104. Without having to access or

initialize any peripheral devices outside the SoC device 100, the processor 102 can

read (at 404) the metadata 108 (and more specifically the indicator 110) stored in the

on-chip non-volatile memory 104, and determine whether the system 300A is to be

resumed or booted.

[0048] The following assumes that the indicator 110 specifies that the system

300A is to be resumed to a prior system state.

[0049] The first stage bootloader 122 (or other code invoked by the first stage

bootloader 122) can initialize (at 406) specified one or multiple peripheral devices

(e.g. graphics controller, network interface controller, etc.). Initializing a peripheral

device can refer to programming the peripheral device (such as control registers in

the peripheral device) with specified information to place the peripheral device in an

initial state. Initializing the graphics controller, for example, can allow information

associated with the starting of the system 300A to be displayed in a display device.

In other examples, the initialization (at 406) of the peripheral device(s) can be

performed later.



[0050] The first stage bootloader 122 (or other code invoked by the first stage

bootloader 122) restores (at 408) volatile data of the SoC device 100 from the SoC

state information 106 (Fig. 1A or 1B). The volatile data can include data in registers,

caches, and/or other storage elements in the processor 102 and/or SoC device 100.

The content of such registers, caches, and/or other storage elements is lost when

power is removed. The SoC volatile data can be restored from a previous snapshot

(including the SoC state information 106) stored in the on-chip non-volatile memory

104. A snapshot can refer to a copy of data taken at a particular point in time.

[0051 ] A program counter of the processor 102 is pointed (at 4 10) to a resume

function entry point of an operating system or bare-metal code, based on the SoC

state information 106. This entry point is a memory address that may be in the on-

chip non-volatile memory 104 or in the external non-volatile memory 302 depicted in

Fig. 3A. The entry point specifies the starting point of the resume function, which

causes execution of the operating system or bare-metal code from a previous

execution point (prior to the system 300A entering a mode in which power is

removed).

[0052] The system 300A checks for presence of a memory device (or memory

devices) that implement(s) the external non-volatile memory 302, and performs

initialization of such memory device(s) before the program counter points to an entry

in the external non-volatile memory 302. The initialization of the external non-volatile

memory 302 allows access of the content of the external non-volatile memory 302.

[0053] The operating system or bare-metal code can then resume execution (at

4 12). Note that the operating system or bare-metal code may not be aware that it is

being resumed.

[0054] The following describes operations for taking a snapshot of volatile data of

the SoC device 100. Execution of machine-executable instructions of the SoC

device 100 (or of the system that includes the SoC device 100) is suspended, and

the content of volatile storage (such as the content of registers, caches, and other

storage elements) are flushed to corresponding storage locations in the on-chip non-



volatile memory 104 or the external non-volatile memory 302. Snapshots can be

taken at various times, such as after a successful boot, before a graceful device

power-off or turn-off, periodically, and so forth. Different snapshots can include

different states to be resumed. A snapshot can also include data of the transient

region 114 discussed above.

[0055] In some examples, tasks 402, 404, 408, and 410 can be executed with

code and data that is entirely within the SoC device 100. During execution of these

tasks, peripheral devices may not be initialized (assuming task 406 is not performed

until after task 4 10). As a result, should an error occur during performance of tasks

402, 404, 408, and 4 10, a user may not be made aware of the error, and the user

may not be able to use a peripheral device to reset the system. Accordingly, to allow

for user access of the system 300A during tasks 402, 404, 408, and 4 10, a hardware

reset mechanism 3 12 can be provided with the SoC device 100 to allow the user to

reset the system. For example, a jumper, switch, button, or any other user-

activatable hardware control element to provide a signal can be provided, where this

user-activatable hardware control element can be activated by a user to reset the

SoC device 100 in case of an error. Resetting the SoC device 100 can cause a boot

of a system including the SoC device 100, which would cause the SoC state

information 106 and the data in the transient region 114 to be ignored and/or

discarded.

[0056] In the implementations that employ the arrangement of Fig 3B, which

includes the volatile main memory 320, the process of Fig. 4B for starting the system

300B can be performed. Tasks 402 and 404 in Fig. 4B are the same as

corresponding tasks 402 and 404 in Fig. 4A.

[0057] Since the volatile main memory 320 is present, the process of Fig. 4B

initializes (at 506) the volatile main memory 320, and possibly one or multiple

specified peripheral devices. In other examples, initialization of the one or multiple

specified peripheral devices can be performed later.



[0058] Tasks 408 and 4 10 in Fig. 4B are the same as corresponding tasks 408

and 4 10 in Fig. 4A.

[0059] Next, the operating system or bare-metal code is notified (at 512) that the

operating system or bare-metal code should recover a full or partial snapshot of the

content of the volatile main memory 320 from the persistent region 116 of the on-

chip non-volatile memory 104, the persistent region 308 of the external non-volatile

memory 302, or the secondary storage of the system 300B. The metadata 108 or

304 can be used by the operating system or the bare-metal code to locate where the

snapshot of the volatile main memory 320 is located in the on-chip non-volatile

memory 104, the external non-volatile memory 320, or the secondary storage.

[0060] Next, the operating system or bare-metal code can resume execution (at

514), where resuming execution can also include recovering the content of the

volatile main memory 320 using the snapshot in the on-chip non-volatile memory

104, the external non-volatile memory 320, or the secondary storage.

[0061] A full snapshot of the content of the volatile main memory 320 refers to

copying all data used by machine-executable instructions from the volatile main

memory 320 to the on-chip non-volatile memory 104, the external non-volatile

memory 320, or the secondary storage.

[0062] A partial snapshot of the content of the volatile main memory 320 refers to

copying a selected subset of the data in the volatile main memory 320 (such as data

used by the operating system kernel or certain other data) from the volatile main

memory 320 to the on-chip non-volatile memory 104, the external non-volatile

memory 320, or the secondary storage. Recovering from a partial snapshot can be

quicker than recovering from a full snapshot since a smaller amount of data has to

be copied to the volatile main memory 320 during system resume.

[0063] In some implementations, the metadata 108 and 304 in the respective on-

chip non-volatile memory 104 and external non-volatile memory 302 are write

protected to prevent unauthorized modification of the metadata. Enforcement of the



write protection can be performed based on a specified policy using hardware, such

as a processor, a memory controller, or other hardware component. Modification of

the metadata is not allowed unless a condition of the specified policy is satisfied.

[0064] In some implementations, one or multiple regions (e.g. region storing

metadata, persistent region, etc.) of the non-volatile memory 104 or 302 can be

encrypted using keys. Also, trusted management mechanisms can be used for

maintaining or updating metadata, content of the ROM region 120, and performing

encryption and decryption using keys.

[0065] In some implementations, the SoC device 100 can include an electrical

fuse (eFuse) memory, which is a one-time programmable memory that can only be

programmed once. As an example, the eFuse memory can be used to store

information specifying attributes of the on-chip non-volatile memory 104. Examples

of such attributes can include a read-only attribute (to specify whether a region is

read-only) or other attributes. Values stored in the eFuse memory can allow or block

the access by the processor 102 to certain regions of the on-chip non-volatile

memory 104 or external non-volatile memory 302. As an example, the information in

the eFuse memory can allow a write to an example region A of the non-volatile

memory. After the write to region A of the non-volatile memory, a one-time write is

performed to change the eFuse memory to prevent any further writes of region A of

the non-volatile memory.

[0066] In some implementations, to resume the SoC device 100 or the system

that includes the SoC device 100, the execution of certain tasks (such as tasks 402

and 404 in Fig. 4A or 4B) can be omitted. Thus, the resume can start from task 408

in each of Fig. 4A or 4B.

[0067] In implementations that include multiple processors in the SoC device

100, a selected one of the multiple processors in the SoC device 100 can be used to

perform the resume tasks. This can be performed for security reasons. For

example, certain processors in the SoC device 100 may be used for specific tasks as

a hardware guarantee for a safe boot.



[0068] Although the various examples discussed above depict one transient

region and one persistent region in the on-chip non-volatile memory 104, it is noted

that the on-chip non-volatile memory 104 can include multiple transient regions and

multiple persistent regions for respective different operating systems.

[0069] In the foregoing description, numerous details are set forth to provide an

understanding of the subject disclosed herein. However, implementations may be

practiced without some of these details. Other implementations may include

modifications and variations from the details discussed above. It is intended that the

appended claims cover such modifications and variations.



What is claimed is

1. A method comprising:

storing, in an on-chip non-volatile memory of a system-on-a-chip (SoC)

device, instructions and metadata;

as part of starting a system comprising the SoC device from a mode in which

power is removed from the system, determining, by the SoC device based on the

metadata, whether to resume the system to a prior system state; and

in response to the metadata indicating that the system is to be resumed to the

prior system state, resuming the system to the prior system state using system state

information stored in the on-chip non-volatile memory.

2 . The method of claim 1, wherein the on-chip non-volatile memory includes a

plurality of logical regions comprising a persistent region and at least one of a read-

only memory region or a transient region, the method further comprising:

accessing the metadata to locate the plurality of logical regions.

3 . The method of claim 2, wherein the plurality of logical regions further

comprise a secure region, the method further comprising:

performing a secure operation by the SoC device using information in the

secure region.

4 . The method of claim 2, further comprising, as part of the starting:

executing, by the SoC device, a first bootloader from the read-only memory

region; and

executing, by the SoC device, a second bootloader from the persistent region

of the on-chip non-volatile memory, the second bootloader invoked by the first

bootloader.



5 . The method of claim 4, further comprising:

executing, by the SoC device, boot code and an operating system from the

persistent region of the on-chip non-volatile memory.

6 . The method of claim 1, further comprising:

in response to the metadata indicating that the system is to resume from a

clean boot state, a last known good state, or a state corresponding to a restore point,

resuming the system to the clean boot state, the last known good state, or the state

corresponding to a restore point, without removing power from the system.

7 . The method of claim 1, further comprising:

restoring, by the SoC device, volatile data from a snapshot in the on-chip non-

volatile memory, the snapshot including the system state information.

8 . The method of claim 7, further comprising:

creating the snapshot by:

suspending execution of machine-executable instructions;

flush content of volatile storage on the SoC device to the on-chip non-

volatile memory; and

store information relating to hardware devices and machine-executable

instructions in the on-chip non-volatile memory.

9 . The method of claim 1, wherein the SoC device includes a user-activatable

hardware control element, the method further comprising resetting the SoC device in

response to activation of the hardware control element.



10 . A system-on-a-chip (SoC) device, comprising:

a processor; and

a non-volatile memory to store metadata comprising an indicator to indicate

whether a system comprising the SoC device is to be resumed or booted, and

information pertaining to a plurality of regions of the non-volatile memory, the

plurality of regions comprising a transient region and a persistent region,

as part of starting the system from a mode in which power is removed from

the SoC device, the processor to:

determine, based on the indicator, whether to resume the system from

a prior system state;

in response to the indicator specifying that the system is to be resumed

from the prior system state, resume the system to the prior system state using

system state information stored in the on-chip non-volatile memory; and

identifying the transient region and the persistent region of the non-

volatile memory using the information pertaining to the plurality of regions.

11. The SoC device of claim 10, wherein the non-volatile memory further

comprises a read-only memory (ROM) region to store boot code executable by the

processor in response to the starting of the system.

12 . The SoC device of claim 10, wherein the processor is to discard data in the

transient region in response to a boot of the system.

13 . The SoC device of claim 10, wherein the processor is to notify an operating

system or a bare-metal code that content of a volatile main memory is to be restored

from a snapshot in the non-volatile memory or another storage.



14. A system comprising:

peripheral devices; and

a system-on-a-chip (SoC) device comprising:

a processor; and

a non-volatile memory to store metadata comprising an indicator to

indicate whether the system is to be resumed or booted, and information pertaining

to a plurality of regions of the non-volatile memory, the plurality of regions including a

transient region,

as part of starting the system from a mode in which power is removed

from the system, the processor to:

determine, based on the indicator, whether to resume the

system from a prior system state;

in response to the indicator specifying that the system is to be

resumed from the prior system state, resume the system to the prior system state

using system state information stored in the on-chip non-volatile memory; and

initialize the peripheral devices using the system state

information.

15 . The system of claim 14, further comprising a volatile main memory, the

processor to further notify an operating system or bare-metal code to recover content

of the volatile main memory from a snapshot stored in the non-volatile memory or

another storage.
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