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FIG. 4

SELECT SAMPLING RATE Xi (=1, 2, .., n) AND

——> —S410

SAMPLE ACCUMULATED PAYMENT DATA

Y
DETERMINE FEATURE GANDIDATE GROUP
CORRESPONDING TO SAMPLING RATE

~—S420

Y
SELEGT MAGHINE LEARNING ALGORITHM

Yi(=1,2,., M)

—S430

Y
CALCULATE DETECTION RATE —S440

SELEGT SAMPLING RATE AND MACHINE LEARNING

ALGORITHM SHOWING HIGHEST DETECTION RATE [ S47°




U.S. Patent Sep. 19, 2023 Sheet 5 of 6 US 11,763,308 B2
FIG. 5
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1
APPARATUS AND METHOD OF DETECTING
ABNORMAL FINANCIAL TRANSACTION

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the benefit under 35 USC 119(a)
of Korean Patent Application No. 10-2017-0073385 filed on
Jun. 12, 2017 in the Korean Intellectual Property Office, the
entire disclosures of which are incorporated herein by ref-
erence for all purposes.

TECHNICAL FIELD

The present disclosure relates to a method of detecting
abnormal financial transactions and an electronic apparatus
thereof.

BACKGROUND

As channels for providing financial transaction payment
services have diversified, the number of illegal use of
non-face-to-face transactions has increased. Particularly,
financial institutions or electronic financial business opera-
tors have provided financial products and services through a
computing device, and, thus, users can use real-time finan-
cial transactions in an automated manner without face-to-
face contact or communication with employees of the finan-
cial institutions or electronic financial business operators. A
method for detecting and predicting fraud in non-face-to-
face transaction has become increasingly important.

Most of the conventional methods for detecting abnormal
financial transactions use preset rules.

In this regard, Korean Patent No. 10-1675416 (entitled
“System and method for real-time detection of abnormal
financial transaction”) discloses a method for real-time
detection of abnormal electronic financial transaction by
minimizing a transaction delay.

In such a conventional method for detecting abnormal
financial transactions, an abnormal transaction is detected
using abnormal transaction patterns from past transaction
data or statistics of past transaction data. Therefore, this
method shows a high detection rate for the known abnormal
transaction patterns but cannot prepare for new abnormal
transaction patterns.

SUMMARY

In view of the foregoing, the present disclosure provides
a method of detecting abnormal financial transactions with
guaranteed high detection rate for new abnormal transaction
patterns and an electronic apparatus thereof.

However, problems to be solved by the present disclosure
are not limited to the above-described problems. There may
be other problems to be solved by the present disclosure.

According to a first aspect of the present disclosure, an
apparatus includes: a memory in which a program config-
ured to detect abnormal financial transactions is stored; and
a processor configured to execute the program. Upon execu-
tion of the program, the processor performs a data prepro-
cessing operation to acquired payment data, extracts at least
one feature adaptively determined in advance from results of
the preprocessing operation, and uses the extracted feature to
determine whether the payment data correspond to an abnor-
mal transaction through a machine learning algorithm adap-
tively determined in advance. Herein, the at least one feature
is adaptively determined from among multiple items
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included in the payment data on the basis of sampling rates
between abnormal transaction payment data and normal
transaction payment data included in payment data accumu-
lated for a predetermined period of time and particularly on
the basis of a sampling rate showing the highest detection
rate among the multiple sampling rates.

According to a second aspect of the present disclosure, a
method of detecting abnormal financial transactions
includes: acquiring payment data and performing a data
preprocessing operation to the payment data; extracting at
least one feature adaptively determined in advance from
results of the preprocessing operation; and using the
extracted feature to determine whether the payment data
correspond to an abnormal transaction through a machine
learning algorithm adaptively determined in advance.
Herein, the at least one feature is adaptively determined
from among multiple items included in the payment data on
the basis of sampling rates between abnormal transaction
payment data and normal transaction payment data included
in payment data accumulated for a predetermined period of
time and particularly on the basis of a sampling rate showing
the highest detection rate among the multiple sampling rates.

According to a third aspect of the present disclosure, a
computer-readable storage medium stores a program con-
figured to perform the method according to the second
aspect on a computer.

According to the present disclosure, rea-time payment
information is analyzed using adaptively determined fea-
tures and a machine learning algorithm based on unsuper-
vised learning with the features. Thus, it is possible to detect
abnormal transactions according to new abnormal transac-
tion patterns as well as abnormal transactions according to
past abnormal transaction patterns.

BRIEF DESCRIPTION OF THE DRAWINGS

In the detailed description that follows, embodiments are
described as illustrations only since various changes and
modifications will become apparent to those skilled in the art
from the following detailed description. The use of the same
reference numbers in different figures indicates similar or
identical items.

FIG. 1 is a block diagram of an abnormal financial
transaction detection apparatus in accordance with various
embodiments described herein.

FIG. 2 is a flowchart illustrating a process of detecting an
abnormal transaction in accordance with various embodi-
ments described herein.

FIG. 3 illustrates a result of a preprocessing operation
performed to payment data in accordance with various
embodiments described herein.

FIG. 4 is a flowchart illustrating a method of adaptively
determining at least one feature and a machine learning
algorithm in detail in accordance with various embodiments
described herein.

FIG. 5 is an example diagram illustrating a confusion
matrix based on an F-measure method in accordance with
various embodiments described herein.

FIG. 6 is a block diagram of an abnormal financial
transaction detection apparatus provided to explain a process
of detecting an abnormal transaction in accordance with
various embodiments described herein.

DETAILED DESCRIPTION

Hereinafter, embodiments of the present disclosure will
be described in detail with reference to the accompanying
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drawings so that the present disclosure may be readily
implemented by those skilled in the art. However, it is to be
noted that the present disclosure is not limited to the
embodiments but can be embodied in various other ways. In
drawings, parts irrelevant to the description are omitted for
the simplicity of explanation, and like reference numerals
denote like parts through the whole document.

Through the whole document, the term “connected to” or
“coupled to” that is used to designate a connection or
coupling of one element to another element includes both a
case that an element is “directly connected or coupled to”
another element and a case that an element is “electronically
connected or coupled to” another element via still another
element. Further, it is to be understood that the term “com-
prises or includes” and/or “comprising or including” used in
the document means that one or more other components,
steps, operation and/or existence or addition of elements are
not excluded in addition to the described components, steps,
operation and/or elements unless context dictates otherwise.

FIG. 1 is a block diagram of an abnormal financial
transaction detection apparatus 100 in accordance with an
embodiment of the present disclosure. Herein, the abnormal
financial transaction detection apparatus 100 is an electronic
apparatus and may include various computing devices (e.g.,
a mobile phone, a smart phone, a tablet PC, a PDA (personal
digital assistance), and the like). Hereinafter, for conve-
nience in explanation, the abnormal financial transaction
detection apparatus 100 will be referred to as “electronic
apparatus 100”.

The electronic apparatus 100 includes components for
determining presence or absence of an abnormal transaction
(or illegal transaction) by communicating with a payment
system (e.g., a server provided by a value-added network
(VAN) or payment gateway (PG) operator) and a financial
system (e.g., a server managed by a credit card company or
bank). Herein, an abnormal transaction may refer to “a
payment made by another person” not intended by a user of
the electronic apparatus 100.

As illustrated in FIG. 1, the electronic apparatus 100
includes a memory 110, a communication unit 120, and a
processor 130.

The memory 110 stores various programs for controlling
the electronic apparatus 100. For example, the memory 110
stores an abnormal payment detection program.

Herein, the memory 110 may collectively refer to a
non-volatile storage device that retains information stored
therein even when power is not supplied and a volatile
storage device that requires power to retain information
stored therein. For example, the memory 110 collectively
refers to a volatile storage device and a non-volatile storage
device that retains information stored therein even when
power is not supplied. For example, the memory 110 may
include NAND flash memories such as a compact flash (CF)
card, a secure digital (SD) card, a memory stick, a solid-state
drive (SSD), and a micro SD card, and magnetic computer
storage devices such as a hard disk drive (HDD).

The communication unit 120 includes at least one com-
ponent for communication with the payment system and the
financial system. For example, the communication unit 120
may include a component capable of performing at least one
of Bluetooth, Bluetooth Low Energy (BLE), infrared Data
Association (IrDA), and Zigbee communications. Other-
wise, the communication unit 120 may transmit and receive
a wireless signal through a mobile communication network
or broadcasting communication network and transmit and
receive a signal through a wired communication network.
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The processor 130 controls overall operations of the
electronic apparatus 100. To this end, the processor 130 may
include at least one of a Random Access Memory (RAM),
a Read-Only Memory (ROM), a CPU, a Graphic Processing
Unit (GPU), and a bus.

Further, the processor 130 executes the abnormal payment
detection program stored in the memory 110 to perform a
process of detecting an abnormal payment.

Hereinafter, a process of detecting an abnormal transac-
tion by the processor 130 will be described in detail with
reference to FIG. 2.

Referring to FIG. 2, the processor 130 acquires payment
data (S200).

Herein, the payment data may be information about
payment which is provided from an external server (e.g., the
payment system, the financial system, etc.). The payment
data may include multiple items such as payment identifi-
cation information, payment means information, payment
time information, payment amount information, user infor-
mation, service identification information, and the like.

Then, the processor 130 performs a preprocessing opera-
tion to the acquired payment data (S210).

Each item included in the payment data may be config-
ured as a different format such as a combination of infor-
mation, a pre-arranged code, or the like and may include
texts, numbers, or combinations thereof. In this case, the
processor 130 may perform at least one of normalization,
quantification, de-duplication, and correlation analysis of
values of the respective items in the payment data as
preprocessing to maximize the efficiency of an operation.

For example, referring to FIG. 3, the processor 130 may
perform normalization to payment time information (AP-
PR_DT, APPR_TM) and payment amount information
(PRDT_PRICE) 310 and 330, and quantification to telecom-
munication company information (COMM_ID), service
identification information (SVD_ID), and user email exis-
tence information (EMAILFLA) 320, 340, and 350.

Then, the processor 130 extracts an adaptively determined
feature (S220).

In this case, the processor 130 may extract some items
from the preprocessed payment data as features.

The extracted features are determined from among the
multiple items included in the payment data and determined
on the basis of sampling rates between abnormal transaction
payment data and normal transaction payment data included
in payment data accumulated for a predetermined period of
time (e.g., 24 hours, 72 hours, 1 week, etc.). Further, the
extracted features are adaptively determined on the basis of
a sampling rate showing the highest detection rate among
the sampling rates between the abnormal transaction pay-
ment data and the normal transaction payment data included
in the accumulated payment data. Furthermore, in order to
minimize a transaction delay caused by detection of an
abnormal transaction, these features may be determined
before payment data are acquired.

Then, the processor 130 may determine whether the
payment data correspond to an abnormal financial transac-
tion through an adaptively determined machine learning
algorithm (S230).

Herein, the machine learning algorithm may be previ-
ously learned using the extracted features and based on
unsupervised learning.

The processor 130 inputs the features extracted from the
payment data into the machine learning algorithm and then
acquires a result output accordingly. This result may indicate
a normal class (NC) or an abnormal class (AC). Therefore,
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the processor 130 may check whether the payment data
correspond to an abnormal financial transaction on the basis
of the result.

Meanwhile, the processor 130 may select one machine
learning algorithm showing the highest detection rate for the
accumulated payment data from among multiple machine
learning algorithms and thus adaptively determine a
machine learning algorithm. The machine learning algo-
rithm showing the highest detection rate for the accumulated
payment data may be determined before real-time payment
data are acquired.

Hereinafter, a method of adaptively determining at least
one feature and a machine learning algorithm by the pro-
cessor 130 before payment data are acquired will be
described in detail with reference to FIG. 4.

Referring to FIG. 4, the processor 130 selects any one
sampling rate Xi (i=1, 2, . . ., n) from among N number of
sampling rates and samples the accumulated payment data
with the selected sampling rate (S410).

For example, the processor 130 may set multiple sam-
pling rates between abnormal transaction payment data and
normal transaction payment data, such as 1:99, 5:95, 90:10,
80:20, 50:50, and the like, and may select one of N number
of' sampling rates. Then, the processor 130 may undersample
or oversample the abnormal transaction payment data and
the normal transaction payment data in the accumulated
payment data with the selected sampling rate.

Undersampling or oversampling is performed to solve an
imbalance between normal transaction payment data and
abnormal transaction payment data and may reduce the
number of payment data while minimizing the loss of
information or increase data without the distortion of results.
For example, the undersampling may include Easy-
Ensenmble, BalanceCascade, OSS (one sided selection), and
the like, and the oversampling may include SMOTE (Syn-
thetic Minority Oversampling Technique), BSM (borderline
SMOTE), ADA SYN (Adaptive Synthetic Sampling), and
the like, but may not be limited thereto.

Accordingly, an imbalance between the abnormal trans-
action payment data and the normal transaction payment
data can be solved. Further, the present method can be
applied to the case where the amount of accumulated
payment data is small or large.

Meanwhile, the processor 130 may determine the amount
of sampling data on the basis of computing performance of
the electronic apparatus 100. For example, the processor 130
may evaluate performance of the electronic apparatus 100
on the basis of predetermined reference performance and
then undersamples all the normal transaction payment data
and the abnormal transaction payment data with the sam-
pling rate according to a result of the evaluation.

Then, the processor 130 may determine a feature candi-
date group corresponding to the sampling rate (S420).

Herein, the feature candidate group is composed of at
least one feature determined corresponding to a specific
sampling rate. Further, the processor 130 may determine a
feature candidate group including at least one feature by
applying a ranking algorithm, a filtering algorithm, or the
like to the sampled accumulated payment data.

For example, the processor 130 may perform filtering and
ranking to values of the respective items in the sampled
accumulated payment data according to a preset frequency
and may classify at least one high-ranking item as a feature
candidate group. In this case, the processor 130 may assign
a predetermined weight and then perform ranking.

Then, the processor 130 selects one machine learning
algorithm Yj (=1, 2, . . . , m) from among M number of
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machine learning algorithm candidates (S430) and calcu-
lates a detection rate from a result of the selected machine
learning algorithm (S440).

To this end, the processor 130 learns the selected machine
learning algorithm with the feature candidate group. The
machine learning algorithm is configured including a clas-
sifier that classifies input values into a normal transaction or
an abnormal transaction. For example, the machine learning
algorithm may be based on an unsupervised learning method
such as K-means, DBSCAN, Density Estimation, Expecta-
tion Maximization, FarthestFirst, and the like. The unsuper-
vised learning method enables learning of massive data and
facilitates processing of unlearned new patterns. Therefore,
it is possible to prepare for new abnormal transaction
patterns by learning a machine learning algorithm based on
unsupervised learning.

A result output through the machine learning algorithm
may be a normal class NC which means a normal transaction
or an abnormal class (AC) that means an abnormal trans-
action. The processor 130 may calculate a detection rate
from this result on the basis of an F-measure method.

FIG. 5 is an example diagram illustrating a confusion
matrix based on F-measure in accordance with an embodi-
ment of the present disclosure.

A confusion matrix contains results of combinations
between whether or not an actual value of accumulated
payment data matches with a result of a machine learning
algorithm (true or false) and whether the corresponding
value indicates an abnormal transaction or a normal trans-
action (negative/positive) and shows TN (true negative), TF
(true false), FN (false negative), and FP (false positive).

The processor 130 may calculate precision and recall
using the confusion matrix and then calculate a detection
rate from them. Herein, the precision (P value) may be
calculated as {TP/(TP+FP)} and the recall (R value) may be
calculated as {{TP/(TP+FN)}. Further, the detection rate
may be calculated as {2X((R value)X(P value))/(R
value)+(P value))}. For reference, a detection rate close to 1
indicates that abnormal transactions have been detected
well. Further, the calculated detection rate may be stored in
the memory 110.

Referring to FIG. 4 again, the processor 130 checks
whether a detection rate is calculated for each of the M
number of machine learning algorithm candidates (S450).

If a detection rate is calculated for each of the M number
of machine learning algorithm candidates, the processor 130
checks whether a detection rate is calculated for each of the
N number of sampling rates (S460).

That is, the processor 130 may calculate NXM number of
detection rates from the M number of machine learning
algorithm candidates learned using N number of feature
candidate groups.

Then, the processor 130 selects a sampling rate and a
machine learning algorithm each showing the highest detec-
tion rate (S470).

In this case, the processor 130 may seclect a feature
candidate group corresponding to the sampling rate that
shows the highest detection rate.

As such, the processor 130 can adaptively determine
features having the highest abnormal transaction detection
performance using a detection rate calculated by applying
various sampling rates to payment data for a predetermined
period of time. Further, the processor can adaptively deter-
mine a machine learning algorithm having the highest
abnormal transaction detection performance with respect to
the features.
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Then, the processor 130 can determine whether payment
data acquired in real time corresponds to an abnormal
transaction using the adaptively determined features and
machine learning algorithm.

Accordingly, the electronic apparatus 100 can guarantee a
high detection rate for payment data and thus provide a use
environment in which an abnormal transaction can be inter-
cepted as soon as possible. Further, when the payment data
are determined as an abnormal transaction, the electronic
apparatus 100 can provide information about the abnormal
transaction to an external server. Herein, the external server
may be a financial system or payment system which can
intercept abnormal transactions. For example, the processor
130 may transmit an abnormal transaction notification mes-
sage containing payment identification information of the
payment data to the external server through the communi-
cation unit 120. Thus, the external server may intercept the
transaction or reconfirm whether or not a user of the elec-
tronic apparatus 100 proceeds with the transaction.

FIG. 6 is a block diagram of an abnormal financial
transaction detection apparatus provided to explain a process
of detecting an abnormal transaction in accordance with
another embodiment of the present disclosure.

Referring to FIG. 6, an electronic apparatus (i.e., abnor-
mal financial transaction detection apparatus) 100a accord-
ing to another embodiment of the present disclosure repeat-
edly provides at least one feature and machine learning
algorithm which are adaptively determined to a mobile
apparatus 200 that receives real-time payment data. There-
fore, it is possible to detect whether or not the real-time
payment data received by the mobile apparatus 200 corre-
spond to an abnormal transaction.

Specifically, if the mobile apparatus 200 acquires pay-
ment data in real time, the mobile apparatus 200 extracts a
preset feature (i.e., at least one feature adaptively determined
by the electronic apparatus 100a) from the payment data and
inputs the extracted feature into a preset machine learning
algorithm (i.e., machine learning algorithm adaptively deter-
mined by the electronic apparatus 100a). Then, the mobile
apparatus 200 detects whether the payment data correspond
to an abnormal transaction on the basis of a result output
through the machine learning algorithm.

The components of the electronic apparatus 100q illus-
trated in FIG. 6 correspond to the respective components of
the electronic apparatus 100 illustrated in FIG. 1. An opera-
tion of adaptively determining at least one feature and
machine learning algorithm by the electronic apparatus 100a
has been described above with reference to FIG. 4. There-
fore, a detailed explanation thereof will not be given.

Meanwhile, the electronic apparatus 100¢ may be
included in a payment system or a financial system. In this
case, the electronic apparatus 100a may periodically deter-
mine at least one feature and machine learning algorithm
and provide the determined at least one feature and machine
learning algorithm to at least one mobile apparatus 200 that
communicates with the system.

Further, the electronic apparatus 100a may adaptively
determine at least one feature and machine learning algo-
rithm suitable for each mobile apparatus using payment data
for each mobile apparatus that communicates with the
system.

The above-described method of detecting abnormal finan-
cial transactions according to an embodiment of the present
disclosure can be embodied in a storage medium including
instruction codes executable by a computer such as a pro-
gram module executed by the computer. A computer-read-
able medium can be any usable medium which can be
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accessed by the computer and includes all volatile/non-
volatile and removable/non-removable media. Further, the
computer-readable medium may include all computer stor-
age. The computer storage medium includes all volatile/non-
volatile and removable/non-removable media embodied by
a certain method or technology for storing information such
as computer-readable instruction code, a data structure, a
program module or other data.

The method and system of the present disclosure have
been explained in relation to a specific embodiment, but
their components or a part or all of their operations can be
embodied by using a computer system having general-
purpose hardware architecture.

The above description of the present disclosure is pro-
vided for the purpose of illustration, and it would be
understood by a person with ordinary skill in the art that
various changes and modifications may be made without
changing technical conception and essential features of the
present disclosure. Thus, it is clear that the above-described
embodiments are illustrative in all aspects and do not limit
the present disclosure. For example, each component
described to be of a single type can be implemented in a
distributed manner. Likewise, components described to be
distributed can be implemented in a combined manner.

The scope of the present disclosure is defined by the
following claims rather than by the detailed description of
the embodiment. It shall be understood that all modifications
and embodiments conceived from the meaning and scope of
the claims and their equivalents are included in the scope of
the present disclosure.

We claim:
1. An abnormal financial transaction detection apparatus,
comprising:
a memory storing a program; and
a processor configured to execute the program, causing
the processor to perform operations comprising:
acquiring payment data in real time;
performing a data preprocessing operation on the acquired
payment data, the data preprocessing operation com-
prising at least one of normalization, quantification, and
de-duplication of each item included in the acquired
payment data;
extracting multiple items from the preprocessed payment
data as features, and extracting at least one feature
adaptively determined in advance from among the
extracted multiple items included in the preprocessed
payment data based on:
sampling rates between abnormal transaction payment
data and normal transaction payment data included
in payment data accumulated for a preset period of
time, wherein the processor is configured to deter-
mine an amount of sampling data to be under-
sampled or over-sampled based on computing per-
formance of the abnormal financial transaction
detection apparatus; and
a sampling rate showing a highest detection rate among
the sampling rates between the abnormal transaction
payment data and the normal transaction payment
data included in the accumulated payment data; and
determining whether the acquired payment data corre-
spond to an abnormal transaction by applying the at
least one extracted feature to a machine learning algo-
rithm adaptively determined in advance,
wherein the extracted multiple items included in the
preprocessed payment data comprise more than one



US 11,763,308 B2

9

information about payment identification, payment
means, payment time, payment amount, user and ser-
vice identification.

2. The abnormal financial transaction detection apparatus
of claim 1,

wherein the processor is configured to select the machine

learning algorithm showing the highest detection rate
for the accumulated payment data from among multiple
machine learning algorithms to adaptively determine
the machine learning algorithm, and

wherein the machine learning algorithm is based on an

unsupervised learning method.

3. The abnormal financial transaction detection apparatus
of claim 1, wherein the processor is configured to:

sample the accumulated payment data with each of the

sampling rates; and

apply a filtering algorithm and a ranking algorithm to the

sampled accumulated payment data to determine mul-
tiple feature candidate groups including at least one
feature, and

wherein the processor is configured to determine a feature

candidate group corresponding to the sampling rate
showing the highest detection rate among the sampling
rates from among the multiple feature candidate
groups.

4. The abnormal financial transaction detection apparatus
of claim 3, wherein the processor is configured to select the
machine learning algorithm showing the highest detection
rate for the accumulated payment data from among multiple
machine learning algorithms learned using the multiple
feature candidate groups, respectively, as the machine learn-
ing algorithm adaptively determined in advance.

5. The abnormal financial transaction detection apparatus
of claim 1, further comprising:

a communication unit,

wherein the processor is configured to communicate with

a server that intercepts the abnormal transaction
through the communication unit.

6. A processor-implemented method of detecting abnor-
mal financial transactions by an abnormal financial transac-
tion detection apparatus comprising a memory storing a
program, and the processor configured to execute the pro-
gram to detect abnormal financial transactions, the method
comprising:

acquiring, by the processor, payment data in real time;

performing, by the processor, a data preprocessing opera-

tion on the acquired payment data, the data preprocess-
ing operation comprising at least one of normalization,
quantification, and de-duplication of each item
included in the acquired payment data;

extracting, by the processor, multiple items from the

preprocessed payment data as features, and extracting

at least one feature adaptively determined in advance

from among the extracted multiple items included in

the preprocessed payment data based on:

sampling rates between abnormal transaction payment
data and normal transaction payment data included
in payment data accumulated for a preset period of
time, wherein the processor is configured to deter-
mine an amount of sampling data to be under-
sampled or over-sampled based on computing per-
formance of the abnormal financial transaction
detection apparatus; and

a sampling rate showing a highest detection rate among
the sampling rates between the abnormal transaction
payment data and the normal transaction payment
data included in the accumulated payment data;
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determining, by the processor, whether the acquired pay-
ment data correspond to an abnormal transaction by
applying the at least one extracted feature to a machine
learning algorithm adaptively determined in advance,

wherein the extracted multiple items included in the
preprocessed payment data comprise more than one
information about payment identification, payment
means, payment time, payment amount, user and ser-
vice identification.

7. The processor-implemented method of detecting abnor-
mal financial transactions of claim 6, further comprising:

before the extracting of the at least one feature, adaptively

determining, by the processor, the at least one feature,
wherein the adaptively determining of the at least one
feature includes:
sampling, by the processor, the accumulated payment data
with each of the sampling rates and applying a filtering
algorithm and a ranking algorithm to the sampled
accumulated payment data to determine multiple fea-
ture candidate groups including at least one feature; and

determining, by the processor, a feature candidate group
corresponding to the sampling rate showing the highest
detection rate among the sampling rates from among
the multiple feature candidate groups.

8. The processor-implemented method of detecting abnor-
mal financial transactions of claim 7, further comprising:

before the determining of whether the acquired payment

data correspond to the abnormal transaction by apply-
ing the machine learning algorithm, adaptively deter-
mining the machine learning algorithm,

wherein the adaptively determining of the machine learn-

ing algorithm includes:

selecting the machine learning algorithm showing the

highest detection rate for the accumulated payment data
from among multiple machine learning algorithms
learned using the multiple feature candidate groups,
respectively, as the machine learning algorithm adap-
tively determined in advance.

9. The processor-implemented method of detecting abnor-
mal financial transactions of claim 7, further comprising:

after the determining of whether the acquired payment

data correspond to the abnormal transaction, when the
acquired payment data are determined as the abnormal
transaction, providing, by the processor, information
about the abnormal transaction to an external server
that intercepts the abnormal transaction.

10. The processor-implemented method of detecting
abnormal financial transactions of claim 6, wherein the
machine learning algorithm is based on an unsupervised
learning method.

11. A non-transitory computer-readable storage medium
storing a program that causes a processor configured to
execute the program, causing the processor to perform
operations comprising:

acquiring, by the processor, payment data in real time;

performing, by the processor, a data preprocessing opera-

tion on the acquired payment data, the data preprocess-
ing operation comprising at least one of normalization,
quantification, and de-duplication of each item
included in the acquired payment data;

extracting, by the processor, multiple items from the

preprocessed payment data as features, and extracting

at least one feature adaptively determined in advance

from among the extracted multiple items included in

the preprocessed payment data based on:

sampling rates between abnormal transaction payment
data and normal transaction payment data included
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in payment data accumulated for a preset period of
time, wherein the processor is configured to deter-
mine an amount of sampling data to be under-
sampled or over-sampled based on computing per-
formance of the abnormal financial transaction
detection apparatus; and
a sampling rate showing a highest detection rate among
the sampling rates between the abnormal transaction
payment data and the normal transaction payment
data included in the accumulated payment data;
determining, by the processor, whether the acquired pay-
ment data correspond to an abnormal transaction by
applying the at least one extracted feature to a machine
learning algorithm adaptively determined in advance,
wherein the extracted multiple items included in the
preprocessed payment data comprise more than one
information about payment identification, payment
means, payment time, payment amount, user and ser-
vice identification.
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