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SECURE SOFTWARE AUTHENTCATOR 
DATA TRANSFER BETWEEN PROCESSING 

DEVICES 

FIELD 

The field relates generally to cryptography, and more par 
ticularly to Software authenticators implemented in process 
ing devices. 

BACKGROUND 

One-time passcode (OTP) authentication tokens may be 
implemented in hardware and software. Hardware authenti 
cation tokens are typically implemented as Small, hand-held 
devices that display a series of passcodes over time. A user 
equipped with Such an authentication token reads the cur 
rently displayed passcode and enters it into a computer or 
other element of an authentication system as part of an 
authentication operation. This type of dynamic passcode 
arrangement offers a significant Security improvement over 
authentication based on a static password. Software authen 
tication tokens, or Software authenticators, can be imple 
mented in the form of Software installed on a processing 
device Such as a computer, mobile phone, tablet, etc. 

Conventional authentication tokens include both time-syn 
chronous and event-synchronous tokens. 

In a typical time-synchronous token, the displayed pass 
codes are based on a secret value and the time of day. A 
verifier with access to the secret value and a time of day clock 
can verify that a given presented passcode is valid. 
One particular example of a time-synchronous authentica 

tion token is the RSA SecurDR user authentication token, 
commercially available from RSA, The Security Division of 
EMC Corporation, of Bedford, Mass., U.S.A. 

Event-synchronous tokens generate passcodes in response 
to a designated event. Such as a user pressing a button on the 
token. Each time the button is pressed, a new passcode is 
generated based on a secret value and an event counter. A 
verifier with access to the secret value and the current event 
count can verify that a given presented passcode is valid. 

Other known types of authentication tokens include hybrid 
time-synchronous and event-synchronous tokens. 

Passcodes can be communicated directly from the authen 
tication token to a computer or other element of an authenti 
cation system, instead of being displayed to the user. For 
example, a wired connection Such as a universal serial bus 
(USB) interface may be used for this purpose. Wireless 
authentication tokens are also known. In authentication 
tokens of this type, the passcodes are wirelessly communi 
cated to a computer or other element of an authentication 
system. These wired or wireless arrangements, also referred 
to herein as connected tokens, save the user the trouble of 
reading the passcode from the display and manually entering 
it into the computer. 

Hardware and software authentication tokens and other 
types of OTP devices are typically programmed with a ran 
dom seed or other type of key that is also stored in a token 
record file. The record file is loaded into an authentication 
server, such that the server can create matching passcodes for 
the authentication token based on the key and the current time 
Or Current event COunt. 

SUMMARY 

Illustrative embodiments of the present invention provide 
techniques for secure transfer of Software authenticator data 
between processing devices. 
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2 
In one embodiment, a method comprises establishing a 

network connection between the first processing device and 
the second processing device for transfer of data associated 
with a software authenticator from the first processing device 
to the second processing device, encrypting the Software 
authenticator data with encryption that is separate from 
encryption used for the network connection and transferring 
the encrypted software authenticator data from the first pro 
cessing device to the second processing device. 

In another embodiment, a method comprises establishing a 
network connection between a first processing device and a 
second processing device for transfer of data associated with 
a software authenticator from the first processing device to 
the second processing device, receiving encrypted data from 
the first processing device, wherein the encrypted data has 
encryption that is separate from encryption used for the net 
work connection, decrypting the encrypted data to obtain data 
associated with a software authenticator and importing the 
Software authenticator data into a software authenticator 
stored in a memory of the second processing device. 

These and other features and advantages of embodiments 
of the present invention will become more readily apparent 
from the accompanying drawings and the following detailed 
description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a simplified block diagram of an exemplary com 
munication system in which embodiments of the present 
invention may be implemented. 

FIG. 2 illustrates a methodology for transfer of software 
authenticator data, according to an embodiment of the inven 
tion. 

FIG. 3 illustrates a methodology for importing software 
authenticator data, according to an embodiment of the inven 
tion. 

FIG. 4 illustrates an example of software authenticator 
transfer, according to an embodiment of the invention. 

DETAILED DESCRIPTION 

Illustrative embodiments of the present invention will be 
described herein with reference to exemplary communication 
systems and associated processing devices, networks, serv 
ers, etc. It is to be appreciated, however, that the invention is 
not restricted to use with the particular illustrative system and 
device configurations shown. Accordingly, the term "commu 
nication system as used herein is intended to be broadly 
construed, so as to encompass, for example, systems in which 
multiple processing devices communicate with one another 
over a network. 
The term “passcode” as used herein is intended to include 

authentication information Such as OTPs, or more generally 
any other information that may be utilized for cryptographic 
authentication purposes. Although the illustrative embodi 
ments will be described below primarily in the context of 
OTPs, it is to be appreciated that the invention is more broadly 
applicable to any other type of passcode. 
As will be described, the present invention in one or more 

illustrative embodiments provides techniques for facilitating 
secure transfer of software authenticators between processing 
devices. 

Today, users often replace processing devices such as 
mobile phones, tablets, laptops, etc. frequently. New devices 
are released every few months, and some users will upgrade 
their devices to remain at the cutting edge. In addition, typical 
Subscription plans for mobile phones are 2-year plans, where 
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users are eligible for a free or discounted upgrade at or around 
the end of the 2-year plan. Thus, even users who do not 
upgrade devices every few months or every year will typically 
upgrade devices such as mobile phones every two years. 
Thus, many users will end up replacing devices before soft 
ware authenticators expire. For example, the RSA SecurlDR) 
authenticator typically has a lifetime of 10 years. 

Software authenticators may employ mechanisms which 
ensure that a given user's authenticator is installed and run 
ning on the device it is intended for. For example, a user may 
register their mobile phone for use with a particular software 
authenticator. To prevent security breaches, Software authen 
ticators such as the RSA SecurDR) authenticator will ensure 
that the authenticator is installed on the correct registered 
device. 

In conventional devices, transfer of a Software authentica 
tor to a new device is complicated and may be vulnerable to 
attack. OTP generation in software authenticators typically 
requires an application which includes a seed, a serial num 
ber, a display interval, display digits, and other meta-data. 
Software authenticators can be distributed to end-users by an 
authenticator management server administrator using one of 
a number of methods. In one method, the software authenti 
cator is distributed using a certificate file such as the SDTID 
file used for RSA SecurDR Software Authenticators. In 
other methods, the software authenticator may be distributed 
using a Compressed Token Format (CTF) string or dynamic 
seed provisioning. An example of dynamic seed provisioning 
is the Cryptographic Token Key Initialization Protocol (CT 
KIP). 

To transfera Software authenticator, a user must contact an 
information technology (IT) help desk, authenticator man 
agement server administrator or some other entity associated 
with the software authenticator to re-issue the software 
authenticator to a new device or to issue a new authenticator 
for the new device. By way of example, a user wishing to 
transfer a software authenticator may be forced to perform a 
number of tasks. A user may request a transfer by placing a 
support call to an IT help desk. The user may then be required 
to install a Software authenticator application on the new 
device and email a device binding identification to the IT help 
desk. The authenticator or authenticator data can be bound to 
the device identification and e-mailed or otherwise sent to the 
end-user. The e-mail or other communication may embody 
the authenticator or contain links which initiate dynamic seed 
provisioning for the authenticator. The end-user follows the 
instructions in the e-mail or other communication to import 
and provision or re-provision the Software authenticator. 

Such techniques for transferring and re-provisioning soft 
ware authenticators can have significant drawbacks. For 
example, the IT help desk or other Support resource may have 
limited hours, or have significant wait times. Thus, a user may 
be inconvenienced when attempting to transfer and re-provi 
sion a Software authenticator. Such techniques may also 
require significant costs for the Software authenticator issuer. 
In addition, such techniques may expose sensitive and secure 
data to attack. For example, if provisioning of authenticators 
is done via e-mail, the e-mail may contain all of the data 
pertaining to a user's authenticator. Thus, if a user's e-mail 
account becomes compromised, the Software authenticator 
may also be compromised. A user may also forward the 
e-mail to others, running the risk of releasing data which 
should not be exposed to third parties. 

Accordingly, embodiments of the invention provide tech 
niques which give end-users a self-service option for trans 
ferring software authenticators that is more convenient, less 
expensive and simpler than conventional transfer and re-pro 
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4 
visioning techniques. Embodiments of the invention provide 
methods for end-users to directly transfer authenticator data 
in a secure manner from one device to another wirelessly. 

While embodiments of the invention described below may 
refer to a software authenticator which comprises a time 
synchronous token such as the RSA SecuriDR) token, it is 
important to note that embodiments of the invention are not 
limited solely to use with time-synchronous tokens. Instead, 
embodiments of invention may be utilized with event-syn 
chronous authentication tokens, challenge-response tokens, 
hash-chain tokens, or hybrid tokens that incorporate multiple 
Such capabilities. Such as hybrid time-synchronous and 
event-synchronous tokens. A given software authentication 
token may be a connected token or a disconnected token, or 
one capable of operating in both connected and disconnected 
modes. 

In addition, while various embodiments are described 
below with respect to transfer of a single software authenti 
cator, embodiments of the invention may be utilized to trans 
fer multiple software authenticators, either serially or in par 
allel with one another. 

FIG. 1 shows a communication system 100 comprising a 
source mobile device 102 and a target mobile device 104 
connected via a network 106. While FIG. 1 shows source and 
target mobile devices 102 and 104, respectively, embodi 
ments of the invention are not limited solely to use with 
mobile devices. Instead, embodiments of the invention may 
be used more generally with processing devices, which 
include mobile devices such as cell phones, tablets, laptops, 
personal digital assistants (PDAs), etc. as well as other com 
puting and communication devices. 
The source mobile device 102 comprises network interface 

circuitry 120, a processor 122, a memory 124 and a crypto 
graphic module 126 comprising an authenticator data encryp 
tion module 128. The target mobile device 104 comprises 
network interface circuitry 140, a processor 142, a memory 
144 and a cryptographic module 146 comprising an authen 
ticator data decryption module 148. 
The processors 122 and 142 may comprise microproces 

sors, microcontrollers, application-specific integrated cir 
cuits (ASICs), field-programmable gate arrays (FPGAs) or 
other types of processing circuitry, as well as portions or 
combinations of such circuitry elements. 

Each of the memories 124 and 144 may comprise random 
access memory (RAM), read-only memory (ROM), a hard 
disk drive (HDD), flash memory or other types of memory, in 
any combination. The memories 124 and 144 may be viewed 
as examples of what are more generally referred to herein as 
“computer program products' storing executable program 
code. 
The network interface circuitries 120 and 140 allow the 

source mobile device 102 and the target mobile device 104, 
respectively, to communicate over the network 106 with one 
another and with other devices, servers, etc. not shown in FIG. 
1. 
The source mobile device 102 implements a cryptographic 

module 126 comprising an authenticator data encryption 
module 128. As will be described in further detail below, the 
cryptographic module 126 may embody a software authenti 
cator application, token or software authenticator instance. 
The authenticator data encryption module 128 allows for 
encrypting authenticator data required to transfer and re 
provision a software authenticator. 
The target mobile device 104 implements a cryptographic 

module 146 comprising an authenticator data decryption 
module 148. As will be described in further detail below, the 
cryptographic module 146 may embody a software authenti 



US 9,270,649 B1 
5 

cator application, token or Software authenticator instance. 
The authenticator data decryption module 148 allows for 
decrypting authenticator data received in a Software authen 
ticator transfer used for re-provisioning the Software authen 
ticator. 

While FIG. 1 shows source mobile device 102 and target 
mobile device 104 with authenticator data encryption module 
128 and authenticator data decryption module 148, respec 
tively, it is important to note that in Some embodiments a 
given device may contain both an authenticator data encryp 
tion module and an authenticator data decryption module. For 
example, a given device may act as a source of a Software 
authenticator in one instance and a target in another instance. 
Thus, the designation of a device as a Source or target device 
in FIG. 1 and throughout this description is for clarity of 
illustration. Such designations should not be construed as 
limiting a particular device as being solely a source or solely 
a target device. 
The source mobile device 102 and the target mobile device 

104 may include additional components not specifically illus 
trated in FIG. 1 which are of a type commonly used in pro 
cessing devices, as will be appreciated by those skilled in the 
art. 

For security reasons, the network 106 may be a short range 
or private network type. For example, many processing 
devices including cellular phones come equipped with Blue 
tooth network interface circuitry. As another example, near 
field communication (NFC) network interface circuitry is 
equipped in many newer processing devices such as cellular 
phones. The network 106, however, may be another network 
type such as a WiFi or WiMAX network, a cellular network, 
a telephone or cable network, a local area network (LAN), a 
wide area network (WAN) a global computer network such as 
the Internet, or various portions or combinations of these and 
other types of networks. 

It is to be appreciated that the particular set of elements 
shown in FIG. 1 in system 100 is presented by way of 
example, and in other embodiments additional or alternative 
elements may be used. Thus, other embodiments may include 
additional networks and additional devices or servers. 
As mentioned previously, various elements of system 100 

such as the source mobile device 102 and the target mobile 
device 104, their associated functional modules such as the 
cryptographic modules 126 and 146, respectively, and other 
elements may be implemented at least in part in the form of 
software. Such software is stored and executed utilizing 
respective memory and processor elements of at least one 
processing device. The system 100 may include additional or 
alternative processing platforms, as well as numerous distinct 
processing platforms in any combination, with each Such 
platform comprising one or more computers, servers, storage 
devices or other types of processing devices. 

Such processing platforms may include cloud infrastruc 
ture comprising virtual machines (VMs) and one or more 
associated hypervisors. An example of a commercially avail 
able hypervisor platform that may be used to implement 
portions of the communication system 100 is the VMware(R) 
vSphereTM which may have an associated virtual infrastruc 
ture management system such as the VMware(R) vCenterTM. 
The underlying physical machines may comprise one or more 
distributed processing platforms that include storage prod 
ucts, such as VNX and Symmetrix VMAX, both commer 
cially available from EMC Corporation of Hopkinton, Mass. 
A variety of other storage products may be utilized to imple 
ment at least a portion of the system 100. 

FIGS. 2-3 illustrate methodologies for transferring soft 
ware authenticator data. FIG. 2 illustrates a methodology 200 
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6 
for transfer of software authenticator data from the perspec 
tive of a first processing device, an example of which is the 
source mobile device 102 in FIG. 1. The methodology 200 
begins with initiating 202 transfer of data associated with a 
Software authenticator from a first processing device to a 
second processing device. The second processing device may 
be the target mobile device 104 in FIG. 1. 
As described above, a Software authenticator may include 

various data such as a seed, a serial number, etc. In some 
instances, a software authenticator application or token may 
be installed on both the first processing device and the second 
processing device, while only the first processing device has 
the data such as the seed and serial number required for the 
Software authenticator to operate. In such instances, transfer 
of the software authenticator only requires transfer of the 
seed, serial number or other data associated with the software 
authenticator without transferring an entire Software authen 
ticator application or token. In other embodiments, the sec 
ond processing device may receive the entire Software 
authenticator application or token from the first processing 
device. 
The methodology 200 continues with establishing 204 a 

network connection between the first processing device and 
the second processing device. As discussed above, for 
improved security some embodiments of the invention may 
establish a short range or private network connection Such as 
a Bluetooth or NFC connection between the first and second 
processing devices. In other embodiments, various other net 
work connections, including combinations of network con 
nections, may be established. 
The software authenticator data is encrypted 206 with 

encryption that is separate from encryption used for the net 
work connection. The authenticator data encryption module 
128 may be used to encrypt 206 the software authenticator 
data. Many network types provide for some type or layer of 
encryption to be applied to data which is transmitted over the 
network. For example, Bluetooth connections use shared-key 
authentication, strong encryption algorithms and can operate 
in various security modes. However, Bluetooth and other 
wireless network connections can introduce security Vulner 
abilities depending on how they are implemented and used in 
particular devices. This can lead to a compromise of device or 
software authenticator data, or render the transfer of software 
authenticator data Susceptible to eavesdropping which is a 
serious concern when sensitive data Such as the Software 
authenticator data is being transmitted between devices. 
To ensure secure transfer of the software authenticator 

data, embodiments of the invention encrypt the software 
authenticator data with encryption that is separate from the 
encryption used for the network connection. In some embodi 
ments, portions of the authenticator data may also be sepa 
rately encrypted. For example, if transfer of a given Software 
authenticator requires transfer of both a seed value and a 
serial number, the seed value and the serial number may be 
encrypted with encryption separate from one another and 
separate from encryption used for the network connection. 
The encrypted software authenticator data is transferred 208 
from the first processing device to the second processing 
device. 
The first and second processing devices may exchange a 

binding identification to ensure that the software authentica 
tor data is installed only on the corrector authorized device. In 
Some embodiments, this binding identification can be used in 
the encryption of the software authenticator data or may be 
encrypted along with the software authenticator data, or oth 
erwise folded into the encryption used for the software 
authenticator data. 
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The encryption used to encrypt that software authenticator 
data may be implemented using a number of conventional 
techniques and processes, such as those disclosed in A. J. 
Menezes et al., Handbook of Applied Cryptography, CRC 
Press, 1997, which is incorporated by reference herein. These 
conventional processes, being well known to those skilled in 
the art, will not be described in further detail herein, although 
embodiments of the invention may incorporate aspects of 
Such processes. 

FIG. 3 illustrates a methodology 300 for importing and 
provisioning a Software authenticator from the perspective of 
the second processing device referred to in FIG. 2. The target 
mobile device 104 in FIG. 1 is an example of the second 
processing device referred to in FIG.3. The methodology 300 
begins with establishing 302 a network connection between 
the first processing device and the second processing device. 

It is important to note that although methodologies 200 and 
300 describe the first processing device initiating the transfer 
of the software authenticator data, embodiments of the inven 
tion are not limited solely to this arrangement. For example, 
in some embodiments the second processing device may 
initiate the transfer of the software authenticator data, or the 
first and second processing devices may both initiate a trans 
fer of the software authenticator data. In addition, while 
embodiments are described with respect to a network con 
nection established for the transfer of software authenticator 
data, the network connection need not be used solely for the 
transfer of software authenticator data. In addition, establish 
ing a network connection for the transfer of Software authen 
ticator data between the first and second processing devices 
does not require setting up a new network connection. 
Instead, embodiments of the invention may use one or more 
existing network connections between the first and second 
processing devices for transfer of the Software authenticator 
data. 

Methodology 300 continues with receiving 304 encrypted 
data from the first processing device. As described above, this 
encrypted data has encryption that is separate from encryp 
tion used for the network connection. The encrypted data is 
decrypted 306 to obtain the software authenticator data. The 
authenticator data decryption module 148 may be used to 
perform the decryption 306. The software authenticator data 
is then imported 308 or provisioned into a software authenti 
cator stored in a memory of the second processing device. As 
discussed above, in some embodiments the Software authen 
ticator data may comprise a seed value, the seed value and a 
serial number, or some other data associated with a software 
authenticator. The Software authenticator data may also com 
prise the software authenticator application itself. The 
memory of the second processing device may be the memory 
144 in FIG. 1 or may be another memory such as a memory in 
the cryptographic module 146. 

FIG. 4 illustrates a methodology for software authenticator 
exchange between two Apple(R) devices running the iOS 
mobile operating system. Old and new devices run respective 
iOS applications 402 and 404. The old device is an example of 
a source device, while the new device is an example of a target 
device. However, as discussed above, a given device may be 
a source device in one instance and a target device in another 
instance. Thus, a given device may be configured to both 
transfer and receive Software authenticators in accordance 
with embodiments of the invention. 

In addition, although FIG. 4 illustrates a methodology for 
transfer of a software authenticator between two Apple(R) 
devices running the iOS mobile operating system, embodi 
ments are not limited Solely for use with devices miming the 
iOS mobile operating system. For example, devices running 
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8 
the Google(R). AndroidTM platform may also be used. In addi 
tion, Software authenticators may be exchanged between a 
device running the iOS mobile operating system and a device 
running the AndroidTM platform, or between devices running 
various other operating systems. In addition, while the meth 
odology in FIG. 4 will be described with respect to transfer of 
software authenticator data over a Bluetooth connection, 
embodiments are not limited solely to use with Bluetooth 
network connections. Instead, as detailed above, a variety of 
network connections may be used, including NFC, WiFi, 
infrared, etc. 

FIG. 4 begins with step 1, where users of the old and new 
devices initiate authenticator transfer in their respective iOS 
mobile applications 402 and 404. In step 2, the respective iOS 
mobile applications 402 and 404 use respective Gamekit 
Frameworks 421 and 441 to establish a Bluetooth connection 
406. It is important to note that while FIG. 4 shows the iOS 
mobile applications 402 and 404 utilizing the Gamekit 
Frameworks 421 and 441 to establish the Bluetooth connec 
tion, one or both of the iOS mobile applications 402 and 404 
may alternatively use the iOS Core Bluetooth Framework. 
For devices utilizing the AndroidTM platform, the package 
android.bluetooth may be used for managing Bluetooth func 
tionality. One skilled in the art will readily appreciate that the 
specific frameworks and/or packages used to implement the 
Bluetooth or other network connection may vary depending 
on the operating system version running on the devices. 

In step 3, the iOS mobile application 402 retrieves authen 
ticator data from the SecurlDR software development kit 
(SDK) 423 for RSA SecurlDR) authentication tokens, serial 
izes the software authenticator data and encrypts it for trans 
port. The SecurlDR SDK 423 is suitably modified for imple 
menting embodiments of the invention. It is important to note, 
however, that other SDKs, tools and information may be used 
for other types of software authenticators. The SecurDR) 
SDK 423 is modified to be capable of serializing the software 
authenticator data. In some embodiments of the invention, the 
software authenticator data is serialized to JavaScript Object 
Notation (JSON). The software authenticator data may be 
encrypted using a key derived from a user-specified password 
or custom key derivation function (KDF). The iOS mobile 
application 402 may require the user to specify a strong 
password for encryption and decryption of the Software 
authenticator data. Other encryption methods and algorithms 
may also be used for encrypting the Software authenticator 
data in various other embodiments of the invention. 
The software authenticator data is transferred from the old 

device to the new device in step 4. Next, the iOS mobile 
application 404 decrypts and de-serializes the received soft 
ware authenticator data, again using a suitably modified ver 
sion of a SecurlDR SDK 443 in step 5. The iOS mobile 
application 404 uses the decrypted software authenticator 
data to import or provision a software authenticator into an 
authenticator memory 445 in step 6. The iOS mobile appli 
cation 404 will then confirm that the software authenticator 
was successfully transferred in step 7. It is important to note 
that more than one software authenticator may be transferred 
between devices. As such, the confirmation in step 7 can 
specify a particular Software authenticator or authenticators 
which were successfully transferred. 
On receipt of the confirmation from the iOS mobile appli 

cation 404, the iOS mobile application 402 running on the old 
device will remove the authenticators which were success 
fully transferred from the authenticator memory 425 in step 8. 
Various processes and protocols may be used in the iOS 
mobile application 402 running on the old device, and more 
generally the source processing devices described herein, for 
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removing authenticators after Successful transfer of the Soft 
ware authenticator or authenticators. This eliminates multiple 
copies of the software authenticator or authenticators on dif 
ferent devices. 

In some embodiments, once a Software authenticator is 
Successfully transferred and imported to the target processing 
device, the Software authenticator may be re-seeded using a 
specific key derivation algorithm known by the target pro 
cessing device and an authentication manager. This re-seed 
ing may comprise application of a silent alarm function in a 
Software authenticator. Such that the re-seeding eventis seam 
less to the end-user. After the software authenticator is trans 
ferred to the target processing device, an end-user will 
attempt to authenticate to some entity using the Software 
authenticator. As an example, the Software authenticator may 
generate an OTP using the Software authenticator as usual. In 
the case of a time-based software authenticator token, the 
authentication manager will perform its normal OTP time 
based matching. Since the Software authenticator is 
re-seeded, this will fail and a silent alarm is triggered. 
The authentication manager, in response to the silent 

alarm, attempts to locate an OTP match with a derived seed. 
Assuming the Software authenticator was successfully trans 
ferred and has not been tampered with or otherwise compro 
mised, the authentication manager will find the derived seed 
which matches the re-seeded software authenticator and asso 
ciate the new seed with the particular software authenticator. 
In some embodiments, this may involve caching the new 
seed. As a result, the source processing device and/or any 
other device which has an old copy of the software authenti 
cator is rendered useless since these devices have not been 
re-seeded. 

In other embodiments, approaches other than the silent 
alarm/re-seeding protocol described above may be used. For 
example, in Some embodiments the Software authenticator 
may be configured to allow the end-user to register new 
devices. For example, the Software authenticator on a source 
processing device, a target processing device, or some other 
processing device may be configured to allow an end-user to 
register the target processing device before, during or after 
transfer of the Software authenticator data. The target process 
ing device may be registered with an authenticator manage 
ment server, an IT help desk, or other entity associated with 
the Software authenticator. Registering the target processing 
device can cause Such entities to generate a special code, key, 
command or other instruction which is sent to the target 
processing device. This special code, key, command or other 
instruction can cause the Software authenticator on the target 
processing device to re-seed, thus rendering old copies of the 
Software authenticator useless. Use of a special code, key, 
command or other instruction can minimize exposure of the 
authenticator data in comparison to techniques wherein the 
Software authenticator data is sent in an e-mail from an IT 
help desk, an SDTID file, etc. 

In various embodiments of the invention described above, 
techniques are described which allow a user to transfer soft 
ware authenticators in a manner which does not require the 
user to contact an IT help desk, an authenticator management 
server administrator or other entity associated with the soft 
ware authenticator. As such, embodiments of the invention 
permit end-users to self-service their software authenticators 
in a seamless manner. Embodiments of the invention, how 
ever, are not limited to arrangements wherein the user cannot 
contact an IT help desk, authenticator management server 
administrator or other entity associated with the software 
authenticator. Instead, in Some embodiments of the invention 
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10 
processing devices may communicate with Such entities as 
part of the Software authenticator transfer process. 
The particular processing operations and other system 

functionality described in conjunction with the flow diagrams 
of FIGS. 2-4 are presented by way of illustrative example 
only, and should not be construed as limiting the scope of the 
invention in any way. Alternative embodiments can use other 
types of processing operations for establishing a network 
connection, encrypting software authenticator data, etc. For 
example, the ordering of the process steps may be varied in 
other embodiments, or certain steps may be performed con 
currently with one another rather than serially. 

It is to be appreciated that the software authenticator trans 
fer functionality such as that described in conjunction with 
the flow diagrams of FIGS. 2-4 and the associated examples 
above can be implemented at least in part in the form of one 
or more Software programs stored in memory and executed by 
a processor of a processing device Such as a computer or 
server. As mentioned previously, a memory or other storage 
device having such program code embodied therein is an 
example of what is more generally referred to herein as a 
“computer program product.” 
The foregoing examples are intended to illustrate aspects 

of certain embodiments of the present invention and should 
not be viewed as limiting in any way. Other embodiments can 
be configured that utilize different software authenticator 
transfer techniques. 

It should again be emphasized that the above-described 
embodiments of the invention are presented for purposes of 
illustration only. Many variations and other alternative 
embodiments may be used. For example, the techniques are 
applicable to a wide variety of other types of processing 
devices and Software authenticators. 
As another example, in some embodiments of the inven 

tion, the communication system 100 in FIG. 1 may include 
multiple instances of the source mobile device 102 or the 
target mobile device 104. In some embodiments, a single 
source mobile device can transfer one or more software 
authenticators to two or more target devices. A single source 
mobile device may also transfer one or more software authen 
ticators to one target mobile device and one or more other 
software authenticators to another target mobile device. A 
given target mobile device may receive software authentica 
tors from two or more source mobile devices, or receive parts 
of the Software authenticator data associated with a given 
software authenticator from two or more source devices. Vari 
ous other arrangements of Source and target devices may be 
utilized. 

Also, the particular configuration of communication sys 
tem and processing device elements shown in FIGS. 1 and 4. 
and the software authenticator transfer operations shown in 
FIGS. 2-4, can be varied in other embodiments. Moreover, the 
various simplifying assumptions made above in the course of 
describing the illustrative embodiments should also be 
viewed as exemplary rather than as requirements or limita 
tions of the invention. Numerous other alternative embodi 
ments within the scope of the appended claims will be readily 
apparent to those skilled in the art. 
What is claimed is: 
1. A method comprising: 
establishing a network connection between a first process 

ing device and a second processing device for transfer of 
Software authenticator data from the first processing 
device to the second processing device, the Software 
authenticator data comprising a seed value utilized by a 
first software authenticator provisioned on the first pro 
cessing device to generate one or more passcodes; 
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encrypting the Software authenticator data; 
transferring the encrypted Software authenticator data from 

the first processing device to the second processing 
device, the Software authenticator data being configured 
to provision a second software authenticator on the sec 
ond processing device; 

initiating re-seeding of the second Software authenticator 
responsive to a successful provisioning of the second 
Software authenticator on the second processing device; 

receiving, at the first processing device from the second 
processing device, a confirmation indicating a Success 
ful transfer of the software authenticator data; and 

removing the first software authenticator from the first 
processing device responsive to receipt of the confirma 
tion; 

wherein initiating re-seeding of the second Software 
authenticator comprises registering the second process 
ing device with a software authenticator management 
server; 

wherein registering the second processing device causes 
the Software authenticator management server to gener 
ate a code which is sent to the second processing device; 
and 

wherein the code is configured to enable re-seeding of the 
second software authenticator. 

2. The method of claim 1, wherein the network connection 
comprises one of a Bluetooth connection and a near field 
communication (NFC) connection. 

3. The method of claim 1, wherein the encrypting com 
prises: 

retrieving the software authenticator data from a memory 
of the first processing device; 

serializing the Software authenticator data; and 
encrypting the software authenticator data with a key 

derived from a user-specified password. 
4. The method of claim 1, wherein the first and second 

software authenticators comprise one-time passcode (OTP) 
generators. 

5. The method of claim 1, wherein the first and second 
Software authenticators comprise Software-implemented 
RSA SecurD(R) tokens. 

6. The method of claim 1, further comprising exchanging a 
binding identification between the first processing device and 
the second processing device, the binding identification being 
used to encrypt the Software authenticator data. 

7. The method of claim 1, wherein the transfer of the 
Software authenticator data from the first processing device to 
the second processing device does not require communica 
tion with the Software authenticator management server. 

8. The method of claim 1, wherein the software authenti 
cator data further comprises at least one of a serial number, a 
display interval and one or more display digits utilized by the 
first software authenticator provisioned on the first process 
ing device. 

9. A non-transitory processor-readable storage medium 
having instruction code embodied therein which when 
executed by a first processing device causes the first process 
ing device: 

to establish a network connection with a second processing 
device for transfer of software authenticator data from 
the first processing device to the second processing 
device, the Software authenticator data comprising a 
seed value utilized by a first software authenticator pro 
visioned on the first processing device to generate one or 
more passcodes; 

to encrypt the Software authenticator data; 
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12 
to transfer the encrypted software authenticator data to the 

second processing device, the Software authenticator 
data being configured to provision a second Software 
authenticator on the second processing device; 

to initiate re-seeding of the second Software authenticator 
responsive to a successful provisioning of the second 
Software authenticator on the second processing device; 

to receive, from the second processing device, a confirma 
tion indicating a successful transfer of the Software 
authenticator data; and 

to remove the first software authenticator from the first 
processing device responsive to receipt of the confirma 
tion; 

wherein initiating re-seeding of the second Software 
authenticator comprises registering the second process 
ing device with a software authenticator management 
server; 

wherein registering the second processing device causes 
the software authenticator management server to gener 
ate a code which is sent to the second processing device; 
and 

wherein the code is configured to enable re-seeding of the 
second software authenticator. 

10. An apparatus comprising: 
a first processing device comprising: 

network interface circuitry; 
a memory configured to store data associated with a first 

software authenticator provisioned on the first pro 
cessing device; and 

a processor coupled to the memory; 
the first processing device under control of the processor 

being configured to: 
establish a network connection via the network interface 

circuitry between the first processing device and a 
second processing device for transfer of Software 
authenticator data from the first processing device to 
the second processing device, the Software authenti 
cator data comprising a seed value utilized by the first 
software authenticator provisioned on the first pro 
cessing device to generate one or more passcodes; 

encrypt the software authenticator data; 
transfer the encrypted software authenticator data to the 

second processing device, the Software authenticator 
data being configured to provision a second Software 
authenticator on the second processing device; 

initiate re-seeding of the second Software authenticator 
responsive to a Successful provisioning of the second 
Software authenticator on the second processing 
device; 

receive, from the second processing device, a confirma 
tion indicating a successful transfer of the Software 
authenticator data; and 

remove the first software authenticator from the first 
processing device responsive to receipt of the confir 
mation; 

wherein initiating re-seeding of the second Software 
authenticator comprises registering the second process 
ing device with a software authenticator management 
server; 

wherein registering the second processing device causes 
the software authenticator management server to gener 
ate a code which is sent to the second processing device; 
and 

wherein the code is configured to enable re-seeding of the 
second software authenticator. 
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11. The apparatus of claim 10, wherein the first processing 
device and the second processing device comprise respective 
Source and target mobile devices. 

12. The apparatus of claim 10, wherein the first processing 
device comprises at least one of a mobile phone, a tablet 
computing device and a laptop computer. 

13. The apparatus of claim 10, wherein the transfer of the 
Software authenticator data from the first processing device to 
the second processing device does not require communica 
tion with the Software authenticator management server. 

14. A method comprising: 
establishing a network connection between a first process 

ing device and a second processing device for transfer of 
Software authenticator data from the first processing 
device to the second processing device, the Software 
authenticator data comprising a seed value utilized by a 
first software authenticator provisioned on the first pro 
cessing device to generate one or more passcodes; 

receiving encrypted data from the first processing device; 
decrypting the encrypted data to obtain the Software 

authenticator data; 
importing the software authenticator data into a second 

Software authenticator stored in a memory of the second 
processing device; 

provisioning the second software authenticator on the sec 
ond processing device utilizing the Software authentica 
tor data; 

re-seeding the second Software authenticator responsive to 
a Successful provisioning of the second Software authen 
ticator on the second processing device; and 

sending a confirmation from the second processing device 
to the first processing device indicating a Successful 
transfer of the software authenticator data; 

wherein receipt of the confirmation causes removal of the 
first software authenticator from the first processing 
device; 

wherein re-seeding of the second Software authenticator is 
initiated responsive to registering the second processing 
device with a software authenticator management 
server; 

wherein registering the second processing device causes 
the Software authenticator management server to gener 
ate a code which is sent to the second processing device; 
and 

wherein the code is configured to enable re-seeding of the 
second software authenticator. 

15. The method of claim 14, wherein the decrypting com 
prises: 

deriving a key from a user-specified password; 
decrypting the encrypted data using the key; and 
de-Serializing the decrypted data. 
16. The method of claim 14, further comprising exchang 

ing a binding identification between the second processing 
device and the first processing device, the binding identifica 
tion being used to decrypt the encrypted data. 

17. The method of claim 14, wherein re-seeding the second 
Software authenticator renders the first processing device 
unable to utilize the first software authenticator. 

18. The method of claim 14, wherein re-seeding the second 
Software authenticator comprises: 

generating a new passcode utilizing the seed value trans 
ferred from the first processing device; and 

sending the new passcode to an authentication manager, 
wherein the new passcode triggers a silent alarm func 
tion in the authentication manager and wherein the 
authentication manager associates a new seed value with 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

14 
the second Software authenticator responsive to match 
ing the new passcode to a derived seed value stored in the 
authentication manager. 

19. The method of claim 14, wherein the transfer of the 
Software authenticator data from the first processing device to 
the second processing device does not require communica 
tion with the Software authenticator management server. 

20. A non-transitory processor-readable storage medium 
having instruction code embodied therein which when 
executed by a second processing device causes the second 
processing device: 

to establish a network connection with a first processing 
device for transfer of software authenticator data from 
the first processing device to the second processing 
device, the Software authenticator data comprising a 
seed value utilized by a first software authenticator pro 
visioned on the first processing device to generate one or 
more passcodes; 

to receive encrypted data from the first processing device; 
to decrypt the encrypted data to obtain the software authen 

ticator data; 
to import the Software authenticator data into a second 

Software authenticator stored in a memory of the second 
processing device; 

to provision the second software authenticator on the sec 
ond processing device utilizing the Software authentica 
tor data; 

to re-seed the second Software authenticator responsive to 
a Successful provisioning of the second software authen 
ticator on the second processing device; and 

to send a confirmation from the second processing device 
to the first processing device indicating a successful 
transfer of the software authenticator data; 

wherein receipt of the confirmation causes removal of the 
first software authenticator from the first processing 
device; 

wherein re-seeding of the second Software authenticator is 
initiated responsive to registering the second processing 
device with a software authenticator management 
server; 

wherein registering the second processing device causes 
the software authenticator management server to gener 
ate a code which is sent to the second processing device; 
and 

wherein the code is configured to enable re-seeding of the 
second software authenticator. 

21. An apparatus comprising: 
a first processing device comprising: 

network interface circuitry; 
a memory configured to store data associated with a first 

Software authenticator, and 
a processor coupled to the memory; 

the first processing device under control of the processor 
being configured to: 
establish a network connection via the network interface 

circuitry between the first processing device and a 
second processing device for transfer of data associ 
ated with a software authenticator from the second 
processing device to the first processing device, the 
Software authenticator data comprising a seed value 
utilized by a second software authenticator provi 
Sioned on the second processing device to generate 
one or more passcodes; 

receive encrypted data from the second processing 
device; 
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decrypt the encrypted data to obtain the software authen 
ticator data; 

import the software authenticator data into the first soft 
ware authenticator stored in the memory; 

provision the first software authenticator on the first 
processing device utilizing the Software authenticator 
data; 

re-seed the second Software authenticator responsive to 
a Successful provisioning of the second Software 
authenticator on the second processing device; and 

send a confirmation from the second processing device 
to the first processing device indicating a Successful 
transfer of the software authenticator data; 

wherein receipt of the confirmation causes removal of the 
first software authenticator from the first processing 
device; 

wherein re-seeding of the second Software authenticator is 
initiated responsive to registering the second processing 
device with a software authenticator management 
server; 

10 

15 

16 
wherein registering the second processing device causes 

the software authenticator management server to gener 
ate a code which is sent to the second processing device; 
and 

wherein the code is configured to enable re-seeding of the 
second software authenticator. 

22. The apparatus of claim 21, wherein the first processing 
device and the second processing device comprise respective 
target and source mobile devices. 

23. The apparatus of claim 21, wherein the first processing 
device comprises at least one of a mobile phone, a tablet 
computing device and a laptop computer. 

24. The apparatus of claim 21, wherein the transfer of the 
Software authenticator data from the first processing device to 
the second processing device does not require communica 
tion with the Software authenticator management server. 

25. The apparatus of claim 21, wherein the first processing 
device is further configured to exchange a binding identifica 
tion with the second processing device, the binding identifi 
cation being used to encrypt the Software authenticator data. 
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