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(57) ABSTRACT 
An improved System and method of fairly and Securely 
enabling timed-constrained competitions over the Internet 
among millions of competitors while compensating for the 
variable network communication latencies experienced by 
client machines used by the competitors. The System 
employs globally time-synchronized Internet information 
Servers and client machines in order to Synchronize the 
initial display of each invitation to respond (e.g. Stock price 
to buy or sell, query to answer, or problem to Solve) on a 
client machine So each competitor can respond to the 
invitation at Substantially the same time, regardless of his or 
her location on the planet, or the type of Internet-connection 
used by his or her client machine. Also, by using globally 
time-synchronized client machines, each competitor's 
response is Securely time and Space Stamped at the client 
machine to ensure that competitor responses are resolved 
within microSecond accuracy. 
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INTERNET-BASED SYSTEMAND METHOD FOR 
EARLY AND SECURELY ENABLING 

TIMED-CONSTRAINED COMPETITION USING 
GLOBALLY TIME-SYCHRONIZED CLIENT 
SUBSYSTEMS AND INFORMATION SERVERS 
HAVING MICROSECOND CLIENT EVENT 

RESOLUTION 

BACKGROUND OF INVENTION 

0001) 1. Field of Invention 
0002 The present invention relates generally to improve 
ments in the operation and performance of client-Server type 
internetworked computer Systems of global extent, Such as 
the Internet, and more particularly to a novel Internet-based 
information system and method which enables a millions of 
timed-constrained competitions, contests or transactions, 
among the mass population in a fundamentally fair and 
Secure manner, using globally time-synchronized client Sub 
Systems and information Servers having client-event resolu 
tion with extreme accuracy independent of variable network 
latency. 

0003 2. Brief Description of The State of The Art 
0004. While the role of cooperation has a secure place in 
the history of mankind, So too does the role of competition. 
Few will disagree that, over the course of time, human 
beings have competed in widely diverse ways for both 
tangible and intangible objects of need and desire. Such 
objects of need or desire have included: food; shelter, land; 
rewards, prizes, natural resources; Sexual partners; fame; 
fortune, diversion or recreation Such as Sport; and ultimately, 
Survival. 

0005 While the nature of man appears to not have 
changed fundamentally over the course of time, it is clear 
that his choice of tools and weapons have changed in Step 
with his increase in technological skill and knowledge. 
0006 For example, in the late 1960's, the globally 
extensive information infrastructure, now referred to as the 
Internet, was developed by the United States Government as 
a tool for national defense and Survival in world of intense 
global competition and military Struggle. Ironically, Some 
thirty years later, with the technological development of the 
HyperText Transport Protocol (HTTP), the HyperText 
Markup Language (HTML), and the Domain Name System 
(DNS), a globally-extensive hyper-linked database referred 
to as the World Wide Web (WWW) has quickly evolved 
upon the infrastructure of the Internet. By virtue of the 
WWW, billions and even trillions of information resources, 
located on millions of computing Systems at different 
locations on Earth, have been linked in unspeakably com 
plex ways Serving the needs and desires of millions of 
information resource users under the domains .net, .edu, 
.gov, .org, .com, ..mil, etc. of the DNS. 
0007. The overnight popularity and success of the WWW 
can be attributed to the development of GUI-based WWW 
browser programs which enable virtually any human being 
to access a particular information resource (e.g. HTML 
encoded document) on the WWW by simply entering its 
Uniform Resource Locator (URL) into the WWW browser 
and allowing the HTTP to access the document from its 
hosting WWW information server and transport the docu 
ment to the WWW browser for display and interaction. The 
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development of massive WWW search engines and direc 
tory Services has simplified finding needed or desired infor 
mation resources using GUI-enabled WWW browsers. 
0008. Without question, a direct consequence of the 
WWW, the GUI-based WWW browser and underlying 
infrastructure of the Internet (e.g. high-speed IP hubs, rout 
ers, and Switches) has been to provide human beings world 
over with a new set of information-related tools that can be 
used in ever expanding forms of human collaboration, 
cooperation, and competition alike. 
0009. Over the past several years, a number of WWW 
enabled applications have been developed, wherein human 
beings engage in either a cooperative or competitive activity 
that is constrained or otherwise conditioned on the variable 
time. Recent examples of on-line or Web-enabled forms of 
time-constrained competition include: on-line or Internet 
enabled purchase or Sale of Stock, commodities or currency 
by customers located at geographically different locations, 
under time-varying market conditions, on-line or Internet 
enabled auctioning of property involving competitive price 
bidding among numerous bidders located at geographically 
different locations, and on-line or Internet-enabled compe 
titions among multiple competitors who are required to 
answer a question or Solve a puzzle or problem under the 
time constraints of a clock, for a prize and/or an award. 
0010. In each of the above Internet-supported applica 
tions or processes, there currently exists an inherent unfair 
neSS among the competitors due to at least Six important 
factors, namely: (1) the variable latency of (or delay in) data 
packet transmission over the Internet, dependent on the type 
of connection each client Subsystem has to the Internet 
infrastructure; (2) the variable latency of data packet trans 
mission over the Internet, dependent on the Volume of 
congestion encountered by the data packets transmitted from 
a particular client machine; (3) the Vulnerability of these 
applications to Security breaches, tampering, and other 
forms of manipulation by computer and network hackers, 
(4) the latency of information display device used in client 
Subsystems connected to the Internet; (5) the latency of 
information input device used in client Subsystems con 
nected to the Internet; and (6) the latency of the central 
processing unit (CPU) used in the client machine. 
0011 Regarding the first unfairness factor, it is important 
to point out that the network latency over the Internet varies 
over the course of the day and in response to network usage. 
Expressed differently, the time for a transmitted data packet 
to travel between a first client computer to a particular 
information server on the Internet will be different from the 
time for a transmitted data packet to travel between a Second 
client computer to the Same information Server on the 
Internet. This time variance in the network latency on the 
Internet, referred to as the “variable network latency', must 
necessarily be modeled a non-deterministic process Subject 
to the laws and principles of random (e.g. stochastic) pro 
cesses. This has a number of important consequences for 
Internet-Supported forms of time-constrained competition. 
0012 For example, in connection with Internet-Sup 
ported competitions (e.g. games) involving a plurality of 
competitors or competitors, U.S. Pat. No. 5,820,463 
attempts to compensate for network latency by measuring 
the average latency between all the client machines and then 
inserting intentional communication delays to make the 
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average overall latency the same for all communications 
linkS. However, while this System equalizes the communi 
cation latency on average, it is wholly incapable of com 
pensating for the random components of network latency 
(i.e. variable network latency) of the Internet. Consequently, 
even when practicing the methods disclosed in U.S. Pat. No. 
5,820,463, the variable network latency of the Internet 
nevertheless introduces inherent Sources of error into time 
constrained competitions, thereby putting certain competi 
tors at an unfair disadvantage, i.e. by virtue of their client 
computer connection to the Internet in relation to the infor 
mation Server Supporting the time-constrained competition. 

0013 Regarding the second unfairness factor, it is impor 
tant to point out that when Internet-Supported competition 
among a small number of competitor (e.g. 100 or less), the 
network latency should not be greatly affected by the com 
petitors themselves, but rather will be more dependent on the 
types of connections the competitor's client machines have 
with the Internet and on network traffic and congestion as a 
whole. However, during Internet-Supported competition 
involving massive numbers of competitors, as would exist 
during Web-based Securities and commodities trading, and 
Web-based auctions, involving thousands or even millions 
of human beings all competing Simultaneously. Because of 
the Simultaneous Start time and the expected distribution of 
responses, the System will be Subject to two intense impulses 
of traffic, one slightly before the competition Start, and 
another at the mean response time. It is necessary for the 
time-constrained competition System to be able to 
adequately handle this intense bandwidth. 
0.014 AS larger and larger numbers of competitors are 
involved in a time-constrained competition, it becomes more 
and more likely that there will be a tie between two or more 
competitors. Typically, it is preferable to avoid ties and be 
able to identify a Single competitor as the winner. A time 
constrained competition System intended to manage 
extremely large numbers of competitor must be able to 
resolve the time of the responses produced by Such com 
petitors in order to avoid or reduce the occurrence of ties. 
0.015 Regarding the third unfairness factor, it is impor 
tant to point out that each of the above-described time 
constrained forms of Internet-Supported competition are 
highly vulnerable to Security breaches, tampering, and other 
forms of intentional network disruption by computer and 
network hackers. Although the use of a local clock insures 
fairness, it also raises a potential Security problem with the 
System. Theoretically, an unscrupulous competitor could 
intercept and modify communications between the client 
and Server, thereby falsifying the timestamps and gaining an 
unfair advantage over other competitors. Alternatively, an 
unscrupulous competitor could modify the local clock, 
either through Software or hardware means, or interfere with 
the clockSynchronization procedure, again gaining an unfair 
advantage over other competitors. The ordinary encryption/ 
decryption techniques suggested in U.S. Pat. No. 5,820,463 
are simply inadequate to prevent cheating or violation of 
underlying rules of fairness associated with Such time 
constrained forms of Internet-Supported or Internet-enabled 
competition. 

0016 Regarding the fourth unfairness factor, it is impor 
tant to point out that different types of information display 
devices have faster refresh rates. In the time-constrained 
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competitions described above, the most common informa 
tion display device used on client Subsystems is the cathode 
ray tube (CRT) display monitor. In a CRT display monitor, 
the imageS presented to the user are drawn by an electron 
beam onto the Screen from top to bottom, one Scanline at a 
time. When the electron beam reaches the bottom, it must 
then travel back to the top of the monitor in order to prepare 
to output the first Scanline again. The period in which the 
beam returns to the top of the Screen is known as the retrace 
period. The overall frequency of the Screen refreshing and 
retrace cycle is determined by the frequency of the vertical 
Synchronization pulses in the Video signal output by the 
computer. This frequency is often referred to as the vertical 
sync rate. In most monitors this rate ranges from 60 to 150 
Hz. Unless the vertical redraw time is synchronized with the 
desired competition “start-time” in time-constrained com 
petition at hand, a random error in the Start time is created 
due to the uncertainty of the actual time the query, bid, price 
or other information element will be displayed on the 
display Screen of a particular client System used to partici 
pate in the time-constrained competition at hand. This 
“information display latency error can be as much as ten 
milliseconds or more depending on the vertical Sync rate, 
and is in addition to any other errors in the Start-time caused 
by network latency, computer processing time, and other 
factors. 

0017 U.S. Pat. 5,775,996 addresses the problem of infor 
mation display latency by providing a method and apparatus 
for Synchronizing the Video display refresh cycles on mul 
tiple machines connected to an information network. This 
method involves using methods similar to NTP (network 
timekeeping protocol) or other clock Synchronization algo 
rithms in order to Synchronize both the phase and frequency 
of the vertical refresh cycle on each display. First, the 
monitors are Set to the same frequency using Standard Video 
mode Setting functions available in the operating System. 
Next, the phase of the cycle is adjusted by repeatedly 
Switching in and out of “interlaced” mode. Since the inter 
laced modes have different timings than the Standard modes, 
Switching briefly into an interlaced mode will affect the 
phase of the refresh cycle. 
0018. This prior art method has a drawback in that it may 
be undesirable to modify the refresh rate on a competitor's 
client machine, Since that is in part a personal preference, 
and typically under the control of the user. All the client 
machine Video-driver cards may not be physically capable of 
operating at the same refresh rates, particularly if they are 
not operating at the same resolution. Also, the monitors 
themselves may not be capable of operating at a particular 
refresh rate, and it may be necessary to operate at an 
undesirable “lowest common denominator frequency, or 
not at all. This problem is compounded as more users and 
client machines are involved. Another problem with this 
prior art display Synchronization method is that interlaced 
Video modes are not possible on all Video driver cards. In 
addition, Switching into interlaced modes may temporarily 
disrupt the display as the monitor adjusts to handle the new 
input. Many display monitors will produce an annoying 
clicking noise as the Video mode is changed. 
0019 Regarding the fifth “unfairness factor”, it must be 
pointed out that different types of information input devices 
have faster information input rates. In the time-constrained 
competitions described above, the most common informa 
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tion input device used on today's client Subsystems is the 
manually-actuated keyboard. In response to manual key 
Strokes by the competitor at his or her client machine, and 
electronic Scanning operations, the keyboard generates a 
String of ASCII characters that are provided as input to the 
client system bus and eventually read by the CPU in the 
client machine. Only when the desired information String is 
typed into the client machine, and the keyboard return key 
depressed, will the keyed-in information String be transmit 
ted to the information Server associated with the time 
constrained competition. Those with physical handicaps, 
and those using low-Speed information input devices, will 
have their responses, commands and/or instructions trans 
mitted with greater latency, and therefore arriving at the 
information Server at a later time, assuming all other factors 
maintained constant for all competitors. In short, depending 
on the type of input device used, a competitor participating 
in an Internet-Supported time-constrained competition can 
be put at a Serious disadvantage in comparison with those 
using high-speed information input devices and high-Speed 
processors. When competing against androidal competition 
(e.g. thinking machines), as currently used in electronic 
based Securities and commodity trading, an d electronic 
based auctions, human competitors are placed at a great 
disadvantage in rapidly changing markets and fast-paced 
auctions. 

0020 Regarding the sixth unfairness factor, it must be 
pointed out that a further Source of latency exists within each 
client machine due to the fact that the central processor unit 
(CPU) employed therein: services interrupts posted by com 
peting peripheral devices connected to the client System bus, 
executeS program instructions at a rate Set by its clock Speed; 
and has limited memory resources available at any instant in 
time. These factorS operate to further add a degree of delay 
in when the data packets associated with the competitor's 
response is transmitted to the information Server Supporting 
the time-constrained competition. Notably, the longer this 
“processor latency' is, the latter the competitor's response 
will arrive at the information Server Supporting the time 
constrained competition. 
0021 Consequently, the six “unfairness” factors dis 
cussed above compromises the integrity any form of time 
constrained competition Supported on or otherwise enabled 
over the Internet. Thus must be satisfactorily resolved in 
order ensure fundamental principles of fairness and fair play 
that have come to characterize the Systems of government, 
justice, Securities, commodities and currency market trad 
ing, Sportsmanship, and educational testing, in the United 
States of America and abroad. 

0022. Thus there is a great need in the art for an improved 
way and means of fairly and Securely enabling timed 
constrained competitions for high Stakes among millions of 
competitorS Scattered around the globe, while avoiding the 
Shortcomings and drawbacks of prior art methodologies 
including. 

OBJECTS AND SUMMARY OF THE 
INVENTION 

0023. Accordingly, a primary object of the present inven 
tion is to provide an improved System and method of fairly 
and Securely enabling timed-constrained competitions over 
the Internet while avoiding the Shortcomings and drawbacks 
of prior art methodologies. 
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0024. A further object of the present invention is to 
provide a novel System and method of Serving and receiving 
information over the Internet in connection with time 
constrained competitive processes So that principles of fair 
neSS and fair play which have come to characterize the 
Systems of government, justice, Securities, commodities and 
currency market trading, Sportsmanship, and educational 
testing, in the United States of America and countries 
abroad, are Secured in an economically feasible manner for 
the betterment of human Society. 
0025 A further object of the present invention is to 
provide a novel System and method of Serving and receiving 
information over the Internet in connection with time 
constrained competitive processes, which avoids the prob 
lems of network latency, ensures microSecond "start-time” 
accuracy, and can determine winners in the competition 
within microSecond "finish-time' accuracy. 
0026. Another object of the present invention is to pro 
vide an Internet-based System for enabling time-constrained 
competition among a massive number of competitors while 
compensating for the variable network communication 
latencies experienced by client machines used by the com 
petitors. 

0027. Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein a simultaneous start-time is produced for each and 
every competitor involved in a particular competition regu 
lated by the System. 
0028. Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions using Internet 
information Servers to Synchronize the initial display of an 
invitation to respond (e.g. Stock offer, query or problem) on 
a client machine by Shifting the phase of the display refresh 
cycle. 

0029. Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein the time delay between a displayed invitation to 
respond (e.g. Stock price, bid offer, or query) and the 
transmitted response is precisely measured using the Pen 
tium TM instruction counter in the client machine. 

0030. Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein client-event timing accuracy is markedly improved 
by using a globally-synchronized hardware timing device at 
each client machine to time-Stamp each competitor's 
response to an invitation to respond (ITR) displayed on the 
display Screen of the client machine. 
0031) Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein each client machine deployed therein is protected 
against intentional tampering through any means by the 
competitor using the client machine, or by any third party 
desiring to gain an unfair advantage over other competitors. 

0032) Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
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enabling timed-constrained competitions over the Internet, 
which employs a digital Signature method to protect against 
intentional tampering through any means by a competitor or 
third party, either intended to disrupt the operation of the 
competition and otherwise interfere with the enjoyment of 
other competitors or spectators. 

0033. Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein the digital Signature method employs a Secret key, 
stored within a global synchronization unit (GSU) in each 
client machine, in order to create the Signature for both 
time-Space Stamping and to a hash value generated from the 
data. 

0034. Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein the digital Signature can be used to prove that the 
data (i.e. time-space Stamp plus a hash of input data) has not 
been altered, and to prove that it originated from the holder 
of the secret key (located within the GSU). 
0.035 Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein each client machine employs a GSU, which com 
bines GPS and digital data Signature technology to provide 
a Secure and Verifiable time-space Stamp on each client 
machine response. 
0036) Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
which is Scalable or extensible and capable of Simulta 
neously Supporting a multiplicity of competitions, each 
involving a virtually unlimited number (e.g. millions) of 
competitors. 

0037 Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
which protects against clock device tampering at each client 
machine by utilizing and comparing multiple clock Systems 
employed in each client machine. 
0.038 Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein each client machine in the System is provided with 
a client-based hardware extension to improve clock accu 
racy and precision and therefore improve client-event 
response characteristics at each Such client machine. 
0039. Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein each client machine in the System is provided with 
a client-based hardware extension to improve Security by 
means of hardware encryption and decryption. 

0040 Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein varying degrees of Simultaneity can be offered, 
insuring that the Start time on all client machines is Simul 
taneous within tens of milliseconds at the least precise level, 
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to on the order of within a few microseconds when all of the 
measures provided for are used. 
0041 Another object of the present invention is to pro 
vide an Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein one or more a globally-time Synchronized Internet 
based information ServerS Simultaneously and Securely com 
municate with millions of globally-time Synchronized client 
machines engaged in a predetermined competition Sup 
ported over the Internet. 
0042 Another object of the present invention is to pro 
vide an Internet-based method for fairly and securely 
enabling timed-constrained competitions over the Internet, 
wherein one or more a globally-time Synchronized Internet 
based information ServerS Simultaneously and Securely com 
municate with millions of globally-time Synchronized client 
machines engaged in a predetermined competition Sup 
ported over the Internet. 
0043 Another object of the present invention to provide 
an Internet-based System, wherein each client machine is 
provided with a hardware device which can precisely time 
and Space Stamp an event, and thus Securely generate an 
event only when Specific time and Space criteria are Satisfied, 
and also verify the authenticity of previously generated time 
and Space Stamps produced by the hardware device. 
0044 Another object of the present invention is to pro 
vide a novel method of time-Space Stamping which can be 
used to authenticate electronic-commerce transactions 
between a vendor, bank and customer with microsecond 
time accuracy. 
0045 Another object of the present invention is to pro 
vide a novel System and method for electronically filing 
legal documents, Such as patent applications, property trans 
fer documents and court/litigation documents, with govern 
mental or judicial institutions using the http, file transfer 
protocols (ftp), electronic data interchange (EDI) tech 
niques, and/or any other file transmission protocols Sup 
ported over the Internet. 
0046) Another object of the present invention is to pro 
vide a novel global time-synchronization unit for connection 
to or embedding within any client machine that is to be used 
in connection with the Internet-Supported System and 
method of the present invention. 
0047 Another object of the present invention is to pro 
vide a novel global time-synchronization unit for connection 
to or embedding within any Internet information Server that 
is to be used in connection with the Internet-Supported 
System and method of the present invention. 
0048. Another object of the present invention is to pro 
vide an improved System and method of receiving informa 
tion from Securities (e.g. Stocks and bonds), commodities 
and/or foreign currency information Servers, representing 
real-time or “live' market conditions, and Simultaneously 
disseminating Such information to globally-synchronized 
client machines located world-wide to enable Secure “on 
line' electronic-based Securities trading operations, com 
modities trading operations, and foreign currency trading 
operations in a fundamentally fair manner. 
0049 Another object of the present invention is to pro 
vide an improved System and method for electronic-based 
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on-line Securities trading, commodities trading, and foreign 
currency trading in a Secure and fundamentally fair manner 
using client machines globally-synchronized with corre 
sponding Internet-based Securities trading Servers, com 
modities trading Servers, and foreign currency trading Serv 
ers, respectively, So that each market competitor is informed 
about incremental changes in market conditions at Substan 
tially the same time and therefore is permitted to respond to 
Such market condition changes (e.g. changes in Stock, com 
modity or currency prices) at Substantially the same time in 
accordance with principles of fundamental fairness and fair 
play. 
0050 Another object of the present invention is to pro 
vide an improved System and method of Simultaneously 
disseminating Securities, commodities, and/or foreign cur 
rency information (e.g. real-time price quotes) using glo 
bally time-synchronized information Servers and client 
machines. 

0051. Another object of the present invention is to pro 
vide an Internet-based system and method which enables 
competitors to trade Securities, commodities and/or foreign 
currencies using real-time pricing information that is dis 
Seminated to all competitors of a given level of Service at 
Substantially the same instant in time using a network of 
globally time-synchronized information Servers and client 
machines. 

0.052 Another object of the present invention is to pro 
vide an Internet-based information network, wherein com 
petition Supporting information servers (e.g. market price 
advertising servers and order execution servers) are time 
synchronized with a plurality of globally-distributed time 
Synchronized client machines that can be preprogrammed So 
respond to real-time Securities prices within micro-Second 
client event accuracy by transmitting time and Space 
Stamped orders to purchase and/or Sell Securities, commodi 
ties and/or foreign currencies. 
0053. These and other objects of the present invention 
will become apparent hereinafter and in the Claims to 
Invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0054. In order to more fully appreciate the objects of the 
present invention, the detailed description of the illustrated 
embodiments should be read in conjunction with the accom 
panied figures and drawings: 
0.055 FIG. 1 is a schematic representation of a general 
ized embodiment of the Internet-based system of the present 
invention, showing the major physical components thereof 
comprising a primary server 100 with an embedded GPS 
(global positioning system) receiver 170, one or more web 
servers 110, a login server 120, a competitor database 30, an 
invitation to respond/response database 40, one or more 
competition-promoting servers 50 with embedded GPS 
receivers 170, and one or more client machines 160 with 
embedded Global Synchronization Units (GSU) 175, all 
components being interconnected with a globally-extensive 
network (e.g. the Internet) 190; 
0056 FIG. 2 is a schematic representation of a contest 
based embodiment of the System of the present invention, 
showing the major physical components thereof comprising 
a primary server 100 with embedded GPS (global position 
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ing system) receiver 170, one or more web servers 110, a 
login Server 120, a contestant database 130, an query/answer 
database 140, one or more game servers 150 with embedded 
GPS receivers 170, and one or more client machines 160 
with embedded Global Synchronization Units (GSU) 175, 
all components being interconnected with a network 190; 
0057 FIG. 2A is a schematic representation of the com 
ponents directly involved in the query/response portion of 
the contest Supported by the system of FIG. 2, showing the 
virtual network connections between the primary server 100 
and a set of game ServerS 150, as well as between each game 
Server and an associated Set of client machines 160; 
0058 FIG. 2B is a schematic representation of the com 
ponents used to distribute and present the HTML and 
asSociated web content to contestants using the System of 
FIG. 2, showing a plurality of mirrored web servers 110 
each connected to a contestant database 130 and each 
Serving a Set of client machines 160, and each client machine 
being equipped with a web browser 320; 
0059 FIG. 2C is a schematic representation of the con 
nectivity between the login server 120 and the client 
machines 160, wherein each client machine is provided with 
a contest client 340, and the login Server is connected to the 
contestant database 130; 
0060 FIG. 2D1 is a schematic representation of a client 
machine 160 equipped with a GSU 175 and connected 
through the Internet to a server equipped with a GPS clock 
unit 170; 
0061 FIG. 2D2 is a schematic representation of a basic 
global synchronization unit (GSU) 175 employed in the 
System of the present invention, shown comprising a GPS 
antenna 730, GPS receiver 700, central processor 750, host 
computer interface 720, GPS disciplined high-frequency 
clock 710, encryption and decryption module 740, and 
non-volatile memory 760; 
0062 FIG. 2D3 is a schematic representation of some of 
the major components of a client machine 160 employed in 
the System of the present invention, shown comprising a 
global synchronization unit 175 and various hardware and 
Software layers, including client Software Such as a contest 
client application 340, contest plug-in 330, and contest 
hooks and drivers 350; 
0063 FIG. 2D4 is a schematic representation of a client 
machine 160 equipped with an enhanced GSU 177 and 
connected through the Internet to a server equipped with a 
GPS clock unit 170, where input and output devices are 
connected to the client machine 160 through the enhanced 
GSU 177; 

0064 FIG. 2D5 is a schematic representation of an 
enhanced global synchronization unit (GSU) 177 employed 
in the System of the present invention, shown comprising a 
GPS antenna 730, GPS receiver 700, central processor 750, 
host computer interface 720, GPS disciplined high-fre 
quency clock 710, encryption and decryption module 740, 
non-volatile memory 760, input device monitor and 
passthrough module 770, and an output passthrough and 
signal generation module 780; 
0065 FIG. 2E is a schematic representation of some of 
the major components of a game Server employed in the 
System of the present invention, shown comprising various 



US 2002/0026321 A1 

hardware and Software layers including a game Server 
daemon 270 and GPS receiver 170; 

0.066 FIG. 2F is a schematic representation of some of 
the major components of a web server 110 employed in the 
System of the present invention, including web server Soft 
ware 360 providing support for HTML, Java, and other 
Standard protocols and web technologies, 
0067 FIG. 2G is a schematic representation of some of 
the major components of the primary server 100 employed 
in the System of the present invention, including the primary 
Server daemon 250, a contest management interface 260, a 
high precision clock or timer 200, high performance net 
work interface 210, and a GPS receiver 170; 

0068 FIG. 2H is a schematic representation of some of 
the major components of the login Server 120 employed in 
the System of the present invention, including the login 
server daemon 370 and a high performance network inter 
face 210; 
0069 FIG. 3A is a schematic representation of the flow 
of data and messages between a Web Server 110 and a client 
machine 160 employed in the system of the present inven 
tion, wherein the data flow includes web site content trans 
mitted from the Web Server to the client machine, encrypted 
registration information posted to the Web Server from the 
client machine, preliminary contestant username and pass 
word Sent to the client machine, and contest Software 
downloaded from the web server to the client machine; 

0070 FIG. 3B is a schematic representation of the flow 
of data and messages between the primary server 100 and 
the login server 120 employed in the system of the present 
invention, wherein the data flow includes a list of game 
ServerS Sent from the primary Server to the login Server; 
0071 FIG. 3C is a schematic representation of the flow 
of data and messages between a game Server 150 and the 
login server 120 employed in the system of the present 
invention, wherein the data flow includes a request for game 
Server Status by the login Server, and the request includes the 
login Server's public key for encryption, and wherein the 
data flow also includes an encrypted reply by the game 
Server to the login Server containing Status and loading 
information about the game Server, as well as the game 
Server's public key for encryption use by the login Server 
and client machine, wherein the data flow also includes an 
encrypted contestant login request from the login Server to 
the game Server and a corresponding encrypted reply from 
the game Server to the login Server containing a game Server 
acceSS code, 

0072 FIG. 3D is a schematic representation of the flow 
of data and messages between the login Server 120 and a 
client machine 160, this data includes an encrypted contes 
tant login request from the client machine to the login Server, 
a message containing an encrypted contestant id Sent from 
the login Server to the client machine, and an encrypted 
message from the login Server to the client machine con 
taining a game Server address and associated game Server 
acceSS code, 

0073 FIG. 3E is a schematic representation of the flow 
of data and messages between a game Server 150 and a client 
machine 160, wherein the data flow includes a message from 
the client machine to the game Server containing a contestant 
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ID, a game Server access code, and a client machine public 
key, an additional message from the game Server to the client 
machine containing the game Server public key, an addi 
tional message from the game Server to the client machine 
containing and encrypted query and Start-time, a further 
message from the game Server to the client machine con 
taining an encrypted query decryption key, a further message 
from the client machine to the game Server containing a 
response notification hash, a further message from the client 
machine to the game Server containing the encrypted 
response data and Security verification hash, a further mes 
Sage from the game Server to the client machine containing 
the Security log request, a further message from the client 
machine to the game Server containing the encrypted Secu 
rity log, a final message from the game Server to the client 
machine containing the contest results; 
0074 FIG. 3F is a schematic representation of the flow 
of data and messages between the primary server 100 and a 
game Server 150, wherein the data flow includes a message 
from the game Server to the primary Server containing the 
game Server public key, an additional message from the 
primary Server to the game Server containing the primary 
Server public key, a further encrypted message from the 
primary Server to the game Server containing the encrypted 
query, encrypted Start-time, and encrypted answer, a further 
message from the game Server to the primary Server con 
taining the encrypted preliminary results for the contest, a 
further message from the primary Server to the game Server 
containing an encrypted Security analysis request, a further 
message from the game Server to the primary Server contains 
the encrypted Security analysis results, a final message from 
the primary Server to the game Server containing the 
encrypted contest results; 
0075 FIG. 3G is a schematic representation of the flow 
of data and messages between the primary server 100 and a 
web server 110, wherein the data flow includes game 
announcements delivered via ftp from the primary Server to 
the web (http) server, and additional data delivered via ftp 
from the primary Server to the Web Server includes contest 
results and contestant Standings, 
0.076 FIG. 4 is a flowchart of the high level operations 
performed by the contest-based system of FIG. 2 so as to 
enable a contestant to participate in a simultaneous, Secure, 
multi-player timed-constrained contest; 
0077 FIG. 4A is a flowchart describing in greater detail 
a method for registering and downloading contest Software 
in the system of FIG. 2; 
0078 FIG. 4B is a flowchart describing in greater detail 
a method for the contestant to log on to the game Server of 
FIG. 2; 

007.9 FIG. 4C is a flowchart describing in greater detail 
a method for downloading an encrypted query and Start-time 
to the client machine 160; 

0080 FIG. 4D1 is a flowchart describing in greater detail 
a method for characterizing the client machine local clock 
290 and Synchronizing the client machine display update 
cycle in connection with a System of the present invention 
incorporating a basic GSU 175 in the client machine 160; 
0081 FIG. 4D2 is a flowchart describing in greater detail 
a method for characterizing the client machine local clock 
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290 and Synchronizing the client machine display update 
cycle in connection with a System incorporating an enhanced 
GSU 175 in the client machine 160; 

0082 FIG. 4D3 is a flowchart describing in greater detail 
in which a method for characterizing the client machine 
local clock 290 and synchronizing the client machine dis 
play update cycle in connection with a System that does not 
include a global Synchronization unit; 

0.083 FIG. 4E1 is a flowchart describing in greater detail 
a method for presenting the query to the contestant at the 
contest Start-time in connection with a System incorporating 
a basic GSU 175 in the client machine 160; 

0084 FIG. 4E2 is a flowchart describing in greater detail 
a method for presenting the query to the contestant at the 
contest Start-time in connection with a System incorporating 
an enhanced GSU 175 in the client machine 160; 

0085 FIG. 4E3 is a flowchart describing in greater detail 
a method for presenting the query to the contestant at the 
contest Start-time in connection with a System that does not 
include a global Synchronization unit; 

0.086 FIG. 4F1 is a flowchart describing in greater detail 
a method for the contestant to Submit a timestamped 
response to the previously presented query in connection 
with a system incorporating a basic GSU 175 in the client 
machine 160; 

0087 FIG. 4F2 is a flowchart describing in greater detail 
a method for the contestant to Submit a timestamped 
response to the previously presented query in connection 
with a system incorporating an enhanced GSU 175 in the 
client machine 160; 

0088 FIG. 4F3 is a flowchart describing in greater detail 
a method for the contestant to Submit a timestamped 
response to the previously presented query is outlined for a 
System that does not include a global Synchronization unit; 

0089 FIG. 4G is a flowchart describing in greater detail 
a method for fairly judging the contest and determining the 
winners of that contest is outlined; 

0090 FIG. 5 is a schematic representation of a financial 
trading-based embodiment of the System of the present 
invention, showing the major physical components thereof 
comprising a primary server 100 equipped with GPS (global 
positioning system) receiver 170, one or more web servers 
110, a login server 120, a trader database 35, a real-time 
market State Server 45, one or more real-time price-quotation 
and trading (Q & T) servers 55, as well as between each 
RTPO&T server and an associated set of client machines 
160; 
0.091 FIG. 5B is a schematic representation illustrating 
the connectivity between the login server 120 and the client 
machines 160, wherein each client machine is provided with 
trading client software 345, and wherein the login server is 
also connected to the trader database 35: 

0092 FIG. 6 is a schematic representation of a modified 
embodiment of the Internet-based competition-promoting 
System of the present invention, wherein one or more remote 
administration consoles 600, contest database 660, and a 
remote administration server 610 are provided for remotely 
creating and administering contests over the Internet; 
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0093 FIG. 6A is a schematic representation of the com 
ponents shown in FIG. 6 directly involved in the remote 
administration of contests, showing the virtual network 
connections between the primary server 100 and a remote 
administration server 610, between the remote administra 
tion server 610 and a contest database 660, contestant 
database 130, and query answer database 140, as well as 
between the remote administration server 610 and one or 
more remote administration consoles 600; 
0094 FIG. 6B is a schematic representation of some of 
the major components of a remote administration console 
600 employed in the system of FIG. 6, showing various 
hardware and Software layers, including the administration 
Software being comprised of a remote administration client 
application 650 and a remote administration plug-in 640; 
0.095 FIG. 6C is a schematic representation of some of 
the major components of a remote administration Server 610 
employed in the system of FIG. 6, showing various hard 
ware and Software layers, including the remote administra 
tion web server 620 and the remote administration daemon 
630; 
0096 FIG. 7 is a schematic representation of a sub 
System for providing the competition-promoting Systems of 
the present invention with a television-based spectator inter 
face, showing comprising a web server 110, a Video-enabled 
client machine 900, a web-to-video processor 910, taped 
video content playback unit 960, live video source (e.g. 
camera) 950, a real-time video compositor 920, broadcasting 
equipment 930, and television viewers 940; 
0097 FIG. 7A is a schematic representation showing an 
exemplary layout for displaying contest live video, contes 
tant images, and live contest queries, results, Scores and 
Statistics on a television-based spectator interface; 
0098 FIG. 8 is a schematic representation showing the 
basic components of a television-based client machine 
according to the present invention, shown comprising a 
set-top client machine 970 connected to the user's television 
set 990 using a standard NTSC or PAL cable, and a remote 
control input device 980 for controlling the client machine; 
0099 FIG. 8A is a schematic representation showing the 
major components of the set-top client machine 970 of FIG. 
8, shown comprising a GPS receiver 170, clock and timer 
hardware 290, a television tuner with IntercastTM decoding 
capability 977, a modem 976, an infrared input port 975, 
NTSC or PAL audio/video output 974, embedded device 
drivers 973 and embedded operating system with Java 
capability 972 running on a microprocessor, and a firmware 
contest client 971; 
0100 FIG. 9 is a schematic representation showing 
examples of input devices that can be connected to a global 
synchronization unit (GSU) of the present invention for 
performing time and Space Stamping; 
0101 FIG. 10 is a schematic representation showing 
examples of applications that can benefit from inclusion of 
an embedded global Synchronization unit (GSU) in accor 
dance with the principles of the present invention; and 
0102 FIG. 11 is a schematic representation showing 
examples of different configurations of a global Synchroni 
Zation unit, including both internal and external units with a 
variety of interface options. 
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DETAILED DESCRIPTION OF THE 
ILLUSTRATIVE EMBODIMENTS OF THE 

PRESENT INVENTION 

0103 Referring to the figures in the accompanying Draw 
ings, the preferred embodiments of competition-enabling 
(i.e. competition-promoting) system and method of the 
present invention will now be described in great detail, 
wherein like elements will be indicated using like reference 
numerals. 

0104. In FIG. 1, a generalized internetworked-based 
competition-promoting System is shown for fairly and 
Securely enabling one or more time-constrained competi 
tions among a plurality of competitors Simultaneously pre 
Sented with the same set of data (i.e. in a globally time 
Synchronized manner) which, in general, may be 
informative or may take the form of a question to be 
answered, or a problem, puzzle or riddle to be Solved. 
Hereinafter, this data shall be referred to as an Invitation 
to-Respond, or ITR, which is transmitted to each of the 
competitorSparticipating in the competition promoted by the 
System hereof in a regulated manner. In general, the com 
petitors can be human beings, programmed computers, or 
Sophisticated androidal machines as taught, for example, in 
WIPO International Publication No. WO 98/49629 pub 
lished on Nov. 5, 1998 incorporated herein by reference. In 
response to each ITR presented to the competitors, each 
competitor is allowed to respond to the ITR by Submitting an 
appropriate response or undertaking a particular action. In 
accordance with the principles of the present invention, the 
timing of each competitor's response is critical to ensuring 
fairneSS in the competitive activity in question, and thus 
precisely measured, Securely recorded and analyzed in a 
manner which will be described in greater detail hereinafter. 
0105. In general, the competition-promoting system and 
method of the present invention can be applied to a variety 
of different competitive activities with only slight modifi 
cations required from embodiment to embodiment of the 
present invention. Typical applications of the present inven 
tion include multi-player timed problem-Solving games, 
puzzles, or contests, on-line real-time auctions, on-line 
real-time trading of Securities (e.g. Stocks and bonds), com 
modities, and foreign currencies, on-line real-time auctions, 
on-line educational testing, on-line career testing; on-line 
aptitude testing; on-line intelligence quotient (IO) testing; 
and other real-time activities wherein simultaneous presen 
tation of information to a plurality of competitive entities or 
accurate presentation of IRQS to and collection of responses 
thereto from one or more human Subjects, is critical to the 
competitive or otherwise time-constrained activity at hand, 
in order to ensure fundamental principles of fairness and fair 
play expected by participants, spectators, and Sponsors alike. 
AS used hereinafter and in the Claims to Invention, the term 
“competition' shall be understood to embrace all such 
network-enabled activities. 

Overview of the Generalized Embodiment of the 
System of the Present Invention 

0106 As shown in FIG. 1, the competition-promoting 
System of the present invention comprises an integration of 
Subcomponents, Such as for example: a primary Server 100; 
one or more web servers 110; a login server 120; a com 
petitor database 30; an Invitation-To-Respond/Response 

Feb. 28, 2002 

(ITR/Response) database 40; one or more competition 
promoting servers 50; and a plurality of client machines 160. 
As shown in FIG. 1, each client machine 160 includes a 
global synchronization unit 175 (GSU), whereas each com 
petition-promoting server 50 includes a standard GPS 
receiver 170. As shown in FIG. 1, the global positioning 
System employed by the competition-enabling System com 
prises a plurality of GPS receivers 170 operating in con 
junction with an array of GPS satellites 180 occupying a 
geodesic orbit in a manner well known in the Satellite art. All 
of the computer and database components of the competi 
tion-enabling System are interconnected through Some Sort 
of internetworked computer communications network 190 
Such as the Internet. 

0107 Overall regulation of the competitive activity 
enabled by the system and method of the present invention 
is carried out by a computer or Set of computers which 
hereinafter shall be referred to collectively as the “primary 
Server'. The primary Server provides certain functionality to 
the System including, for example: acting as a Source of 
Invitations-to-Respond and other competition related data; 
providing a master clock for the System; and performing 
functions or operations involving data received from mul 
tiple client machines connected to the System. 

0108. In the illustrative embodiments, the single primary 
server 100 communicates indirectly with the client machines 
160 through a number of competition-promoting servers 50. 
These servers relay Invitations-To-Respond and other data 
to the client machines 160, and receive responses thereto 
from those client machines. Preliminary processing and 
Sorting of the client machine responses is performed by the 
competition-promoting Servers 50, and these pre-processed 
results are then passed back to the primary server 100. 
0109 Each competitor interacts with the competition 
promoting System through a client machine 160. Each 
competitor uses a Single client machine to receive and view 
the Invitations-To-Respond (ITR), as well as to enter and 
transmit the responses thereto. The client machine typically 
consists of a Standard personal computer, augmented by the 
addition of Several Software and hardware components, 
including a global synchronization unit (GSU) 175 con 
Structed in accordance with the principles of the present 
invention. The global synchronization unit 175 is installed in 
the client machine to provide precisely time-Stamp client 
responses, referred to as client-events, traceable to interna 
tionally standardized reference clocks. The GSU within each 
client machine performs decryption operations, generates 
digitally-signed time and Space Stamps of various internal 
and external events at the client machine, and Supports timed 
decryption and presentation of data to the competitor. 

0110. As shown in FIG. 1, the last primary computer 
based component of the competition promoting System 
hereof is the login server 120. The primary function of the 
login Server 120 is to accept login requests from each 
competitor's client machine and assign an appropriate com 
petition-promoting Server to that client machine. The login 
server 120 also provides a single, well-known address for 
each client machine to use to contact the assigned compe 
tition-promoting Server when initializing a Session in the 
competitive activity. The login Server also serves to intelli 
gently distribute the processing and communications load 
among the competition-promoting Servers. 
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0111. As shown in FIG. 1, two database systems are used 
by the competition-promoting System of the present inven 
tion. The first database is the competitor database 30 which 
records information about each competitor, Such as his or her 
identity, preferences, contact information, and any other data 
deemed necessary for the proper operation of the competi 
tion. The second database is the Invitation-to-Respond/ 
Response database 40 which Stores or generates Invitations 
To-Respond (ITRS) appropriate to the particular competition 
being promoted, and transmits those ITR's to the client 
machine, through the other Servers in the System. The 
ITR/Response database 40 may also contain canonical 
responses for comparison with the actual responses gener 
ated by the competitors, as well as other information nec 
essary for the conducting of the competition. 
0112 The final component of system shown in FIG. 1 
which deserves mention is the communications network 
190. In general, the communications Supported by the com 
munications network 190 could be carried out using a 
variety of different communications methods. In general, 
each computer or device in the System will establish a 
connection or connections to one or more of the other 
computers through the network 190. In practice, these 
connections will be “virtual” connections through a general 
network Such as the Internet, rather than as a direct point 
to-point physical connection. In the illustrative embodi 
ments disclosed herein, the communications network 190 is 
a packet-Switched data communications network running 
the popular Transmission Control Protocol/Internet Protocol 
(TCP/IP). Thus each server computer connected to the 
communications network 190 will have a statically assigned 
IP address, while each client machine connected thereto will 
have either a Statically or dynamically assigned IP address in 
a manner well known in the art. 

Contest-Enabling System and Method of the 
Present Invention 

0113) Referring to FIGS. 2 through 4G, a contest 
Supporting (i.e. contest-enabling) system and method will 
now be described in accordance with the principles of the 
present invention. 
0114. In this particular embodiment of the present inven 
tion, the primary goal of the Internet-based System and 
method is to enable thousands and even millions of contes 
tants to participate in a multi-player internetworked prob 
lem-Solving contest that is regulated in a Secure and funda 
mentally fair manner. In general, the contest will involve a 
mass population of players, or contestants who simulta 
neously attempt to Solve Some problem or Set of problems in 
a time-constrained manner. The contestants are evaluated 
and ranked according to the Solution provided as well as the 
time taken to Submit the Solution. Each contestant in the 
contest will interface to the contest process through a client 
machine capable of displaying images, text, Video, play 
audio streams in a globally time-synchronized manner, or is 
otherwise provided with Some other means for presenting a 
question or problem to the contestant in a like manner in 
accordance with the principles of the present invention. The 
question or problems thus presented to each competitor will 
be referred to as a query, although, in a more general Sense 
of the present invention, can be understood as an Invitation 
To-Respond (ITR), as discussed hereinabove. Each client 
machine also accepts an answer or Solution from the con 

Feb. 28, 2002 

testant as response to the query previously presented. The 
contestant's answer or Solution will be referred to as the 
response, as in the general Sense of the present invention. 
Therefore, each client machine in the contest-Supporting 
System hereof is a device that presents (e.g. visually and/or 
audibly displays) queries and accepts responses from one 
registered contestant who is participating in the contest. 
0115 The contest-promoting system of the present inven 
tion also includes a means for controlling and measuring 
certain time-based elements of the contest (i.e. competition). 
For example, Such elements include the ability to Specify the 
precise instant at which a query is presented to the contes 
tants on all or Some Subset of the client machines. Herein 
after, this instant of time shall be referred to as the “start 
time', analogous to the “start-line' in a race, which is the 
Same for each contestant in accordance with the principles of 
the present invention. In addition, the contest-promoting 
System of the present invention also includes means for 
precisely determining the length of time between the Start 
time and the instant each contestant Submits its response 
which, hereinafter, shall be referred to as the “finish-time” 
analogous to the “finish-line” in the race. Hereinafter, this 
length of time, measured between the Start-time and the 
finish-time, shall be referred to as the “response-time” of the 
particular contestant or competitor. 
0116. The contest-promoting system and method of the 
present invention enables the Simultaneous presentation of 
queries (i.e. ITRS) to each and every client machine regis 
tered to compete in the contest at hand. Unlike the prior art 
method of using the receipt of a query decryption key to 
trigger the display process at each client machine, as dis 
closed in U.S. Pat. No. 5,695,400, the present invention 
teaches the use of a local clock to determine the exact instant 
to display the query (i.e. ITR) to the contestant. In the 
illustrative embodiment of the present invention, the local 
clock is contained in an embedded or peripheral device 
known as the global synchronization unit (GSU) 175. The 
GSU at each client machine incorporates a global position 
ing System (GPS) receiver to provide a precise timing 
reference that is accurate to within 1 microSecond of inter 
national atomic clock standard time. The GSU can be 
programmed to decode and present the query (i.e. ITR) in a 
Secure manner at the precise moment desired. In an alter 
native embodiment of the present invention, a similar func 
tionality can be provided at each client machine, but at lower 
precision and Security levels by using a Standard timer, 
counter, or clock on the client machine. In this alternative, 
less accurate timing method, the local clock is characterized, 
or analyzed to determine the functional relationship between 
the local clock time and the global time as determined by a 
Single master clock for the entire contest System. Using this 
function, the global time may be determined from the local 
clock reading. In addition, the display update cycle on each 
client machine is skewed So that a display update completes 
exactly at the desired “start time” which is determined to be 
the same for each every contestant, regardless of their 
location on the planet. Characterization of the local clock 
may be performed using an accurate clock (perhaps GPS 
based) connected to the client machine, or it may be done 
using Security enhanced versions of the methods and algo 
rithms used in NTP, the network time protocol. 
0117 The contest-promoting system and method of the 
present invention also provides extensive Security measures 
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to detect and discourage cheating by dishonest players. 
Security is crucial in large contests involving significant 
rewards for winners. Security for the system is provided 
through the use of encryption of the majority of messages 
between the various computers in the System, as well as by 
monitoring and logging the contest-related activities of 
participating client machines. Additional details regarding 
this aspect of the system will be described hereinafter. 
0118. Having provided an overview on the contest-pro 
moting System of the present invention, it is appropriate to 
now describe in greater detail the Structure and function of 
the components of this System. 

0119) As shown in FIG. 2, the contest-promoting system 
of the illustrative embodiment comprises an integration of 
components, namely: a primary Server 100; one or more web 
servers 110; a login server 120; a contestant database 130; a 
query/answer database 140; one or more game servers 150; 
and a plurality of client machines 160. As shown in FIG. 2, 
each client machine is equipped with a global Synchroniza 
tion unit 175 (GSU), whereas the primary server 100 and 
each game server 150 is equipped with a standard GPS 
receiver 170. As shown, the contest-promoting system of the 
illustrative embodiment employs a global positioning Sys 
tem comprising GPS receivers 170 operating in conjunction 
with an array of GPS satellites 180 occupying a geodesic 
orbit in a manner well known in the satellite art. All of the 
computer and database components of the System are inter 
connected through Some Sort of communications network 
190 Such as the Internet, Supporting a networking protocol 
Such as TCP/IP 

0120 Overall regulation of the contest activity enabled 
by the System and method of the present invention is carried 
out by a computer or Set of computers which hereinafter 
shall be referred to collectively as the “primary server'. The 
primary Server provides certain functionalities to the System 
including, for example: acting as a Source of queries and 
their correct answers, providing a master clock for the 
System; determining the Overall ranking of contestants, 
Selecting the winner of the contest.; and informing the 
contestants and possibly the general public of the identity of 
the Wining contestant. 

0121. As shown in FIG.2G, the primary server 100 in the 
contest-promoting System comprises a number of Software 
and hardware components. As shown in FIG. 2G, the 
structure of the primary server 100 is described using the 
layered Structure of a Standard general purpose computer, 
wherein the hardware components are shown at the lowest 
level, with Successive layers of Software functionality dis 
posed above them. Each layer of components utilizes and 
builds upon the Services and capabilities of the lower layers, 
most often only directly interfacing with the layer immedi 
ately below it. In the primary server 100, the low level 
hardware includes a GPS receiver 170, and high precision 
clock and timing hardware 200 synchronized to a global 
time reference using the GPS receiver. In addition, the high 
performance network interface hardware 210 is used to 
connect the primary server 100 to the communications 
network 190. These hardware components are in addition to 
the standard I/O and other hardware 220 typically provided 
on a high-end network server, such as the SUN Enterprise TM 
server running the SolarisTM platform, by Sun Microsys 
tems, Inc. of Palo Alto, Calif. Above the hardware level are 
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standard and customized device drivers 230 that control and 
communicate directly with the hardware. The device drivers 
are used by the operating System 240 and higher-level 
applications So that direct hardware programming is not 
necessary. At the top level of FIG. 2G are two contest 
related applications. The first application is the primary 
server daemon 250. This piece of software manages the 
Sequence of operations for the contest as a whole, as well as 
managing the communication of queries, responses, and 
other information with the game servers. The other top level 
application running on the primary Server 100 is the contest 
management interface 260. This application provides the 
user interface to the human operators of the contest. This 
Software allows the operators to enter new questions and 
answers in to the Query/Answer Database 140, to set up and 
Schedule contests, to Set prize levels, to specify qualifica 
tions for entering the contests, to collect and View usage 
Statistics, and to monitor ongoing contests. The contest 
management interface application communicates with the 
primary Server daemon 250 in performing most of its taskS. 
0122). As illustrated in FIG. 2A, the single primary server 
100 communicates indirectly with the client machines 160 
through a number of game servers 150. These game servers 
relay queries to the client machines, and receive responses 
from those client machines. Preliminary judging and Sorting 
of the responses is performed by the game servers 170, and 
these pre-processed results are then passed back to the 
primary server 100. 
0123. As shown in FIG. 2E, the game server 150 has a 
layered architecture similar to the primary server 100, com 
prising: hardware components including a GPS receiver 
170; high precision timing hardware 200; a high perfor 
mance network interface 210; in addition to the standard 
hardware components 220. These hardware components are 
controlled through the use of a Set of Standard and custom 
ized device drivers 230. Many of these device drivers are 
provided by the hardware manufacturers, while Some are 
Specifically written or modified to handle the precise timing 
operations needed by the contest-promoting System of the 
present invention. The major application running on the 
game Servers is the game Server daemon 270. The game 
Server daemon 270 receives, processes and responds to data 
from the primary server 100, the login server 120, and from 
its client machines 160. 

0.124. Each contestant interacts with the contest system 
through a client machine 160. Each contestant uses a Single 
client machine 160 to receive and view the contest queries 
as well as to enter and transmit their responses containing 
their answers to those queries. In the illustrative embodi 
ment, each client machine may be realized as a Standard 
personal computer, augmented by the addition of Several 
Software and hardware components. In FIG. 2D3, the basic 
components of each client machine 160 is shown. As shown 
in FIG. 2D3, each client machine 160 would initially 
comprise the Standard hardware and Software components 
typically associated with any personal computer. These 
components would include the operating System 240, Stan 
dard device drivers 280, clock or timer hardware 290, input 
hardware, Such as the keyboard, mouse, a microphone, etc. 
300, output hardware, Such as a Video display and/or Speak 
ers 310. In addition to this hardware, each client machine 
would also require some sort of “web browser'320 such as 
Netscape Navigator or Microsoft's Internet Explorer. This 
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web browser is used to contact the “Contest WWW Site”, to 
register with the contest System, and to download the other 
Software components therefrom. These other components 
might include a contest plug-in 330 that would enhance the 
user's experience at the contest web site, in addition to the 
contest client 340, which is the primary interface between 
the contestant and the contest System. Each contest client 
receives and presents queries to the human contestant, as 
well as accepting the contestant's responses and Sending 
them to the Servers. Each contest client communicates 
through contest hooks and drivers 350 with the underlying 
input, output, and timing hardware, in order to handle the 
timing aspects of the game (i.e. contest). The hooks and 
drivers 350 are responsible for clock and display synchro 
nization, as well as for generating timestamps associated 
with various events during the game. The global Synchro 
nization unit 175 is installed in the client machine to provide 
precisely timed events, traceable to internationally Standard 
ized reference clocks. The GSU 175 performs decryption 
operations, timestamping of client-machine/contestant 
responses, and Supports timed query presentation. 
0.125 When not actually playing a game, the contestant 
interacts with the contest web site through a web browser. 
The contest web site is “served” to that browser from one or 
more web servers 110. The web servers handle advertising, 
Support, registration, downloading, and other similar taskS. 
As shown in FIG. 2F, the web server 110 comprises a 
number of major components comprising a Standard I/O 
220; a high performance network interface 210; standard 
device drivers 280; and the operating system 240. These 
components cooperate to Support the operation of the web 
server Software 360. The web server Software 360 consists 
of an HTTP daemon, along with various scripts and utility 
programs used to handle user/contestant registration and to 
perform contest web site updates as new contests or results 
information become available. 

0126. As shown in FIG. 2, the last primary computer 
based component of the contest-promoting System is the 
login server 120. The function of the login server 120 is to 
accept login requests from each contestant's client machine, 
and assign an appropriate game Server to that client. The 
login Server 120 provides a single, well-known address for 
the client machines to contact when initializing a new game. 
The login server also serves to intelligently distribute the 
processing and communications load among the game Serv 
ers. As shown in FIG. 2H, the login server 120 comprises a 
number of major components, namely: a Standard I/O 220; 
a high performance network interface 210; Standard device 
drivers 280; and the operating system 240. These compo 
nents cooperate to Support the operation of the login Server 
daemon 370, which handles the login requests and server 
assignment functionality within the contest-promoting Sys 
tem. 

0127. As shown in FIG. 2, the contest-promoting system 
of the illustrative embodiment employs two database SyS 
tems. The first database System is the contestant database 
130. The contestant database records information about the 
user, Such as their identity, preferences, contact information, 
and contest results and Standing. The Second database is the 
query/answer database 140. The query/answer database 
Stores the problems and Solutions for the game contests. 
These problems and Solutions are originally created and 
Stored in the database by the contest operators. They are then 
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accessed and distributed by the primary server 100 to the 
contestant's client machines 160 during the contest. 
0128. As shown in FIG. 2, the final component contest 
promoting System that deserves mention is the communica 
tions network 190. In general, communications over the 
network could be carried out using a variety of different 
communications methods. In general, each computer or 
device will establish a connection or connections to one or 
more of the other computers through the network 190. In 
practice, these connections will be “virtual” connections 
through a general network Such as the Internet, rather than 
as a direct point-to-point physical connection. The topogra 
phy of the primary virtual connections between the various 
contest system components are depicted in FIGS. 2A, 2B, 
and 2C, while the information flows transmitted through 
those connections are detailed in FIGS. 3A through 3G. 

Virtual Communication Links and Hierarchies in 
the Contest Promoting System of the Present 

Invention 

0129. Typical games implemented using the contest-pro 
moting System of the present invention could involve thou 
Sands or even millions of contestants distributed over and 
possibly above the planet Earth. Because of the huge band 
width required to handle transmission of the queries and 
responses from all of the client machines employed in the 
contest, the System of the present invention utilizes a hier 
archy of servers illustrated in FIG. 2A. As shown in FIG. 
2A, the primary server 100 acts as the root node of a 
tree-type interconnection of computers. The “leaves” of the 
tree structure are formed by the client machines 160 con 
nected to the System. Between these devices lies a layer of 
game servers 150 which act as intermediaries (or “branch 
structures”) between the primary server 100 and the client 
machines 160. Each game Server communicates directly 
with the primary server 100 and with a set of client machines 
asSociated with that particular game Server 150. In a large 
contest involving many thousands of contestants, there 
might be hundreds or thousands of game ServerS deployed in 
the System, each handling hundreds or thousands of client 
machines. These game Servers could be distributed over the 
country or over the World, with each game Server handling 
client machines in a certain region, thereby greatly reducing 
the communications loading on central “trunk” network 
links. As shown in FIG. 2A, there are also communication 
links between the primary server 100 and the contestant 
database 130 and the query/answer database 140. In this 
illustrative embodiment of the contest-promoting System 
hereof, each game server 150, client machine 160, and 
primary server 100 is equipped with a GPS receiver that is 
used to Synchronize the local clock and the display of each 
client machine participating in the contest-promoting Sys 
tem. 

0130 Network traffic bandwidth associated with the 
higher level Servers in the hierarchical configuration shown 
in FIG. 2 is reduced by performing Some data processing on 
the game servers 150 themselves, rather than performing all 
computations on the primary server 100. For example, if a 
Single winning contest, or a certain number (e.g. n) of 
winners are to be chosen in each contest, then each game 
Server 150 can compare each response it receives and only 
transmit the “n” best responses onto the next higher level 
Server. Also, management of time Synchronized messaging 
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with each client machine can be carried out by the game 
server 150 associated with that client machine, rather than 
by the primary server 100. Such techniques will serve to 
reduce the loading on the primary server 100. If the perfor 
mance of all contestants is to be rated and Sorted, then each 
game Server 150 can Sort the contestants playing on the 
client machines connected to that game server 150. There 
after, these Sorted lists of client machines can be easily and 
efficiently sorted by the primary server 100 using an inser 
tion Sort or method that takes advantage of the pre-Sorted 
groups of contestants. 
0131. It is recognized that real world contests involve 
much more than the actual queries and responses that make 
up the core elements of the game. Many other StepS and 
processes are necessary or desirable both from the point of 
view of the contestant, as well as from the point of view of 
the perSon or company running the contest. While the 
purpose of the contest from the point of view of the 
contestant is to have fun, to learn, or to win prizes, the 
purpose of the contest from the point of View of the contest 
operator may include other goals. For example, Such goals 
may include: Selling products, advertising, collecting mar 
keting information or other Statistical information; promot 
ing their company or institution; educating a group of 
people; and So on. The basic query, response, and judging 
activities constitute the contest itself, while the other activi 
ties referred to above will be referred to as the non-contest 
activities. These non-contest activities can be divided into 
two major categories, those activities that directly Support 
the operation of the contest; and those activities that are 
ancillary to the contest. 
0132) Non-contest activities that directly support the 
operation of the contest include one-time or rarely per 
formed activities, as well as activities that must be per 
formed immediately before or after each contest. One-time 
activities include contestant registration, System testing and 
qualification, and downloading plugins or other client-ma 
chine based components. Those periodic activities that must 
be performed before or after each contest include login, 
Server assignment, and viewing contest results. 
0133) Registration is used to collect and record informa 
tion about each contestant desiring to participate in a Sched 
uled contest (e.g. listed on the Contest WWW Site). This 
information can include the name, address, telephone num 
ber(s), E-mail address, and any other information required or 
desired of each contestant by the contest organizer and/or 
sponsor(s). The contestant chooses or is assigned an iden 
tification number (or “handle”) and a password, in order to 
protect their access to the contest process. At registration 
time, a number of tests may be performed on the contestants 
System. These tests could be used to qualify the client 
machine to be used by the contestant, by determining 
whether it meets certain requirements necessary to Success 
fully participate in the contest. In addition, data produced as 
a result of these tests may be recorded, either on the client 
machine or on one of the Servers. This data could be used, 
in conjunction with other information collected during and/ 
or after the contest, to help determine whether the contestant 
participated fairly in the competition. Another activity which 
is also performed before the contest is downloading any 
programs, installable components, and plugins, as well as 
any data required by them. These programs, components, 
and plugins, along with a browser or other programs already 
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present on the contestants System will be used to present 
advertising and other information and content to the con 
testant, as well as to perform all operations of the contest on 
the client machine. 

0.134. As shown in FIG. 2B, a number of system com 
ponents are used to distribute and present HTML (or XML) 
encoded documents (with or without Java or Active-X 
applets) and associated web content to the contestants. AS 
shown, Such System components include a plurality of 
mirrored web servers 110, wherein each web server 110 is 
connected to a contestant database 130 and each Serves a Set 
of Web-enabled client machines 160 equipped with web 
browsers 320. A master web server 110 stores and provides 
the web site content to a set of client machines, utilizing 
HTTP, FTP, and other standard Internet protocols. In order 
to avoid overloading a single web server with many thou 
Sands or millions of connections, a number of mirror web 
servers 110 are used. The master web server transmits copies 
of the entire contest web site to the mirror web servers, 
which then are each able to Serve a large number of client 
machines 160. As shown, each of the web servers 110 shares 
a common networked contestant database 130 which con 
tains registration and other information. In addition to pro 
viding the contest “web site', the web servers also distribute 
the contest client software (340) using the HTTP or FTP 
protocols. Before downloading contest client Software, each 
contestant/user is required to register on the Web Server 110. 
Registration involves filling out a web-based (e.g. HTML 
encoded or XML-encoded) form containing the necessary 
personal and client machine information and Submitting that 
form to the web server. Client machine qualification may be 
tested using either browser plug-ins or Stand alone test 
programs downloaded from the web server. 
0135) In an extremely large multi-player contest, it is 
clear that multiple game Servers will be necessary to handle 
communication with all the client machines involved during 
the contest. When a client machine initially connects to the 
contest-promoting System of the present invention, it will be 
done through a login Server 120 located at Some well-known 
Internet address. The login Server will choose which game 
server should be utilized by this contestants client machine. 
This choice will be based on a variety of information, 
including the location of the client machine, the character 
istics of the connection to the client machine, and the 
number and characteristics of the connections already 
assigned, or anticipated to be assigned, to the game Servers 
in the System. Load balancing algorithms will be used to 
distribute the connections to the game Servers, thereby 
minimizing the possibility of overwhelming any one Server, 
and insuring consistent connections for all the game clients. 
0.136 FIG.2C depicts the connections between the client 
machines 160, login server 120, and the contestant database 
130. Except in extremely large configurations, it is probable 
that only a single login Server would be needed, and all client 
machines would receive their game Server assignments from 
that Server. If a Single login Server is insufficient, then a 
hierarchical configuration Similar to the one shown for the 
game servers in FIG. 2B could be used. As shown in FIG. 
2C, each client machine is running the contest client 340, 
and it is this Software that the contestant interfaces with 
when logging in to through the login Server. In order to 
check passwords and the Status of the contestant, the login 
Server accesses the contestant database 130. 
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Global Synchronization Unit (GSU) of the Present 
Invention 

0.137 While an optional component of the contest-pro 
moting System described above, the global Synchronization 
unit (GSU) 175, when used in each client machine 160, will 
greatly enhance the precision and Security of the overall 
system. In general, the GSU 175 is a standalone system with 
important capabilities and many potential applications 
beyond the contest-promoting System of the present inven 
tion herein disclosed. The basic purpose of the GSU 175 is 
to either (i) perform actions in response to precise time and 
Space conditions, or (ii) generate Secure and verifiable time 
and Space-Stamped records of client-machine inputs and any 
other events captured by devices attached or otherwise 
connected to the GSU of the present invention. 
0.138. In general, the GSU 175 has the ability to trigger or 
generate an event at a Specific time instant or over a specific 
time interval. This event could be the display of an image, 
the Start of a Video or audio clip, the decryption of data, or 
the running of a program on the host machine. One purpose 
of this capability is to allow the Synchronization of events on 
multiple client machines, each of which is equipped with a 
GSU. In Situations requiring high Security, data used in the 
generation of the event may be downloaded into the GSU in 
an encrypted form. This data is then decrypted and the 
event-triggered by the GSU at the precise instant desired. 
0.139. In addition to triggering events based on time or 
time interval conditions, the GSU of the present invention 
can also trigger events at a client machine based on their 
location or velocity of the GSU, or on any combination of 
time, Space, and Velocity conditions thereof. In all cases, the 
GSU is configured through the host computer interface to 
perform a specific action when those conditions are Satisfied. 
0140 Another major functionality of the GSU is to 
perform time and Space Stamping of external events. These 
events could be as Simple as a communication line being 
asserted on the GSU input, or as complex as a set of patterns 
of inputs on a number of different inputs. The trigger for a 
time and Space Stamping action could constrained by timing, 
location, and velocity conditions of the GSU. In fact, the 
Space and time Stamp generation could even be triggered 
Solely by internal information, for example, generating a 
time/space Stamp upon the arrival of the GSU at a specific 
location, or at a predetermined time. In accordance with the 
principles of the present invention, a time/space Stamp 
generated by the GSU 175 includes the location, exact time 
(e.g. to within +/-1 microSecond), and Security information 
including, but not limited to, a hash or CRC (cyclic redun 
dancy check) value derived from the input data associated 
with the event. The hash value will allow the data to be 
verified in the future to insured that it has not been altered 
Since the time/space Stamp was generated. The time/space 
Stamp also will have an associated CRC value or digital 
Signature to insure that the time/space Stamp itself is genuine 
and unmodified. 

0.141. The GSU of the present invention also provides the 
ability to authenticate digitally signed time and Space Stamps 
that it has previously generated, and to verify that data 
asSociated with that time and Space Stamp has not been 
modified Since the Stamp was created. 
0142. Applications of the GSU include, by are certainly 
not limited to: managing and judging geographically dis 
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tributed race-based (i.e. time-constrained) contests, notari 
Zation of data, time-Space Stamping of executed legal docu 
ments (e.g. contracts, property transactions, patent 
applications, Security interests, etc.) and transmitting the 
Same to a centralized Server for public recordation and/or 
filing in accordance with governmental or legal regulations, 
controlling, distributing, and authorization of lottery tickets 
and the like; and any other task in which precise, Secure, and 
Verifiable timing of events and triggering of timed events are 
required. 

The Structure and Function of the Basic GSU of 
the Present Invention 

0.143 FIG. 2D1 depicts one context of operation for a 
basic GSU. This figure shows a client machine 160 with 
attached input and output devices. This client machine is 
connected (using a direct hardware connection or infrared or 
radio frequency link) to a global Synchronization unit (GSU) 
175. In addition, the client machine 160 is connected 
through the Internet or other communication means 190 to 
a server equipped with a GPS Clock 170. In this context, the 
Server could send an encrypted request to the client machine 
160 to perform an action (for example displaying an image) 
at a specific time, as required in the contest-promoting 
System described hereinabove. This encrypted request is 
then loaded into the GSU 175 where it is decrypted and the 
desired event time recorded. At, or at Some predetermined 
time before, the desired display time, the GSU 175 decrypts 
the image to be displayed and downloads the decrypted 
image back onto the client machine 160 for display. This 
method prevents access by the client machine or its operator 
to the image data before the allotted time. 
0144. An alternative function performed by the GSU in 
the context of FIG. 2D1 would be the ability to time and 
Space Stamp an input or event captured or generated by the 
client machine. In this case, data associated with the input or 
event would be uploaded to the GSU 175, which would 
create a digital signature for that data input, where the digital 
Signature would also incorporate the time and location of the 
GSU at the moment the data was uploaded. The digital 
Signature thus created could then be sent over the network to 
a Server to Serve as a record of the event taking place. At a 
later time, this record could be used to prove that the data 
existed at or before the time recorded in the timestamp, and 
the location of the GSU when the record was generated. 
0145 As shown in FIG. 2D2, a basic global synchroni 
zation unit (GSU) 175 comprises several required and 
optional components. The required components include a 
GPS Receiver 700 and an associated antenna 730. The GPS 
receiver 700 is connected to a central processor 750 that can 
Store events and desired trigger time/locations, perform 
encryption and decryption functions, and calculate digital 
Signatures Verifying the authenticity of data including, for 
example, time and space information provided by the GPS 
receiver 700. Access to the central processor 750 is provided 
through a host computer interface 720, which could utilize 
Standard or proprietary hardware and communication pro 
tocols to provide Such access. Standard interface Specifica 
tions that might be utilized therein include bus-based con 
nections such as ISA, SCSI, or PCI; port-based connections 
Such as USB, RS232, or PCMCIA, or other communication 
methods Such as infrared or radio frequency links. In addi 
tion to these core components, the GSU of the present 
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invention may also contain a number of optional compo 
nents such as a high-frequency GPS disciplined clock 710, 
interfaced with the central processor 750, for providing 
much higher resolution time-Stamps, a Stand-alone encryp 
tion and decryption module 740, interfaced with the central 
processor 750, for providing enhanced Speed and Security; 
and/or non-volatile memory 760, interfaced with the central 
processor 750, for recording timestamps for later compari 
Son and Verification purposes. AS discussed above, FIG. 
2D3 shows the GSU in the context of a client machine for 
use in a time-constrained competition against others, as in 
the case of a contest, or against oneself under the constraint 
of a clock as the case of testing, or against changing Supply 
and demand conditions in a market as in the case of real-time 
Securities, commodities, or currency trading, or other forms 
of real-time and non-real-time auction processes. 

The Structure and Function of the Enhanced GSU 
of the Present Invention 

0146 FIG. 2D4 depicts one context of operation for an 
enhanced version of the GSU. As shown therein, a client 
machine 160 is connected to the GSU 177 using either a 
direct hardware connection or infrared or radio frequency 
link known in the art. Instead of being directly connected to 
the client machine, the input and output hardware for the 
client machine is routed through the GSU 177. As shown, 
the client machine 160 is connected through the Internet or 
other communication means to an information Server 
equipped with a GPS Clock 170. In this context, the server 
could send an encrypted request to the client machine 160 to 
perform an action (for example displaying an image) at a 
Specific instant of time. This encrypted request is then 
loaded into the GSU 177 where it is decrypted and the 
desired event time recorded. At the desired display time, the 
GSU 177 can directly override the video output from the 
client machine 160, replacing it or overlaying it with the 
decrypted image. The enhanced GSU 177, by directly con 
trolling the client machine display, can provide even more 
precise output event timing. In addition, Security is enhanced 
because the decrypted image data is never actually Sent to 
the client machine 177. 

0147 An alternative function which can be performed by 
the enhanced GSU 177 of the present invention, in the 
context of FIG. 2D4, would be the ability to time and space 
Stamp an input or event captured or generated by input 
devices to the GSU 177 without the delays and security risks 
incurred by first passing the data inputs to the client machine 
160. Thus, the enhanced GSU 177 provides much higher 
precision of data event timing at a client machine because 
the data inputs are fed directly through, and directly moni 
tored by, the GSU 177. 
0148. As shown in FIG. 2D5, the enhanced GSU 177 of 
the present invention comprises Several required and 
optional components. AS shown therein the required com 
ponents include a GPS Receiver 700 and an associated 
antenna 730. The GPS receiver 700 is connected to a central 
processor 750 that can store events and desired trigger 
time/locations, perform encryption and decryption func 
tions, and calculate digital signatures verifying the authen 
ticity of data including, for example, time and Space infor 
mation provided by the GPS receiver 700. Access to the 
central processor 750 is provided through a host computer 
interface 720, which could utilize standard or proprietary 
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hardware and communication protocols to provide Such 
access. Standard interface Specifications that might be uti 
lized include bus-based connections such as ISA, SCSI, or 
PCI; port-based connections such as USB, RS232, or PCM 
CIA, or other communication methods Such as infrared or 
radio frequency linkS. 
0149. Unlike the basic GSU 175 described above, the 
enhanced GSU 177 also includes at least one of the follow 
ing two components: an input device passthrough monitor 
ing module 770; and an output passthrough and Signal 
generation module 780, as shown in FIG. 2D5. 
0150. The function of the input device passthrough moni 
toring (IPM) module 770 is to provide a “passthrough” (e.g. 
input and output port) for a specific input device or class of 
input devices. The IPM module 770 will monitor the data 
passing through, and generate digital signatures or CRC 
values of the data when requested by the central processing 
unit 750. In addition, the IPM module 770 could be pro 
grammed by the central processing unit 750 to trigger the 
acquisition of a time/space Stamp or other event upon the 
receipt of a specific input or pattern of input of data into the 
IPM module 770. The IPM module 770 could be manufac 
tured to interface with any type of input device, including a 
mouse, keyboard, microphone, Video camera, Scanner, bar 
code reader, pressure tablet, a voice recognition System, or 
any other analog or digital data input device. 
0151. The function of the output passthrough and signal 
generation (OPSG) module 789 is to provide a passthrough 
(e.g. input and output port) for a specific output device or 
class of output devices. The OPSG module 780 will have the 
ability to block Signals from the host computer passing 
through the GSU 177, and to insert or overlay its own signals 
for presentation on the output device. For example, the 
OPSG module 780 could be used for the video display 
device. The host computer Video output would be connected 
to the GSU 177, and another cable connected from the GSU 
177 to the display device. The GSU could then “take over” 
the display device and display its own images or videos on 
the display device. Typically this capability would be acti 
Vated in response to a timed event, in order to Simulta 
neously display output on multiple GSU-equipped client 
machines (e.g. e.g. operating within a competition-Support 
ing system of the present invention). OPSG modules 780 
could be created to interface with a number of different 
output devices, including video displayS, Speakers, or print 
CS. 

0152. In addition to these required core components, the 
enhanced GSU 177 may also contain a number of optional 
components Such as, for example: a high-frequency GPS 
disciplined clock 710, interfaced with the central processor 
750, for providing much higher resolution time-stamps; a 
Stand-alone encryption and decryption module 740, inter 
faced with the central processor 750, for providing enhanced 
speed and security; and/or non-volatile memory 760, inter 
faced with central processor 780, for recording timestamps 
for later comparison and Verification purposes. 

Processes Involved During the Operation of the 
Contest-Promoting System of the Present Invention 

0153. In FIG. 4, the high level operations performed by 
the contest-promoting system of FIG. 2 are described. 
Collectively, these operations enable a contestant to compete 



US 2002/0026321 A1 

many other contestants, in a Secure and fundamentally fair 
time-constrained contest, wherein each contestant is pro 
vided with a common “start-time” regardless of the location 
of his or her client machine on the infrastructure of the 
Internet, for the type of interconnection provided thereto 
(e.g. POTS line, ISDN, frame-relay or T1 line). The flow 
chart of FIG. 4 sets forth the seven basic steps or operations 
carried out by the contest-promoting system of FIG. 2. 
These operations are indicated at BlockS A through G in 
FIG. 2. As a overview of the method hereof, these opera 
tions will be first briefly described below, and thereafter, 
each operation will be described in greater detail with 
reference to FIGS. 4A through 3G, respectively. 
0154 AS indicated at Block A in FIG. 4, the first major 
operation carried out by the contest-promoting System 
hereof involves registration of each user as a contestant, and 
the creation of a globally-synchronized and Secure net 
worked client machine through which the contestant may 
participate in a timed-constrained question and answer type 
contest, while competing against large numbers of other 
contestants for potentially high Stakes. 
0155 As indicated at Block B in FIG. 4, the second 
major operation carried out by the contest-promoting System 
hereof involves the contestant using the contest client Soft 
ware on the client machine to log on to the game Server 150, 
and the establish a communication channel there with. 

0156. As indicated at Block C in FIG. 4, the third major 
operation carried out by the contest-promoting System 
hereof involves transmitting the query and start-time from 
the primary Server to the client machine. 
0157. As indicated at Block D in FIG.4, the fourth major 
operation carried out by the contest-promoting System 
hereof involves characterization of the client machine's 
local clock with the master clock on the primary Server, and 
the Synchronization of the client machine display update 
cycle with the desired start-time for the contest. 
0158) As indicated at Block E in FIG. 4, the fifth major 
operation carried out by the contest-promoting System 
hereof involves presenting the query to the contestant pre 
cisely at the Start-time, as determined by a local clock that 
is characterized with respect to a global master clock located 
on the primary Server. 
0159. As indicated at Block F in FIG. 4, the sixth major 
operation carried out by the contest-promoting System 
hereof involves accepting the contestants response, attach 
ing a timestamp to that response, and transmitting the 
response and timestamp to the Servers. 
0160. As indicated at Block G in FIG. 4, the seventh 
major operation carried out by the contest-promoting System 
hereof involves judging the responses from all the contes 
tants and determining the winner. In addition, each contes 
tants Standing or rank is determined for the contest. 

Details Relating the Operation Specified in Block A 
in FIG. 4 

0.161 In FIG. 4A, the Suboperations are shown for car 
rying out the method of registering and downloading of 
contest Software indicated at Block A in FIG. 4. 

0162 AS indicated at Block A in FIG. 4A, a potential 
contestant browses the contest WWW site (“the contest web 
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Site”). In general, the contest web site will include informa 
tion about the contest, including descriptions of the contest 
client Software, contestant qualifications, contest regula 
tions, instructions on how to play, information about differ 
ent varieties of the contest, lists of prizes and awards offered, 
advertising, lists of contest Sponsors, lists of previous win 
ners, and the Standings or ranks of other contestants. FIG. 
3A indicates the flow of information between the user's 
client machine 160 and the web server 110 containing 
HTML (and/or XML) encoded documents comprising the 
contest web site. In this figure, as well as in FIGS. 3B 
through 3G, the large arrows extending from one computer 
to another represent a message or group of messages con 
taining related information. Messages indicated by 400 in 
FIG. 3A contain the web content being delivered to the 
client machine 160 from the web server 110. 

0163. In addition to the informational content of the 
contest web site, provision will also be made to allow the 
user to register to become a contestant. AS indicated at Block 
B in FIG. 4A, upon deciding to enter the contest, the user 
fills out an on-line registration form, using either Standard 
HTML (or XML) forms, or forms generated by Java or 
Active-X applets, or by a CGI Script in a manner well known 
in the art. During the registration proceSS indicated at Block 
B in FIG. 4A, there may also be a qualification procedure, 
wherein the user performs some test either of their own 
abilities and/or of the capabilities of their computing System. 
These tests could be administered through forms along with 
the registration process, or could involve the user down 
loading and running customized plug-in modules or stand 
alone applications on his or computing System. Message 405 
in FIG. 3A contains registration information being trans 
mitted from the client machine 160 to the web server 110. 
This information is encrypted using standard secure HTTP 
methods known in the art. 

0164. As indicated at Block C of FIG. 4A, the web server 
110 creates a record in the contestant database 130 for this 
user upon completing receipt of the registration information 
therefrom. The registration information is Stored in this 
record, establishing the user as a contestant permitted to 
participate in one or more on-line multi-player contests to be 
promoted (i.e. enabled) the System of the present invention. 
0.165 AS indicated at Block D of FIG. 4A, a contestant 
ID is then assigned to the new contestant. This ID code 
uniquely identifies the contestant for all time, unlike a 
username, password, e-mail address or other information 
that may be changed in the future by this player/contestant. 
The contestant ID is recorded in the contestant database 130, 
and is used internally by the contest Software of the System. 
0166 AS indicated at Block E in FIG. 4A, the contestant 
is assigned a username and a temporary password for use 
when playing the contest. The username may be assigned by 
the System, or it may be chosen by the user as a part of the 
registration procedure. The password is generated randomly, 
and will most likely be changed by the contestant after 
logging into the System the first time. The username and 
password are stored in the contestant database 130. 
0.167 AS indicated at Block F in FIG. 4A, an e-mail 
message containing the username and temporary password 
are Sent to the contestant. This e-mail message from the 
web-server 110 to the client machine 160 is depicted as 
Message 410 in the data flow process shown in FIG. 3A. 
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0168 AS indicated at Block G in FIG. 4A, the contestant 
logs onto a Secure, members-only area of the contest web 
Site using his or her username and temporary password. This 
area allows the contestant to view and update his or her 
personal information (e.g. username, password, e-mail 
address, residence address and telephone numbers, and So 
on). 
0169. As indicated at Block H in FIG. 4A, the contestant 
downloads the contest Software from the web server 110 to 
his or her client machine 160, i.e. from the members-only 
area of the contest web site. This contest Software download 
is accomplished using HTTP, FTP, or other file transfer 
protocol, as represented by Message 415 shown in the 
information flow proceeds of FIG. 3A. 
0170 AS indicated at Block I of FIG. 4A, the contestant 
installs the client Software on his or her machine. This 
procedure will involve either executing the downloaded 
installation file, or initially decompressing the downloaded 
file and then executing a Setup application contained within 
the compressed archive. The installation procedure will 
install the contest client 340 application, as well as one or 
more customized device drivers 350 required by the con 
testant's client machine. The device drivers will be used to 
communicate directly with the local clock and any timing 
hardware (GPS, etc.) used in the client machine. Upon 
Successful installation of the client Software, the contestants 
computing System will become a fully enabled "client 
machine”, and thus ready to participate in a contained 
competition in accordance with the principles of the present 
invention. 

Details Relating the Operation Specified in Block B 
in FIG. 4 

0171 In FIG. 4B, the suboperations are shown for car 
rying out the method of logging a contestant onto the game 
server 150 indicated at Block B in FIG. 4. In general, this 
procedure involves a number of “behind-the-scenes' activi 
ties by the various Server Systems, in addition to the actual 
log on process. Initially, all Servers and clients in the System 
are provided with the address of the login server 120 as well 
as with the login server's encryption “public key”, which is 
used to Send Secure message to the login Server. 
0172 AS indicated at Block A in FIG. 4B, the primary 
Server 100 transmits a list of all the participating game 
servers to the login server 120. This message, shown as 420 
in FIG. 3B, is encrypted using the login server's public key. 
The login Server 120 decrypts and Stores this message using 
its private key. 

0173 As indicated at Block B in FIG. 4B, the login 
Server Sends a Status request message to each of the game 
Servers. In FIG. 3C, this status request message is indicated 
by Message 425. 

0.174 AS indicated at Block C in FIG. 4B, each game 
Server 150 sends a reply in response to the Status request 
message (i.e. Message 425), containing information about 
the Status of the game Server, including current loading, 
indications of maximum Server capacity, geographical area 
of coverage, and other information. In addition, this reply 
contains the game Server's public encryption key. The entire 
reply, indicated by Message 430 in FIG. 3C, is encrypted 
using the login Server's public key. Status request message 
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425 and response message 430 occur during the initializa 
tion of the contest System, as well as periodically throughout 
the operation of each contest enabled by the System hereof. 
0175. As indicated at Block D in FIG. 4B, the contestant 
must log on to the System using the contest client application 
when the contestant decides to participate in a particular 
contest. During this stage of the process, the contest client 
machine 160 requests a username and password from the 
contestant for the convenience of the contestant. This user 
name and password may be Stored locally on the client 
machine to avoid the contestant having to re-enter the 
username and/or password every time he or she plays a game 
or participates in a contest. 
0176). As indicated at Block E in FIG. 4B, the contest 
client software 340 transmits the username and password to 
the login Server 120. The username, password, and the client 
machine's public key are first encrypted using the login 
Server's public key, and the resulting login request, indicated 
as Message 435 in FIG. 3D, is sent from the client machine 
160 to the login server 120. 
0177. As indicated at Block F in FIG. 4B, the login 
Server 120 decrypts the login request, obtaining the user 
name and password. The username and password are 
obtained by performing a lookup operation in the contestant 
database 130, thereby obtaining a contestant ID. 
0178 As indicated at Block G in FIG. 4B, the contestant 
ID is transmitted to the client machine 160, as Message 440 
shown in FIG. 3D. The client machine 160 stores this ID for 
later use. 

0179. As indicated at Block H in FIG. 4B, the login 
server 120 selects an appropriate game server 150 for this 
contestant, based on loading, geographical location, and 
other factors. 

0180 AS indicated at Block I of FIG. 4B, upon selecting 
a game Server, the login Server 120 Sends a login request, 
indicated as Message 445 in FIG. 3C, containing the con 
testant ID and the client machine address to the Selected 
game Server. This message 445 is encrypted using the game 
Server's public key. If the login request is granted, then the 
game Server 150 creates a message containing a game Server 
access code, indicated as Message 450 in FIG. 3C, 
encrypted using the login Server's public key. 
0181 AS indicated at Block J in FIG. 4B, this message 
(containing the game Server access code) is sent from the 
game server 150 to the login server 120. Notably, the game 
Server access code is a key created using the contestant ID 
and the client machine address. This code will only allow the 
Specified contestant to log in using that code. 
0182. The login server decrypts Message 450, and then 
creates a new message, indicated as Message 455 in FIG. 
3D, containing the game Server's address and the game 
server access code. As indicated at Block Kin FIG. 4B, 
Message 455 is encrypted using the client machine’s public 
key, and sent from the login server 120 to the client machine 
160. 

0183 The client machine decrypts Message 455 contain 
ing the game Server address and the game Server acceSS code 
using its private decryption key. The client machine then 
creates a message, indicated as Message 460 in FIG. 3D, 
containing the contestant ID, the game Server access code, 
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and a client machine public encryption key. AS indicated at 
Block L in FIG. 4B, Message 460 is sent from the client 
machine 160 to the game server 150 specified by the game 
server address received from the login server 120. The game 
server 150 responds with Message 463 containing the game 
server public key. At this point, the client machine 160 has 
Successfully logged on to the game Server 150 chosen for the 
client machine by the login server 120. 

Details Relating the Operation Specified in Block C 
in FIG. 4 

0184. In FIG. 4C, the suboperations are shown for car 
rying out the method of downloading an encrypted query 
and Start-time to the client machine indicated at Block C in 
FIG. 4. 

0185 All of the contest questions and answers originate 
with the game/contest designers who typically will be 
human beings, although not necessarily the case for all types 
of time-constrained competitions. 
0186 AS indicated at Block A in FIG. 4C, human opera 
tors enter the questions and associated answers relating to a 
particular contest into the query/answer database 140. 
0187. As indited at Block B in FIG. 4C, at some point 
before the contest begins, the game server 150 sends to the 
primary server 100, a message, indicated as Message 465 in 
FIG. 3F, containing its public encryption key. Similarly, as 
indicated at Block C in FIG. 4C, the primary server sends 
to the game server 150, a message indicated as Message 470 
in FIG. 3F, containing its public encryption key. 

0188 As indicated at Block D in FIG. 4C, when a 
particular contest is created, the human operators, accessing 
the System through the contest management interface 260, 
Select queries from the database to be used in the contest. For 
each query, the operator assigns a desired Start-time. Select 
ing queries and assigning Start-times could also be done 
automatically by the contest management interface Software. 
0189 As indicated at Block E in FIG. 4C, for each query 
and Start-time, the primary Server generates a unique set of 
query encryption and decryption keyS. 

0190. As indicated at Block F in FIG. 4C, using the query 
encryption key, the primary Server 100 encrypts the query. 

0191). As indicated at Block G in FIG. 4C, the primary 
server 100 creates a message, indicated as Message 475 in 
FIG. 3F, containing the encrypted query, the query decryp 
tion key, and the desired Start-time. 
0192 As indicated at Block H in FIG. 4C, the entire 
Message 475 is encrypted using the game Server's public 
encryption key. 

0193 As indicated at Block I in FIG. 4C, the entire 
Message 475 is sent from the primary server 100 to the game 
Server 150. 

0194 AS indicated at Block J in FIG. 4C, upon receiving 
the Message 475 from the primary server 100, the game 
server 150 decrypts the Message 475 and creates a new 
message, indicated as Message 480 in FIG. 3F. 

0195 As indicated at Block K in FIG. 4C, this new 
Message 480 is encrypted by the game Server using the 
client machine's public key. 
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0196. As indicated at Block L in FIG. 4C, the resulting 
encrypted Message 480 is sent to the client machine. 
0197). As indicated at Block M in FIG. 4C, the client 
machine decrypts the Message 480, and Stores the encrypted 
query contained within, along with the Start-time on the 
client machine 160. 

0198 At this point, the client machine 160 creates and 
begins appending data to a Security verification log file. This 
encrypted file will contain a variety of information about the 
timing of the query/response process. Among other data, the 
Security verification log will record the arrival-time (in local 
time) of the encrypted query from the game server 150. 

Details Relating the Operation Specified in Block 
D in FIG. 4 When Using Basic GSU of the Present 

Invention 

0199. In FIG. 4D, the suboperations are shown for car 
rying out the method of characterizing the client machine's 
local clock and Synchronizing the client machine display 
update cycle indicated at Block D in FIG. 4 for a system that 
utilizes a basic GSU 175. When using a GSU, there is no 
need to characterize the local clock, and the only procedure 
necessary is to adjust the display refresh cycle Such that a 
cycle completes precisely at the desired Start-time. 
0200. The GSU of the present invention is used to 
measure the Video refresh rate of the Video display adapter. 
Almost every Video display adapter used in personal com 
puterS has a set of registers used to control and monitor the 
Scanning and refresh periods and rates. One standard func 
tion is the ability to query the adapter to determine whether 
it is currently in a vertical retrace period or not. By using this 
function over a period of time, and recording the local clock 
time each time the display enterS vertical retrace, the period 
and phase of the display update cycle is determined with 
respect to local clock time. By reading the display adapter 
registers, it is simple to determine the difference between the 
time the last line of the displayed image is drawn and the 
beginning of the next vertical retrace. The instant that the 
last line of the display is drawn in any display update period 
will be referred to as the display time (t). Using this 
calculated period and phase, the display times are extrapo 
lated forward in time to find the display time closest to the 
desired start-time. As indicated at Block A in FIG. 4D1, the 
error (E) between the display time (t) and the desired local 
clock start time (t) is calculated. Throughout this process, 
the times associated with each vertical retrace are appended 
to the Security Verification log. 
0201 Since it is desired to have the client machine 
display the query simultaneously on all client machines (i.e. 
at the common start-time), the error term E is minimized by 
shifting the phase of the display update cycle. A value of 0 
for E indicates that the display will complete drawing the 
given image at the precise moment of the Start-time. The 
phase of the display update cycle is adjusted by increasing 
or decreasing the display update period over a number of 
update cycles. This period is typically determined by Several 
registers on the display adapter, controlling the So-called 
“vertical total”, “horizontal total”, and the “dot clock'. The 
Vertical total is the total count of lines, both displayed and 
un-displayed (within the vertical blanking and retrace 
period), that make up one display update cycle. Similarly, 
the horizontal total measures the number of pixels, both 
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displayed and within the horizontal blanking and retrace 
period. The dot clock frequency determines the number of 
pixels per Second rendered to the display. By adjusting any 
one of these three values temporarily, the period of the 
display update cycle may be changed, again temporarily. 
Although it might be possible to align t with t within a 
Single update cycle, it is probably not desirable to make Such 
a large modification to the display update period, Since this 
can cause monitor clicking and may temporarily disrupt the 
displayed image. Instead, the display update period is modi 
fied only slightly (perhaps adjusting the vertical total by one 
or two lines), and the period is left adjusted until enough 
phase shift accumulates to reduce E to near Zero, at which 
time the display update period is restored to its original 
value. As indicated at Block B in FIG. 4D1, the client 
machine adjusts the display update cycle over a number of 
cycles in order to minimize E, and completely display the 
query at the desired Start-time. 
0202) Note that depending on the accuracy of the clocks, 
the frequency drift of the clockS and the refresh update 
cycle, and the distance into the future that the display time 
is extrapolated, it may be necessary to repeat the alignment 
procedure to reduce these errors. The display time alignment 
procedure should be considered an ongoing process, perhaps 
being performed concurrently with other Steps in the contest 
process. AS always, information about this process is 
recorded in the Security verification log, providing a con 
tinuous trace of the operations taking place and the timing of 
those operations. 

Details Relating the Operation Specified in Block 
D in FIG. 4 When Using the Enhanced GSU of the 

Present Invention 

0203. In FIG. 4D, the Suboperations are shown for car 
rying out the method of Synchronizing the client machine 
display update cycle indicated at Block D in FIG. 4, for a 
system that utilizes an enhanced GSU 177. When using an 
enhanced GSU 177, there is no need to characterize the local 
clock. In addition, the display monitor is connected directly 
to the GSU 177, with the video signal from the client 
machine being passed through the GSU. The enhanced GSU 
can override the Signal from the client machine, replacing it 
with its own Video signal, which is automatically Synchro 
nized with the GSU clock. As indicated at Block A in FIG. 
4D2, there are no Steps required by the client machine to 
achieve this Synchronization. 

Details Relating the Operation Specified in Block 
D in FIG. 4 Without Using the GSU Of the Present 

Invention 

0204. In FIG. 4D, the Suboperations are shown for car 
rying out the method of characterizing the client machine 
local clock and Synchronizing the client machine display 
update cycle indicated at Block D in FIG. 4, for a system 
that does not utilize a global Synchronization unit. 
0205 As indicated at Block A in FIG. 4D3, the local 
clock is “characterized”. This process of characterization 
can be understood as follows. Given an abstract idealized 
“universal clock time', t, a local clock t=f(t) (e.g. the 
System timer, real time clock, or for greater precision, the 
CPU clock cycle counter), and a global clock ts=g(t) main 
tained on the primary Server, the local clock is said to be 
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“characterized' when it is expressed as a function of the 
global clock value, t=f(g'(t)). Characterization of the 
local clock with respect to the global clock will be defined 
as determining Some function h(x)=f(g(x)). Over reason 
able time periods, and assuming fairly high quality timing 
hardware, h(x) will be well approximated by a linear func 
tion. The Simplest method of determining this function is to 
use Standard curve-fitting techniques. If the global clock on 
the primary server 100 is a GPS-based time reference, the 
local clock may be characterized very precisely by also 
using a GPS reference in the client machine. The GPS 
hardware can easily produce an extremely accurate and 
Stable 1 Hz signal. This Signal is connected to one of the 
CPU IRQ lines. This causes the CPU to enter an interrupt 
Service routine every Second. At the instant the interrupt is 
triggered, the CPU can record the reading of the local clock 
(CPU cycle counter register). After collecting a number of 
Such samples, the function h(x) may be approximated to a 
high degree of accuracy. 

0206. The statistical information collected in order to 
determine the clock characterization function is appended to 
the Security verification log. 
0207 As indicated at Block B in FIG. 4D3, after deter 
mining h(x), the client machine then uses this function to 
calculate the local clock time (t) corresponding to the 
desired global clock start-time (t) for the contest. 
0208 Next the video display update cycle is measured 
using the local clock. Almost every Video display adapter 
used in personal computers has a set of registers used to 
control and monitor the Scanning and refresh periods and 
rates. One Standard function is the ability to query the 
adapter to determine whether it is currently in a vertical 
retrace period or not. By using this function over a period of 
time, and recording the local clock time each time the 
display enterS vertical retrace, the period and phase of the 
display update cycle is determined with respect to local 
clock time. By reading the display adapter registers, it is 
simple to determine the difference between the time the last 
line of the displayed image is drawn and the beginning of the 
next vertical retrace. The instant that the last line of the 
display is drawn in any display update period will be 
referred to as the display time (t). Using this calculated 
period and phase the display times are extrapolated forward 
in time to find the display time closest to the desired 
Start-time. 

0209. As indicated at Block C in FIG. 4D3, the client 
machine calculates the error (E) between the desired local 
clock start-time (t) and the closet display update cycle (i.e. 
display time (t)). Throughout this process, the times asso 
ciated with each vertical retrace are appended to the Security 
Verification log. 
0210 Since it is desired to have the client machine 
display the query simultaneously on all client machines, the 
error term E is minimized by Shifting the phase of the 
display update cycle. A value of 0 for E indicates that the 
display will complete drawing the given image at the precise 
moment of the Start-time. The phase of the display update 
cycle is adjusted by increasing or decreasing the display 
update period over a number of update cycles. This period 
is typically determined by Several registers on the display 
adapter, controlling the So-called “vertical total”, “horizontal 
total’, and the "dot clock'. The vertical total is the total 
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count of lines, both displayed and un-displayed (within the 
vertical blanking and retrace period), that make up one 
display update cycle. Similarly, the horizontal total measures 
the number of pixels, both displayed and within the hori 
Zontal blanking and retrace period. The dot clock frequency 
determines the number of pixels per Second rendered to the 
display. By adjusting any one of these three values tempo 
rarily, the period of the display update cycle may be 
changed, again temporarily. Although it might be possible to 
alignt with t within a single update cycle, it is probably 
not desirable to make Such a large modification to the 
display update period, Since this can cause monitor clicking 
and may temporarily disrupt the displayed image. Instead, 
the display update period is modified only slightly (perhaps 
adjusting the vertical total by one or two lines), and the 
period is left adjusted until enough phase shift accumulates 
to reduce E to near Zero, at which time the display update 
period is restored to its original value. This alignment of the 
display update cycle with the desired Start-time Satisfies the 
criteria set forth at Block D in FIG. 4D3. 

0211 Note that depending on the accuracy of the clocks, 
the frequency drift of the clockS and the refresh update 
cycle, and the distance into the future that the display time 
is extrapolated, it may be necessary to repeat the alignment 
procedure to reduce these errors. The display time alignment 
procedure should be considered an ongoing process, perhaps 
being performed concurrently with other Steps in the contest 
process. AS always, information about this process is 
recorded in the Security verification log, providing a con 
tinuous trace of the operations taking place and the timing of 
those operations. 

Details Relating the Operation Specified in Block E 
in FIG. 4 When Using the Basic GSU of the 

Present Invention 

0212. In FIG. 4E1, the suboperations are shown for 
carrying out the method of presenting the query to the 
contestant at the contest start-time indicated at Block E in 
FIG. 4, for a system that utilizes a basic GSU 175. At this 
point, the encrypted query and Start time has been Stored on 
the client machine, and the display time has been aligned 
with the desired start-time. 

0213. As indicated at Block A in FIG. 4E1, the client 
machine uploads the encrypted query and Start time to the 
GSU 175. 

0214 AS indicated at Block B in FIG. 4E1, a short time 
prior to the desired start-time, the GSU 175 decrypts the 
query. This query is then downloaded to the client machine. 
0215 AS indicated at Block C in FIG. 4E1, the query is 
then rendered to an off-screen memory area in preparation 
for display on the Screen. 
0216 AS indicated at Block D in FIG. 4E1,during the 
Vertical retrace period that is one cycle before the display 
time, the off-Screen image is flipped to the display, using 
hardware page-flipping techniques, or by blitting the image 
to the Screen during the retrace period. 
0217. As indicated at Block E in FIG. 4E1, with the 
query image now residing in the currently displayed video 
memory, the client machine display draws the query onto the 
Screen, reaching the bottom of the display at the Start-time 
for the contest. 
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0218 Finally, the client machine records the local time at 
the moment the vertical retrace begins, which should be 
Simultaneous with the desired Start-time. This time is also 
Stored in the Security verification log. 

0219. After the image is displayed, the client machine is 
primarily waiting for the contestant to enter their answer or 
response to the query that was presented. However, during 
this time, the client machine is not idle, but rather continues 
to monitor the various clocks and timing Systems on the 
client machine (e.g. System timer, real time clock, CPU 
cycle counter, Vertical retrace signal, etc.). Information 
about the clockS is Stored in the Security Verification log. 

Details Relating the Operation Specified in Block E 
in FIG. 4 When Using the Enhanced GSU of the 

Present Invention 

0220. In FIG. 4E2, the suboperations are shown for 
carrying out the method for presenting the query to the 
contestant at the contest start-time indicated at Block E in 
FIG. 4, for a system that utilizes an enhanced GSU 177. At 
this point, the encrypted query and Start time has been Stored 
on the client machine. 

0221 AS indicated at Block A in FIG. 4E1, the client 
machine uploads the encrypted query and Start time to the 
GSU 177. 

0222. As indicated at Block B in FIG. 4E2, the GSU 
decrypts the query immediately prior to the desired Start 
time. The query is then rendered by the GSU into its own 
display memory. 

0223) As indicated at Block C in FIG. 4E2, the GSU 
overrides the display, using its own Synchronized refresh 
rate, and presents the query precisely at the desired Start 
time. 

Details Relating the Operation Specified in Block E 
in FIG. 4 When Not Using the GSU of the Present 

Invention 

0224. In FIG. 4E3, the suboperations are shown for 
carrying out the method of presenting the query to the 
contestant at the contest start-time indicated at Block E in 
FIG. 4, for a system that does not utilize a global synchro 
nization unit. At this point, the encrypted query has been 
Stored on the client machine, the Start-time is known in terms 
of the local clock, and the display time has been aligned with 
the desired Start-time. 

0225. As indicated at Block A in FIG. 4E3, the game 
Server transmits the query decryption key to the client 
machine. This query description key is shown as Message 
485 in FIG. 3E. The timing of this message is important, 
Since it must be sent early enough to allow the client 
machine time to decrypt and display the message before the 
desired Start-time. On the other hand, if the query decryption 
key is Sent too early, it compromises the Security of the 
System since an unscrupulous user could use the key to 
decrypt the query and View it ahead of the Start-time, thereby 
gaining an advantage over other users. Extensive testing will 
be used to determine the best timing for this message. 

0226. As indicated at Block B in FIG. 4E3, the client 
machine decrypts the query upon receipt of the query 
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decryption key. In addition, the local clock time of the 
receipt of the query decryption key is recorded in the 
Security verification log. 
0227. As indicated at Block C in FIG. 4E3, the query is 
then rendered to an off-screen memory area, in preparation 
for display on the Screen. 
0228 AS indicated at Block D in FIG. 4E, during the 
Vertical retrace period that is one cycle before the display 
time, the off-Screen image is flipped to the display, using 
hardware page-flipping techniques, or by blitting (i.e. copy 
ing) the image to the Screen during the retrace period. 
0229. As indicated at Block E in FIG. 4E3, with the 
query image now residing in the currently displayed video 
memory, the client machine display draws the query onto the 
Screen, reaching the bottom of the display at the Start-time 
for the contest. Finally, the client machine records the local 
time at the moment the vertical retrace begins, which should 
be simultaneous with the desired start-time. This time is also 
Stored in the Security Verification log. 
0230. After the image is displayed, the client machine is 
primarily waiting for the contestant to enter their answer or 
response to the query that was presented. However, during 
this time, the client machine is not idle, but rather continues 
to monitor the various clocks and timing System on the 
computer (System timer, real time clock, CPU cycle counter, 
vertical retrace signal, etc.). Information about the clocks is 
Stored in the Security Verification log. 

Details Relating the Operation Specified in Block F 
in FIG. 4 When Using the Basic GSU of the 

Present Invention 

0231. In FIG. 4F, the suboperations are shown for car 
rying out the method of Submitting a time-Stamped contes 
tant response to a previously presented query indicated at 
Block F in FIG. 4, for a system that utilizes a basic GSU 
175. 

0232 AS indicated at Block A in FIG. 4F1, the response 
is entered into the client machine using any of Several 
different methods depending on the Specific contest being 
administered. For example, the response could consist of a 
Single letter typed on the keyboard, a mouse click, a typed 
in Sentence, a recorded audio Segment, or other input. For 
timing purposes, however, it is necessary for the client 
machine to have a clear indication of the instant that the 
contestant Submits this response. The response Submission is 
typically indicated by either a mouse click at a certain 
location, or by a certain keypress (the <enter> key for 
example). 
0233 AS indicated at Block B in FIG. 4F, the response 
Submission and response is immediately sent to the GSU, 
which generates digitally signed time and Space Stamp for 
the response. This time and Space Stamp is appended to the 
Security verification log. 
0234. As indicated at Block C in FIG. 4F1, the time and 
Space-stamp is Sent from the client machine 160 to the game 
Server 150. 

0235. As indicated at Block D in FIG. 4F1, the game 
server 150 requests the actual (i.e. full) response from the 
client machine by Sending a response request message, 
indicated as Message 495 in FIG. 3E. In many cases, if the 
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response time contained within the Response Notification 
Message disqualifies the contestant from any chance at 
winning, then it will not be necessary to request the com 
plete response, thereby greatly reducing the bandwidth 
requirements for this phase of the contest. 
0236 AS indicated at Block E in FIG. F., if requested, the 
client machine encrypts the response, the response times 
tamp, and a hash-value of the Security verification log in 
order to create a message, indicated as Message 500 in FIG. 
3E. 

0237 AS indicated at Block F in FIG. 4F1, Message 500 
is then sent to the game server 150 and the security verifi 
cation log is closed and write-protected. 

Details Relating the Operation Specified in Block F 
in FIG. 4 When Using the Enhanced GSU of the 

Present Invention 

0238. In FIG. 4F2, the suboperations are shown for 
carrying out the method of the contestant Submitting a 
timestamped response to the previously presented query 
indicated at Block F in FIG. 4, for a system that utilizes an 
enhanced global synchronization unit 177. With the 
enhanced GSU 177, the input device is connected directly to 
the GSU 177. 

0239). As indicated at Block Ain FIG.4F2, the contestant 
uses the input device to enters the response into the client 
machine 160 through the GSU passthrough connection. 
0240 AS indicated at Block B in FIG.4F2, the GSU 177 
automatically generates a digitally signed time and Space 
Stamp for the response. This time and Space-stamp is 
appended to the Security verification log. 
0241. As indicated at Block C in FIG. 4F2D, the time and 
Space Stamp is from the client machine to the game Server 
150. 

0242 AS indicated at Block D in FIG. 4F2, the game 
server 150 requests the actual response from the client 
machine 160 by Sending a response request message, indi 
cated as Message 495 in FIG. 3E. In many cases, if the 
response time constrained within the response notification 
message disqualifies the contestant from any chance at 
winning, it will not be necessary to request the complete 
response, thereby greatly reducing the bandwidth require 
ments for this phase of the contest. 
0243 AS indicated in Block E in FIG. 4F2, if requested, 
the client machine encrypts the response, the response 
timestamp, and a hash-value of the Security verification log 
to create a message, indicated as Message 500 in FIG. 3E. 
0244 As indicated at Block F in FIG. 4F2, Message 500 
is sent to the game server 150 and the security verification 
log is closed and write protected. 

Details Relating The Operation Specified in Block 
F in FIG. 4 When Not Using the GSU of the 

Present Invention 

0245. In FIG. 4F, the suboperations are shown for car 
rying out the method of contestant Submitting a timestamped 
response to the previously presented query indicated at 
Block F in FIG. 4, for a system that does not utilize a global 
synchronization unit (GSU). 
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0246 AS indicated at Block Ain FIG. 4F3, the contestant 
enters a response into the client machine using any of Several 
different methods depending on the Specific contest being 
administered. The response Submission is detected by a 
customized low-level device driver, preferably by “hook 
ing an interrupt caused by the device. 

0247 As indicated at Block B in FIG. 4F3, the interrupt 
handler in the client machine records the local time "times 
tamp' corresponding to the moment the response was Sub 
mitted. This local time is appended to the Security Verifica 
tion log. 
0248 Immediately upon receipt of the response Submis 
Sion, after recording the timestamp, the client machine 
calculate a hash or CRC (cyclic redundancy check) value 
using the contestants response and the timestamp. The hash 
value is appended to the Security verification log. 

0249 AS indicated at Block C in FIG. 4F3, a message 
containing the hash value and the response time, indicated as 
Message 490 in FIG.3E, is immediately sent from the client 
machine 160 to the game server 150. This “response noti 
fication hash” Message is particularly useful when large 
responses, Such as those generated from a microphone, are 
obtained, since the tiny packet-size will be leSS Subject to a 
delay due to the bandwidth of the network. The time of 
receipt of the response notification hash by the game Server 
150 can Serve as an estimate of the actual response time for 
later Security verification. 

0250) As indicated at Block D in FIG. 4F3, the game 
server 1750 requests the actual (i.e. full) response from the 
client machine by Sending a response request message, 
indicated as Message 495 in FIG. 3E. In many cases, if the 
response time contained within the response notification 
Message disqualifies the contestant from any chance at 
winning, it will not be necessary to request the complete 
response, thereby greatly reducing the bandwidth require 
ments for this phase of the contest. 
0251 AS indicated at Block E in FIG. 4F3, if requested, 
the client machine encrypts the response, the response 
timestamp, and a hash-value of the Security verification log 
to create a message, indicated as Message 500 in FIG. 3E. 
0252) As indicated at Block F in FIG. 4F3, Message 500 

is then Sent to the game Server and the Security verification 
log is closed and write protected. 

Details Relating the Operation Specified in Block 
G in FIG. 4 

0253) In FIG. 4G, the Suboperations are shown for car 
rying out the method of fairly judging the contest and 
determining the winners of that contest indicated at Block G 
in FIG. 4. 

0254 AS indicated at Block A in FIG. 4G, as responses 
are received by each game Server from its client machines, 
the responses are compared with the correct answers in 
database 140. Of those responses containing correct 
answers, the timestamps are compared to rank the responses 
from fastest to slowest. 

0255 As indicated at Block B in FIG. 4G, the sorted 
preliminary results are then encrypted using the primary 
Server's public key. 
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0256 AS indicated at Block C in FIG. 4G, the encrypted 
preliminary results (i.e. rankings), indicated as Message 505 
in FIG. 3F, as sent from the game server 150 to the primary 
Server 100. 

0257). As indicated at Block D in FIG. 4G, the encrypted 
preliminary results from each game Server are decrypted by 
the primary server 100. Using an insertion sort or other 
Similar method, the pre-Sorted preliminary rankings from the 
games Servers are merged into a single Sorted list of 
responses. 

0258 As indicated at Block E in FIG. 4G, from the 
presorted list, the primary server 100 calculates the overall 
ranking of the contestants and identifies the winner or 
winner(s) of the contest. 
0259. As indicated at Block F in FIG. 4G, for each 
winning response, the primary Server 100 Sends a Security 
analysis request, indicated as Message 510 in FIG.3F, to the 
game Server that is connected to the corresponding client 
machine of the contestant who Submitted that response. 
0260 AS indicated at Block G in FIG. 4G, in response, 
each game Server Sends the Security log, indicated as MeS 
sage 515 in FIG. 3E, to the corresponding client machine. 

0261) As indicated at Block H in FIG. 4G, the client 
machine transmits to the game Server, the Security Verifica 
tion log, indicated as Message 520 in FIG. 3E, encrypted 
using the game Server's public key. 

0262. As indicated at Block I in FIG. 4G, the game server 
decrypts and verifies the integrity of the Security Verification 
log using the hash-value of the Security verification log. 

0263 AS indicated at Block J in FIG. 4G, the game 
Server uses the content of the Security verification log to 
attempt to detect fraudulent activities. The response notifi 
cation hash is used to make Sure the response Sent is 
consistent with the response entered at the response notifi 
cation time. In addition, all of the various timing measure 
ments can be analyzed for consistency and compared to the 
corresponding transmission and receipt times of messages 
by the game Server. 

0264. As indicated at Block K in FIG. 4G, the game 
Server compiles the results from all the requested Security 
logs for its client machines and transmits this message, 
indicated as Message 525 in FIG. 3F, to the primary server 
100. 

0265 AS indicated at Block Lin FIG. 4G, upon receiving 
the compiled results from all the game Servers, the primary 
Server either accepts, rejects, or flags the winning responses 
for further analysis by other means. 

0266. As indicated at Block M of FIG. 4G, a revised list 
of winners is created by the primary Server based on these 
changes. 

0267 As indicated at Block N in FIG. 4G, this revised 
list is encrypted using the game Server's public key and the 
resulting message, indicated as Message 530 in FIG. 3F, is 
sent back to the game server 150. 

0268 AS indicated at Block 0 in FIG. 4G, each game 
Server in turn transmits the contest results, indicated as 
Message 535 in FIG.3E, to each of the client machines 160. 
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0269. As indicated at Block P of FIG. 4G, a message 
containing the contest results, indicated as Message 540 in 
FIG. 3G, is sent from the primary server 100 to the web 
server 110 for posting on the contest web site. 

Alternative Embodiments of the System and 
Method of the Present Invention Using Network 

Clock Synchronization 

0270. In the illustrative embodiment of the system of the 
present invention described above, a global time reference is 
accessed (by each of the client machines) through the use of 
global positioning system (GPS) receivers located in both 
the client machines (within the GSUs) as well as in the 
primary server 100. The GPS system receives time signals 
from GPS satellites 180 which, in turn, receive their time 
signals from an atomic clock. The GPS receivers offer the 
most precisely Synchronized time signal available for use in 
a distributed System of this type. 
0271 However, in particular applications, it may not be 
economically feasible to equip every client machine with a 
GSU. In such cases, an alternative method of distributing the 
master clock time to the clients must be used when charac 
terizing the local clocks on the client machines or when 
Synchronizing the client machine display update cycle. 
0272 A Solution to this problem is to transmit the master 
clock time signals from the primary server 100, over the 
network 190, to the client machines 160. There is a standard 
method for distributing time signals over the Internet which 
is embodied in the network time protocol well known in the 
art. The network time protocol, or NTP, compensates for 
network latency when distributing the time signals by per 
forming Statistical analysis of the network latencies between 
the computers, and then taking that latency into account 
when transmitting the time from one machine to another. 
The techniques used in NTP can easily be adapted for use in 
characterizing the client machine's local clock, instead of 
using the GPS for that purpose. The characterized local 
clock can then be used for Synchronizing the display and for 
causing the presentation of the query at the desired Start 
time. Although the generic NTP protocol could be used, in 
the case of the contest System Security considerations dictate 
that additional encryption and other Security measures be 
taken to minimize the chance of tampering with the System. 
0273. An alternative way of providing a much more 
accurate Start-time than that achieved using the method 
proposed in U.S. Pat. No. 5,820,463, would be to use NTP 
to characterize the local clock, and then use that local clock 
to trigger display of a query results. This is because the prior 
art method of U.S. Pat. No. 5,820,463 bases the start-time on 
the timing and latency of a Single message containing the 
decryption key, while the improved method of the present 
invention bases its start-time on the local clock, which has 
been characterized using many repeated messages, thereby 
minimizing the effects of random fluctuations in individual 
message latencies. The preferred embodiment of the present 
invention incorporating GPS entirely eliminates the effects 
of (variable) network latency, by bypassing the Internet 
through the use of Satellite transmissions, wherein the laten 
cies caused by the distance to the Satellite are automatically 
compensated for. 
0274. In summary, the system and method of the present 
invention described hereinabove include a number of mea 
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Sures to ensure the fairness of the contest and the Security of 
the contest against dishonest contestants and malicious third 
parties. Encryption is used extensively for most messages 
passing between machines. Confidential message protocols, 
combined with encryption prevent hackers from intercepting 
and modifying messages, thereby disrupting the contest or 
giving an unfair advantage to any contestant. In addition, 
extensive logging of all aspects of the timing procedure 
allows post contest analysis to detect any inconsistencies 
that might indicate tampering. The client Software can also 
generate Self-checking Cheating will be greatly discouraged 
by the knowledge that the contestant can be disqualified for 
any discrepancy in this log. 

0275. In addition, the system and method of the present 
invention can also verify that the original, unmodified client 
Software is being executed during each competition. The 
System and method of the present invention may also use a 
challenge-response Verification Scheme, in which the game 
Server Sends a Series of messages to the client machine 
Software, and Verifies whether the responses to those mes 
Sages are as expected. The challenges and responses will 
include a variety of methods, varying over time, to prevent 
a hacker from recording the “correct' answers to queries. 
The responses could include pseudo-random numbers, gen 
erated using a method known by both the client and Server, 
in which it is extremely difficult to predict the next number, 
or to reverse-engineer the algorithm used to generate those 
numbers. The challenge-response Verification messages can 
be used at any point during the contest, for example during 
the time the System is Waiting for a query, or Waiting for a 
response from the contestant, or after the Submission of the 
response. 

0276 An extremely motivated hacker might be able to 
circumvent Some of the defenses presented above by com 
pletely disassembling the client Software, thereby under 
Standing the encryption and obscuration methods used. 
Therefore, the system and method of the present invention 
may also include another layer of Security through the use of 
just-in-time downloaded code fragments or through the use 
of encrypted code fragments with just-in-time downloaded 
decryption keys. In accordance with this method, crucial 
parts of the client Software, particularly those used for Secure 
communications (encryption and decryption), those used for 
clock manipulation and monitoring, and those used to per 
form Self-checking on the program. 

0277 Clearly the embodiment that incorporates a GSU 
175, and in particular the enhanced GSU 177 has much 
Stronger Security, Since the encryption and decryption on the 
client machine may be performed entirely within the GSU 
hardware. Additionally, as timestamping and query presen 
tation timing are performed in hardware, many of the 
opportunities to trick the System are avoided. For the highest 
level of security, the GSU itself will be physically sealed 
with tamper-evident devices, and in the event of a large prize 
award, the GSU will be examined as part of the requirements 
when claiming the prize. 

Remote Creation and Administration of Contests 
Within the Contest-Promoting System of the 

Present Invention 

0278. The contest-promoting system of FIG. 2 described 
hereinabove utilizes a “centralized” contest creation and 
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administration Subsystem, wherein the contest management 
interface software 260 located on the primary server 100 is 
used by the contest administrators to enter questions and 
answers into database 140, to design and Specify contests, to 
Schedule contests, and to monitor and control those contests. 

0279. In order to provide contest administrators greater 
flexibility in contest creation, management and execution, 
the contest-promoting system of FIG. 2 can be modified to 
further include additional components and processes 
depicted in FIGS. 6 through 6C which collectively enable 
contests to be created and administered from any number of 
remote administration consoles 600 located anywhere 
around the globe. This feature of the present invention has 
a number of important advantages. For example, remote 
contest creation and administration creates additional oppor 
tunities and potential busineSS models. In particular, admin 
istration of tests and quizzes in educational Settings is an 
ideal application for a remotely administered time-con 
Strained contests (or tests) carried out using the contest 
promoting System of the present invention. Often, teachers, 
professors, and other educators wish to control the content 
and format of the testing and evaluation tools they provide. 
Using the contest-promoting system shown in FIG. 6, the 
educator can easily Set up a remote administration console 
600, and then use that console to design, test, Schedule, and 
administer a test to their Students. 

0280. As shown in FIG. 6, the remotely-administered 
contest-promoting System of the present invention is similar 
to the centrally-administered contest-promoting System of 
FIG.2 and therefore includes: the primary server 100; client 
machines 160; game server 150; login server 120; web 
server 110; contestant database 130; login server 120; and 
the network 190. In addition, as shown in FIG. 6A, the 
remotely administered contest-promoting System of the 
present invention further includes: the remote administration 
server 610; the remote administration consoles 600; and the 
contest database 660. 

0281. As shown in FIG. 6B, the remote administration 
console 600 is a general purpose personal computer (PC) 
utilizing Standard components Such as, for example: the 
operating system 240; device drivers 280; network interface 
215; standard I/O hardware 220; and clock and timer hard 
ware 290. In addition, remote administration console 600 is 
provided with Several Software applications, Such as a web 
browser 320, a remote administration plug-in 640, and a 
remote administration client application 650. The remote 
administration Software, consisting of the remote adminis 
tration plug-in 640 and the remote administration client 650, 
is downloaded and installed following a procedure Similar to 
that used to obtain the contest client Software for the client 
machines. Users must register on a web site to obtain 
authorization to administer contests using the System. This 
procedure follows an outline Similar to that presented in 
FIG. 4A. However, in this case, the web site accessed is the 
remote administration web site Served by the remote admin 
istration server 610. 

0282. The remote administration client software 650 is an 
application or group of applications which perform a num 
ber of different tasks, including designing and entering 
queries and answers, testing the contest, Scheduling contest 
times, identifying those contestants eligible to participate in 
the contest, and Submitting the completed contest to the 
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remote administration Server. The remote administration 
plug-in 640, in conjunction with the web browser 320, may 
be used to monitor the contest and to View and download 
contest results. 

0283 As shown in FIG. 6C, the remote administration 
Server 610 is a high performance Server using a Standard 
operating system 240, device drivers 230, standard I/O 
hardware 220, and a high performance network interface 
210. On this System, two primary applications are run, 
namely: the remote administration web server 620; and the 
remote administration daemon 630. The remote administra 
tion web server 620 Supports the contest management web 
Site, which provides information to users wanting to create 
and manage their own contests or tests. The remote admin 
istration daemon 630 communicates with the remote admin 
istration clients 650 running on an arbitrary number of 
remote administration consoles 600. The remote adminis 
tration daemon 630 collects information about requested 
contests and their Schedules. Information about the Sched 
uling, participants, and references to questions and answers 
are stored in the contest database 660, for later use by the 
primary server 100. The remote administration server also 
accesses the contestant database 130 to Verify contestants 
and record performance data about the contestant or test 
taker. The actual queries and answers are Stored in the 
query/answer database 140. Virtual network connections 
between the remote administration components are shown in 
F.G. 6A. 

Live Television Broadcasting of Contests for the 
Enjoyment of Spectators Supported by the System 

of the Present Invention 

0284. In virtually every contest, sport and public enter 
tainment event, there is Some form of product and/or Service 
advertising aimed at the Spectators, and not the contestants. 
Thus, from an economic Standpoint, the contest-promoting 
System of the present invention also includes Several provi 
Sions which allow as many spectators as possible to view the 
contest and its associated advertising. Although the Internet 
is growing at an amazing pace, the number of participants is 
Still Small compared to the vast numbers of people who own 
television Sets and regularly view television. In order to 
reach this additional audience, the contest-promoting System 
of the present invention is particularly adapted to enable 
Spectators to view television broadcasts of Internet-based 
contests enabled by the system hereof. 
0285 As shown in FIG. 7, the contest-promoting system 
of the present invention depicted in FIGS. 2 through 4G 
and 6 through 6C, also comprises a number of System 
components which are configured So that live Video, taped 
Video program content, and real-time information and 
results can be combined and distributed “on the fly” to 
Spectators viewing one or more contests on Standard televi 
sion sets throughout the world. As shown in FIG. 7, these 
additional system components include: the web server 110; 
video-enabled client machines 900, web-to-video processor 
910, real-time video compositor 920; taped video content 
playback unit 960; live video sources (e.g. cameras) 950; 
broadcasting equipment 930; and television viewers 940. 

0286. In order to enhance and dramatize the contest for 
the viewers, live video images are captured by each video 
enabled client machine 900. In general, each video-enabled 
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client machine 900 is equivalent to a client machine 160 
with the addition of a Video camera and associated Video 
compression and transmission Software. The Video camera 
and Software is readily available as part of commercially 
available video conferencing Systems well known in the art. 
0287. In addition to delivering video images of the con 
testants, the system also allows both live video 950 and 
taped video content 960 to be incorporated into the complete 
Video broadcast. This content could include advertising, 
information related to the contest, as well as a live MC or 
host for the contest. 

0288 The function of the web-to-video processor 910 is 
to filter, format and render (i) data generated by the primary 
server 100 and distributed through the web servers 110, and 
(ii) data transmitted by the video-enabled client machine 
900. The contest creators or administrators can create a 
Specially designed “web-page' containing all of the infor 
mation to be shown in the live broadcast. This page can 
include dynamic elements such as JavaTM or ActiveXTM 
components So as to continually update and refresh queries, 
answers, Scores, contestant information, and other data. The 
web-to-video processor 910 is provided with an HTML (or 
XML) rendering engine along with a Java virtual machine 
(JVM) and other dynamic web technologies. 
0289. As shown in FIG. 7, video streams from the live 
video camera 950, taped video playback unit 960, and from 
the web-to-video processor 910 are combined and laid out 
by the real-time video compositor 920, resulting in a single 
unified view depicting the various aspects of the contest 
currently in progress. FIG. 7A shows just one possible video 
display layout for a contest between two teams of three 
people, wherein live Video is displayed in the top-center of 
the display Screen, and the formatted output of the web 
server 100 is displayed along the bottom of the display 
SCCC. 

0290 During the operation of the contest, the real-time 
video compositor 920 sends the final video signal to stan 
dard broadcasting equipment 930, which transmits the video 
signal to the spectators television sets 940 via cable, satel 
lite, and/or radio waves. 

Contest-Promoting System of the Present Invention 
Employing Television-Based Client Machines 

0291. The system components shown in FIGS. 7 and 7A 
and described hereinabove enable spectators to passively 
observe Internet-based contests while viewing conventional 
televisions sets 940. In an alternative embodiment of the 
present invention depicted in FIG. 8, additional system 
components are provided to enable contestants to actively 
participate in the contest through a television-based client 
machine. As shown in FIGS. 8 and 8A, a television-based 
client machine 970 in accordance with the present invention 
comprises the following the components: a Set-top client 
machine 970; a IR-based remote-control input device 980; 
and a standard television set 990. As shown, the set-top 
client machine 970 is connected to the user's television set 
990 using a standard NTSC or PAL cable. In addition, the set 
top client machine 970 has connections to an antenna or 
cable, as well as to the Internet using a modem 976 over a 
telephone line to an internet Service provider. 
0292. The set-top client machine 970 receives and pro 
ceSSes contest data, including queries through both the 
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modem as well as through the incoming Video signal. The 
Video signal will contain live Video in Standard format, and 
could optionally contain additional data broadcast during the 
Vertical blanking interval, perhaps using the Intercast" 
format. 

0293 As shown in FIG. 8A, the set-top client machine 
970 comprises a number of major components, namely: a 
GSU 175 or enhanced GSU 17, clock and timer hardware 
290; a television tuner with IntercastTM decoding capability 
977; a modem 976; an infrared input port 975; NTSC or PAL 
audio/video output 974; embedded device drivers 973; and 
embedded operating system with Java capability 972 run 
ning on a microprocessor, and a firmware contest client 971. 
Like the computer-based client machine 160, the set-top 
client machine 970 uses the GPS receiver in the GSU to 
discipline the local clock of the client machine. This clock 
is used to trigger the display of queries on the television 
Screen, as well as to measure the elapsed time taken by the 
user when answering queries (or Submitting responses to 
ITRs). 
0294 The television-based client machine 970 has a 
number of advantages over the computer-based client 
machine 160. First, the bandwidth requirements on the 
modem Internet connection are greatly reduced since much 
of the content is delivered through the television signal. 
Second, the set-top client machine 970 can be made much 
more inexpensively as compared to a general purpose com 
puter. For the end-user, the set-top box 970 could be even 
provided at a reduced fee or even for no cost by their cable 
television provider, since the set-top box also functions as a 
tuner. An additional advantage with the Set-top configuration 
is the ease of making the System Secure. Unlike a general 
purpose computer, programming and development tools and 
interfaces would be proprietary, limiting the ability of hack 
ers to develop programs to compromise the System. Also, 
programs would be stored in tamper-resistant EPROM, 
making it almost impossible for a hacker to disassemble the 
program to learn its Vulnerabilities. 
0295 One disadvantage to the set-top based version is the 
difficulty in achieving microSecond accuracy Synchroniza 
tion. Normally in a television System, the display refresh 
timing is determined by the incoming NTSC or PAL signal. 
In order to precisely Synchronize the refresh rate would 
require at least one frame of Video memory Storage, which 
would be used to buffer the incoming data. Most likely only 
one frame of Storage would be needed, Since the television 
signal will be fairly well synchronized due to the real-time 
nature of television broadcast, in contrast to the packed 
based, Store-and-forward architecture of the internet. cl 
Alternative Applications for the GSU of the Present Inven 
tion 

0296) The global synchronization unit (GSU) of the 
present invention clearly has important capabilities and 
numerous applications beyond those relating to online con 
tests and games, financial and commodity trading opera 
tions, on-line real-time auctions, and other forms of time 
constrained competition over the Internet. AS discussed 
above, the GSU, enables a number of functions that tran 
scend those provided by a standard clock or even a GPS 
device. These functions fall into three basic categories: time 
and Space Synchronized generation of output events, time 
and Space Stamping of input events, and Verification of 
previously generated time and Space Stamps. 
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0297. The first category of functionality is the generation 
of output events in response to specific time and Space 
conditions. The GSU core processor 750 can receive instruc 
tions, through a local user interface or through an intercon 
nection to another device or computer, that Set up time and 
Space constraints along with asSociated actions that are to be 
performed when the time and Space constraints are Satisfied. 
In the case of the contest application, the constraint was to 
perform the action at the instant of the desired Start-time. 
The action performed in this case was the decryption and 
display of the contest query. The GSU 175 can be pro 
grammed to generate an number of different output actions 
in response to the time-Space conditions. However, using the 
Security and encryption capabilities of the GSU, the nature 
of these actions may be concealed until the action is actually 
performed. Applications for this capability could range from 
the Serious, for example the Secure delivery of Sensitive 
messages or data that may only be revealed at a certain time 
or location; to the frivolous, Such as a Scavenger hunt game 
in which additional clues are revealed by the GSU as the 
player reaches each Sub-goal location. 

0298 The second category of functionality is the creation 
of time and Space Stamps which record and authenticate 
input events. The GSU core processor is commanded, again 
either through a local operator interface or through a con 
nection to another device or computer to generate a time and 
Space Stamp. This Stamp may or may not be associated with 
additional input device data. When associated with addi 
tional input data, the GSU encryption capabilities can be 
used to generate a digital signature on the combined time, 
location, and input data. This digital Signature can later be 
used to verify that the data did indeed exist at that time and 
location, and that the data has not been altered Since that 
time. Of course, this method cannot be used to verify 
whether or not the data existed before the specified time, or 
whether the data existed in other locations, but it does 
establish an upper-bound on the creation time, and prove 
that the data was available at a particular location. 

0299 The final major capability of the GSU hardware is 
the ability to authenticate and Verify digitally signed time 
and Space Stamps that it has created in the past. Depending 
on the Specifics of the digital signature and time and Space 
Stamping methods used, it may also be possible to Verify 
time and Space Stamps using other GSU's or other hardware 
or Software Systems. In essence, the GSU can Serve as both 
a notary as well as a witness to claims about the timing and 
location of events. 

0300 FIG. 9 shows just a few of the potential inputs to 
a GSU (175 or 177) that might benefit from its time and 
Space Stamping capabilities. These inputs range from those 
with very Specific purposes, Such as water level Sensors, 
burglar alarms, and police radar, to very general purpose 
inputs with a wide range of applications, Such as Still image 
and Video cameras, microphones, and chemical "Sniffers”. 
Other possible inputs include: bar-code readers, document 
Scanners, fingerprint readers, iris-Scanners, vehicle counters, 
optical Sensors for race finish lines, temperature Sensors, and 
Signature capture devices. The applications for a GSU 
having these inputs are virtually limitleSS, and the input 
devices shown are only a representative Sample of the 
possible inputs. 
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0301 FIG. 10 shows examples of devices into which 
GSU components of the present invention can be embodied 
and provide beneficial results. 
0302 AWeb-enabled handheld computer with an embed 
ded GSU, and possibly wireless Internet access, could be 
carried by a delivery person for time and Space Stamping 
package deliveries. By attaching a digital Still camera to the 
input of the GSU, an image of the perSon receiving the 
package could be taken and incorporated into the record of 
the transaction. The time and Space Stamp placed on the 
captured image would be digitally signed by the GSU to 
allow verification of the image at a later time. GSU equipped 
digital cameras, along with tamper-resistant and tamper 
evident mechanical Seals could be used to provide legal 
documentation of any number of transactions or events. 
Employees of insurance companies could utilize Such 
devices to document accident damage. Similarly, bar-code 
Scanners, document Scanners, and police radar units could 
all be equipped with GSU's to provide enhanced security 
and authenticity. 

0303 As shown in FIG. 11, the basic GSU unit 175 and 
enhanced GSU 177 can be built in a number of different 
configurations for use as peripheral devices to general 
purpose personal or busineSS computers. These devices 
could connect to the client computer using PCMCIA slots, 
ISA/PCI or SCSI interfaces, or through serial or parallel port 
connections. Alternatively, GSUS 175 and 177 can also be 
realized as Single Application Specific Integrated Circuit 
(ASIC) devices, wherein analog and digital circuits are 
embodied in a manner known in the ASIC chip manufac 
turing art. 

Globally Time-Synchronized 
Securities/Commodities/Currency Price-Ouotation 

and Trading System of the Present Invention 

0304. As described hereinabove, the present invention 
enables Simultaneous presentation of data to multiple users 
connected over a network to a central computer or comput 
erS. Additionally, the present invention also enables Secure 
and precise calculation of time and Space Stamps for events 
that occur at a client machine. These Stamps are digitally 
signed So that they may be authenticated and to make them 
resistant to forgery. Based on these inventive features, the 
present invention can be applied to the buying and Selling of 
financial Securities, commodities, and other items of value 
over the Internet. In particular, the present invention can 
provide traders (persons involved in the buying and Selling 
of financial Securities or otherwise profiting from the fluc 
tuation in prices of those Securities) with the ability to 
conduct financial trades in a manner that provides greater 
fairneSS and Security than those currently afforded them. 
0305 One important aspect of securities trading is the 
ability to view and monitor price quotes for Securities and to 
View and monitor information about trades and other trans 
actions involving those Securities. Typically, traders Sub 
Scribe to a Service that provides price quotes for offers to buy 
and Sell Securities. Depending on the level of Service they 
have purchased, the quotes will be delivered with Some 
predetermined delay (ranging from “real-time' to twenty 
minutes or So). Prior art real-time trading or auctioning 
Systems do not compensate for network latency when pro 
ducing these delayed quotes, and therefore the trader will 
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actually receive them Some random amount time after the 
Specified delay. Using Similar components, protocols, and 
procedures as provided for the contest-based System 
described above, the principles of the present invention can 
be applied in order to produce a competition-promoting 
System which enables the Simultaneous display of price 
quotes to millions of competitors world over, for any given 
delay So as long as the Specified delay is greater than the 
Worst case latency expected for the client machines of these 
competitors. 
0306 In addition, the Internet-based competition-pro 
moting System of the present invention can also enable 
Secure time and Space-stamping of client machine-based 
activities such as the Submission of offers to buy or sell 
Securities, options or the like. When using the hardware 
based GSU hereof, each client machine in the system is 
enabled to generate a digitally-signed time and Space Stamp 
for each transaction, thereby allowing the client's transac 
tions to be processed (i.e. executed and cleared) in a Secure 
and fundamentally fair manner. 
0307 As shown in FIG. 5, the financial securities/com 
modities price-quotation/trading System of the illustrative 
embodiment comprises a number of Subcomponents, 
namely: a primary server 100; one or more web servers 110; 
a login server 120; a trader database 35; a real-time market 
State Server 45; one or more real-time price-quotation and 
trading servers 55; and a plurality of client machines 160. In 
many respects, the system of FIG. 5 is similar to the system 
of FIG. 2, except that certain components are modified 
appropriately to the nature of Securities, commodities or 
currency market(s) involved. Like reference numerals indi 
cate like components in the Systems. 
0308 Overall operation of the price-quotation/trading 
System is controlled and directed by a computer or Set of 
computers or devices that will be referred to collectively as 
the primary server 100. The primary server provides certain 
functionality to the System, communicating with the real 
time market State Server 45, distributing quote and other 
market data to the real-time price-quotation and trading 
Servers 55, providing a master clock for the System, and 
collecting and performing preliminary processing on quo 
tation and trade requests. 
0309 The primary server 100 is substantially similar to 
that provided for the contest-based embodiment of the 
invention, shown in FIG. 2G. However, the contest man 
agement interface 260 will be replaced by a financial Secu 
rities trading management interface, with functionality 
appropriate to this application, Such as the ability to assign 
certain rights to traders, to change trader quote delays, and 
other Such activities. 

0310. The single primary server 100 communicates indi 
rectly with the client machines through a number of real 
time price-quotation and trading Servers 55. These Servers 
relay quotes and other financial data to the client machines 
160, and receive trade requests from those client machines. 
Preliminary verification and Sorting of the trades is per 
formed by the real-time price-quotation and trading Servers 
55, and these pre-processed results are then passed back to 
the primary server 100. The hardware and software archi 
tecture of the real-time price-quotation and trading Servers 
55 are similar to the game servers 150 depicted in FIG.2E. 
This figure shows a layered architecture Similar to the 
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primary server 100, with hardware components including a 
GPS receiver 170, high precision timing hardware 200, and 
a high performance network interface 210 in addition to the 
standard hardware components 220. These hardware com 
ponents are controlled through the use of a set of Standard 
and customized device drivers 230. Many of these device 
drivers are provided by the hardware manufacturers, while 
Some are specifically written or modified to handle the 
precise timing operations needed by the financial trading 
System. The major application running on the real-time 
price-quotation and trading Servers is the financial trading 
System daemon. This Software receives, processes and 
responds to data from the primary Server, the login Server, 
and from its client machines. 

0311. The trader interacts with the system through a 
client machine 160. Each trader uses a single client machine 
to receive and View Security prices and other financial data 
as well as to enter and transmit requests (i.e. orders or offers) 
to buy or sell securities or options. Each client machine 160 
consists of a Standard personal computer, augmented by the 
addition of Several Software and hardware components. The 
critical hardware component on the trader's client machine 
is the global synchronization unit (GSU) 175. The GSU 
decrypts and displays quoteS precisely at the Specified delay, 
and also time and Space Stamps the trader's requests (i.e. 
orders) to buy and sell Securities, options or the like. These 
time and Space Stamps are digitally signed to provide a 
Secure record of the requested transaction. 
0312. When not actually performing trades, the trader 
interacts with a financial information providing web site 
through a web browser. The contest web site is “served” to 
that browser from one or more web servers 110. The web 
Servers handle advertising, Support, registration, download 
ing, and other similar tasks. 
0313 Another key component of the price-quotation/ 
trading system shown in FIG. 5 is the login server 120. The 
login Server accepts login requests from the trader's client 
machines and assigns an appropriate real-time price-quota 
tion and trading Server to that client machine. The login 
Server provides a single, well-known address for the client 
machines to contact when initializing a new trading Session. 
The login server also serves to intelligently distribute the 
processing and communications load among the real-time 
price-quotation and trading servers. FIG. 5B shows the 
Virtual network connections between the login-Server and 
the trader's client machines. 

0314 FIG. 5 also depicts a trader database 35. The trader 
database records information about the users, Such as their 
identity, preferences, contact information, and a history of 
past transactions. 
0315. The real-time market state server 45 acts as the 
interface between the trading System of the current invention 
and the actual Stock-exchange (or commodity-exchange or 
currency-exchange) computers that provide the price quotes 
and process orders to trade (e.g. execute orders by matching 
offers to buy with offers to sell). This server 45 collects 
requested information and translates them into the proper 
form for transmission to the primary server 100. In addition, 
the real-time market State Server 45 accepts trade requests 
from the primary server 45, reformats them into the proper 
protocols, and transmits them to the appropriate Stock 
exchange (or commodity-exchange or currency-exchange) 
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computers. Finally, the results of the trades are collected and 
sent back to the primary server 100 for distribution to the 
client machines through the real-time price-quotation and 
trading servers 55. 
0316. As with the other preferred embodiments, the com 
ponents of FIG. 5 are interconnected through the Internet or 
other network, as indicated by network 190. 
0317 Notably, the general operations depicted in FIG. 4 
and carried out by the system of FIG. 2, are also carried out 
by the price-quotation/trading system of FIG. 5, with vari 
ous modifications of course to accommodate the different 
application at hand. Collectively, these operations enable a 
competitor (i.e. market participant or trader) to participate 
against millions of competitors, in a Secure and fundamen 
tally fair time-constrained competition to buy and Sell lim 
ited economic resources in a generally “free' market, 
wherein prices are Set by Supply and demand forces, rather 
than by governmental fiat or regulation. By virtue of the 
present invention, each competitor, connected to the price 
quotation/trading System by an on-line connection estab 
lished by a client machine, receives updated price quotations 
at a common “start-time' regardless of the location of his or 
her client machine on the infrastructure of the Internet, or on 
the planet Earth. Thus, trader/competitors in Tokyo, Japan 
and New York, N.Y., will receive real-time price quotes on 
market activity at the same globally-synchronized time. 
Also, the GSU in each trader's client machine securely 
places a time and Space Stamp on each trader's trade, to 
ensure that Such geographically distributed and differently 
Internet-connected traders are able compete under funda 
mentally fair and network-Secure conditions. 
0318. In the system of FIG. 5, the operation indicated at 
Block Ain FIG. 4 would be modified so that each trader or 
competitor registers with the System as a trader, and down 
loads price-quotation/trading Software to create a globally 
Synchronized and Secure-networked client machine. 
0319. In the system of FIG. 5, the operation indicated at 
Block B in FIG. 4 would be modified so that each trader logs 
on to the price-quotation/trading Server 55, and establishes 
a communication channel there with. 

0320 In the system of FIG. 5, the operation indicated at 
Block C in FIG. 4 would be modified so that the system 
periodically transmits the price quotation updates and the 
start-time from the primary server 100 to each client 
machine 160. 

0321) In the system of FIG. 5, the operation indicated at 
Block D in FIG. 4 would be modified so that system 
characterizes the client machine's local clock with the 
master clock on the primary server 100, (i.e. if an enhanced 
GSU 177 is not provided), and the synchronization of the 
client machine display update cycle with the desired Start 
time for the price quotation update. 

0322. In the system of FIG. 5, the operation indicated at 
Block E in FIG. 4 would be modified so that the system 
presents the price quotation updates to each trader precisely 
at the same globally-synchronized Start-time, e.g. as deter 
mined by a local clock that is characterized with respect to 
a global master clock located on the primary server 100. 
0323 In the system of FIG. 5, the operation indicated at 
Block F in FIG. 4 would be modified So that the GSU 
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enabled client machine accepts the trader's response (e.g. 
offer/order to buy and/or Sell a particular amount of Stock, 
commodity or currency for a particular price), attaches a 
time and Space Stamp to that response, and transmits the 
response and time Stamp to the Servers 55 in the System. 
0324. In the system of FIG. 5, the operation indicated at 
Block G in FIG. 4, would be modified so that the real-time 
market State Server 45 receives information regarding the 
orders during the past price-quote/trade cycle, and thus 
updates the Same. 
0325 During the next subsequent price-quotation display 
time (i.e. next start-time) in the market competition, updated 
price quotations are Simultaneously displayed/presented to 
each of the on-line traders in a globally time-synchronized 
manner. In response thereto, each trader can respond to Such 
changing market conditions by placing trade orders which 
are time and Space Stamped at the originating client machine, 
in a globally time-synchronized manner. By virtue of the 
System of the present invention, Such orders are fairly and 
Securely executed (i.e. matched with corresponding unfilled 
orders in the marketplace) in accordance with conventional 
time-prioritized procedures and practices of the market. 
0326. A system similar to that described above can be 
constructed and deployed in order to improve the operation 
of on-line real-time auctions in fundamentally fair and 
Secure manner, thus eliminating any advantages held by 
those bidders having faster computers and/or Internet con 
nections. 

Modifications to and Extensions of the Illustrative 
Embodiments of the Present Invention 

0327. Although the illustrative embodiments of the glo 
bal Synchronization unit (GSU) utilizes a global positioning 
System (GPS) receiver as a Source of time and space data, the 
present invention contemplates the existence and possible 
value of current and future alternative means of obtaining 
time and Space information. 
0328. For example, Loran-C systems are widely used for 
determining maritime location and time information, and is 
also available for land-based Systems in many parts of the 
World. This type of System could be used in a similar manner 
to the GSP receiver, although with a somewhat lower 
precision and accuracy. 
0329. Time signals can be produced from a periodically 
Synchronized free-running clock (ranging from a standard 
quartz-crystal based clock to an atomic clock). The accuracy 
of these signals of course depend on the Stability of the clock 
and the frequency at which the clock is Synchronized with 
Some global clock. 
0330 Time signals are also available using a standard 
radio receiver from the NIST WWV and WWVH time and 
frequency Service broadcast Stations. Because the time Sig 
nals are Sent by radio waves from one or more fixed 
transmitting towers, there is a time latency due to the Speed 
of propagation of the radio waves. This latency is affected 
not only by the Straight line distance to the transmitter, but 
also by the actual path taken by the radio waves to reach the 
transmitter, which may involve reflections from natural or 
man-made objects. This latency may be compensated to 
Some extent using the physical location of the receiver unit. 
After determining the units location, using cellular tele 
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phone data, user-entered location information, or other 
means, the estimated latency for that location can be deter 
mined, using a lookup table or other means. The expected 
latency can then be compensated for to arrive at a more 
accurate time value. 

0331 Because of the phenomenal popularity of the GPS 
System, it is certain that more advanced time and Space 
determining systems will be developed in the future. The 
basic GSU concepts will Surely benefit from the improve 
ments in performance and convenience provided by Such 
anticipated developments in these Systems. 

0332) Any attempt to synchronize the processing of data 
at distributed locations, where the data originates at a single 
central location, is fundamentally constrained by the latency 
and bandwidth of the connections between the distributed 
locations and the central location. The latency of the com 
munications channel is a measure of the time delay between 
the instant a piece of information is Sent from the originator 
and the instant that information is received by the receiver. 
Latency is expressed in units of time, for example a "1 
second latency”. The bandwidth is a measure of the rate of 
information flow from Sender to receiver in terms of infor 
mation units per unit of time, for example bits per Second. 
ASSuming a one way flow of information from the Sender to 
a set of receivers, where the information is broken down into 
discrete units (packets, messages, files, etc.), as might be the 
case with stock “ticker' information, it may be desirable to 
Synchronize the times that these units are made available to 
the receivers. In other words, for a given unit sent from the 
Sender to all the receivers, it is desirable that the unit to 
becomes available for use on all the receivers Simulta 
neously, despite the differing latencies of the various con 
nections. This goal is accomplished by considering the 
expected value of the longest latency among all the connec 
tions. In order for the unit to be received by each receiver 
before the desired synchronization time (or start-time), the 
units must be sent out to each receiver at a time early enough 
to at least compensate for the latency to that receiver. In fact, 
the data unit must be sent earlier still to allow for the 
Stochastic nature of communications delays as well as to 
allow for the time for the receiving GSU to process and 
decrypt the information. 

0333 Thus, in a stock market “ticker-tape” application, 
Stock prices are determined at a central location as a function 
of the various offers to buy and sell (and other factors) in 
effect at that time. When a stock price becomes available at 
this central location, it is then Sent to all of the remote 
GSU-equipped terminals, along with an indication of the 
desired time to display the Stock price (the “start-time'). 
This desired display time must be sufficiently delayed from 
the time it is sent from the central location to allow for 
network latency and for the GSU processing time. If the 
Worst case latency was 500 ms, and the processing time was 
100 ms, then the display time must be at least 600 ms after 
it is Sent out. However, this Stock price is just one of a stream 
of Stock prices being produced at the central location and 
distributed to the remote GSU-equipped terminals. The 
maximum rate (stock-prices per Second) of display is con 
strained by several factors. First, we are limited by the GSU 
processing time. In this hypothetical case the GSU process 
ing time is 100 ms, So the maximum display rate is 10 prices 
per Second. 
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0334. The bandwidth of the communication channel also 
is a factor when looking at a long term, continuous display 
rate. The bandwidth, as well as the Size of the Stock-price 
containing messages limits the rate (Stock-prices per Second) 
of message Sent over that link. Notably, the GSU processing 
time depends on whether the information is actually being 
displayed on a monitor, or simply being decrypted and given 
to a CPU. If the information is to be displayed at a time 
precision moment on the order of a few milliseconds or less, 
then the display must be Synchronized, which can be a 
relatively time consuming process (on the order of many 
milliseconds to several Seconds). This requirement can be 
avoided if the Start-times are chosen to be in Synchronization 
with the display update rate, however. For example, if all the 
displays were Synchronized at a common frequency of 100 
HZ, and the Start-times were chosen as integer-multiples of 
10 ms, then it would only be necessary to perform the full 
monitor Synchronization procedure once, after which the 
Stock prices could be updated at a much faster rate 
(approaching the bandwidth of the communications chan 
nel). In actual practice, multiple-stock prices can be sent as 
a single unit, to reduce Some of the GSU processing over 
head. 

0335) In each of the client machines of the present 
invention, there is provided a GSU, which combines a GPS 
clock with an encryption means for digitally signing data in 
order to provide a Secure and verifiable timestamp on each 
response from each competitor. This Security measure may 
be compromised in only two ways: (1) by physically dis 
Secting the GSU and extracting the Secret key; or (2) by a 
computational-based attack to determine the Secret key (a 
very time consuming proceSS dependent on the number of 
bits used in the algorithms). 
0336. In order to prevent physically dissecting the GSU 
asSociated with each client machine, the present invention 
contemplates the use of tamper evident Seals on the GSU 
(which would be submitted to receive the contest award), as 
well as techniques which result in the automatic destruction 
or disabling of the GSU upon tampering. 
0337. In order to render computational-based attacks on 
the GSU very difficult using ordinary computation means, 
the present invention contemplates using Sufficiently long 
keys in the GSU so that the time involved to decipher the key 
would be very long, in accordance with Standard Security 
practices. 

0338 While the illustrative embodiments of the present 
invention have been described with regard to the Internet, it 
is understood that the Systems and methods of the present 
invention can also be carried out on public as well as private 
intranets, owned, managed, or otherwise used by large or 
Small business and/or Social organizations of either national 
or international extent, having members Scattered across the 
globe. 

0339. It is understood that the Internet-based system and 
Subsystems and components of the present invention may be 
modified in a variety of ways which will become readily 
apparent to those skilled in the art of having the benefit of 
the novel teachings disclosed herein. All Such modifications 
and variations of the illustrative embodiments thereof shall 
be deemed to be within the Scope and Spirit of the present 
invention as defined by the Claims to Invention appended 
hereto. 
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What is claimed is: 
1. An improved System and method of fairly and Securely 

enabling timed-constrained competitions over the Internet 
while avoiding the Shortcomings and drawbacks of prior art 
methodologies. 

2. A System for Serving and receiving information over the 
Internet in connection with time-constrained competitive 
processes So that principles of fairneSS and fair play which 
have come to characterize the Systems of government, 
justice, Securities, commodities and currency market trad 
ing, Sportsmanship, and educational testing, in the United 
States of America and countries abroad, are Secured in an 
economically feasible manner for the betterment of human 
Society. 

3. An Internet-based System for enabling time-constrained 
competition over the Internet among a massive number of 
competitors while compensating for the variable network 
communication latencies experienced by client machines 
used by the competitors. 

4. An Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein a simultaneous start-time is produced for each and 
every competitor involved in a particular competition regu 
lated by the system. 

5. An Internet-based system for fairly and securely 
enabling timed-constrained competitions over the Internet 
which employs Internet information Servers to Synchronize 
the initial display of an invitation to respond (e.g. Stock offer, 
query or problem) on a client machine by shifting the phase 
of the display refresh cycle. 

6. An Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein the time delay between a displayed invitation to 
respond (e.g. Stock price, bid offer, or query) and the 
transmitted response is precisely measured using the instruc 
tion counter in the client machine. 

7. An Internet-based system for fairly and securely 
enabling timed-constrained competitions over the Internet, 
wherein client-event timing accuracy is markedly improved 
by using a globally-synchronized hardware timing device at 
each client machine to time-Stamp the competitors repines to 
the invitation to respond displayed on the display Screen of 
the client machine. 

8. An Internet-based system for fairly and securely 
enabling timed-constrained competitions over the Internet, 
wherein each client machine deployed therein is protected 
against intentional tampering through any means by the 
competitor using the client machine or by any third party 
desiring to gain an unfair advantage over other competitors. 

9. An Internet-based system for fairly and securely 
enabling timed-constrained competitions over the Internet, 
which is protected against intentional tampering through any 
means by a competitor or third party intended to disrupt the 
operation of the competition and otherwise interfere with the 
enjoyment of other competitors or Spectators. 

10. An Internet-based system for fairly and securely 
enabling timed-constrained competitions over the Internet, 
which is Scalable or extensible and capable of Simulta 
neously Supporting a multiplicity of competitions, each 
involving a virtually unlimited number (e.g. millions) of 
competitors. 

11. An Internet-based system for fairly and securely 
enabling timed-constrained competitions over the Internet, 
which protects against clock device tampering at each client 
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machine by utilizing and comparing multiple clock Systems 
employed in each client machine. 

12. An Internet-based System for fairly and Securely 
enabling timed-constrained competitions over the Internet, 
wherein each client machine in the System is provided with 
a client-based hardware extension to improve clock accu 
racy and precision and therefore improve client-event 
response characteristics at each Such client machine. 

13. An Internet-based system for fairly and securely 
enabling timed-constrained competitions over the Internet, 
wherein each client machine in the System is provided with 
a client-based hardware extension to improve Security by 
means of hardware encryption and decryption. 

14. An Internet-based system for fairly and securely 
enabling timed-constrained competitions over the Internet, 
wherein varying degrees of Simultaneity can be offered, 
insuring that the Start time on all client machines is Simul 
taneous within tens of milliseconds at the least precise level, 
to on the order of within a few microseconds when all of the 
measures provided for are used. 

15. An Internet-based system for fairly and securely 
enabling timed-constrained competitions over the Internet, 
wherein one or more a globally-time Synchronized Internet 
based information ServerS Simultaneously and Securely com 
municate with millions of globally-time Synchronized client 
machines engaged in a predetermined competition Sup 
ported over the Internet. 

16. An Internet-based method for fairly and securely 
enabling timed-constrained competitions over the Internet, 
wherein one or more a globally-time Synchronized Internet 
based information ServerS Simultaneously and Securely com 
municate with millions of globally-time Synchronized client 
machines engaged in a predetermined competition Sup 
ported over the Internet. 

17. An Internet-based system, wherein each client 
machine is provided with a hardware device which can 
precisely time and Space Stamp an event, and thus Securely 
generate an event only when Specific time and Space criteria 
are Satisfied, and also verify the authenticity of previously 
generated time and Space Stamps produced by the hardware 
device. 

18. A method of time-Space Stamping which can be used 
to authenticate electronic-commerce transactions between a 
vendor, bank and customer with microSecond time accuracy. 

19. A system and method for electronically filing legal 
documents, Such as patent applications, property transfer 
documents and court/litigation documents, with governmen 
tal or judicial institutions using the http, file transfer proto 
cols (ftp), electronic data interchange (EDI) techniques, 
and/or any other file transmission protocols Supported over 
the Internet. 

20. A global time-synchronization unit for connection to 
or embedding within any client machine that is to be used in 
connection with the Internet-Supported System and method 
of the present invention. 

21. A global time-synchronization unit for connection to 
or embedding within any Internet information Server that is 
to be used in connection with the Internet-Supported System 
and method of the present invention. 

22. An improved System and method of receiving infor 
mation from Securities (e.g. Stocks and bonds), commodities 
and/or foreign currency information Servers, representing 
real-time or “live' market conditions, and Simultaneously 
disseminating Such information to globally-synchronized 
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client machines located world-wide to enable Secure “on 
line' electronic-based Securities trading operations, com 
modities trading operations, and foreign currency trading 
operations in a fundamentally fair manner. 

23. An improved system and method for electronic-based 
on-line Securities trading, commodities trading, and foreign 
currency trading in a Secure and fundamentally fair manner 
using client machines globally-synchronized with corre 
sponding Internet-based Securities trading Servers, com 
modities trading Servers, and foreign currency trading Serv 
erS So that each market competitor is informed about 
incremental changes in market conditions at Substantially 
the same time and therefore is permitted to respond to Such 
market condition changes (e.g. changes in Stock, commodity 
or currency prices) at Substantially the same time in accor 
dance with principles of fundamental fairness and fair play. 

24. An improved System and method of Simultaneously 
disseminating Securities, commodities, and/or foreign cur 
rency information (e.g. real-time price quotes) using glo 
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bally time-synchronized information Servers and client 
machines. 

25. An Internet-based system and method which enables 
competitors to trade Securities, commodities and/or foreign 
currencies using real-time pricing information that is dis 
Seminated to all competitors of a given level of Service at 
Substantially the Same instant in time using a network of 
globally time-synchronized information Servers and client 
machines. 

26. An Internet-based information network, wherein com 
petition Supporting information servers (e.g. market price 
advertising servers and order execution servers) are time 
synchronized with a plurality of globally-distributed time 
Synchronized client machines that can be preprogrammed So 
respond to real-time Securities prices within micro-Second 
client event accuracy by transmitting time and Space 
Stamped orders to purchase and/or Sell Securities, commodi 
ties and/or foreign currencies. 
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