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(57) ABSTRACT 

Various improvements to digital watermarking are dis 
closed. For example, a digitally watermarked object can 
Steganographically convey a payload that includes computer 
instructions (e.g., JAVA, ActiveX, or HTML) that when 
decoded-control Some manner of operation of an associ 
ated instruction processor. One application is a digital movie 
that, when double-clicked, automatically executes a water 
mark-embedded Java applet which links through a browser 
to the movie's distributor. The user is then prompted to input 
a credit card number. After the number has been verified and 
a charge made, the applet releases the content of the file to 
the computer's viewer for viewing of the movie. 
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Select the desired balance of image quality Ys. message durability. Message 
durability is the messages ability to survive various types of image 
manipulation. 

Ernage quality is more important than message 
(D. low intensity durability. 

Good for uncompressed images. 

Image quality and message durability are 
O Medium intensity equally important. 

Good for JPEG images. 

Message durability is more important than 
O High intensity image quality. 

Best for JPEG compression. 
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5. TO process gour images follou the steps belou: 

Start the enbedding assistant 
This function lets you select the images to be processed, 
choose the output folder, and specify the message content. 
You can also inspect each image as it is processed and 
manually adjust settings used for each image. 

2. EHanine and fit probleTS 
The error window displays two lists of problems: images 
that could not be processed, and images with potential 
problems. 
Select the images you want to fix and click "Retry". The 
selected images will be displayed. You can then change the 
settings for each image until you are satisfied with the final 
result. 
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Select the desired balance of image quality Ys. message durability. Message 
durability is the messages ability to survive various types of image 
manipulation. 

Image quality is more important than message 
D Low Intensity durability. 

Good for uncompressed images. 

Image quality and message durability are 
O Medium intensity equally important. 

Good for JPEG images. 

message durability is more important than 
O High intensity image quality. 

Best for JPEG compression. 

Fig. 2 
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Progressive Scans 

Warn if file exceeds KB 

Embedding assistant 
is - 

!. Message Content and Image Attributes ... 

Enter the Digimarc D or Distributor ID to be included in the message. 

Distributor D : 

Select the image attributes to include in the message. 

Do Not Copy Restricted Use Adult Content 

Your message may also contain one of the following pieces of information. 

(i) Copyright Ye... 
O Image ID al hira 

O Transaction ID in&rarris fit for s 3 th; imsge 

O. None 

Fig. 4 
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Ée Embedding Assistant 
nage Files and Folders to be Processed 

Click "Add..." or drag files from the Finder to add images to the list. 

C Henry Desktop Folder Pre-Embedding: 

Process Subfolders 

Preview images 

Embedding Assistant e 

on Fol ler and output options 
-3-... a--- 

Click 'Select..." to set the destination folder for output images. 

Henry iDesktop Folder:Post-Embedding: 

YOverwrite existing images 
a copy file resources (e.g. thumbnails, icons, etc.) 

Select the file type for output images. 

JPEG Settings... 

To obtain the best results possible, select the item that describes how the 
output images will be used. 

Will be compressed using JPEG, GIF or any lossy compression e 
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e Embedding Assistant Eis 
Error and Log File Settings - 

Y. 

These values determine how many errors will allowed before stopping a 
batch. 

Maximum number of errors before stopping: 

Maximum consecutive errors before stopping: e 

Click 'Select..." to change the name and location of the log file. 

Henry:Applications:Digima...edder Folder:Embedder Log 

(D) Append to existing log file 
O Overwrite existing log file 
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boats. F (2 of 7) 
intensity : 8 - Low 

Durability: Good 

After - 48K a PEG 3 Before - 182K Message intensity 

Increasing the intensity of the 
message will improve its 
durability, but will also make it 
more visible. 

1 - lowest 

16 = highest 

JPEG Compression level 
increasing the compression 
eyewitnake the file 
smaller, but will also take the 
message less durable. 

3 (Low (largest). :) 
v--who---- 

Acoly fo tim3ge 
-----------1 - 

Next image 
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CONTENT OBJECTS WITH COMPUTER 
INSTRUCTIONS STEGANOGRAPHICALLY 
ENCODED THEREIN, AND ASSOCIATED 

METHODS 

RELATED APPLICATION DATA 

0001. This application is a division of copending appli 
cation Ser. No. 09/292,569, filed Apr. 15, 1999. 
0002) Application Ser. No. 09/292,569 is a continuation 
in-part of copending application Ser. No. 09/186,962, filed 
Nov. 5, 1998, which is a continuation of application Ser. No. 
08/649,419, filed May 16, 1996 (now U.S. Pat. No. 5,862, 
260), which claims priority to application PCT/US96/06618, 
filed May 7, 1996 (published as WO9636163). 
0003) Application Ser. No. 09/292,569 is also a continu 
ation in part of provisional application No. 60/082,228, filed 
Apr. 16, 1998. 
0004. The present application claims priority to, and 
incorporates by reference, each of these prior applications 

FIELD OF THE INVENTION 

0005 The present application relates to improvements in 
the field of digital watermarking. 

BACKGROUND AND SUMMARY OF THE 
INVENTION 

0006 Digital watermarking (“watermarking") is a 
quickly growing field of endeavor, with Several different 
approaches. The present assignee's work is reflected in the 
earlier-cited related applications, as well as in U.S. Pat. NoS. 
5,841,978, 5,768,426, 5,748,783, 5,748,763, 5,745,604, 
5,710,834, 5,636,292, 5,721,788, and laid-open PCT appli 
cations WO97/43736 and WO99/10837 (corresponding to 
pending U.S. applications 08/746,613 (now U.S. Pat. No. 
6,122,403) and Ser. No. 09/138,061 (now U.S. Pat. No. 
6,229,924)). Other work is illustrated by U.S. Pat. Nos. 
5,734,752, 5,646,997, 5,659,726, 5,664,018, 5,671,277, 
5,687,191, 5,687,236, 5,689,587, 5,568,570, 5,572.247, 
5,574,962, 5,579,124, 5,581,500, 5,613,004, 5,629,770, 
5,461,426, 5,743,631, 5,488,664, 5,530,759, 5,539,735, 
4,943,973, 5,337,361, 5,404,160, 5,404,377, 5,315,098, 
5,319,735, 5,337,362, 4,972,471, 5,161,210, 5,243,423, 
5,091966, 5,113,437, 4,939,515, 5,374,976, 4,855,827, 
4,876,617, 4,939,515, 4.963,998, 4,969,041, and published 
foreign applications WO 98/02864, EP 822,550, WO 
97/39410, WO 96/36163, GB 2,196,167, EP 777,197, EP 
736,860, EP 705,025, EP 766.468, EP 782,322, WO 
95/20291, WO 96/26494, WO 96/36935, WO 96/42151, 
WO 97/22206, WO 97/26733. Some of the foregoing pat 
ents relate to visible watermarking techniques. Other visible 
watermarking techniques (e.g. data glyphs) are described in 
U.S. Pat. Nos. 5,706,364, 5,689,620, 5,684.885, 5,680,223, 
5,668,636, 5,640,647, and 5,594809. 
0007 Most of the work in watermarking, however, is not 
in the patent literature but rather in published research. In 
addition to the patentees of the foregoing patents, Some of 
the other workers in this field (whose watermark-related 
writings can by found by an author search in the INSPEC 
database) include I. Pitas, Eckhard Koch, Jian Zhao, Nor 
ishige Morimoto, Laurence Boney, Kineo Matsui, A. Z. 
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Tirkel, Fred Mintzer, B. Macq, Ahmed H. Tewfik, Frederic 
Jordan, Naohisa Komatsu, and Lawrence O’Gorman. 

0008. The artisan is assumed to be familiar with the 
foregoing prior art. 
0009. In the present disclosure it should be understood 
that references to watermarking encompass not only the 
assignee's watermarking technology, but can likewise be 
practiced with any other watermarking technology, Such as 
those indicated above. 

0010. The physical manifestation of watermarked infor 
mation most commonly takes the form of altered signal 
values, Such as Slightly changed pixel values, picture lumi 
nance, picture colors, DCT coefficients, instantaneous audio 
amplitudes, etc. However, a watermark can also be mani 
fested in other ways, Such as changes in the Surface micro 
topology of a medium, localized chemical changes (e.g. in 
photographic emulsions), localized variations in optical den 
sity, localized changes in luminescence, etc. Watermarks can 
also be optically implemented in holograms and conven 
tional paper watermarks.) In accordance with the present 
invention, various improvements to digital watermarking are 
disclosed. For example, a digitally watermarked object can 
Steganographically convey a payload that includes computer 
instructions (e.g., JAVA, ActiveX, or HTML) that when 
decoded-control Some manner of operation of an associ 
ated instruction processor. One application is a digital movie 
that, when doubleclicked, automatically executes a water 
mark-embedded Java applet which links through a browser 
to the movie's distributor. The user is then prompted to input 
a credit card number. After the number has been verified and 
a charge made, the applet releases the content of the file to 
the computer's viewer for viewing of the movie. 
0011. The foregoing and other features and advantages of 
the present invention will be more readily apparent from the 
following Detailed Description, which proceeds with refer 
ence to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012 FIGS. 1-9 are screen shots associated with an 
exemplary embodiment of one aspect of the invention. 

DETAILED DESCRIPTION 

0013 An improvement to existing watermark encoding 
techniques is to add an iterative assessment of the robustness 
of the mark, with a corresponding adjustment in a re 
watermarking operation. Especially when encoding multiple 
bit watermarks, the characteristics of the underlying content 
may result in Some bits being more robustly (e.g. Strongly) 
encoded than others. In an illustrative technique employing 
this improvement, a watermark is first embedded in an 
object. Next, a trial decoding operation is performed. A 
confidence measure (e.g. Signal-to-noise ratio) associated 
with each bit detected in the decoding operation is then 
assessed. The bits that appear weakly encoded are identified, 
and corresponding changes are made to the watermarking 
parameters to bring up the relative Strengths of these bits. 
The object is then watermarked anew, with the changed 
parameters. This proceSS can be repeated, as needed, until all 
of the bits comprising the encoded data are approximately 
equally detectable from the encoded object, or meet Some 
predetermined signal-to-noise ratio threshold. 
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0.014 While the foregoing analysis evaluated confidence 
on a per-bit basis, related iterative procedures can evaluate 
confidence on a per-portion basis. That is, the encoded 
object is considered in portions, and each portion is analyzed 
for the robustness of the data encoded thereby. In portions 
evidencing “weak” encoding, the encoding parameters can 
be adjusted to Strengthen the encoding in one or more 
Subsequent re-encoding operations. 

0.015 The portions can take different forms, e.g., rectan 
gular patches in a Still or moving image, brief temporal 
excerpts in audio or video; certain DCT/Fourier/wavelet 
coefficients (or adjoining groups of coefficients) in coeffi 
cient-based representations of the object in a transformed 
domain, etc. 
0016. By this technique, even if the encoded object is 
Spatially or temporally excerpted, or filtered (e.g. spectrally), 
there is increased assurance that the watermark energy 
remaining after Such processing will permit accurate decod 
Ing. 

0.017. In an illustrative embodiment, the process is highly 
automated and essentially transparent to a user. The user 
Simply instructs a computer-controlled System to watermark 
an object, and the System responds by performing the trial 
watermarking, decoding, making Successive adjustments, 
and repeating as necessary until a final encoded object 
meeting desired watermark-quality requirements is pro 
duced. 

0.018. A more elaborate embodiment is a batch image 
processing System (implemented, e.g., in Software run on a 
Pentium III-based personal computer System) that Succes 
Sively opens, watermarkS, JPEG-compresses, and re-stores 
each image in a collection of images. Such Systems are 
well-Suited for use by proprietors of large image collections 
(e.g. news agencies, photo Stock houses, etc.). 
0019. In such systems, any of the foregoing iterative 
encoding techniques can be employed. Or other iterative 
encoding techniques can be used. One other Such other 
iterative encoding technique tests a trial encoding against 
one or more various forms of corruption, and makes adjust 
ments based on the results of the attempted decoding after 
Such corruption(s). The process repeats as necessary. 
0020. In the exemplary system, the image is compressed 
after watermarking. Compression commonly weakens a 
watermark Since Some of the watermark Signal components 
are typically attenuated. The watermark can be made more 
durable by increasing the watermark's energy, but So doing 
can have the effect of Visibly degrading image quality. Thus, 
a trade-off must be struck between watermark durability and 
image fidelity. 

0021. A user-interface associated with the system can 
allow a user to Select one of three watermarking modes: low, 
medium, and high. In the low mode, image quality is more 
important than watermark durability. (Such encoding is 
best-Suited for applications in which the image is not 
expected to be corrupted after distribution.) In the medium 
mode, image quality and watermark durability are about 
equally important. In the high mode, watermark durability is 
more important than image quality. 

0022 Generally hidden from the user is a watermark 
intensity parameter-a parameter used by the watermarking 
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algorithm to determine the intensity (e.g. amplitude) of the 
watermark Signal added to the image. In the illustrative 
System, the parameter has a value between 1 and 16, with 1 
representing the lowest-intensity watermark, and 16 repre 
Senting the highest-intensity watermark. (The actual water 
mark energy is typically not a linear function of the param 
eter but can be, e.g., logarithmically related.) 
0023 The user interface can also allow the user to specify 
the degree of JPEG compression desired (e.g. on an arbitrary 
low/medium/high, or numerically defined Scale), and indi 
cate whether the compression can be adjusted—if neces 
Sary-to achieve the desired watermark durability/image 
quality trade-off. 
0024. In operation, the system opens the first image file, 
and sets an initial intensity parameter (i.e. 1 to 16) corre 
sponding to the user's mode Selection (low, medium, or 
high). The resulting watermarked image is then compressed 
in accordance with the user's instructions. A copy of the 
compressed file is next made and decompressed. The water 
mark is then decoded from the decompressed image to check 
that the watermarked data can be correctly read, and the 
Strength of the watermark Signal in the image is assessed. 
0025 This strength metric (which may be, e.g., signal 
to-noise ratio expressed on a 1-10 Scale) indicates the 
observed durability of the watermark. If the correct water 
mark was read, the Strength metric is then compared against 
a threshold value corresponding to the Selected mode of 
operation. (I.e. if “low” mode is selected, a relatively low 
threshold is set on detected Strength, whereas if “high” mode 
is selected, a relatively high threshold is set.) If the strength 
of watermark detected in the decompressed image meets or 
exceeds the corresponding threshold value, the trial water 
marking meets the user's objectives. Thus, the compressed/ 
watermarked image is written to a disk or other output 
Storage device. Another file from the collection is read, and 
the proceSS repeats. 
0026 If the strength of the watermark detected in the 
decompressed image does not meet the corresponding 
threshold value (or if the correct watermark was not read), 
the System increases the intensity value and watermarks the 
original image anew. The watermarked image is again 
compressed, and a copy made and decompressed. Again, the 
watermark is decoded from the decompressed image to 
check for accuracy, and the Strength of the watermark Signal 
in the image is assessed. 
0027) If the correct watermark was read, and the strength 
metric meets or exceeds the corresponding threshold, the 
watermarked/compressed image is written to the output 
Storage device, and the proceSS continues with a new image 
file. 

0028. If the strength of the watermark, or its readability, 
Still don’t meet Spec, the intensity can be increased again and 
the process repeated anew. However, at Some point, the 
intensity parameter may reach a value at which the image 
quality Suffers unacceptably. Thus, the different modes of 
operation (low, medium, and optionally high) have corre 
sponding internal intensity threshold values beyond which 
the System will not increase. If Such threshold is reached, the 
system will not further increase the embedded watermark 
intensity. Instead, it will next adjust the compression (if the 
user has permitted the system-through the UI-this flex 
ibility). 
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0029. By lowering the degree of compression, encoded 
watermark energy better persists. An iterative watermark/ 
compress/decompress/decode procedure thus begins in 
which the compression is Successively backed-off until 
decoding yields a watermark that meets the readability 
requirement and strength threshold. (In an illustrated 
embodiment, the intensity remains fixed at the highest level 
permitted for that mode while this iterative procedure pro 
ceeds.) In Some Systems, a threshold is set beyond which the 
degree of compression cannot be lowered (again, for quality 
concerns). If this threshold is reached, and the decoded 
watermark Still does not meet the readability and Strength 
tests, then the image is Set-aside for later manual consider 
ation by the operator, and the process continues anew with 
the next image. (The same type of exception handling occurs 
if the user has not permitted the System to adjust the 
compression, and the Strength/readability tests cannot be 
met with watermark intensity within the permitted range.) 
0.030. In these iterative systems, processing speed will 
depend on the size of the increments by which the param 
eters (e.g. encoding intensity, compression) are Successively 
adjusted. In Some embodiments, a fine level of granularity is 
employed (e.g. changing the intensity by a unit value on 
Successive iterations). In others, larger increments are used. 
In Still others, binary Search-type algorithms can be used to 
hone-in on a nearly-optimal value in a relatively short time. 
0031. The Figures show illustrative screen shots for use 
in an embodiment implementing certain of the foregoing 
features. FIG. 1 shows an initial screen, allowing the user to 
select between (1) starting the batch embedding; or (2) 
reviewing exceptions/errors from a previous batch embed 
ding process and taking remedial actions (e.g., per FIG. 9 
below). FIG. 2 shows the UI permitting the user to specify 
the mode of operation desired (i.e., low/medium/high). 
0.032 FIG. 3 shows a UI for selecting the desired degree 
of compression, which can be specified either as low, 
medium, or high, or by Setting a numerical compression 
parameter. The UI of FIG.3 also allows the user to request 
a warning if the compressed image file is larger than a 
Specified size, and permits the user to Specify progressive 
SCS. 

0.033 FIG. 4 shows a UI permitting the user to specify 
the watermark payload with which the images are to be 
encoded. Among the fields are Digimarc ID, Distributor ID, 
Do Not Copy flag, Restricted Use flag, Adult Content Flag, 
Copyright Year, Image ID, and Transaction ID. The UI also 
permits the user to specify that certain IDS are to be 
incremented for each Successive image in the batch. 
0034 FIG. 5 shows a UI permitting the user to specify 
the location of images to be processed. The UI optionally 
allows the user to preview imageS as part of the process. 
0.035 FIG. 6 shows a UI permitting the user to specify a 
destination folder for the watermarked images, and output 
options (e.g. file format). 
0036 FIG. 7 shows a UI permitting the user to specify 
error and log file Settings (e.g. specifying maximum number 
of errors before Stopping, and maximum consecutive errors 
before stopping). 
0037 FIG. 8 shows a UI presenting errors and warnings 
to a user, e.g., after a batch of image files has been processed. 
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Included with the error listings are files that were not 
processed (e.g. because they were found to already have a 
watermark). Included with the warning listings are files 
whose size, after compression, exceeded the earlier-speci 
fied maximum file size (FIG. 3). The UI also permits the 
user to review all or selected files. 

0038 FIG. 9 shows a UI that presents an image for 
review, both after and before encoding/compression, and 
indicating the size of each image. The Screen also includes 
UI controls permitting the user to adjust the intensity (on the 
1 to 16 scale) and the JPEG compression level (either on a 
low/medium/high Scale, or by numerical parameter). After 
the user has made any desired changes, the "Next Image' 
button permits the next image to be displayed and processed. 
0039 (Although the just-described arrangement adjusted 
the intensity until a threshold was reached, and only then 
adjusted compression, in other Systems this need not be the 
case. For example, variations in intensity and compression 
might be alternated until a Suitable result is achieved.) 
0040. While the just-discussed system checked robust 
ness of the watermark against JPEG-distortion (i.e. a lossy 
compression/decompression process), the same procedure 
can be adapted to other types of expected distortion. For 
example, if an image is expected to be printed and then 
Scanned, Such distortion might be modeled by down-Sam 
pling and blur-filtering. The System can check trial encod 
ings against Such distortion, and adjust the intensity (or other 
parameter) as needed to provide a desired degree of dura 
bility against Such corruption. 
0041. Likewise, while the just-discussed system checked 

trial encoding for two performance metrics (e.g., accurate 
decoding, and strength of watermark meeting a threshold), 
in other embodiments different performance metricS can be 
employed. Other Sample metrics include, but are not limited 
to: Speed of watermark decoding being within a threshold; 
change (i.e. increase or decrease) in bit-rate (e.g. for MPEG 
video or MP3/MP4 audio) being within a threshold; change 
in entropy (in the encoded VS. un-encoded object) being 
within a threshold, etc. (Changes in bit-rate and entropy 
resulting from watermarking are reviewed, e.g., in WO 
99/10837) 
0042. In addition to testing for watermark robustness 
after image compression/decompression, the just-described 
embodiment also included image compression as part of the 
batch processing. Of course, this Step could be omitted, 
and/or other processing steps (e.g. filtering, cropping, format 
translation, etc.) desired by the user could be included. 
0043 Watermarking can be applied to myriad forms of 
information. These include imagery (including video) and 
audio-whether represented in digital form (e.g. an image 
comprised of pixels, digital or MPEG video, MP3/MP4 
audio, etc.), or in an analog representation (e.g. non-Sampled 
music, printed imagery, banknotes, etc.) Watermarking can 
be applied to digital content (e.g. imagery, audio) either 
before or after compression. 
0044) Watermarking can also be used in various “descrip 
tion' or “synthesis' language representations of content, 
Such as Structured Audio, Csound, NetSound, SNHC Audio 
and the like (cf http://sound.media.mit.edu/mpeg4/) by 
Specifying Synthesis commands that generate watermark 
data as well as the intended audio signal. Watermarking can 
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also be applied to ordinary media, whether or not it conveys 
information. Examples include paper, plastics, laminates, 
paper/film emulsions, etc. A watermark can embed a single 
bit of information, or any number of bits. 
004.5 The physical manifestation of watermarked infor 
mation most commonly takes the form of altered signal 
values, Such as Slightly changed pixel values, picture lumi 
nance, picture colors, DCT coefficients, instantaneous audio 
amplitudes, etc. However, a watermark can also be mani 
fested in other ways, Such as changes in the Surface micro 
topology of a medium, localized chemical changes (e.g. in 
photographic emulsions), localized variations in optical den 
sity, localized changes in luminescence, etc. Watermarks can 
also be optically implemented in holograms and conven 
tional paper watermarkS. 
0046) One improvement to existing technology is to 
employ established web crawler Services (e.g. AltaVista, 
Excite, or Inktomi) to Search for watermarked content (on 
the Web, in internet news groups, BBS systems, on-line 
Systems, etc.) in addition to their usual data collecting/ 
indexing operations. Such crawlers can download files that 
may have embedded watermarks (e.g. *.JPG, *.WAV, etc.) 
for later analysis. These files can be processed, as described 
below, in real time. More commonly, Such files are queued 
and processed by a computer distinct from the crawler 
computer. Instead of performing watermark-read operations 
on each Such file, a Screening technique can be employed to 
identify those most likely to be conveying watermark data. 
One Such technique is to perform a DCT operation on an 
image, and look for spectral coefficients associated with 
certain watermarking techniques (e.g. coefficients associated 
with an inclined embedded subliminal grid). To decode 
Spread-spectrum based watermarks, the analyzing computer 
requires access to the noise Signal used to spread the data 
Signal. In one embodiment, interested parties Submit their 
noise/key signals to the crawler Service So as to enable their 
marked content to be located. The crawler Service maintains 
Such information in confidence, and uses different noise 
Signals in decoding an image (image is used herein as a 
convenient shorthand for imagery, video, and audio) until 
watermarked data is found (if present). This allows the use 
of web crawlers to locate content with privately-coded 
watermarks, instead of just publicly-coded watermarks, as is 
presently the case. The queuing of content data for analysis 
provides certain opportunities for computational shortcuts. 
For example, like-sized images (e.g. 256x256 pixels) can be 
tiled into a larger image, and examined as a unit for the 
presence of watermark data. If the decoding technique (or 
the optional pre-screening technique) employs a DCT trans 
form or the like, the block size of the transform can be 
tailored to correspond to the tile size (or Some integral 
fraction thereof). Blocks indicated as likely having water 
marks can then be Subjected to a full read operation. If the 
queued data is Sorted by file name, file size, or checksum, 
duplicate files can be identified. Once Such duplicates are 
identified, the analysis computer need consider only one 
instance of the file. If watermark data is decoded from Such 
a file, the content provider can be informed of each URL at 
which copies of the file were found. 
0047. Some commentators have observed that web 
crawler-based Searches for watermarked images can be 
defeated by breaking a watermarked image into Sub-blockS 
(tiles). HTML instructions, or the like, cause the sub-blocks 
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to be presented in tiled fashion, recreating the complete 
image. However, due to the Small size of the component 
Sub-blocks, watermark reading is not reliably accomplished. 

0048. This attack is overcome by instructing the web 
crawler to collect the display instructions (e.g. HTML) by 
which image files are positioned for display on a web page, 
in addition to the image files themselves. Before files 
collected from a web page are Scrutinized for watermarks, 
they can be concatenated in the arrangement specified by the 
display instructions. By this arrangement, the tiles are reas 
Sembled, and the watermark data can be reliably recovered. 
0049 Another such postulated attack against web crawler 
detection of image watermarks is to Scramble the image (and 
thus the watermark) in a file, and employ a Java applet or the 
like to unscramble the image prior to viewing. Existing web 
crawlers inspect the file as they find it, So the watermark is 
not detected. However, just as the Java de-Scrambling applet 
can be invoked when a user wishes access to a file, the same 
applet can Similarly be employed in a web crawler to 
overcome Such attempted circumvention of watermark 
detection. 

0050 Although “content” can be located and indexed by 
various web crawlers, the contents of the “content” are 
unknown. A *.JPG file, for example, may include pornog 
raphy, a photo of a Sunset, etc. 

0051 Watermarks can be used to indelibly associate 
meta-data within content (as opposed to stored in a data 
Structure that forms another part of the object, as is conven 
tionally done with meta-data). The watermark can include 
text saying "Sunset' or the like. More compact information 
representations can alternatively be employed (e.g. coded 
references). Still further, the watermark can include (or 
consist entirely of) a Unique ID (UID) that serves as an 
index (key) into a network-connected remote database con 
taining the meta data descriptors. The remote data may 
contain meta-data described by an extensible markup lan 
guage (XML) tag Set. By Such arrangements, web crawlers 
and the like can extract and index the meta-data descriptor 
tags, allowing Searches to be conducted based on Semantic 
descriptions of the file contents, rather than just by file name. 
0052 Existing watermarks commonly embed informa 
tion Serving to communicate copyright information. Some 
Systems embed text identifying the copyright holder. Others 
embed a UID which is used as an index into a database 
where the name of the copyright owner, and associated 
information, is Stored. 

0053 Looking ahead, watermarks should serve more 
than as Silent copyright notices. One option is to use 
watermarks to embed “intelligence” in content. One form of 
intelligence is knowing its “home.”“Home” can be the URL 
of a site with which the content is associated. A photograph 
of a car, for example, can be watermarked with data iden 
tifying the web site of an auto-dealer that published the 
image. Wherever the image goes, it Serves as a link back to 
the original disseminator. The same technique can be applied 
to corporate logos. Wherever they are copied on the internet, 
a Suitably-equipped browser or the like can decode the data 
and link back to the corporation's home page. (Decoding 
may be effected by positioning the cursor over the logo and 
pressing the right-mouse button, which opens a window of 
options-one of which is Decode Watermark.) 
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0054) To reduce the data load of the watermark, the 
intelligence need not be wholly encoded in the contents 
watermark. Instead, the watermark can again provide a 
UID-this time identifying a remote database record where 
the URL of the car dealer, etc., can be retrieved. In this 
manner, images and the like become marketing agents 
linking consumers with vendors (with Some visual sales 
manship thrown in). In contrast to the copyright paradigm, 
in which dissemination of imagery was an evil Sought to be 
tracked and Stopped, dissemination of the imagery can now 
be treated as a Selling opportunity. A watermarked image 
becomes a portal to a commercial transaction. 

0055) (Using an intermediate database between a water 
marked content file and its ultimate home (i.e. indirect 
linking) serves an important advantage: it allows the dis 
Seminator to change the “home” simply by updating a record 
in the database. Thus, for example, if one company is 
acquired by another, the former company's Smart images 
can be made to point to the new company's home web page 
by updating a database record. In contrast, if the old com 
pany’s home URL is hard-coded (i.e. watermarked) in the 
object, it may point to a URL that eventually is abandoned. 
In this Sense, the intermediate database Serves as a Switch 
board that couples the file to its current home. 
0056. The foregoing techniques are not limited to digital 
content files. The same approach is equally applicable with 
printed imagery, etc. A printed catalog, for example, can 
include a picture illustrating a jacket. Embedded in the 
picture is watermarked data. This data can be extracted by a 
Simple hand-Scanner/decoder device using Straightforward 
Scanning and decoding techniques (e.g. those known to 
artisans in those fields). In watermark-reading applications 
employing hand-Scanners and the like, it is important that 
the watermark decoder be robust to rotation of the image, 
Since the catalog photo will likely be Scanned off-axis. One 
option is to encode Subliminal graticules (e.g. visualization 
Synchronization codes) in the catalog photo So that the set of 
image data can be post-processed to restore it to proper 
alignment prior to decoding. 

0057 The scanner/decoder device can be coupled to a 
modem-equipped computer, a telephone, or any other com 
munications device. In the former instance, the device 
provides URL data to the computer's web browser, linking 
the browser to the catalog vendor's order page. (The device 
need not include its own watermark decoder; this task can be 
performed by the computer.) The vendor's order page can 
detail the size and color options of the jacket, inventory 
availability, and Solicit ordering instructions (credit card 
number, delivery options, etc.)—as is conventionally done 
with on-line merchants. Such a device connected to a 
telephone can dial the catalog vendors toll-free automated 
order-taking telephone number (known, e.g., from data 
encoded in the watermark), and identify the jacket to the 
order center. Voice prompts can then Solicit the customer's 
choice of size, color, and delivery options, which are input 
by Touch Tone instructions, or by voiced words (using 
known voice recognition Software at the vendor facility). 
0.058. In such applications, the watermark may be con 
ceptualized as an invisible bar code employed in a purchase 
transaction. Here, as elsewhere, the watermark can Serve as 
a Seamless interface bridging the print and digital worlds 
Another way of providing content with intelligence is to use 
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the watermark to provide Java or ActiveX code. The code 
can be embedded in the content, or can be Stored remotely 
and linked to the content. When the watermarked object is 
activated, the code can be executed (either automatically, or 
at the option of the user). This code can perform virtually 
any function. One is to "phone home'-initiating a browser 
and linking to the object's home The object can then relay 
any manner of data to its home. This data can specify Some 
attribute of the data, or its use. The code can also prevent 
accessing the underlying content until permission is 
received. An example is a digital movie that, when double 
clicked, automatically executes a watermark-embedded Java 
applet which links through a browser to the movie's dis 
tributor. The user is then prompted to input a credit card 
number. After the number has been Verified and a charge 
made, the applet releases the content of the file to the 
computer's viewer for viewing of the movie. Support for 
these operations is desirably provided via the computer's 
operating System, or plug-in Software. 

0059 Similar functionality can be provided with an oper 
ating System to trigger Special treatment of watermarked 
content, provided the operating System is aware of the 
content type (e.g. in an object-oriented file System, or in a 
file System that is “media aware”). One exemplary applica 
tion is in the acquisition of content from external audio/ 
image/video devices. 

0060 Such arrangements can also be used to collect 
user-provided demographic information when Smart image 
content is accessed by the consumer of the content. The 
demographic information can be written to a remote data 
base and can be used for market research, customization or 
personalization of information about the content provided to 
the consumer, Sales opportunities, advertising, etc. 

0061. In audio and video and the like, watermarks can 
serve to convey related information, such as links to WWW 
fan Sites, actor biographies, advertising for marketing tie-ins 
(T-Shirts, CDs, concert tickets). In Such applications, it is 
desirable (but not necessary) to display on the user interface 
(e.g. Screen) a Small logo to signal the presence of additional 
information. When the consumer Selects the logo via Some 
Selection device (mouse, remote control button, etc.), the 
information is revealed to the consumer, who can then 
interact with it. 

0062 Much has been written (and patented) on the topic 
of asset rights management. Sample patent documents 
include U.S. Pat. Nos. 5,715,403, 5,638,443, 5,634,012, 
5,629,980. Again, much of the technical work is memorial 
ized in journal articles, which can be identified by Searching 
for relevant company names and trademarkS Such as IBM's 
Cryptolope system, Portland Software's Zip ILock system, 
the Rights Exchange service by Softbank Net Solutions, and 
the DigiBox system from InterTrust Technologies. 

0063 An exemplary asset management System makes 
content available (e.g. from a web server, or on a new 
computer's hard disk) in encrypted form. ASSociated with 
the encrypted content is data identifying the content (e.g. a 
preview) and data specifying various rights associated with 
the content. If a user wants to make fuller use of the content, 
the user provides a charge authorization (e.g. a credit card) 
to the distributor, who then provides a decryption key, 
allowing access to the content. (Such Systems are often 
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realized using object-based technology. In Such Systems, the 
content is commonly Said to be distributed in a “Secure 
container.”) 
0064. Other asset management systems deliver content 
“in the clear-not encrypted or in a Secure container. Such 
arrangements are common, e.g., in enterprise asset manage 
ment Systems (as opposed, for example, to e-commerce 
applications where container-based approaches are preva 
lent). 
0065 Desirably, the content should be marked (person 
alized/serialized) So that any illicit use of the content can be 
tracked. This marking can be performed with watermarking, 
which assures that the mark travels with the content wher 
ever-and in whatever form-it may go. The watermarking 
can be effected by the distributor-prior to dissemination of 
the (encrypted) object-Such as by encoding a UID that is 
asSociated in a database with that particular container. When 
access is provided to the content (e.g. an access right is 
granted to a Secure container, or non-encrypted content is 
made available to a user), the database record can be updated 
to reflect the purchaser/user, the purchase date, the rights 
granted, etc. An alternative is to include a watermark 
encoder in the Software tool used to access the content (e.g. 
a decryption engine, for Secure container-based systems). 
Such an encoder can embed watermark data in the content 
before it is provided to the user (e.g. before it is released 
from the container, in Secure container Systems). The 
embedded data can include a UID, as described above. This 
UID can be assigned by the distributor prior to disseminat 
ing the content/container. Alternatively, the UID can be a 
data String not known or created until access (or the right to 
access) has been granted. In addition to the UID, the 
watermark can include other data not known to the distribu 
tor, e.g. information specific to the time(s) and manner(s) of 
accessing the content. 
0.066. In still other non-container-based systems, access 
rights can again be implemented realized with watermarkS. 
Full resolution images, for example, can be freely available 
on the Web. If a user wishes to incorporate the imagery into 
a web page or a magazine, the user can interrogate the 
imagery as to its terms and conditions of use. This may entail 
linking to a web site Specified by the embedded watermark 
(directly, or through an intermediate database), which speci 
fies the desired information. The user can then arrange the 
necessary payment, and use the image knowing that the 
necessary rights have been Secured. 
0067 Tagging of image/video/audio assets at the time of 
their end-user distribution (e.g. from a managed content 
repository) need not consist exclusively of a UID. Other data 
can also be watermarked into the content, e.g. a Serial 
number, the identity of the recipient, the date of distribution, 
etc. Additionally, the watermarked data can Serve to estab 
lish a persistent link to meta-data contained in an associated 
asset management database. 
0068. As noted, digital watermarks can also be realized 
using conventional (e.g. paper) watermarking technologies. 
Known techniques for watermarking media (e.g. paper, 
plastic, polymer) are disclosed in U.S. Pat. Nos. 5,536,468, 
5,275,870, 4,760,239, 4,256,652, 4,370,200, and 3,985,927 
and can be adapted to display of a visual watermark instead 
of a logo or the like. Note that some forms of traditional 
watermarks which are designed to be viewed with transmis 
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Sive light can also show up as low level Signals in reflective 
light, as is typically used in Scanners. Transmissive illumi 
nation detection Systems can also be employed to detect 
Such watermarks, using optoelectronic traditional-water 
mark detection technologies known in the art. 
0069. As also noted, digital watermarks can be realized as 
part of optical holograms. Known techniques for producing 
and Securely mounting holograms are disclosed in U.S. Pat. 
Nos. 5,319,475, 5,694,229, 5,492,370, 5,483,363, 5,658,411 
and 5,310,222. To watermark a hologram, the watermark can 
be represented in the image or data model from which the 
holographic diffraction grating is produced. In one embodi 
ment, the hologram is produced as before, and displays an 
object or Symbol. The watermark markings appear in the 
background of the image So that they can be detected from 
all viewing angles. In this context, it is not critical that the 
watermark representation be essentially imperceptible to the 
viewer. If desired, a fairly visible noise-like pattern can be 
used without impairing the use to which the hologram is put. 
0070 Digital watermarks can also be employed in con 
junction with labels and tags. In addition to conventional 
label/tag printing processes, other techniques-tailored to 
Security-can also be employed. Known techniques useful 
in producing Security labels/tags are disclosed in U.S. Pat. 
Nos. 5,665,194, 5,732,979, 5,651,615, and 4,268,983. The 
imperceptibility of watermarked data, and the ease of 
machine decoding, are Some of the benefits associated with 
watermarked tags/labels. Additionally, the cost is far leSS 
than many related technologies (e.g. holograms). Water 
marks in this application can be used to authenticate the 
originality of a product label, either to the merchant or to the 
consumer of the associated product, using a simple Scanner 
device, thereby reducing the rate of counterfeit product 
Sales. 

0071 Conveniently ignoring for the time being the inevi 
table Social ramifications of the following apparatus, con 
sider a Steganographic Setup whereby a given computing 
System which is based on a “master clock driving function 
can, with a Small modification, impress a Signal upon its 
electrical operations that could uniquely identify the com 
puting System when that System communicates digitally 
with a Second computing System. The Slight modification 
referred to would be such that it would not interfere at all 
with the basic operation of the first computing System, nor 
interfere with the communications between the two Systems. 
0072 The Social ramifications referred to allude to the 
idea that there still exists the notion of pure anonymity 
within an internet context and the associated idea of the right 
to privacy. The “good” of this notion seems to be that 
non-anonymity can be the Seed for exploitation, while the 
“bad” of this notion seems to be an illusory escape from 
responsibility for one's own actions. Be this as it all may, 
there Still Seems to be ground for the Socially neutral concept 
of Simply identifying a given physical object relative to its 
neighbors, hence the following approach to impressing a 
unique Signal onto a computing System Such that a Second 
System in communication with the first can identify the first. 
0073). Using spread spectrum principles (e.g. where a 
“noise like' carrier Signal is modulated by an information 
Signal to yield a data signal), the instantaneous phase of a 
computer's clock signal is modulated to convey Stegano 
graphically encoded data. In one embodiment, the phase of 
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the clock frequency is instantaneously varied in accordance 
with the data signal. (In Some embodiments, the data signal 
needn’t reflect modulation with a noise-like carrier Signal; 
the unaltered information signal can be sent.) In an illustra 
tive System, the period of the clock Signal is 3 nanoSeconds, 
and the instantaneous phase shifting is on the order of +/-10 
picoSeconds. (These figures will, of course, depend on the 
particular microprocessor used, and its tolerance for phase 
noise while still performing within specification.) If a binary 
“1” is to be encoded, the phase is advanced 10 picoSeconds. 
If a binary “0” is to be encoded, the phase is retarded 10 
picoSeconds. Successive clock edges are Successively 
advanced or retarded in accordance with corresponding bits 
of the data Signal until the end of data is reached. Then the 
data Signal desirably repeats, So as to provide redundant 
encoding. 

0.074. Such modulation of the computer's clock system 
will be manifested throughout its operation, including in its 
communication with connected devices. Thus, for example, 
a modem or network connection will convey data that is 
influenced by the phase modulation of the clock signal. In 
particular, the Signal transitions in any Such communication 
(e.g. RS-232, TCP/IP, wireless modem broadcasts, etc.) will 
not occur on uniformly-spaced clock edges, but instead will 
occur on clock edges whose exact temporal characteristics 
vary slightly in accordance with the data Signal with which 
the clock has been modulated. 

0075 A remote computer that receives information sent 
by Such a computer can examine the timing of the Signal 
(e.g. its edge transitions), and discern thereby the encoded 
data Signal. 
0.076 If the channel to the remote computer offers near 
perfect temporal fidelity (i.e. it introduces essentially no 
variable delay into the data's propagation), the data can be 
extracted by Simply noting the instantaneous offset of each 
edge transition from its expected nominal value, and a 
corresponding element of the data Signal is thereby identi 
fied. If the data Signal was modulated by a noise-like Signal, 
demodulation with the same noise-like Signal will provide 
the original information signal. (No Such demodulation with 
a noise Signal is required if the original information signal 
Served as the basis for the clock phase shifting.) 
0.077 More typically, the channel to the remote computer 
introduces temporal distortion. An example is the internet, 
where different packets may follow different routings 
between the originating computer and the receiving com 
puter. In Such environments, a large number of data must be 
collected and processed to extract the data Signal. For 
example, it may be necessary to average, or otherwise 
process, thousands of edge transitions corresponding to a 
given bit in order to determine whether the edge was 
advanced or retarded, and thereby decode that bit with a high 
degree of Statistical assurance. Thus, in environments with 
highly variable transmission latencies (e.g. the cited internet 
example), a message of 100 bits might require collection and 
processing of on the order of a million edge transitions to 
assure reliable message recovery. However, given the accel 
eration of data rates on the internet, this may require only a 
few Seconds of data. 

0078. In an illustrative embodiment, the master clock of 
the computer is controlled by a phase locked loop (PLL) 
circuit configured as a phase modulator and driven by the 
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data Signal. Decoding is performed by another PLL circuit, 
configured as a phase demodulator. (The two PLLS needn't 
share a common time base, Since decoding can proceed by 
examining deviations of instantaneous edge transitions from 
the average clock period.) The design of Such PLL phase 
modulators and demodulators is within the routine capabili 
ties of an artisan in this field. 

0079. Of course, the artisan will recognize that imple 
mentations not employing PLLS can readily be devised (e.g. 
employing other known phase shifting/modulating tech 
niques, delay circuits, etc.) To provide a comprehensive 
disclosure without unduly lengthening this specification, 
applicant incorporates by reference the disclosures of the 
patents, laid-open international applications, and com 
monly-owned U.S. applications cited herein. 
0080 Having described and illustrated a number of 
improvements to the field of digital watermarking in par 
ticular contexts, it will be recognized that the invention is 
not So limited. Instead, I claim as my invention all Such 
embodiments as come within the Scope and Spirit of the 
following claims, and equivalents thereto. 

I claim: 
1. In a method of Steganographically encoding a content 

object to include auxiliary information, an improvement 
wherein the auxiliary information comprises computer 
instructions. 

2. The method of claim 1 wherein said computer instruc 
tions cause a processor acting thereon to establish an internet 
link. 

3. The method of claim 1 wherein the computer instruc 
tions comprise JAVA instructions. 

4. The method of claim 1 wherein the computer instruc 
tions comprise ActiveX instructions. 

5. The method of claim 1 wherein the computer instruc 
tions comprise HTML rendering instructions. 

6. In a method of processing a content object to decode 
auxiliary information Steganographically encoded therein, 
an improvement wherein the auxiliary information com 
prises computer instructions, and the method includes pro 
Viding Said computer instructions to an instruction proces 
Sor, and performing Said instructions using Said processor. 

7. The method of claim 6 in which said instructions cause 
the processor to establish an internet link. 

8. The method of claim 7 that includes logging informa 
tion at a remote site using data transmitted using Said link. 

9. The method of claim 7 that includes presenting to a user 
a graphical interface Soliciting a payment associated with the 
content object. 

10. The method of claim 9 that includes rendering the 
content object for the user after the user has effected Said 
payment. 

11. The method of claim 6 wherein said computer instruc 
tions are not performed by the processor until after the user 
has performed a user's double-click action related to the 
content object. 

12. The method of claim 6 wherein the computer instruc 
tions comprise JAVA instructions. 

13. The method of claim 6 wherein the computer instruc 
tions comprise ActiveX instructions. 
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14. The method of claim 6 wherein the computer instruc 
tions comprise HTML rendering instructions. 

15. A Storage medium having Stored thereon a content 
object having computer instructions Steganographically 
encoded therein. 

16. The storage medium of claim 15 wherein said content 
object comprises image data. 

17. The storage medium of claim 16 wherein said content 
object comprises Video data. 
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18. The storage medium of claim 15 wherein said content 
object comprises a collection of individual objects, and the 
computer instructions Specify how the individual objects are 
to be collectively rendered. 

19. The storage medium of claim 18 wherein the indi 
vidual objects comprise images, and the computer instruc 
tions include layout instructions and text with which the 
images are to be collectively rendered. 
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