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MATRIX CODE FOR USE IN VERIFICATION OF DATA CARD SWAP

CROSS REFERENCE TO RELATED APPLICATIONS

This Patent Cooperation Treaty patent application claims priority to United States
application No. 13/031,115, which was filed on February 18, 2011, and entitled “Matrix Code
For Use In Verification of Data Card Swap”, the contents of which are incorporated herein by
reference in their entirety.

FIELD OF THE INVENTION

This disclosure relates generally to confirming updates of content receivers, and
more specifically to confirming data stored in a data card paired with a content receiver has
been used to update the content receiver utilizing matrix codes dynamically generated by the
content receiver.

SUMMARY

The present disclosure discloses systems and methods for confirming a content
receiver has been updated utilizing matrix codes, such as (but not limited to) QR codes. An
electronic device such as a content receiver receives an update at the content receiver using
a source of data and dynamically generates a matrix code that includes information
identifying the source of data that was used to update the content receiver as well as
identification data unique to the content receiver. The source of the data used in the update
may be a data card having data stored therein that is inserted into or incorporated with the
content receiver. The content receiver transmits the matrix code to a content display device,
and the display device displays the matrix code on a display. The matrix code is decodable
by a matrix code reader, which detects the matrix code on the display and transmits the
decoded information contained within the matrix code to initiate an update to a user account
associated with the identification data unique to the content receiver. The update includes
information identifying the source of data for the update to the content receiver. This update
may be at a database supported by the content provider or an affiliate thereof that receives
the information within the matrix code and uses the information to update user account
information. The update to the user account, for example, allows the content provider to
transmit content to the updated content receiver in a manner consistent with the update.

In some implementations, a system for confirming a content receiver has received an
update utilizing matrix codes includes a content receiver and a content provider remotely
located from the content receiver.
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The content receiver includes a processing unit that dynamically generates a matrix
code. The information contained within the matrix code includes information identifying a
source of data for the update to the content receiver and identification data unique to the
content receiver. The content receiver also includes a communications unit that transmits
the matrix code to a content display device. The matrix code is decodable by a matrix code
reader that optically captures an image of the matrix code displayed on the display unit to
initiate an update to a user account at the content provider, said user account associated
with the identification data unique to the content receiver and updated with information
identifying the source of data for the update to the content receiver.

In certain implementations, a message is delivered to the content receiver that the
update at the content provider was successful. In additional or alternative implementations,
the content provider delivers a message to the matrix code reader indicating the update to
the content provider memory unit. The content receiver may also generate a message for
display on the content display device indicating the memory unit residing in the content
receiver was updated. In addition or alternatively, the content provider may generate and
transmit to the content receiver a message for display on the content display device
indicating the memory unit residing in the content receiver was updated.

In other implementations, a system for confirming a content receiver has received an
update utilizing matrix codes includes a matrix code reader. The matrix code reader uses an
optical input unit to optically detect a matrix code displayed on a display unit. A processing
unit decodes the detected matrix code. Information contained within the matrix code
comprises information identifying a source of data for an update to a content receiver and
identification data unique to the content receiver. A communications unit transmits
information in the decoded matrix code to a content provider, and the transmitted information
initiates an update to a user account at the content provider. The account is associated with
the identification data unigue to the content receiver and updated with information identifying
the source of data for the update to the content receiver.

It is to be understood that both the foregoing general description and the following
detailed description are for purposes of example and explanation and do not necessarily limit
the present disclosure. The accompanying drawings, which are incorporated in and
constitute a part of the specification, illustrate subject matter of the disclosure. Together, the
descriptions and the drawings serve to explain the principles of the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram illustrating a system for confirming a content receiver has
been updated utilizing matrix codes.
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Figure 2 is a flow chart illustrating a method for confirming a content receiver has
been updated utilizing matrix codes. This method may be performed by the system of
Figure 1.

Figures 3A-3D are diagrams illustrating a user utilizing a system to confirm a content
receiver has been updated by pairing a data card with a content receiver. The system may
be the system of Figure 1.

DETAILED DESCRIPTION OF THE EMBODIMENTS

The description that follows includes sample systems, methods, and computer
program products that embody various elements of the present disclosure. However, it
should be understood that the described disclosure may be practiced in a variety of forms in
addition to those described herein.

Content receivers, including set top boxes, digital video recorders, television
receivers such as satellite receivers and cable receivers, generally receive content from a
content provider, including satellite programming companies, cable programming
companies, and Internet service providers, and the like, for transmission of the content to
content display devices, including televisions, and speakers, and so on. The content
receivers are generally issued to users, including subscribers or paying customers, by the
content provider. For example, the content provider may assign the content receiver to the
user, and the user may view content on their content display device via the communicatively
coupled content receiver. The content receiver may receive transmitted data from the
content provider at the user’s location for several years without the need for servicing or
replacing the content receiver. Thus, the content receivers may reside at the user’s location
for an extended period of time.

Periodically, security access codes, encryption codes, the internal memory
associated with the data storage units residing in the content receivers and the like. require
updating. The content provider may, for example, require updating of the security or
encryption technology associated with the data storage units to ensure the content receiver
is not being accessed without authorization from the content provider. Software applications
or software updates may also be uploaded into the data storage units of the content
receivers. These updates may be provided in the form of data stored in physical data cards
provided to users. The data cards may include memory and processor components, and the
data cards may be: security cards; encryption cards; smart cards; integrated circuit cards;
memory cards; microprocessor cards; bar code cards; and conditional access modules with
memory components. The users insert or incorporate the data cards into their respectively
assigned content receivers, and the data stored in the data cards is uploaded into and/or
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accessed by the data storage units residing in the content receivers, thereby updating the
content receiver. Typically, the data card will remain in the content receiver, thereby
allowing the data storage unit in the content receiver and the data card to interact during
operation of the content receiver. Thus, the data in data card may be accessed instead of
being uploaded into the content receiver.

Moreover, once the data storage units in content receivers or, in some
implementations, the security access codes in the security access units of the content
receivers, are updated, the content providers or affiliates thereof may require notification of
the updates to the content receivers so that the content provider provides and the content
receivers receive content in a manner consistent with the updates. Otherwise, the content
receivers may be considered inactive by the content provider, and the content provider may
cancel transmission services to the content receivers, thus rendering the content receivers
inoperable or inactive.

Often, users are required fo follow instructions sent by the content provider or an
affiliate thereof via postal mail instructing the users to notify the content provider of the
update to the respective content receivers. Among other possible issues, these instructions
may be confusing to the users, the users may delay in contacting the content provider after
the update, or the instructions may be lost. Even where users are able to follow the
instructions and the content provider is contacted to report the updates, the users may have
difficulty in providing the customer service representatives or an interactive voice response
system with information about their respective user account, such as a user account
number, a content receiver unique identifier (e.g., number code, alpha code, or alpha-
numeric code, physical address and/or network address associated with the content
receiver), and about the data card or its unique identifier that was used to update the content
receiver. In situations where the user fails to notify the content provider or does not
adequately communicate the required information to the content provider, the content
receiver may be inactivated, thereby delaying providing content to the user even where the
user did not intend to have the service to their content receiver deactivated.

In some situations, the content provider may make assumptions that the user
successfully uploaded or accessed the data from the data card into the content receiver, and
after a period of time after sending the data card to the user, may commence the
transmission of content to the receiver based on the update. If the user failed to update the
content receiver with the data from the data card, the content receiver may not
deliver/transmit content to the content display device correctly due to a security access error
or the content display device may be sent an error code from the content receiver. This may
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also delay providing content to the user due to the user not understanding their content
receiver required updating within a certain period of time.

The present disclosure discloses systems and methods for notifying a content
provider that a content receiver has been updated in an efficient manner by utilizing a matrix
code dynamically generated using the content receiver. Upon receiving a data update, for
example from data stored on a data card, the content receiver may dynamically generate a
matrix code containing information identifying the source of the update (e.g., a unique
identifier associated with the data card) and uniquely identifying the content receiver. The
user captures the matrix code using a matrix code reader so that data from the matrix code
can be transmitted to the content provider for updating the user’'s account. The present
disclosure also discloses systems and methods for providing a user with confirmation from
the content provider that the user’s account and/or content receiver has been updated based
on the receipt of data from the matrix code by the content provider.

Figure 1 is a block diagram illustrating a system 100 for providing notification to a
content provider or an affiliate thereof of an update to a content receiver using dynamically
generated matrix codes, and in some instances, to a user that the user’s content receiver
and/or user account has been updated. The system 100 includes a content receiver 102
(such as a set top box) for receiving and transmitting content (such as television
programming), a content provider 104 for transmitting the content (such as a satellite or
cable programming service provider), a content display device 106 for receiving and
displaying the content (such as a television), and a matrix code reader 108 for capturing and
transmitting data (such as a device capable of detecting and decoding a matrix code such as
a camera phone or mobile computing device with Internet connection capabilities).

The content receiver 102 is a device for receiving content from the content provider
104 and for transmitting the content to the content display device 106. The content receiver
102 is, for example, a set top box, a television receiver, a digital video recorder, a computing
device, a gaming device, or a television, which is located at a user’s location (such as a
user’s residence or business). The content receiver 102 is operable to receive content from
the content provider 104 by way of a transmission link 110, which provides content in the
form of data that is received by the communications unit 120 of the content receiver 102.
The received content is provided to the processing unit 122 for executing instructions stored
in the data storage unit 124 (such as non-transitory storage media, which may take the form
of, but is not limited to, a magnetic storage medium; optical storage medium; magneto-
optical storage medium; read only memory; random access memory, erasable
programmable memory; flash memory; and so on) for decrypting and providing content to
the content display device 106 via the transmission unit 126. The processing unit 122 also
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executes instructions stored in data storage unit 124 for dynamically generating matrix codes
(such as QR codes). The content receiver includes a data card 128 and a data card slot
129, for receiving the data card 128. The data card 128 provides the data storage unit 124
with codes and/or instructions executable by the processing unit 122 for decrypting data
received from the content provider and for confirming that content is securely provided to
and transmitted by the content receiver.

The content provider 104 is generally remotely located from the content receiver 102.
The content provider 104 is, for example, a satellite programming company, a cable
company, an Internet service provider, e.g., an online video service or Internet video
provider, and the like, that uses a computer network 140 to deliver content to the content
receiver 102. The network 140 includes a communications unit 142 and a processing unit
144 for executing instructions stored in the data storage unit 146 (such as non-transitory
storage media, which may take the form of, but is not limited to, a magnetic storage medium;
optical storage medium; magneto-optical storage medium; read only memory; random
access memory; erasable programmable memory; flash memory; and so on). The content
provider 104 receives, manages and stores content, which is transmitted by the
communications unit 142 to the communications unit 120 of the content receiver 102 via the
transmission link 110. The content provider 104 provides content primarily to customers,
and thus the content provider 104 also manages customer accounts and provides content to
the users having the associated customer accounts. Customer’s access to transmissions
are generally managed by a conditional access system (CAS) 148 that is a component of or
is communicatively coupled to the computer network 140. The CAS 148 generally controls
content to which the user (e.g., subscriber) has access by locking and unlocking content
delivered to the content receiver 102 and/or the user’s account, tracks content receivers 102,
data cards 128, and the like, and associates unique identification data associated with each
of the content receivers 102 and the data cards 128 with the user’s account, which may
additionally include the user’s personal information such as the user’'s name, physical
address of their assigned content receiver 102, network address of the user’s assigned
content receiver 102, matrix code reader 108 network address and phone number, and
billing information. This allows the content provider to manage the content transmitted to the
user's content receiver 102 based on the information stored in the user’s account. The CAS
148 in connection with the network 140 may be accessed by the matrix code reader 108 via
a website or e-mail address supported by the network 140. The CAS 148 is periodically
updated with user account information by the matrix code reader 108 sending updates to the
network 140 via the website or e-mail address. In some implementations, the processing
unit 144 and the data storage unit 146 stores and manages data related to the user’s
account. In this implementation, the CAS 148 and the communications unit 142 within the
network 140 are communicatively coupled to update the user account data within the
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network 140 as well as the data stored in the CAS 148 related to the user’s associated
content receiver 102 and data card 128. As described further below, the matrix code reader
108 may provide updated data reflective of user account information, including content
receiver and data card information provided in the form of a matrix code that the matrix code
reader 108 detects and decodes the information contained therein.

The content display device 106 is generally arranged proximate to and is
communicatively coupled to the content receiver 102 and displays content from the content
receiver 102. While content display device 106 and the content receiver 102 are depicted as
separate components in Figure 1, it will be appreciated that the content receiver 102 may be
incorporated with the content display device 106. The content display device 106 is, for
example, a television, a computer screen, a video screen, or any other display device for
displaying content or images capable of being visually perceptible by a user, and as
explained further below, images capable of being captured by a device such as a matrix
code reader 108. The content display device 106 includes a communications unit 160,
which receives content from the communications unit 120 of the content receiver 102 by way
of the transmission link 111. The content display device 106 also includes a processing unit
162 for executing instructions stored in a data storage unit 164 (such as non-transitory
storage media, which may take the form of, but is not limited to, a magnetic storage medium;
optical storage medium; magneto-optical storage medium; read only memory; random
access memory; erasable programmable memory; flash memory; and so on). In addition,
the content display device 106 includes a display unit 166 for displaying the content received
from the content receiver 102.

The matrix code reader 108 is generally provided in an area proximate the content
display device 106 and is communicatively coupled to the content display device 106 by way
of the transmission link 112. The matrix code reader 108 is also communicatively coupled to
the content provider 104 by way of the transmission link 113. The matrix code reader 108 is,
for example, a reader device, such as a mobile phone or a mobile computing device with
camera or video capture capabilities and network, Internet, and/or intranet connection
capabilities. The matrix code reader 108 includes an optical input unit 180 for capturing
matrix code images, a communications unit 182 for sending and receiving information, a
processing unit 184 for executing instructions stored in a data storage unit 186 (such as non-
transitory storage media, which may take the form of, but is not limited to, a magnetic
storage medium; optical storage medium; magneto-optical storage medium; read only
memory; random access memory; erasable programmable memory; flash memory; and so
on), and a display unit 188 for displaying or presenting information stored within the data
storage unit 186 such as images captured by the optical input unit 180 as well as information
generated by the processing unit 184. The optical input unit 180 is configured to capture the
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matrix code displayed on the disptay unit 166 of the display device 106 via transmission link
112. The matrix code reader 108 includes instructions stored in the data storage unit 186
for detecting and decoding matrix codes, which are executed by the processing unit 184 to
cause the optical input unit 180 to capture the matrix code. Upon capturing the matrix code,
the processing unit 184 decodes the captured matrix code. The matrix code reader 108
transmits the decoded data via the communications unit 182 to the communications unit 142
of the content provider 104 by way of the transmission link 113. For example, using the
decoded data from the matrix code, the processing unit 184 executes instructions for
connecting the communications unit 182 to a URL associated with the communications unit
142 of the content provider 104 and for delivering data to the communications unit 142
including information identifying a source of the update to the content receiver 102 (e.g., the
identification code of the data card 128) and uniquely identifying the content receiver 102.
The data is used to update the CAS 148 at the content provider 104. The matrix code
reader 108 may automatically transmit the data from the matrix code to the content provider
104, or the user operating the matrix code reader 108 may be prompted to connect to the
Internet and/or send the data to the content provider 104.

The matrix code is dynamically generated by the processing unit 122 of the content
receiver 102. The data storage unit 124 of the content receiver 102 contains matrix code
generation instructions that are executed by the processing unit 122. The data embedded
within the matrix code may contain information including unique identifiers assigned to or
associated with a content receiver 102 dynamically generating the matrix code (e.g., a
physical address, network address, unigque identifier, and/or user account number for content
receiver 102), unique identifiers assigned to the data card 128 used in connection with
updating the content receiver 102, the website, e-mail address or other information related to
communicating with the content provider 104, whether the content receiver 102 update was
successful or unsuccessful, internal check information related to the operational status of the
content receiver 102 such as its expected remaining lifespan, and the date and time of
update. The matrix code delivered by the content receiver 102 to the content display device
106 may be perceptible to the user on the display unit 166, but is at least configured to be
recognized by the optical input unit 180 of the matrix code reader 108 and to be decoded by
the processing unit 184 of the matrix code reader 108.

Figure 2 illustrates a method 200 for providing notification to a content provider of an
update to a content receiver using dynamically generated matrix codes. The method 200
may be performed by the system 100 of Figure 1. The flow begins at block 201 and
proceeds to block 202 where a data card 128 with update data stored therein is inserted into
a content receiver 102. The flow then proceeds to block 203 where the processing unit 122
of the content receiver 102 reads data stored in the data card 128. The content receiver 102
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performs a check of the data within the data card 128 at block 204 and determines whether
or not the update data will be used to update the content receiver 102. If so, the flow
optionally proceeds to block 205, where a message is delivered by the content receiver 102
to the content display device 106 indicating to the user that the content receiver has been
updated. If the update data is incorporated into the content receiver 102 and the update is
successful, the flow proceeds to block 206 where the content receiver 102 dynamically
generates a matrix code (such as a QR code) that includes information specific to the update
to the content receiver 102 (e.g., the identifier for the data card 128) and to the unique
identification of the content receiver 102, and delivers the matrix code to the content display
device 106. Otherwise, if the update is unsuccessful, the flow proceeds to block 207 where
the content receiver 102 delivers a message to the content display device 106 that an error
occurred, such as an error in reading the data stored in the data card 128, that the data card
128 is not correctly paired the content receiver 102, or that the data card 128 is not correctly
inserted into the data card slot 129. In some instances, the message displayed may include
troubleshooting instructions various reasons why the update may have been unsuccessful
and on how to attempt to remedy the problem.

At block 208, the matrix code reader 108 operates to capture the matrix code
displayed on the content display device 106. Proceeding to block 209, the matrix code
reader 108 detects whether or not content is specified within the matrix code. If so, the flow
proceeds to block 210 where the matrix code reader 108 decodes the matrix code.
Otherwise, the flow returns to block 208 and attempts to capture the matrix code displayed.

At block 211, after the data from the matrix code is decoded, the matrix code reader
108 transmits the information specific to the update to the content provider 104. Proceeding
to block 212, the content provider 104 determines whether the user’s account associated
with the update to the content receiver 102 will be updated. For example, the content
provider may attempt to match the information received from the matrix code reader 108 with
information stored in the CAS 148, and based on the outcome, the update is confirmed or
rejected. If the user's account is updated, the flow proceeds to block 213 where the content
provider 104 transmits a message to the content receiver 102 that the user’'s account
associated with the content receiver 102 has been updated. The flow then proceeds to
block 214 where the content receiver 102 delivers the message to the content display device
106, thus visually communicating to the user the user account update. In another example,
the message transmitted and displayed may additionally or alternatively indicate the content
receiver 102 has been updated. Where the user’'s account is not updated using the
information received from the matrix code reader 108, the flow proceeds to block 215 where
the content provider 104 transmits a message to the content receiver 102 that the update to
the user’'s account was unsuccessful and instructions on how the user should proceed to
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update the user account. The flow then proceeds to block 216 where the content receiver
102 delivers the message and instructions to the content display device 106, thus
communicating to the user the user’s account was not updated and how to solve the
problem. In another example, the message transmitted and displayed may additionally or
alternatively indicate whether or not content receiver 102 was updated. For example, even
where the user account is not updated at the content provider 104, there may be instances
where the content receiver 102 is updated (correctly or incorrectly).

In some instances, and with reference to block 207, the flow may optionally proceed
to block 217 where the content receiver 102 dynamically generates a matrix code (such as a
QR code) that includes information specific to why the update to the content receiver 102
was unsuccessful as well as the unique identification of the content receiver 102. In this
case, a message viewable by the user is displayed on the content display device 106 along
with the matrix code, and the message may indicate the content provider 104 will provide
instructions on troubleshooting upon the user utilizing the matrix code reader 108 and
sending the data from the matrix code to the content provider 104. The flow would then
continue to block 208 where the matrix code reader 108 operates to capture the matrix code
displayed on the content display device 106, and the flow would continue through to block
212. Because the data transmitted to the content provider 104 indicates the update to the
content receiver 102 was unsuccessful, the flow would proceed to block 215 where the
content provider 104 transmits a message to the content receiver 102 that the update to the
user's account was unsuccessful and instructions on how the user should proceed to update
the user account, e.g., provide instructions to remedy the specific reason why the update to
the content receiver 102 was unsuccessful, and the flow would then proceed to block 216
where the content receiver 102 delivers the message and troubleshooting instructions to the
content display device 106.

In some instances, and with reference to block 214, upon the content receiver 102
delivering the message to the content display device 106 related to the successful update,
the flow may optionally proceed to block 218 where a message is transmitted to the matrix
code reader 108 that the user’s account has been updated. Otherwise, and with reference
to block 216 upon the content receiver 102 delivering the message and instructions to the
content display device in relation to the unsuccessful update, the flow may optionally
proceed to block 219 in which a message is transmitted to the matrix code reader 108 that
the update was unsuccessful. In some implementations, the content provider may also
transmit instructions on how the user should proceed to update the user account, as
described above. The messages received by the matrix code reader 108 may be
transmitted by the content provider 104, for example.

10
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Figures 3A-3D illustrate a user 301A-301D utilizing a system 300A-300D for
providing notification to a content provider of an update to a content receiver 302A-302D
using dynamically generated matrix codes 308B-D displayed on a content display device
305A-D. The system 300A-300D may be the system 100 of Figure 1. As illustrated in
Figure 3A, the user 301A at the content receiver 302A (such as a set top box) inserts a data
card 303A into a card slot 304A provided in the content receiver 302A. The content receiver
302A is communicatively coupled to the content display device 305A having a display 306A.

Figure 3B depicts the system 300B after insertion of the data card 303B into the card
slot 304B of the content receiver 302B. The content receiver 302B has executed
instructions for dynamically generating a matrix code and for sending the matrix code to the
communicatively coupled content display device 305B having the display 306B, and thus in
Figure 3B, the content display device 305B displays the message 307B and the matrix code
308B on the display 306B. The message 307B displayed on the display 306B prompts the
user 301B to capture the matrix code 308B. The user 301B then uses the matrix code
reader 309B to capture the image of the matrix code 308B displayed on the display 306B.
The matrix code reader 309B obtains information from the matrix code and sends the
information to the content provider.

Figure 3C depicts the system 300C after the remotely located content provider
receives the information from the matrix code reader 309C. The content provider has
updated the user's account associated with the content receiver 302C and has sent a
message to the content receiver 302C indicating the user’s account has been updated, and
this message is provided by the content receiver 302C to the communicatively coupled
content display device 305C. Thus, in Figure 3C, the content display device 305C displays
the account updated message 311C.

Figure 3D depicts the system 303D after the content provider receives the
information from the matrix code reader 309D, in an alternative implementation. In response
to updating the user’s account associated with the content receiver 302D, the content
provider has sent a message to the matrix code reader 309D indicating the user’'s account
has been updated. Thus, in Figure 4D, the matrix code reader 309D displays an account
update message 312D on the display 310D of the matrix code reader 310D.

In the present disclosure, the methods disclosed may be implemented as sets of
instructions or software readable by a device. Further, it is understood that the specific order
or hierarchy of steps in the methods disclosed are examples of sample approaches. In other
embodiments, the specific order or hierarchy of steps in the method can be rearranged while
remaining within the disclosed subject matter. The accompanying method claims present

11



10

15

20

25

WO 2012/112478 PCT/US2012/024956

elements of the various steps in a sample order, and are not necessarily meant to be limited
to the specific order or hierarchy presented.

The described disclosure may be provided as a computer program product, or
software, that may include a non-transitory machine-readable medium having stored thereon
instructions, which may be used to program a computer system (or other electronic devices)
to perform a process according to the present disclosure. A non-transitory machine-
readable medium includes any mechanism for storing information in a form (e.g., software,
processing application) readable by a machine (e.g., a computer). The non-transitory
machine-readable medium may take the form of, but is not limited to, a magnetic storage
medium (e.g., floppy diskette, video cassette, and so on); optical storage medium (e.g., CD-
ROM); magneto-optical storage medium; read only memory (ROM); random access memory
(RAM); erasable programmable memory (e.g., EPROM and EEPROM); flash memory; and

SO on.

It is believed that the present disclosure and many of its attendant advantages will be
understood by the foregoing description, and it will be apparent that various changes may be
made in the form, construction and arrangement of the components without departing from
the disclosed subject matter or without sacrificing all of its material advantages. The form
described is merely explanatory, and it is the intention of the following claims to encompass
and include such changes.

While the present disclosure has been described with reference to various
embodiments, it will be understood that these embodiments are illustrative and that the
scope of the disclosure is not limited to them. Many variations, modifications, additions, and
improvements are possible. More generally, embodiments in accordance with the present
disclosure have been described in the context or particular embodiments. Functionality may
be separated or combined in blocks differently in various embodiments of the disclosure or
described with different terminology. These and other variations, modifications, additions,
and improvements may fall within the scope of the disclosure as defined in the claims that

follow.

12
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CLAIMS:

1. A method for confirming a content receiver has received an update utilizing
matrix codes, comprising:

receiving an update at the content receiver using a source of data;

dynamically generating a matrix code utilizing the content receiver, wherein the
matrix code generated comprises information identifying the source of data for the update to
the content receiver and identification data unique to the content receiver; and

transmitting the matrix code to a content display device utilizing the content receiver,
wherein the matrix code is decodable by a matrix code reader that detects the matrix code
displayed to initiate an update to a user account associated with the identification data
unique to the content receiver, said update including the information identifying the source of
data for the update to the content receiver.

2. The method of claim 1, further comprising inserting a data card into the content
receiver, wherein the source of data for the content receiver update comprises data stored
within the data card.

3. The method of claim 2, wherein in response to inserting the data card in the content
receiver, the content receiver is automatically updated utilizing the data stored within the
data card.

4. The method of claim 3, wherein the content receiver security access information
stored within the content receiver is automatically updated.

5. The method of claim 3, wherein the content receiver software data is automatically
updated.
6. The method of claim 1, further comprising generating a message in the content

receiver that the content receiver has been updated and displaying the message on the
content display device.

7. The method of claim 1, further comprising receiving, at the content receiver, a
message that the user account has been updated, and transmitting the message to the
content display device.

8. The method of claim 1, further comprising generating a message utilizing the content
receiver, said message prompting a user to capture the matrix code utilizing the matrix code
reader, and transmitting the message to the content display device.

13
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9. The method of claim 1, wherein the content receiver receives content in response to
initiating the update to the user account.

10. A system for confirming a content receiver has received an update utilizing matrix
codes, comprising:

a content receiver comprising:

a processing unit for dynamically generating a matrix code, wherein the
information contained within the matrix code comprises information identifying a
source of data for the update to the content receiver and identification data unique to
the content receiver;

a communications unit for transmitting the matrix code to a content display
device; and

a content provider remotely located from the content receiver;

wherein the matrix code is decodable by a matrix code reader that optically captures
an image of the matrix code displayed on the display unit to initiate an update to a user
account at the content provider, said user account associated with the identification data
unique to the content receiver and updated with information identifying the source of data for
the update to the content receiver.

11. The system of claim 10, wherein the source of data used to update the content
receiver comprises a data card configured to be inserted in the content receiver.

12. The system of claim 11, wherein the data card is configured to store security access
information used for updating the content receiver.

13. The system of claim 11, wherein the data card is configured to store software used
for updating the content receiver.

14. The system of claim 10, wherein the content receiver is configured to deliver a
message to the content display device that the content receiver has been updated.

15. The system of claim 10, wherein the content receiver communications unit is
configured to receive a message from the content provider that the user account has been
updated.

14



10

15

WO 2012/112478 PCT/US2012/024956

16. The system of claim 15, the content receiver communications unit is configured to
receive a message from the content provider that a memory unit of the content receiver has
been updated.

17. A system for confirming a content receiver has received an update utilizing matrix
codes, comprising:

a matrix code reader comprising:

an optical input unit for optically detecting a matrix code displayed on a

display unit;

a processing unit for decoding the detected matrix code, wherein the
information contained within the matrix code comprises information identifying a
source of data for an update to a content receiver and identification data unique to
the content receiver;

a communications unit for transmitting information in the decoded matrix code

to a content provider,;

wherein the transmitted information initiates an update to a user account at
the content provider, said user account associated with the identification data unique
to the content receiver and updated with information identifying the source of data for
the update to the content receiver.

18. The system of claim 17, wherein the matrix code reader further comprises a display
unit, and the communications unit is configured to receive a message from the content
provider that the user account has been updated and to display the message on the display

unit.

19. The system of claim 17, wherein the matrix code reader further comprises a display
unit, and the communications unit is configured to receive a message from the content
provider that the content receiver has been updated and to display the message on the

display unit.

20. The system of claim 19, wherein the communications unit is configured to receive a
message from the content provider that the user account has been updated and to display
the message on the display unit.
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