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SCALABLE AND PROGRAMMABLE MECHANISM FOR TARGETED IN-SITU OAM
IMPLEMENTATION IN SEGMENT ROUTING NETWORKS

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit of, and priority to, U.S. Non-Provisional Patent
Application No. 16/138,650, filed on September 21, 2018, entitled “SCALABLE AND
PROGRAMMABLE MECHANISM FOR TARGETED IN-SITU OAM IMPLEMENTATION
IN SEGMENT ROUTING NETWORKS,” the content of which is hereby expressly incorporated

by reference in its entirety.

TECHNICAL FIELD

[0002] The present technology pertains to in-situ collection of operational and telemetry
information in a data network. More specifically it is directed to a scalable implementation of in-
situ Operation, Administration and Maintenance data probing and collection in a Segment

Routing domain.

BACKGROUND

[0003] The ever increasing complexity and diversity of application traffic having a diverse range
of performance requirements has meant that Service Level Agreement (SLA) may now require
routine verification of services provided, for example, by providing a proof of transit showing
that the traffic indeed follows the suggested application-specific path. Operation, Administration,
and Maintenance (OAM) operations can be implemented to obtain telemetry for all user traffic.
However, this approach does not provide real-time results and significantly increases the number
of messages or traffic propagating in a network, which may already be highly loaded or suffering

performance issues.

[0004] In-situ Operation, Administration, and Maintenance (iI0AM) records operational and
telemetry information in the packet while the packet traverses a path between two points in the
network. One of the challenges associated with the "In-situ OAM" mechanisms is the difficulty
to implement it in hardware without performance penalties. Enabling "In-situ OAM" probes on

all transit nodes can potentially affect the timing of the very stream targeted for monitoring and
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troubleshooting. Furthermore, the nodes need to have an indication somewhere in the packet
header that hardware needs to check for each packet in the network, regardless of whether "In-

situ OAM" operation is enabled or not, thus causing additional hardware performance penalties.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] In order to describe the manner in which the above-recited and other advantages and
features of the disclosure can be obtained, a more particular description of the principles briefly
described above will be rendered by reference to specific embodiments thereof which are
illustrated in the appended drawings. Understanding that these drawings depict only exemplary
embodiments of the disclosure and are not therefore to be considered to be limiting of its scope,
the principles herein are described and explained with additional specificity and detail through

the use of the accompanying drawings in which:

[0006] Fig. 1 illustrates a Segment Identifier Format encoding an in-situ OAM probe, in

accordance to some embodiments of the present technology.

[0007] Fig. 2 illustrates two example segment routing headers, one with and the other without an

in-situ OAM probe, in accordance to some embodiments of the present technology.

[0008] Fig. 3 illustrates a segment routing header with a targeted (node-specific) in-situ OAM

probe included therein, in accordance to some embodiments of the present technology.

[0009] Fig. 4 illustrates targeted iOAM data collection from selected Segment Routing capable

nodes, in accordance to some embodiments of the present technology.

[0010] Fig. 5 illustrates a segment routing header transporting in-situ OAM data in its Type,
Length, Value (TLV) fields which is decapsulated by the egress Segment Routing node and sent

to a controller entity, in accordance to some embodiments of the present technology.

[0011] Fig. 6 illustrates a flowchart for an example method of implementing targeted iI0AM
probing in Segment Routing context, in accordance to some embodiments of the present

technology

[0012] Fig. 7 illustrates an example network device in accordance to some embodiments of the

present technology.
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[0013] Fig. 8 illustrates an example architecture of a computing device, in accordance to some

embodiments of the present technology.

DESCRIPTION OF EXAMPLE EMBODIMENTS

[0014] Additional features and advantages of the disclosure will be set forth in the description
which follows, and in part will be obvious from the description, or can be learned by practice of
the herein disclosed principles. The features and advantages of the disclosure can be realized
and obtained by means of the instruments and combinations particularly pointed out in the
appended claims. These and other features of the disclosure will become more fully apparent
from the following description and appended claims, or can be learned by the practice of the

principles set forth herein.

OVERVIEW

[0015] Systems, methods and computer-readable storage media are disclosed for scalable and
targeted collection of in-situ Operation, Administration, and Maintenance (1I0AM) data in a
programmable way in a Segment Routing context. In some examples, a method can involve
encoding an 10AM instruction as a local argument in the function field of one or more Segment
Identifiers (SID) selected from a listing of Segment Identifiers (SID list) specified in the segment
routing header of a packet. The one or more SIDs in the SID list of the segment routing header,
which feature an iOAM argument bit in their respective function fields, can correspond to one or
more Segment Routing nodes selected for iIOAM data collection. In some examples, this may be
achieved by setting an 10AM bit in the function argument field of one or more Segment
Identifier in the Segment Identifier list.

[0016] The method can further involve sending the packet to the one or more segment routing
nodes based on the segment routing header, receiving a packet containing the I0AM data from
the one or more Segment Routing nodes selected for iOAM data collection, and processing the
10AM data from the one or more Segment Routing nodes selected for iOAM data collection.
According to some examples, the iIOAM data from the one or more targeted Segment Routing
nodes can be inserted into one or more Type, Length, Value (TLV) fields of the segment routing

header of the packet. An egress Segment Routing node can extract the Segment Routing header,
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which includes the collected iOAM data from the selected Segment Routing nodes, and send the
information to a controller entity for further processing, analysis and/or monitoring. The egress
segment routing node may forward the user data packet (e.g., a remaining portion of the Segment
Routing encapsulated packet) towards its intended destination. Alternatively the one or more
Segment Routing nodes selected for iIOAM data collection may insert the generated iOAM data
into a duplicate copy of the Segment Routing header. The duplicate copy with the iI0AM
information included therein is sent to a controller entity using a collector mechanism. The
targeted/tapped Segment Routing nodes may then forward the Segment Routing packet with the
header-embedded iOAM probes onto the next hop along the Segment Routing Path specified in
the SID list.

[0017] In some examples, a Segment Routing ingress router that encapsulates the incoming
packet with the segment routing header may be used to encode iOAM probe(s) in the function
field (or the local SID) of one or more Segment Identifiers selected from the entries in the SID
list of the segment routing header. In other examples, selecting target segment routing nodes for
10AM data collection may be performed by a Segment Routing Policy Headend router serving as
a controller entity for both selective iOAM probing and i1OAM data collection from probed
Segment Routing nodes. The encapsulating Segment Routing ingress router and/or the controller
entity may programmably change, for example in a round robin fashion, the one or more
Segment Routing nodes selected from the SID list of the segment routing header for iIOAM
probing.

EXAMPLE EMBODIMENTS

[0018] Disclosed are systems, methods, and non-transitory computer-readable storage media for
scalable programmable in-situ OAM implementation in a Segment Routing context. Various
embodiments of the disclosure are discussed in detail below. While specific implementations are
discussed, it should be understood that this is done for illustration purposes only. A person
skilled in the relevant art will recognize that other components and configurations may be used

without parting from the spirit and scope of the disclosure.

[0019] Operations, administration and management (OAM) refer to a set of processes, activities,
tools and standards involved with operating, administering, managing and maintaining

telecommunication systems and computer networks/hardware. It is often involved with fault
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management and performance monitoring and may include measurements such as frame loss
ratio, frame delay, frame delay variation, continuity checks to assist with Service Level

Agreement (SLA) and capacity planning.

[0020] OAM functionality generally involves a set of network management tools and functions
that provide network fault indication, fault localization, performance information, and data and
diagnostic functions. These operations may involve automatic monitoring of environment,
detecting and determining faults and alerting administrators, collecting performance statistics,
accounting data for the purpose of billing, capacity planning based on usage data and
maintaining system reliability. As such, OAM functionality enables effective fault detection,

verification, isolation and notification in carrier networks.

[0021] In-situ OAM (10AM) can provide reai-time telemetry for individual data packets and
flows. 10AM can include operational and telemetry data and metadata embedded within live user
traffic (packets that originate and terminate at the application layer). In 10AM, operational
information may be recorded in the packet as it traverses a path between two points in the
network. As described herein, "In-situ OAM" can be implemented in a [IPv6 Segment Routed
(SRv6) network by carrying appropriate data fields in the Type Length Value (TLV) fields of a
segment routing header (SRH). A bit may be defined in the segment routing header that when set

enables in-situ OAM data collection.

[0022] The present technology describes methods, systems, for selective probing and collection
of 1I0AM data from programmably selected target nodes in a scalable fashion. The present
technology obviates the need to monitor a bit in each incoming packet, as the instruction to
perform iOAM function is encoded in the argument field of the SRv6 SID function. This way
only nodes for which the local SID has the iOAM argument set will insert the iIOAM data. A
controller entity (SR policy headend) or a SR encapsulating ingress node may programmably
change the iIOAM target nodes or iOAM tapping points in order to construct the entire picture or
model of how data is traveling in the network, thus providing scalable and programmable in-situ

OAM data collection.

[0023] Segment Routing (SR) allows a node to steer a packet through a controlled set of
instructions, called segments, by prepending a segment routing header (SRH) to the packet. A

segment can represent any (forwarding) instruction, topological or service-based. Segment
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Routing allows for steering of a flow through any path (topological or service/application based)
while maintaining per-flow state only at the ingress node of the SR domain. Segments can be
derived from different components: IGP, BGP, Services, Contexts, Locators, etc. The list of
segment defining an end-to-end forwarding path of the flow packets is called the Segment List

and is encoded in the SRH of the packet.

[0024] In the IPv6 Segment Routing architecture, a Segment Identifier (SID) may be represented
as an IPv6 address modeled as a Locator and a Function. The Locator, as represented by the most
significant bits of the address, is used to route the packet to the associated segment (i.e., the node
corresponding to the segment). The Function, as represented by the least significant bits of the
address, may be used to identify the action to be performed by the segment (i.e., the node
corresponding to the segment). Optionally, the function bits may include local arguments, which
are encoded in the last bits of the address. The specific address format (i.e., number of bits
allocated to each field) is entirely flexible as it may be defined locally by the parent node. SID
reachability is made possible by advertising the locator prefix within the routing protocol

domain.

[0025] Treatment of OAM operation as a SID function, as disclosed by some embodiments of
the present technology, enables the implementation of a programmable in-situ OAM.
Consequently, instead of only providing a global end-to-end behavior, service providers may
control OAM features on a node-by-node basis, enabling specific OAM operations to be
performed on selected node(s). The iOAM enabled Segment Identifier includes an 10AM
argument bit(s) in the Function field of the Segment Identifier. This may includeflipping a bit in

the appropriate argument portion of the Segment Identifier’s Function field.

[0026] Fig. 1 illustrates an example format for a Segment Identifier (SID) 100 carrying an iOAM
instruction. The Segment Identifier 100 includes a routable Locator field 102. As stated above,
the locator information is encoded by the first most significant bits of the Segment Identifier and
represents an address of a particular Segment Routing node (parent node of the local SID) and it
is therefore used for routing in a Segment Routing domain. The remaining SID bits constitute the
Function field 104 which identifies the function that is executed locally on a particular node,
specified by the locator bits. The Function field 104 further comprises a portion 106 for
identifying the type of operation to be performed (Op Code) and a portion 108 for storing one or
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more parameters/arguments that may be required for performing the operation identified by the
Op Code (i.e., arguments passed to the function). Presence of iOAM argument bit(s) 110 in the
argument portion 108 of the Function field 104 prompt the targeted Segment Routing node to

take a specific action such as cloning the Function (104) with i1OAM data operations.

[0027] Segment Routing deployments can be used to deliver customized services with stringent
performance requirements, details of which may be explicitly set forth in a service level
agreements (SLA). Ensuring that such service-level guarantees are met may require routine
monitoring to verify that a forwarding path across the network is in compliance with the
implemented Segment Routing policy and the provisions of the associated Service Level
Agreement. To address this requirement, iOAM probing may be implemented to verify a
particular Segment Routing policy by monitoring the live data as it is steered across the Segment
Routing path. However, implementing this in hardware amount to enabling in-situ OAM probe
on all transit nodes which may potentially affect the timing of the actual traffic stream being
probed. Therefore some performance penalties may result from the performance measurement
operation itself. Additionally, the aforementioned Hardware implemented iOAM probing scheme
may further incur additional hardware performance penalties as the examination of header
information is performed for all incoming packets, regardless of whether the in-situ OAM is

enabled or not.

[0028] In the context of Segment Routing based IPv6 (SRv6) networks, iOAM data probing and
collection may involve provisioning iIOAM data-fields in the Type Length Value (TLV) field of
the segment routing header. Moreover iOAM probing operation may involve setting a bit (i.e.,
O-flag) defined in the segment routing header, which when set indicates that i1OAM data
collection is enabled. This approach, however, is also susceptible to performance constraints

discussed above.

[0029] Generally, in-situ OAM (iI0AM) data collection is expected to be deployed in a specific
domain rather than on the overall Internet. The part of the network which employs i10AM is
referred to as the iI0AM domain. In-situ OAM data is added to a packet upon entering the
10AM-domain and is removed from the packet when exiting the domain. Within the i0AM-
domain, the IOAM data may be updated by network nodes that the packet traverses. The device
which adds an iOAM data container to the packet to capture iOAM data is called the iOAM
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encapsulating node whereas the device which removes the iOAM data container is referred to as
the 1I0AM decapsulating node. Nodes within the domain which are aware of iIOAM data and read
and/or write or process the 1OAM data are called iIOAM transit nodes. Restricting the
proliferation boundary of i1OAM in this way serves to contain the iOAM signaling and data
transport traffic along with the resulting processing load within the iIOAM domain thus keeping it

away from the rest of the network.

[0030] The present technology enables selective collection of iIOAM data from target nodes in a
programmable fashion. Embodiments of the present technology obviate the need to monitor "a"
bit ( 1IOAM flag) in each incoming packet, as the instruction to perform i1OAM function is
encoded in the argument field of the SRv6 SID function. This way only nodes for which the local
SID has the iOAM argument set will insert iOAM data. According to some embodiments an
SRv6 Policy headend/controller entity may programmabley change the iOAM tapping points
(devices/nodes selected for iOAM collection) to construct a comprehensive picture of how data

is traveling in the network.

[0031] Some aspects involve a programmable 1OAM implementation that enables a
user/operator to specifically select the node from which to collect the desired iIOAM data. The
i0AM data may be injected into the header of the data packet by the specified node as it
forwards the packet onto its next hop. Alternatively a duplicate copy of the packet with the
10AM information inserted therein may be sent to a device, such as a controller entity, using
appropriate collector mechanism such as Netflow/I[PFIX. An example implementation of

programmable iOAM is illustrated in Fig. 2.

[0032] Fig. 2 illustrates an example Segment Routing path/policy 202 where traffic coming from
a User Equipment (i.e., smart phone) denoted as Node O is steered into a Segment Routing policy
at gNodeB (Node 1). The Segment Routing policy steers the traffic via User Plane Function 1
(Node 2) to the Traffic Engineering or service chaining node (Node 3) and finally terminates the
flow at User Plane Function 2 (Node 4) which is the end point of the Segment Routing policy
202. The ingress Segment Routing Node (Node 1) encapsulates the incoming flow packet from
the User Equipment (Node 0) into a SRv6 packet 203. The SRv6 packet 203 comprises an outer
IPv6 header 204 which further contains the segment routing header 208. The original user data
packet 210 is left unmodified as the payload. The Source Address (SA) of the packet is the
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ingress node, the Destination Address (DA) is set as the first segment of the path, which
corresponds to Node 2 in the example Segment Routing path 202.

[0033] With reference to notations included in the segment routing header in Fig. 2; Node SIDs
are represented as an alphabetic letter followed by the node number. For example, Node 2, 3 and
4 correspond to SIDs A2, A3 and A4, respectively. Notation A behind the node number indicate
that the node/router is Segment Routing capable. Notation B behind the node number indicate

that the node is a classic IPv6 transit node.

[0034] The segment routing header (SRH) 208 includes a Segment Identifier (SID) list which
corresponds to a list of segments that define the steering path of the packets (i.e., Segment
Routing Path 202 in Fig. 1). The Segment List is encoded starting from the last segment of the
path (i.e., the first element of the segment list (A4) corresponds to the last segment of the path
(Node 4), the second element (A3::C34) contains the penultimate segment of the path (Node 3)
and so on). The identifier C34 attached to A3 (Locator SID portion) specifies a function to be
performed locally at Node 3. The function or operation denoted by C34 may include switching
the packet onto a specific outgoing interface or adjacency link that connects to Node 4 (last
segment of the path and the egress node of the Segment Routing policy domain 202). Therefore
the SID list representing the Segment Routing path 202 is expressed in the segment routing
header 208 as (A2::, A3::C34, A4:).

[0035] Segments Left (SL) parameter encoded in the segment routing header 208 represents a
pointer of the active segment in the Segment List, and is decremented at each segment.
Therefore, the encapsulating node (Node 1) sets the numerical value of the SL parameter, in the
Segment Routing header 208, to 2. This identifies Node 2 as the next segment along the Segment
Routing path. The O-bit in the segment routing header 208 represents an OAM flag which when

set indicates that the present packet is an operations and management (OAM) packet.

[0036] According to embodiments of the present technology any nodes across the Segment
Routing path may be tapped for iOAM data collection. The Segment Routing (SRv6) packet 212
in Fig. 2 corresponds to a scenario whereby a user/operator wishes to collect iIOAM data, on the
Segment Routing policy path 202, only at the point of flow transit through the User Plane
Function 1 (UPF1) at Node 2. In order to enable iOAM data tapping only at User Plane Function
I(UPF1) from Node 2 (i.e., to collect iOAM data only from node 2), the ingress Segment



WO 2020/061462 PCT/US2019/052168

Routing Node (Node 1) modifies the Segment Identifier (SID) list in the segment routing header
216 to <A4::, A3::C34, A2(1)::>. The referenced portion 217 in the IPv6 header 218 indicates
that SR capable Node 2 has iOAM argument bit enabled. The Segment Routing (SRv6) packet
212 is such that the iOAM argument bit is only enabled on Node 2 as denoted by its modified
SID Function notations A2(1). A2(1) is a clone of A2::SID with iOAM data collection bit
enabled via a bit in the argument field of the A2::SID function. Such a probe as illustrated by
212 will collect iIOAM data only from Node 2.

[0037] An example for enabling i1OAM data tapping only at the Traffic Engineering or service
Node 3 is illustrated in Fig. 3. The example corresponds to the same Segment Routing Path 202
as Fig. 2. The encapsulated SRv6 packet 303 in Fig. 3 corresponds to a scenario whereby a
user/operator wishes to collect iIOAM data on the Segment Routing policy path 202 only from
the Traffic Engineering or Service Node 3. In order to enable iOAM data tapping only at Node 3
(i.e., to collect iOAM data only from Node 3) the ingress Segment Routing Node (Node 1)
modifies the Segment Identifier (SID) list in the segment routing header 308 to (A2::, A3::C34
(1), A4::). The referenced portion 317 of the segment routing header 308 indicates that SR
capable Node 3 has iOAM argument bit enabled. The Segment Routing (SRv6) packet 303 is
such that the iIOAM argument bit is only enabled on Node 3 as denoted by its modified SID
Function notations A3::C34(1). The modified/augmented SID of Node 3, 43::C34(1), which
includes an iOAM probe in the encoded SID is a clone of the regular SID of Node 3, 43::C34,
with the only difference being that in the former case iOAM data collection is enabled via a bit in
the argument field of the A3::C34 SID function. Such a probe as illustrated by 303 will collect
10AM data only from Node 3.

[0038] According to some embodiment of the present technology, the modified SID with local
10AM probe functionality results from insertion of iOAM probe in the argument field of the
locally significant portion (i.e. SID Function field) of a Segment Identifier. In some
embodiments, the ingress Segment Routing node may implement iOAM data collection from
multiple nodes by performing a round robin targeting of the nodes across the SID list to collect
data in a scalable fashion. A controller entity may then run analytics routine and operations on
the 10AM partial data to build a holistic view. The procedure is applicable for all underlay and
overlay SRv6 SID types.

10
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[0039] Due to the programmable nature of iIOAM SID, as described by some embodiments,
10AM data collection may also be specified and implemented based on a local decision at a
node. Specifically, an iOAM SID may implement iOAM data transport using "forward and punt"
technique used by Netflow collector. In this case a copy of the packet is exported from the
"tapping”" node (1I0AM collection node) to a controller entity with the requested iOAM

information inserted therein. This case is depicted in Fig. 4.

[0040] With reference to Fig. 4, at 402 some of the User generated packets sourced from User
Equipment (Node 1) are marked for insertion of iOAM probe. The iIOAM augmentation of the
SID of the marked packets is executed at gNodeB (Node 2) where the user data packet 401 is
encapsulated with segment routing header 404. The O-bit in the Segment routing Header 404 is
set to 1 and the hop limit (HL) is set to 64. As such, Node 2 implements a forward and punt
mechanism. At each segment routing node the enabled O-bit (O-bit = 1) of the segment routing

header causes a time-stamped copy of the packet to be punted (405) and processed elsewhere.

[0041] As described above, a segment routing header (SRH) can be used to steer packets through
paths with given properties (e.g., bandwidth or latency) and through various network functions
(e.g., firewalling). The list of segments present in the segment routing header thus specifies the
network policy that applies to the packet. Each segment routing header contains at least a list of
segments and a Segments Left pointer that references the current active segment (a value of 0
refers to the last segment). In addition, an segment routing header can optionally include
extended information encoded as Type-Length-Value (TLV) fields. Another use of TLV is as a
global argument field for passing additional information between locally executed SID
Functions. An iI0AM augmented SID may implement iOAM data transport inside of the data
packet by using the TLV fields of the segment routing header. As such iOAM data records may
be transported in the respective Type Length Value (TLV) data fields of the segment routing
header until the flow is terminated at a Segment Routing egress router. The egress router will
decapsulated the user data and send the segment routing header including the iOAM data
inserted into TLV fields to a controller entity. This case is illustrated in Fig. 5.

[0042] Fig. 5 illustrates a Segment Routing packet 502 with iOAM probes enabled for the
selected Segment Routing Nodes. The iOAM data generated at each iOAM tapping point (i.e.,
Segment Routing nodes with an iOAM argument bit enabled in the function filed of the

11
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respective Segment Identifier) is collected in TLV fields 503 of the segment routing header 504.
Node 4 is the egress node of the Segment Routing path 202. Therefore, Node 4 will decapsulated
the Segment Routing packet 502 and export the segment routing header 504 with the collected
10AM data in the corresponding TLV fields to a controller entity, using, for example a Netflow
collector. The User data packet 505 is then transported to the intended destination.

[0043] For clarity of explanation, in some instances the present technology may be presented as
including individual functional blocks including functional blocks comprising devices, device
components, steps or routines in a method embodied in software, or combinations of hardware

and software.

[0044] An example flow chart 100, as presented in Fig, 6. illustrates targeted 1OAM probing in
Segment Routing context in accordance to some embodiments of the present technology. With
reference to Fig. 6, at step 602 one or more Segment Routing (SR) nodes for iOAM data tapping
to targeted 10AM data collection are identified. The iOAM instruction is encoded as a local
argument in the function field of one or more Segment Identifiers (SIDs) corresponding to the

one or more selected SR nodes at step 604.

[0045] Each SR capable node maintains a “My Local SID Table”. The table contains all the local
segments explicitly instantiated at the node. Each entry of the “My Local SID Table” indicates
the function associated with the local SID. As the SR packet travels the network, the Locator and
Function are copied by each SR node to the destination address field of the SR header. When the
SID inside of the SR header matches Local SID table of the SR capable node, the node executes
a function encoded in the right part (Function field) of the SID. The next SID is placed into the
SR Header destination field and the Segment Left Value is decreased by 1 accordingly.

[0046] Referring back to the Flowchart 100 in Fig. 6, at step 606, Destination address field of the
SR header is compared with the SID of the SR Node the packet is forwarded to. In accordance to
some embodiments of the technology, if there is a match (Locator portion of the destination SID
matches the Locator portion of the Node SID and the function field of the destination SID is
carrying an i0AM probe as argument), the operation moves to step 608 whereby the iI0AM
function is executed and the iOAM data is inserted inside TLV fields of the SR Header. If,

however, the result of the comparison at step 606 returns no match, the packet is forwarded to
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the next hop along the SR path and step 606 is repeated until a match is encountered, at which

point the operation moves to step 608 as explained above.

[0047] At step 610 the operation verifies whether the current SR node is the SR Egress node. If
the SR node does not correspond to the SR Egress node, the operation moves back to step 607
and the packet is forwarded to the next hop along the SR path and the process is repeated.
However, if the comparison at step 610 reveals that the current SR node is the SR Egress router,
the operation moves to 612 whereby the egress router decapsulates the header information and
sends the header information along with the iIOAM data embedded therein to a controller entity

for further analysis and/or monitoring.

[0048] According to some embodiments of the present invention, after verifying a match at step
606, a duplicate copy of the packet including the requested 1OAM data is generated by the SR
node and sent to the controller entity for further analysis and/or monitoring. The operation is then

moved to step 607, whereby the original packet is forwarded to the next hop along the SR path.

[0049] The disclosure now turns to FIGs. 7 and 8, which illustrate example architectures of
computing and network devices, such as client computers, switches, routers, controllers, servers,

and so forth.

[0050] FIG. 7 illustrates a computing system architecture 900 including components in electrical
communication with each other using a connection 905, such as a bus. System 900 includes a
processing unit (CPU or processor) 910 and a system connection 905 that couples various system
components including the system memory 915, such as read only memory (ROM) 920 and
random access memory (RAM) 925, to the processor 910. The system 900 can include a cache
of high-speed memory connected directly with, in close proximity to, or integrated as part of the
processor 910. The system 900 can copy data from the memory 915 and/or the storage device
930 to the cache 912 for quick access by the processor 910. In this way, the cache can provide a
performance boost that avoids processor 910 delays while waiting for data. These and other
modules can control or be configured to control the processor 910 to perform various actions.
Other system memory 915 may be available for use as well. The memory 915 can include
multiple different types of memory with different performance characteristics. The processor 910
can include any general purpose processor and a hardware or software service, such as service 1

932, service 2 934, and service 3 936 stored in storage device 930, configured to control the
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processor 910 as well as a special-purpose processor where software instructions are
incorporated into the actual processor design. The processor 910 may be a completely self-
contained computing system, containing multiple cores or processors, a bus, memory controller,

cache, etc. A multi-core processor may be symmetric or asymmetric.

[0051] To enable user interaction with the computing device 900, an input device 945 can
represent any number of input mechanisms, such as a microphone for speech, a touch-sensitive
screen for gesture or graphical input, keyboard, mouse, motion input, speech and so forth. An
output device 935 can also be one or more of a number of output mechanisms known to those of
skill in the art. In some instances, multimodal systems can enable a user to provide multiple
types of input to communicate with the computing device 900. The communications interface
940 can generally govern and manage the user input and system output. There is no restriction
on operating on any particular hardware arrangement and therefore the basic features here may

easily be substituted for improved hardware or firmware arrangements as they are developed.

[0052] Storage device 930 is a non-volatile memory and can be a hard disk or other types of
computer readable media which can store data that are accessible by a computer, such as
magnetic cassettes, flash memory cards, solid state memory devices, digital versatile disks,
cartridges, random access memories (RAMs) 925, read only memory (ROM) 920, and hybrids
thereof.

[0053] The storage device 930 can include services 932, 934, 936 for controlling the processor
910. Other hardware or software modules are contemplated. The storage device 930 can be
connected to the system connection 905. In one aspect, a hardware module that performs a
particular function can include the software component stored in a computer-readable medium in
connection with the necessary hardware components, such as the processor 910, connection 905,

output device 935, and so forth, to carry out the function.

[0054] FIG. 8 illustrates an example network device 1000 suitable for performing switching,
routing, assurance, and other networking operations. Network device 1000 includes a central
processing unit (CPU) 1004, interfaces 1002, and a connection 1010 (e.g., a PCI bus). When
acting under the control of appropriate software or firmware, the CPU 1004 is responsible for
executing packet management, error detection, and/or routing functions. The CPU 1004

preferably accomplishes all these functions under the control of software including an operating
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system and any appropriate applications software. CPU 1004 may include one or more
processors 1008, such as a processor from the INTEL X106 family of microprocessors. In some
cases, processor 1008 can be specially designed hardware for controlling the operations of
network device 1000. In some cases, a memory 1006 (e.g., non-volatile RAM, ROM, TCAM,
etc.) also forms part of CPU 1004. However, there are many different ways in which memory
could be coupled to the system. In some cases, the network device 1000 can include a memory
and/or storage hardware, such as TCAM, separate from CPU 1004. Such memory and/or storage
hardware can be coupled with the network device 1000 and its components via, for example,

connection 1010,

[0055] The interfaces 1002 are typically provided as modular interface cards (sometimes
referred to as "line cards"). Generally, they control the sending and receiving of data packets
over the network and sometimes support other peripherals used with the network device 1000.
Among the interfaces that may be provided are Ethernet interfaces, frame relay interfaces, cable
interfaces, DSL interfaces, token ring interfaces, and the like. In addition, various very high-
speed interfaces may be provided such as fast token ring interfaces, wireless interfaces, Ethernet
interfaces, Gigabit Ethernet interfaces, ATM interfaces, HSSI interfaces, POS interfaces, FDDI
interfaces, WIFI interfaces, 3G/4G/5G cellular interfaces, CAN BUS, LoRA, and the like.
Generally, these interfaces may include ports appropriate for communication with the
appropriate media. In some cases, they may also include an independent processor and, in some
instances, volatile RAM. The independent processors may control such communications
intensive tasks as packet switching, media control, signal processing, crypto processing, and
management. By providing separate processors for the communications intensive tasks, these
interfaces allow the master microprocessor 1004 to efficiently perform routing computations,

network diagnostics, security functions, etc.

[0056] Although the system shown in FIG. 8 is one specific network device of the present
disclosure, it is by no means the only network device architecture on which the concepts herein
can be implemented. For example, an architecture having a single processor that handles
communications as well as routing computations, etc., can be used. Further, other types of

interfaces and media could also be used with the network device 1000.

15



WO 2020/061462 PCT/US2019/052168

[0057] Regardless of the network device's configuration, it may employ one or more memories
or memory modules (including memory 1006) configured to store program instructions for the
general-purpose network operations and mechanisms for roaming, route optimization and routing
functions described herein. The program instructions may control the operation of an operating
system and/or one or more applications, for example. The memory or memories may also be
configured to store tables such as mobility binding, registration, and association tables, etc.
Memory 1006 could also hold various software containers and virtualized execution

environments and data.

[0058] The network device 1000 can also include an application-specific integrated circuit
(ASIC), which can be configured to perform routing, switching, and/or other operations. The
ASIC can communicate with other components in the network device 1000 via the connection
1010, to exchange data and signals and coordinate various types of operations by the network

device 1000, such as routing, switching, and/or data storage operations, for example.

[0059] In some embodiments the computer-readable storage devices, mediums, and memories
can include a cable or wireless signal containing a bit stream and the like. However, when
mentioned, non-transitory computer-readable storage media expressly exclude media such as

energy, carrier signals, electromagnetic waves, and signals per se.

[0060] Methods according to the above-described examples can be implemented using
computer-executable instructions that are stored or otherwise available from computer readable
media. Such instructions can comprise, for example, instructions and data which cause or
otherwise configure a general purpose computer, special purpose computer, or special purpose
processing device to perform a certain function or group of functions. Portions of computer
resources used can be accessible over a network. The computer executable instructions may be,
for example, binaries, intermediate format instructions such as assembly language, firmware, or
source code. Examples of computer-readable media that may be used to store instructions,
information used, and/or information created during methods according to described examples
include magnetic or optical disks, flash memory, USB devices provided with non-volatile

memory, networked storage devices, and so on.

[0061] Devices implementing methods according to these disclosures can comprise hardware,

firmware and/or software, and can take any of a variety of form factors. Typical examples of
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such form factors include laptops, smart phones, small form factor personal computers, personal
digital assistants, and so on. Functionality described herein also can be embodied in peripherals
or add-in cards. Such functionality can also be implemented on a circuit board among different

chips or different processes executing in a single device, by way of further example.

[0062] The instructions, media for conveying such instructions, computing resources for
executing them, and other structures for supporting such computing resources are means for

providing the functions described in these disclosures.

[0063] Although a variety of examples and other information was used to explain aspects within
the scope of the appended claims, no limitation of the claims should be implied based on
particular features or arrangements in such examples, as one of ordinary skill would be able to
use these examples to derive a wide variety of implementations. Further and although some
subject matter may have been described in language specific to examples of structural features
and/or method steps, it is to be understood that the subject matter defined in the appended claims
is not necessarily limited to these described features or acts. For example, such functionality can
be distributed differently or performed in components other than those identified herein. Rather,
the described features and steps are disclosed as examples of components of systems and

methods within the scope of the appended claims.
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CLAIMS

1. A method comprising:

encoding an in-situ Operation, Administration, and Maintenance (1I0AM) instruction as a
local argument in a function field of one or more segment identifiers selected from a plurality of
segment identifiers in a segment identifier list of a segment routing header in a first packet,
wherein the one or more segment identifiers correspond to one or more segment routing nodes
selected for iIOAM data collection;

sending the first packet to the one or more segment routing nodes based on the segment
routing header;

receiving a second packet containing the iOAM data from the one or more segment
routing nodes selected for IOAM data collection; and

processing the iOAM data from the one or more segment routing nodes selected for

10AM data collection.

2. The method of claim 1, wherein the encoding is implemented by setting one or more

argument bits in the function field of the one or more segment identifiers.

3. The method of claim 1 or 2, wherein the iOAM data provided by the one or more Segment
Routing nodes is inserted into one or more Type, Length, Value (TLV) fields of the segment

routing header.

4. The method of claim 3, wherein the iOAM data is decapsulated by a Segment Routing egress

node and sent to a controller entity.

5. The method of any preceding claim, wherein each of the one or more Segment Routing nodes
selected for iIOAM data collection sends a copy of the segment routing header containing 10AM

data to a controller using a collector mechanism.

6. The method of claim 5, wherein the collector mechanism corresponds to a Netflow or IPFIX

collector mechanism.
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7. The method of any preceding claim, further comprising: varying, using a controller entity, the
one or more segment routing nodes selected for iOAM data collection to optimize iOAM data

collection without increasing iIOAM traffic.

8. The method of claim 7, wherein the controller entity is an Segment Routing Policy Headend

router.

9. At least one non-transitory computer-readable storage medium comprising instructions stored
therein, which when executed by one or more processors, cause the processors to:

encode an in-situ Operation, Administration, and Maintenance (iI0AM) instruction as a
local argument in a function field of one or more segment identifiers selected from a plurality of
segment identifiers in a segment identifier list of a segment routing header in a first packet,
wherein the one or more segment identifiers correspond to one or more segment routing nodes
selected for iIOAM data collection;

send the first packet to the one or more segment routing nodes based on the segment
routing header;

receive a second packet containing the iIOAM data from the one or more segment routing
nodes selected for iOAM data collection; and

process the iIOAM data provided by the one or more segment routing nodes tapped for

10AM data collection.

10. The at least one non-transitory computer-readable medium of claim 9, wherein the encoding
is implemented by setting one or more argument bits in the function field of the one or more

segment identifiers.
11. The at least one non-transitory computer-readable medium of claim 9 or 10, wherein the

10AM data provided by the one or more Segment Routing nodes is inserted into one or more

Type, Length, Value (TLV) fields of the segment routing header.
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12. The at least one non-transitory computer-readable medium of claim 11, wherein the iIOAM

data is decapsulated by a Segment Routing egress node and sent to a controller entity.

13. The at least one non-transitory computer-readable medium of any of claims 9 to 11, wherein
each of the one or more Segment Routing nodes selected for iIOAM data collection sends a copy
of the segment routing header containing 10AM data to a controller using a collector

mechanism.

14. The at least one non-transitory computer-readable medium of claim 13, wherein the collector

mechanism corresponds to a Netflow or IPFIX collector mechanism.

15. The at least one non-transitory computer-readable medium of any of claims 9 to 14, further
comprising: varying, using a controller entity, the one or more segment routing nodes selected
for I0AM data collection to thereby optimize iOAM data collection without increasing i0AM
traffic.

16. The at least one non-transitory computer-readable medium of claim 15, wherein the

controller entity is an Segment Routing Policy Headend router.

17. A system comprising:

one or more processors; and

at least one computer-readable storage medium having stored therein instructions which,
when executed by the one or more processors, cause the system to:

insert an in-situ Operation, Administration, and Maintenance (1I0AM) probe in a

function field of one or more segment identifiers selected from plurality of segment identifiers in
a segment identifier list of a segment routing header in a first packet, wherein the one or more
segment identifiers correspond to one or more segment routing nodes selected for iIOAM data
collection, wherein the segment identifier list represents a segment routing policy path;

send the first packet to the one or more segment routing nodes based on the segment

routing header;
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receive a second packet containing the iIOAM data from the one or more segment routing
nodes selected for iOAM data collection; and
process the iIOAM data in the second packet from the one or more segment routing nodes

selected for iIOAM data collection.

18. The system of claim 17, wherein the in-situ OAM probe is inserted in an argument field in

the function field of the one or more segment identifiers.

19. The system of claim 17 or 18, wherein the iOAM data provided by the one or more Segment
Routing nodes is inserted into one or more Type, Length, Value (TLV) fields of a second

segment routing header associated with the second packet.

20. The system of any of claims 17 to 19, wherein the at least one computer-readable storage
medium stores additional instructions which, when executed by the one or more processors,
cause the system to:

decapsulate the segment routing header to yield decapsulated iOAM data; and

send the decapsulated iOAM data to a collector entity.
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