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ot
(Kl
it
.
i
5
2
i

FUMNEE = HEANAE B4 9] H3 AZoA B57F B3 4= v}, ProSe did 42 TS 33.303
(11700 Aol AAY <ekds L2y a +HS A Y3}
a3k VoX A ZYHAE YolA, Z} (B Heot W3 E 98 9 A5AME 2. webd, 283 wel A



[0063]

[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

[0070]
[0071]
[0072]

[0073]

[0074]
[0075]

[0076]

[0077]

[0078]

[0080]

[0082]

[0083]

TS 23.303 [8]2 5.4.58A A7 PC6E &3 <Hds L2 A9 4 2 FAEFE 3 dAE X*?Jém
ATk, o] AAEL AdY ZTREZ MY Ho IEY Fol BI FEd Aol V2K A9 AEE 9§

7HA 1 g7k dasirh. v2X SAE A8, UEE°] 4]

S *Mi%ﬂ T zH% 52% RAT (cﬂ~ £9], LIE

A A A%, ProSe (&, PC5-D)Y Ay #& oA

(discovery) MG flaL, &% Hd AME(Public Safety use)d A o] YEJARFE FAo| o3t 714

T ogltk. webd, g3 s8E& Adar] A8, FUMEE SIS A8 Aol Al IBEe] EAE 4l B9 5
g5 &E7] A8 Arls A, dF 501, 2% AT AY e AR AHEE 5 ¢E a7t .

88 M2 FAE AH]A AR #Ao] 9= BE (EEe HES JlEsH dlor . oE o, aelsh
FA= WAVE Au] Fa (WSA)7F AEFHE = Uy b3k d8 A4S 58 A$des FAIAY, XY R
E25EH F714< wAAE] di&] I 7] ( piggybacked)E 4 Atk

1 Aul2 FAE A9 AFel o8] SA2e] HHE WA AEHdr)

As 2 B3 FART] 4%, 3 dete]lB(keep alive) 715 UEZ7F A3 B4l #Helol A &2 495 H=
& dart 9o, webAd Bed dAE Als 2 B2 da=s JAPdd = o
il
=

F2: Z dEfolB vFo] ouA AYHEAE A4 A 2HolA 39|
6.11.38x&
6.11.3.1PC5& 23+ A% 2 239 +¥

240 Aol dE AT-2 3 FH daks eV2X FUMNAE FA sl AR

- AR EA S.-?(Duect Communication Request) WAA]= B wiFAUSFS S8l UE-19] &, =, UE-2¢] L2
A9 7 vk, UE-29 39 2MEA+= Direct Communication
Request UMXM] x3tEo] UE-27F 1 a7l 38 ZIA AF-E AQgrt. o] HAIAS A2 L2 IDe UE-

19 FUNZE L2 IDofo} sht}.

- Direct Communication Request HIAIA|= UE-27} & & v TIZE AS AT AA, dF 59, % A4S
ARgato] FAlEo]oF gt

- UE-2&= 4419 Direct Communication Request HWAIA] 9] A2 L2 IDE UE-10.89 T& Aj1g oA EA%
L2 IDE ARg&ta, Apale] SUAN2E L2 IDE 22 L2 IDE AMEST}. E-12 33 B8 93] Aady 2
dole EES 3 UE-29] L2 IDE 53},

[ “UE A& AF2 B3 ¢ A" 2 @337 3GPP TR 23.786 V1.0.09] 6.11.3.1-1°] = 69 AEH] glh]

VoX Al A% AF 2 93 £ & U AR AF 2 93
MAH | &= 6.11.3.1-2% 1 HAAE ZA| g}

4
e
k)
o
e
_O‘h
)

Ao g Aol

- 12 #¥3a F£EE 298 VX AfE)zo] g AR, = FXE VX Av]Zzo] W3 HHRE Direct
Communication Request WA Ao ELdt¥jo] t}E EE©°] I 79 SHSAE AASA 3},
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[0084]

[0085]

[0087]

[0089]
[0090]

[0091]

[0092]

[0093]

[0094]

[0095]

[0096]

[0097]

[0098]

[0099]
[0100]
[0101]

[0102]

[0103]
[0104]
[0105]
[0106]

[0107]

[0108]

SIHS31 10-2020-0085651

- Direct Communication Request HA|X|oll 9J8] FAF V2X AMH]A A& #Ao] gl UEEL 1 &7 &
@t 4= At} (= 6.11.3.1-204 UE-2 2 UE-4).

- Abgdl mie} o]l tE E(E)Y A 2 H3E 593 & A2 VE(E)S UE-13 24 (proximity)

=, UE-19] 23 B4l ®glel 5oz 5 Adrt. o] 73“?* UE-1& A= VE(E) 93] dEH &Aool 74]

=(Application Layer) FIANAEZHE =2 UR(Z)S QA& 2, VoX Au|2= & A= 2 g3 58 FAE2 A

2 2
Al

48 4 gtk e, AME2E UEE V2X Ml X& AlS 2 H3 9 425 A& $ . mEhA], UE-12
FINHow AL Dlrect Communication Request HWIA|A| S 4151 FUNAERZ & UEY L2 HIAE Y7

& 43k VX AHj2E w4 et gl

[ “V2X Aulx A3 AZ2 93 49 dx” = F399 36PP TR 23.786 V1.0.09] 6.11.3.1-20] = 7¢] A=}

AF 2 BA= =-1P(non-1P) EIS Addtt. [P F24 J4 9 &3 daks Fh5A g Aol
6.11.3.283 UL A% A2d9F wAA HE

TS 24.334 [13]o] A2l% Direct Communication Request HA] Aol W AW =
st}

“UE N AlZE 2 Fa 577 o d&,

2
2
k
o
lo
lo
o
>,
o
o
-

- User Infox= 7HA] UE®] ID (UE-19] 491 Al ID) €lol, B UES] ID(UE-29] 491 A5 IDHE 233 e
7 9

F 2Eo]A] 38 o] IDEo] TUF IE £ Mo REoA wgd & JdeAE BT £ Ja, 95 59,
Station ID/Vehicle Temp IDE 4 SElwt I Q &t}
“VoX ARz A g AT 2 B T o i,

FAE V2X Service Info L2 B &7, dlE B9, V2X olZ A9 PSID E& ITS-AIDES L78H:

Vzx "1H]i°ﬂ e s x4 dart 0114 AA S o V2X AHAE 99 Aolxd 5 gl

- ProSeE 93l oJFH o=z FAHHE IP Address Configi, 541 UE(dE 59, UE-2)7F o] &4 34 th3k <
oo] [P A AAE AFSHA] ¥EF, o [P AREHX %LO}OF k& A Al Sl okttt

&

Ja7}

E
)|

<, eV2XE Het miAYFo] ME tE F 3 AR Y& [EES 878w, SA3e] ofsf A

u

o2

N
g
&O —_

fm

o

Fo st F7 T4 AR, oS S0, RRC HINA 7L AFREE AS- AS Al

ofj

FHE] 9 5 Utk
6. 11.3.4A41%F 2 F3248 HJ SHE

[

eVoX ofZ Aol dEe] Bel RISHES A o, FUANEE Fa= dSAES AAHEste] FUMNZE o
A9 A1dy E dolHE BEsly] 98 Bl ks =&k

3GPP TS 24.334 &= dgFata ok

10.4.234 #3 AY A=A+

10.4.2.170 &

A% 93 A AR F ProSe 7bs UEE Aol M Bt A ¥ £yl AgET. 87 dAAE SashE

=
UEE  “7WAl (initiating) UE” % t& UEE “g}7l IE” & EdU}.

217 Y3 Adel nHE ddld ProSe FA TS fg A, F, F UEE T o= % ProSe IE Ul HES=A
o

e o]7} obd A9-, 3GPP TS 33.303 [6]o AHoH AAH, F UEES EF 7] #E] AWM (Key Management



[0109]
[0110]

[0111]

[0112]

[0113]

[0114]

[0115]
[0116]
[0117]

[0118]

[0119]

[0120]

[0121]
[0122]
[0123]
[0124]

[0125]

[0126]

[0127]

[0128]

[0129]

[0130]

[0131]

[0132]

[0133]

SIHE3dl 10-2020-0085651
Server, KMS)9] 370 7] % (IETF RFC 6507 [39] % IETF RFC 6508 [40]°] A" AAH) UEL] ool
E]E]_ﬂ— busl Z}ﬁ%”é(credentials ) /\ﬂE% D]E] jzﬂ ](fGtCh)O}‘.L—, »U—:I‘Lﬂﬂr
10.4.2.2747 GBSl 9% MW P2 AY A% AN
A UBE o] A= A7) A teo Al 2ASS w=8 AHolu}:

- B GBS A4 Bas sl A% A9 ASsE2FEe a7h #AlEa, A BSE 2 8 IE Abolell
A Bae vk

- JIA BB $8 HA AT AEA (5, FUANEE Al AFSE AT 2 ID)7F AFE7Esslth (& Eo,
2l FAHAY AA S (self-assigned) B T}H);

- B (EE 9% "3 AT A (5, FUANEE 419 ’\F&Q AZ 2 ID)7} 7WA] UEel AF&7F538tc) (4
& 59, 78 FAAHIAY A P (self-assigned)©H}); %

- A UBE AT PLINOIA Prose A% BAEL A% Aol FoluAut B-UIRANO| s Aul2zEA] e B
Prose 44 BAL A% FET AL 2o,

AA UEE 82 2t DIRECT_COMMUNICATION_REQUEST wWIAXZ AAste] 2H H3 Ay dAxE /HA g}
- g&o=w AAE User Info:
- B} UE7} ProSe UE tf WEH=Z o] UE7} oletd A9 Asoz2HA =219 7iA] UEQ] User Info;

- B2 UE7} ProSe UE t) WEY = go] URebd, PLMFRY-E =A% PRUK ID, 7}A] UEE o] Pzolo] sk
PRUKE PRMFZH-E] FAlstar, o] Hyolo] AZAsH = AlEs AR &2 PRUK IDE Qs AF-HA &Skt

- B}70 UE7} ProSe UE of WIES =L Hdo] UEe]aL 7§14 UEZ} ¢ Heolo] thgh PRUKE PKMFEF-E] 213817 %
ThH Al UEQ] IMSI; HE&

- E}71 UE7} ProSe UE tf UEL 3 o] UEo]aL o] Helo]o] st PRUKS PKMF=F-E FAIPAHE o] o]
o dAstEE NE7}F QA EA ke PRUK IDE ¢l&) AR chd, /WA UES] IMSI;

- gge FE = Fu2 AAE P F4 Config IE:

- IPv4 2 3 wiAUZEwko] /jA] VROl 93] AQEchd, 2 DHCPv4 MW= 2 gthd  “DHCPv4 AW ;
- IPv6 T2 @ wfAYFute] WAl UBel oja A A€, =, IPv6 SHEHZ SAdTE “IPve BHE
- IPv4 3 IPv6 2 &G wiAYUST Z5F7F /WA UEel o3 Ak “IPv4 A8 & IPv6 2H98” © Ei=

- IPv4 R IPYE FA FF IAUZ o AR AN B s 95 vk A9EA 2 Fa w9

- IP 52 Config IE7} “A YA @2 &7 o2& AT YI7F 19" dUjd B4Eo2 Added, =
Bz o2 [EIF RFC 4862 [15]9] 7]|Wale] A9 33 272 [Pv6 =4

F 1 B 549 1349 1:1 82X 355 3 33 24 IPv6 [P 45 XS = .

- o] AX I 3k e Ee HU vEF 712 AAskE Hd v]E%5 F7F (Maximum Inactivity Period
IE) IE;

20 FHd vgs F37F B9 @2 detolH ElolH(keepalive timer) T4102 (10.4.3 =), AFAl ElolH
T4101 (10.4.3 #%) 2 DIRECT_COMMUNICATION_KEEPALIVE ®IAIAIE 93] 3&E Hd A5 9 2o EY
o5 Aol 7akste] AAHE 4 o).

- o] AA Y7 g MA 7] FHE BHoz A VR g3 AAAE 128¥]E =2Zk(nonce value )o.2 A
A =2 1 IE;

ofr

- J0A] UE7F o] A ®HZ9 B £HS XYshe dads f2EE AASES A4 E 2 59 [E;
]

- KDfsess ID‘OJ ‘%]}\O}% 8H]EE /gxé KDfsess 1D IE-OJ MSB; ‘g'l

- A ow, JRAl UEZ7F B UESE @Al 7€ KB Zbevkd, oldel e Kol 7149 D2 24" K 1D



[0134]

[0135]

[0136]
[0137]

[0138]

[0139]

[0141]

[0143]

[0144]

[0145]

[0146]

[0147]

[0148]

[0149]
[0150]

[0151]

[0152]
[0153]

[0154]
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IE.

2% "3 Ade] nHd A ProSe A TS 9%k Folglw, DIRECT_COMMUNICATION_REQUEST WAl A]=
TS g FAErEHES

- 3GPP TS 33.303 [6]d Tt
IE:

il

o,

AxE L2 AH 2452 AXbE ECCSI MHoz HAW Signature

>N

- User Info: #

- =2_1.

o H3g AHdol YA UEY ProSe UE W UWEYI o] ProSe AH EAS 3 Aolghd,
3 R
o

DIRECT_COMMUNICATION_REQUEST WAl A= B8k e}l o]l Relay Service Code® AR H
IE & 238 Flojt}.

elay Service Code

B o] wAAE Al UBS] (FUHAESR) Layer 2
19 T4100%} 7 $415 918 8kl Alse= A=
ERAL UEel A1t DIRECT_COMMUNICATION_REQUEST ]

DIRECT_COMMUNICATION_REQUEST wlA1 %7} A €A 3 7|A] UE
ID 2 e UEQ (FUM=ES) Layer 2 1D , 2 A|Z} Elo
@ glelth. UEE Bholv] T41000] F&3ka o= T U
AAE F218HA] s Aol

[ “AR ¥3 AY FA" = HHE 3GPP TR 24.334 V15.2.09] 10.4.2.2.10] = 8o A&AFH Ut}]

10.4.2.38}20 (B o3 s=td AR 3 AY dAF 7HA
DIRECT_COMMUNICATION_REQUEST WIAIA] <#41A], EF7 VB 3

9 | o8l Al
B (FUARES) Layer 2 1D A& AFeha, o5 A4 B4 Ze2ESE A2 74o1ﬂr.

(]

=

¥ ths, B2 UEE DIRECT_COMMUNICATION_REQUEST® ¥38td User Info IEES &<lste] o] o7} 42t€ 4
2= AA%c. 19 th3, B2 UIEE [P Address Config IE & FHAMSIe] 7HA] UE 2 E}Al UE 5o
195 = HAag v 38 IP T4 A4 SAo] AeAE Adsrh. e g<lo] AFasd, e E
TH5A 10.4.59 FAHE AAFYE A3 B BE Alo] HAE A Esto] €7l UESF /Al IE Abolo] Rl A
FHE Ao, H3a dF Ha g5 2 AFHA Het dF Y Fewk, g2l E: A UESA
DIRECT_COMMUNICATION_ACCEPT #A]X] & $A18 Aojt},

)

Qoo

N
A
rl

o r|r 1o %0
r

B IEE vg9 #E & sl = AA% IP Address Config IES ¥33 Ao|t}:

- IPvd 4 3 wiAYUFo] B Rl o3 A% al E7l UE7F DHCP MW= &23 4 dvhd,  “DHCPv4 A
H”

- IPv6 4 &9 ®
=

- IPv4 2 IPv6 4 3 wpAUS 2571 870 Bl 98] A L9€ttd “DHCPv4 A® 2 IPv6 %" ; T

=

Avzre] B UBell ofs A=, ep2l UE7F IPv6 2h¢-HE e 4= glvw, “IPv6

- IPv4 2 IPv6 4 33 oj A% B B 98] A 9¥% Fevhd “X9¥R @e Fa Sy |

IP Address Config IE7} “A|¥EA &e FA4A 9”7 ox HAAL 1, 4215 DIRECT_COMMUNICATION_REQUEST |
AR 7} Link Local IPv6 Address IEol X3¥tiH, B2 B w52 o=2 JAE HA-Z2 IPv6 742 HAAHHE
Link Local IPv6 Address IES ¥3Fst A

F: UEE B4 19H 111 B4 H3E5S 93 Link Local IPv6 1P F423 A& 4= ).
=

E}Al UE7} ProSe UE Wl WIEY A ddlo] IEE ¥33FaL, ProSe relay UE 1D} <&t wo]= 3+ PDNHZA o]
ob#l FYHA EYAY Dol AgE FrF PDC Ao "HLsithd, ProSe IE ol WEHZ He 1 UE7}
DIRECT_COMMUNICATION_ACCEPT HIA|AE €7 UEo| FAlste 2%, ProSe UE o) MEY= o] UEE= 3GPP TS
24.301 [1171° 7+38% AAH ProSe Relay UE ID$} HA#hE APNS ¥3¢+3H= PDN CONNECTIVITY REQUEST &

ProSe UE tf MIE9 A HHo] (Ex [P ¥4 &F WAUSE 5 Aol= s 4T 3o
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[0155]

[0156]

[0157]

[0158]

[0159]
[0160]
[0161]

[0162]

[0163]

[0164]

[0165]

[0166]

[0167]

[0168]

[0169]

[0170]

[0171]

[0172]

[0173]
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218ke] UE 87+ PDN 12 dA5E 7MAE Holt},

ElZl UE7}F ProSe UE o] WIES = o] UEEA, €7 UE il
Maximum Inactivity Period IEe] Al&¥ S zZ= ¥ A W T4108S AAEY 4 9, FHE Ha= =
al s WA7E 9 gl A Eelw T4108 AlZ—} # ATH. At Efolw T41080] Al ZtHaL, Epo]wH
T41087} "b715]7] Aol qlefe] Fal F2te] dojufal, At Fhol DIRECT COMMUNICATION_KEEPALIVE uﬂ AlA W
Maximum Inactivity Period IE ol A|&HA Fevhd, B= E}olui T4108% FA8}aL, Z7)3te = gAsict,

= DIRECT_COMMUNICATION_REQUEST w|A|X]of| =3t
E}o]

T o o
m?iJ oX,

E}Zl UE7} ProSe UE o WIEY = Aeo] UEolx, AW PLMNel 28] 540 7A4E AXH Mnjx :ﬂt‘&%ﬂ
of 71dtate] Aojo] o AMujay A UE(E)Q IMEl T IMEISVE R =S AW PLMNO <] s
thd | ProSe UE o] YIEYA o] UEE (F54 10.7.20] 714E AAY) 97 E AW 2 A2 7
A7 ¥ S ATA 94 B IEI = DEISVE 873 Ao},

10.4.2.470A] UEel 9% AH F3 AY dar 95

DIRECT_COMMUNICATION_ACCEPT ™A]A] 4=41A], 7HA] UEE Elolm T41002 A8 Zolt}l. o] w o]&  7jA
E Y9 #HaZ AFEste] B2 URol tigh (F7F PC5 Ald ¥ wAAE =
dd H3E A8 Aot

=

—

10.4.6IP 4 AA

10.4.6.171&
IP #4474 A A8 33 59 olF FAHel 4 YA 2 wel = S Aole] 1P AAL s
.

A7 EE IP F4 HA Hxrt 9a® AS ProSe UE ol UES A Dol UEE 3PP TS 24.301 [1119]
AE AAY 97 UE 23 A2 588 Ao},

10.4.6.21P WA A€

Ax 93 e T EE & o= A% ProSe IE t HEYA Pyolz S5a44] F= 4%, F B thg9
TrH Zekete] AbgE TP wA (IPv4 E3= IPvE)E Ad9E Zlojth:

- AR B3 AP AA(FEE 10.4.2 FF)oA B UEZF IP Address Config IEOlA]  “DHCPv4 AW” & A|A|
dohd, A3 P2 A9 A (F5E 10.4.2 F3)olA JRA] UEE DHCP Se}olER F2 3k DHCPv4 A A<t
A IPv4 4 AALS A E Aol

- A% W3 Ay Axell A B2 UEZE 1P Address Config IESA “IPv6 28" & AAgOhH | 24 d3 A
d Al A JRAl UE= IPv6 S2ER SAeks [Pve AHl HIREE F4 AF dA(stateless address auto-
configuration) &= IPv6 T4 AAS 7|AE Fold

- AA 93 Mg AAolA Al UE7} IP Address Config IEelA  “DHCPv4 A1¥] & IPv6 Z}$E” =
A stebd, A5 G2 AY AAfel A JiA] TEx IP HAS JE3AY SodE e 32ER T30 +
2 AR HAAE AT Aol

- A "H3 AY Aol Al B2l UE7}F IP Address Config IEoA] “APEA] F& 4 A4 & AAsta, 7l
Al UE7} IP Address Config IEoA “DHCPv4 A®” , “IPv6 #+$-E” = “DHCPv4 AH] & IPv6 9-H~ =

A @, B VB
a) 7NAl UE7F “DHCPv4 AW"E X|A|gtchH | DHCP EEto]dER 52 sl DHCPv4 AAZ [Pvd T4 AAES )

Al;

)

b) 7§A] UE7} “IPv6 FE"E AA|3t}H | [Pv6 SAER 52436 [Pv6 AE HHES F4 25 AAHo=w
IPv6 4 AAS 74 2

c) Y& UEZ} "DHCPv4 AW & IPv6 @F9-H"E XA H, 1P HAS AYsAL SEo)AE B TAEZA
A IP F42 AA xS AQA; 2

- IEE E% IP Address Config IEd|A “AQLHx &= F4 AAH” & AAZchA | IEELS RFC 4862 [15]9



[0174]

[0175]

[0176]

[0177]

[0178]
[0179]
[0180]

[0181]

[0182]

[0183]

[0184]

[0185]

[0186]

[0187]

[0188]

[0189]

[0190]

[0191]

[0192]
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A Aold AAH Aoz JdAE IPve G- F4HE AHEE Zolt,

A3 G 2] 7 BE F sk ProSe UE o MIES)A "Aelol& s2et= 4%, 7 BES th&2 1FHdl 7]
nkate] AbgE 1P WA (IPv4 Fi= IPv6)E A Ed slojth

- ProSe UE W] WEY A o] UEZ} IP Address Config IESNA  “DHCPv4 A ®]"E A A|3tthd |, 24 UE:= DHCP
ZoldER E2slE DHCPv4 AR IPvd F42 AAS A

- ProSe UE o] MEY= L#o] UE7} IP Address Config IEolA “IPv6 &H$-E"S AASctA, 92 UEE IPv6
TAER =23E [Py AE BEEY T4 AE AR [Pv6 54 AALS A

- ProSe UE o} WE= o] UEZ} IP Address Config IEClA  “DHCPv4 AB] & IPv6 #+$-E"S | A|3tt}h
U2 EE IP HAS MEsta ZFHo|dE v 32EZA 7 [P F4& A4 A2 QA Aottt B3,
A UE7}F vl 38)Eld E4 (mission critical communication) (&S Eo], MCPTT)S $13] ProSe UE tf WE
A3 Aol UEE AMgstda v, 974 (Ex IPv6 SAER T438tE [Pv6 AE RIREY F2 A5 AR O
2 IPv6 4 /K—1X4O 7H}\]a 740]3}.

2

rrIdR

10.4.6.3DHCPvAE AF&3t IPv4 4 AR
DHCPv4 & AFE-3F TPv4 T4 AL b3 o] 3d Aoy
1. DHCP Zto]E 7} DHCPDISCOVER ®HIA A& &8k}

2. DHCP ABj7} Seto|dEe] &g IPvd F4E zkE= DHCPOFFER WA A& 418ttt A5 [Pvd F4+ DHCP
Aulell AAE 3 IPvd T4 Heo g Aotk

3. DHCP Z&fo|dEZF Al Al¢k(lease offer)E& FAIStE 4%, DHPE= FAE [Pvd F4HE Xshsle
DHCPREQUEST ®IAIA| & &21%kc),

4. DHCP AW 7} Z8F1E UEo| DHCPACK WAIAE F41%tc}. o] wIAX = A 7|7k 2 FEfol|AEV}) 248 &
AR e 2 M ARE EIF).

5. DHCPACK WIAIA] FAIAl, TPv4 4 Aol Sxd.

! DHCPv4 Z8}o]dEE DHCPv4 #HE 9AE 27 (skip)dtal DHCPv4 &7 WA XS DHCPv4 2]+ < (renewal)
Ao wel Al 1 HAAATE BHREINAER Falg

o mlo

A% FAlel ¥4 E 2 E dl MESZ Hae] UEZF ddid S41& f8] AG=EATH, 944 VE7} DHCPv4 =1
AbESE IPvd F4E D=8 A IPvd T4 9 Azko] whrjE & ProSe UE U LﬂE%ﬂ deo] IE= 5
gk IPvd 45 T2 94 B &33l7] dd o] Fd& fs 54 A7S g7 3ol

10.4.6.41Pv6 FH] M REY FA4 A5 AAHO=E IPv6 F+4 AA

IPv6 el HHEY 34 s A Z2EF dakes thgy go] 34 Aol

1. IP HostZ &28l= UEE IETF RFC 4862 [15]°] 1f7d ¥ Router Advertisement(2}$-E Fil) WIAAE &
23}7] 918l Router Solicitation (EF$-E] HAHQH) HAIXZE 5418 Ao},

2. Router Solicitation WA]A] 4*41A], ©}& UEE  IETF RFC 4861 [33]e 71AE Fx <EHo| A2 &
stH A IETF RFC 4862 [15]e] F+A % IPv6 Router Advertisement HA|R|Z
Advertisement WIAIA|= QIEHo] 2 AW xle} A3sle] IPv6 =45 A3t IPve T 9

3. Router Advertisement WAIX|E Algk UE= IETF RFC 4862 [15]o] ¥ AAH A9 1P =47}
97 % Aedel s At G Uk WMAAL 22 [P Fax BudA e FAE PAR

[H

A3 "7 94 UE 2 E o HEYA Helo] AlelollA ddid F41S fla] Ag=HAATE, E o MEHA &
aﬂol% IPv6 ZEF2Z A7 B $A41817] Aol 3GPP TS 23.401 [34]°] Aod AAH HEYHa=HY =
g2 gl (delegation) 7]5S T3] ¥4 B &3d IPv6 ZIP2E IS AHolth. 924 UE7} Router
Advertisement WIAAZ FA1ECH | 997 UEE IETF RFC 4862 [15]9) wal 1Pv6 AFEl H] FAa AT A
S B3l "A IPve F4AE AT Aolth. v 94 Ex Qg ol AHAE A3 7|Hre 2 A, TS

23.003 [4]e o8 dojeo] AEAES ALESA = &S Folth. ZEoHAE HoH A7 E= VEYAE
ZeA7IA] ¢kar 3GPP TS 23.221 [35]° AHo® = AA [Pv6 F4 Al AFEE ClEdo]x AHAE W

E.%—o T
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[0193]

[0194]

[0195]
[0196]
[0197]
[0198]

[0199]

[0201]

[0203]
[0204]

[0205]

[0206]

[0208]

[0210]
[0211]
[0212]

[0213]

[0214]

[0216]

[0218]
[0219]

[0220]

SIHS31 10-2020-0085651

gtk 97 U of ¢EHoE Y PN AAANA AAEL $U3H: B 4% AR Pv6 42

2y A7k ¥4 E 2 E o dEYga o] AlelolA ddid T4, vAd Fed o ZgAo)ae 95 A
A, 2 LA VB gt Y Ao & AFEv, €974 B UE o Ug$=a Dol & 2o} #-2 IPv6
T H A2 RE /64 [Pv6 Prefix & TgukS Ao|t},

A AARE AYsh] f8l, B ol dEHZ deold od] R} 2 [Pve Z|H~ZHE /64
ot 3GPP TS 24.008 [30]el Adel®l FAAF, TFT iz Ly &4 3§ T4 2 »f
235 x5t gE TFT 2E 2 9e) igh x| Ye] UE t ESHZ o] 2 vESH A ZHQ3sr},

11.4.2DIRECT_COMMUNICATION_REQUEST
11.4.2. 192 #] A9
o] A A& A PAE FYsly] Y8 UEel| o o2 Ao VB A $A8ch, % 11.4.2.1.1 3%

W A1 A E}¢): DIRECT_COMMUNICATION_REQUEST

[ “DIRECT_COMMUNICATION_REQUEST WIAIA] W&~ o] A E9] 3GPP TS 24.334 V15.2.09] ¥ 11.4.2.1.1°] =
9ol A=A

11.4.3DIRECT_COMMUNICATION_ACCEPT
11.4.3.19A1A A ¢

ol WA X= UEel o v& Ao EelAl FAl=e] aid A3 B2 AP 297 5= es AT,
11.4.3.1.1 &=

=1

WA A E}¢): DIRECT_COMMUNICATION_ACCEPT

[ “DIRECT_COMMUNICATION_ACCEPT AR Wj&” olzt= A|E9 3GPP TS 24.334 V15.2.09] ¥ 11.4.3.1.10] =
109 A=}

11.4.12ADIRECT_SECURITY_MODE_COMMAND
11.4.12A.19A1x] A9

o WMAAE= Ay ¥AE HeS FHdr] 98 WE UE (commanding UE)el ©J3f o UEAAl $aldvh. &
11.4.12A.1.1 #=

WA A E}¢): DIRECT_SECURITY_MODE_COMMAND

[ “DIRECT_SECURITY_MODE_COMMAND w|A]=x] ]-&” o]gtE= A|E9] 3GPP TS 24.334 V15.2.0¢] ¥ 11.4.12A.1.19]
= 119 AFHUTH]

11.4.13DIRECT_SECURITY_MODE_COMPLETE
11.4.13. 1A A A9

of MAIAE AF WAL W S sty fa] Aol VRl o8 W® UE (commanding UE)OlAl SAl¥ T,
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[0221]

[0223]

[0225]

[0227]

[0228]

[0229]

[0230]

[0232]

[0234]

[0236]
[0237]
[0238]

[0239]

[0241]

[0243]

[0245]
[0246]
[0247]

[0248]

[0249]

SIHS31 10-2020-0085651

¥ 11.4.13.1.1 &=

W A1 %] E}¢): DIRECT_SECURITY_MODE_COMPLETE

[ “DIRECT_SECURITY_MODE_COMPLETE wA]X] W-&” o]t A=< 3GPP TS 24.334 V15.2.09] ¥ 11.4.13.1.19]
= 119 AEH U]

12.5.1.4]IP Address config

IP Address Config AH 249 EHL& o 4 YAE T3 U 3] AL8H [P Fhol 3 44 34& A

A= Aol
IP Address Config += B} 3 AKX Q4o|t}. IP Address Config IEQ] IEI= 29]t}.

IP Address Config X 84 & 12.5.1.4.1 @ ¥ 12.5.1.4.1¢] Holx AXY F3sler},

[ “IP Address Config R 84" g AE<] 3GPP TS 24.334 V15.2.09) & 12.5.1.4.10] & 13¢] AEH o
AeH]

[ “IP Address Config BX 84" & A5 3GPP TS 24.334 V15.2.09 ¥ 12.5.1.4.1 7} & 14¢] A&
At

12.5.1.5Link Local IPv6 4
Link Local IPv6 Address AH Q4+ HIA-274 [Pv6 +425 E33c}.
Link Local IPv6 4+ BFY 3 AX Q4o|t}. Link Local IPv6 Address IEQ] IEI+= 3o]t}.

Link Local IPv6 Address 84+ = 12.5.1.5.1 ¥ ¥ 12.5.1.5.1c] Hl AAH H-Z3}xc}.

[ “IP Address Config BB 24" 2t A9 3GPP TS 24.334 V15.2.09] = 12.5.1.5.1 7} = 159 Ao
Aet]

[ “IP Address Config FH 847 = AE 3GPP TS 24.334 V15.2.09] % 12.5.1.5.17} = 169 A& I3l
o

3GPP TS 33.303 & <sta rk:
6.5 dY ProSe A3 $421S $3 Bt
6.5.1 71

A ProSe AW EA AxF= TS 23.303 [2]9] 71E&H 0] ;. Y ProSe AH EAL AA Efd
st st F UEEC 8] AFEHAAY 92 UEZF ProSe UE o WIEY = Heo]o] A4 (attach to) 3F
Abg-HT),

Bk 97 6.5.280] aokslo] gk, A Mg B4 ALk 6.5.280] ATH| drk. V1 AL A
& 9% 0% 2 7 9 AAE] 6.5.400 %5 QL. 65580 wE AE AolsolA AgE qu uel
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[0250]
[0251]
[0252]

[0253]

[0254]
[0255]
[0256]
[0257]
[0258]
[0259]
[0260]

[0261]

[0263]

[0264]

[0266]

[0268]

[0269]

[0270]
[0271]

[0272]

[0273]

[0274]
[0275]

[0276]

SIHS31 10-2020-0085651

FHol 7EH o] ).
o] Ao|A 7)< ProSe-enabled Public Safety UEES] olafjiAwt X142 5 9},

52 ProSe A4 A 418 B axd e

ProSe-enabled UE:= A2 T-E ProSe-enabled UEE¥}2] ProSe 4t E4& 3 M2 & HoF ZHAES
= AR Flojt,

A3 WA A2 estrt Adeo]l ARgE = vk AR B AEE dEske A4 gl

A3 WA ARA B hsshrh A dH o] ARgE g Sl

A3 WA Alady 524 B3 (integrity protection) R A BZ7F A o] ARgE Aolnt.
UEEREe] A3 B3 AR Hd A 52 744 Bort A &5 3ol

EE7re] ®ol 28 T4 ¥4 (man-in-the-middle attacks) S ZH-E B3I = Aolt},
Al2='le U EL T AMEA] vl & 38§ ¢d B 43 AS5E Adsor g,
e UES] Z 8l (Compromise)= THE 259 Hetdl d3Fs FolM= .

ol

AT AASE 2 VB bdatAl A= ojof g,

[ProSe A ddid FAlel Het £ 718" 8= A S 3GPP TS 33.303 V15.2.0¢] &= 6.5.3.3-1°] = 179
AE=H] le}]

E 6.5.3.3-12 HeF o gk A9 #HE NAE AT, o] F 2 3
Z UE 27} 29HA19] Eollq KB Lolok ths Q323 dojdth. 2vA= 2 7HA wAxE xee
, o] WAIRIEL & "H(long term) 71(E) B FH$drh. olo] that AAE
Hoh, AA Bl ZEHIAE £ 1,3 D AvA oA dojyt), oo sk AAs
"o

>
of\
ol
)
N
4
fuch
rlo
m —
=
B

244 92 71" (confidentiality) B&%= PDCP AlFlA H-gEt)k. oo g JMd W& T54 6.5.6.914
&

A FH T},
6. 6.5.44A 1 7] =9
6.5.4.170&

Prose 2 2vle FAlo] Kol 1% % @ ATl AHsE F Q= TSI Pel adrk, o PHES F9

w2} @] X | Direct Security Mode Command 2 Complete ™|A|A] 2]
and Key Establishment A|Z2g= ol thst A Z} 5 Ao|~HEZ AFHT}.

F: o] gz E£3tE o] Ao|AX Direct Authentication and Key Establishment A|79%HS Q8% &

=u.
6.5.5R¢F =8 Ax}

6.5.5.1718
ueh BEAEZL £9E £ At A% F M Aozt 9k A 9ds A B39 AA

o
I=]
(ongoing connection)?] 712 AAA (re-key)dl= Aolt}. o] Ao]AEL T} & A
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[0277]

[0278]

[0280]

[0282]

[0283]

[0284]

[0285]

[0286]

[0287]

ZIHSdl 10-2020-0085651

6.5.5.2994 AYP3sl= 5 g +H

o] TH£ALE JdAS Adse T oWA Hoto] FHIHEIE AWy, Al1ddy
Bl

i
ffl
o

= % 6.5.5.2-19]

[ “dZ APdA B R o)8t= AE 3GPP TS 33.303 v15.3.09) &= 6.5.5.2-1 o] = 189 AAFH ¢
t}h]

1. UE_1°] UE_2¢l| Direct Communication Request& %Algth, o] wAX= (AA 7] FAE
UVE_1 ¥t 59 ((E_1¢] o] AZE& f3 &8 ¢1gF Y2E), F Kws n o A9 8 HEE
ESS UE_1o] o] dxpel] oa] A= B ZHAES s ow AYsies Hdedd Zo|th. HA
A& E3 UE_10] $41S ste L sk UESE 37 71€ K g ek, Ky ID wHebo) 7}
fithe 2l UE_1o] E2E& 913 KE 224 @e3 AAgH. WAAE =3 ERA fA4d 344 5 9 7=
Z5H KE FHsked 2o dEE X st § | Ibe &ve F | 718 @] 9l 27t 4

Q23 infoolt}.

it
P
e
RuA
sy
&

S]
(e

ke
oo 1>
ek
>

X

AV

2. UE_2+ UE_13} &4 Direct Auth and Key Establish AxFZ 7|A|S 4= v}, o] UE_27F 19794 A A€
K 2 K ID s 2% %—cq‘?i deola, Alady s EHE3 AL Alolxd tg 78S £HE Zavt

oIt}

3. UE_2% UE_19] Direct Security Mode Command

>~

do

it
opx
>,
o
i)
r
3
>
o
-
-
[}
12
Z
&
N
)
o,
2
i
x2
i)
g
&
lo
ﬂ.‘
=

HES

>
i
>,
(.
R0
il
o
ofp
oy
N
“
rok
i
[>
[N}
e
—_
m
:z
)
o
;n
ﬂJ
HI
I-O {
2_1{
g;
>~
>
o
gi
ad
2
ne
Ll

= =
A Al SH= Chosen algs J}a}u]ae EE Zolt}. K, ID91 x3he H]———E% UE 291 KE I AEE

Aolty, UE 2% T3 UE_19 HeF 58S 2ldste vd t(bidding down) FAo| wdt RS AFd
40]4 UE_2&= B3 HAAE Kpgess D] H3HE] BUEE X F3Ith, o] H|[EE2 UE_27} o Axjel 93] A

poas
O

A
9 & UE_2% Direct Security Mode Command®] 24

_ S H33Ele E_1o=2 $A%t. ad ts UE2E
Az Bet FYAER RER AT9Y L AEA WU REE S48 207 o] Ak B2E WAA Lo
A AR A HES D dAA 34 FAE A9 HESZYE Ky DE ZH T

4. Direct Security Mode Command F21A], UE_1€ Kpeess, 718 2 FAA 7]5S
b UE_1E #®E UE_1 BeF s85o] 1d7eA SA8Y A eddAE FAe Aolnh. VE12 3t
AA| ol Al A BRI E & Fol, o F IS T is) E Ea )

P, 1S K 1D9) Ashe) vESo] W14 143l K& UES of MEES sk, kst

A AT K 1D E AR Aol 1 (Al LnED 4 e A8E dndEon) PA4 1

sxa 718o] B35 H Direct Security Mode Complete WA|A|E UE_20] $41& Holtl, UE_12 T3k HAIXE
Y Ky 109 Hahel 8UIEE 23 Aojth, UE_12 AR 1oA F4lgh 249 ES 9 wAX] 3o0|A] F41

(

g FHoe] HIESEFE Ky [DE AT Aot

¢

. UE_2¥ 4413 Direct Security Mode Complete oA 2474 HIE 3helslt}. ojzlo] Exxw, UE 2& A}

el delE 9 e B FHAER Aol Al2dHS FAY FH7F o] it UE_2%= UE_1ol i)
I W o]dY HeF ZEAEEZE ARSI, VB2 39AldA] £A18 HAY HEES 2 Direct Security Mode
Complete oAl FAalst #3t9] HIEE=RE K, IDE FAE Aojvt. E2& K& @7 ¢ K ID & A&

Aolty.

W oo &
>
o
2 ¢
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[0289]

[0290]
[0291]
[0292]
[0293]
[0294]
[0295]
[0296]

[0297]

[0298]

[0300]

[0301]
[0302]
[0303]

[0304]

[0305]
[0306]

[0307]

[0308]

[0309]

[0310]
[0311]

[0312]
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3GPP TR 23.7860°l wel, UE_1¢0] At Ate]=a 5A1E T3 UE_ 29 F4lstada tchd, UE 12 UE_29 A%
-2 93 9 AxE 38 & Ao, AS5-2 HAE Y= 59, UE-12 UE_ 29014 Direct Communication
Request WA RS $A18E 4= gitt. 715384, Direct Communication Request HIA|A = T8-S ¥33 4= g}

- UE 19| Z9IAIF ofeldlEE;

- UE 29| Z91A1F ofeldlEE;

- V2X o EeAle] g An|x ofel dEE];
- V2X o Zeg] Aol o] ofo] e E];

- IP Address config;

- Bt HH;

- &7 PC5 QoS Ietr|E &

Direct Communication Request HWIA]A] 4=AIA] | UE-2+% UE-19] Al Direct Communication Accept HA|A| S S48k
4= 9lt}. Direct Communication Accept HIA|A &= t}&-& E3sk 4= glr}:

- 8749 PC5 QoS I vHE

3GPP TS 24.334°14 =2]® AA ¥, Direct Communication Request WA|X|2] W&+ t}29] olo|HER HA T
St

- User Info;
- IP Address config;
- Link Local IPv6 F4.

a9 ohE,  3GPP TS 24.334°]  wet, B2l UEE DIRECT_COMMUNICATION_REQUEST — wIAl#] =21
DIRECT_COMMUNICATION_REQUEST wA]#|oll 323+ User Info IEE 2RIl o] 877} Fehd 4 I&A] oF
Axgty,. 19 ohd, E}l UEE DIRECT_COMMUNICATION_REQUEST wlA]=]el ¥ [P Address Config IE &
Abstel ZHA] UE 2 ERL UE B5Fell ofel] A HAag shte] 3% P T4 A4 SAe] deAs #dd
el gRlo] sk, B IBe A4 Bl = Alo] AxE A-&3ke] R UESF 71A] IE Atole H.<F 03%
& FHY Aot ¥ T A g8 3 ATAL Bt ddo] FHE Folrt, B UE= WA UEAlA
DIRECT_COMMUNICATION_ACCEPT HA|AE &A1& Aolt}.

>~
41 o mm bt

=

3k, Direct Communication Accept HIAIA] 9] U&= t}L9 olo]HlER FAEAL}:

- IP Address config.

#1 UE7} DIRECT_COMMUNICATION_ACCEPT wA]A]el ¥ IP Address Configold  “IPv6 $-EH"S
A ShHE ) JfA] UEE IPv6 EAEZ B33 [Py AH BEREY T4 A5 AAHOZ [Pve T4 AAL A
gt Ao|tt,

B}l UE7} IP Address ConfigollA] “AQH A && T4 ad"S XA, 7WA] UEZ} IP Address Configell Al
DHCPv4 AHW Hi= [IPv6 SHY 4 J5S XA dYd, e UE= IPv6 SAERE 5435k IPv6 JH B EEY

o)
=
Fa AT AAoR IPve T4 AAS A Aolt),

)

3GPP TS 33.303°A41 =28 ZAH, duid Alo]l=d A TS 98 2 AP Het o] #AHAY. o}
2hA, UE_29F AUl Alel="a A6 MYsizls 9ske Bl v v ES E§38 Direct
Communication Request WAX|E $Al%T}:

- User of UE-1 Info;
- Direct Communication Request WA #]¢] ECCSI A9 .

Direct Communication Request HWAA| FAIA], UE_2¥ A" #o]2= SIGN (ECCSI AH)E d=3tl. 1= H
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[0313]
[0314]
[0315]

[0316]

[0317]

[0318]

[0319]

[0320]
[0321]
[0322]
[0323]
[0324]
[0325]
[0326]
[0327]
[0328]
[0329]

[0330]

[0331]

[0332]
[0333]
[0334]

[0335]

[0336]

[0337]

[0338]
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2E7F 4adohd, UE 2% UE_29] AR&AFllAl Q159 obol)IEIE] ( “User of UE-1 Info” )& AIAIZTE. UE_29]
AAE27F S g AS Z2AEH, E2e 29 FJevEHES ¥335FE Direct Security Mode Command
HA A& FAlghe):

- User of UE-2 Info;
- Direct Communication Response WA]A]2] ECCSI 4™ (Direct Security Mode Command HA]A]);
- SAKKE.

Direct Security Mode WA|A] FAIAl, UE_12 AW #Ho]Z= SIGN (Direct Communication Response ™|A] ]94
ECCSI )& 45dtt. 45 HAEZ Ao, SAKKE Ho|2=s E5dsld v 7150 &9 K(F
71)E AFg¥ SSVE= F=3t}h. Direct Security Mode Command ®WAIAS] A&FA<l Ae]A]l, UE_1& Direct
Security Mode Complete@® UE_2°l S gtt}.

UE_
A8 2qel Jlwste] AUl Alol=Ya BAS A% AH YA £y Ao A T2 FEL E 19
=

& Bof, W AS Al 1 VK Aul2)7k 2718k A5 U 12 UE 2007 Al 1 A= AL 53

S
S = gtk Al 1 Atol=g A 4194, Direct Communication Request WIA|A7} E£3+d 4= ),

A 1 Atel=8 3 $4] E+= Direct Communication Request ®IAIA|OA], o]&lell Al EAHE s} = Hg9 AR
7F 23 5 v

UE 19] 91715 ool el ¥

- UE 2¢] &$1A1S oteldlEE;

VeX of ZelAlol -8 AMH| 2 ofo]HIE E;
Vex ol Eel Aol el ofeo]dlEE

(UE 1¢] IPv6 &9-HY F JE=AE AASFE o AHg%) IP Address Config;

- HoF AW,
L2738 PC5 QoS &V HE;
UE 19] User Info;

Link Local IPv6 4 ;
- Direct Communication Request ™ A]=]2] ECCSI A9 .

Direct Communication Request WAIA] $=A1Al, UE 2= UE 1A A 2 Ao
Atol=" 3 HA1 A, Direct Security Mode Command WA A7} E£3+d 4= ).

A 2 Apol= A A1 Ei= Direct Security Mode Command WIAIA|o| A, o]3foll A AAHE sl & H4o] AR
7h X3 4 gl

- UE 2¢] User Info;

- Direct Communication Response A=A €] ECCSI A% (Direct Security Mode Command ™| A]A]);

- SAKKE.

AT}, ASAF

4
o2
et
al

Direct Security Mode Command ®IA|A] S=AIAl, UE 1 UE 2007 A|3Ale]= A $A1S
ol=8 3 Ao A | Direct Security Mode Complete WA X7} XgE 4= Qlt},

Direct Security Mode Complete WIA|A] <=41A], UE 2% UE 1ol|Al Al4Atol=a $41S 38 5= v}, A4A}
ol=8 3 F2oA, Direct Communication Accept WIA|A7} E£3+d 4= U},

}O]Eai %’\J I Direct Communication Accept WA|X|OA, o]3lollA AW 3} T H49] HH7}

- € PC5 QoS HMH &

m&

A4
%
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[0339]

[0340]

[0341]

[0342]

[0343]

[0344]

[0345]

[0346]

[0347]

[0348]

[0349]
[0350]
[0351]
[0352]
[0353]
[0354]
[0355]
[0356]

[0357]
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- (UE 27} IPv6 S-HY § AEAE AASHE o] AF8-¥) [P Address Config.

UE 27} 1Pv6 B9-HY 4 Aohd, UE 12 UE 20014 A5AR =93 418 F38 4 Qo). AsAol=" T 41

oM, ((UE 1ol digh) IP F2E &7 Ht aFst=d A" Al 1 1P A4 wWAXNY 4 20E) Router

Solicitation WAIX|7} 328t= 4= 9lt}. Router Solicitation WIAIA] 4=21A], UE 2% UE 19 Al6Alol=® A &

AE T = Q. Aertol="H A FAA, ((E 19 k) [P F4AE £& T AAs= ALeE A 2
A

[P 24 WAIAY 4= ) Router Advertisement WA A7} E3tE 4=
A

UE 27} IPv6 2H$-E1Q 5= Qlohd, UE 2% UE 1] ASAl=d A $4& 38T = A}, A5l =" A F41d
A, ((E 291 thdh) IP 425 QF T+ Lst=d AFEE Al 1 IP A4 dAAY 4+ AE) Router
Solicitation "IAIX|7} ¥3HE 4= QIt}. Router Solicitation AR S=A1A] UE 12 UE 29| Al6Alo|=H A %
A F3E 5 Adrk. AeAtel="a FalolA, ((IE 20 Bk IP F4AS =& = AAstEd AFEE A 2
[P A7 wWAAY 4= 90:=) Router Advertisement WIAIX|7F 3+ 4 gl

3GPP TR 23.786° w2}, PC5 QoS HEnEHEL H3a = Aa} 5 Direct Communication Request ™ A]A] o]
2shE 4 93, ol F IEEZ duldd SL F4le
g SL BAlo] EH4o] V2X Au]=Eof o =]
24.334, B TS 33.303° =9¥l WA ¢ AAE wend, BE52 599 A3 4258 A48T F 3. 9
E 59, (M) A V2X AH & (& E9], A5 H|2)E 93] 7 UEE Alelel ddid SL
FARHAY FEE F, UG AFe] BT = Qv mEkA, g2 did SL E4l H3E S3 F IEE Abold
A A2 V2X M)A (A E L 01, 5 V2X Anj2z) 7 A43E Zavt o, o1 A, o] e dAA]l =
200 =AlE 4 gl Ald

wjiZell, UEE°] 3GPP TR 23.786, TS

i
OE m\
E

i

iyl
it

o,

o
e
N

3

A1 V2K Mulzo] 3 AH " =Y dA ek, UE1 2 R 2+ A2 i3 IE AR/58 (A 59, User
Info, PC5 QoS #+&}w]E, (UE7} IPv6 #$E1Y 4 %l%xl—% A Alel=dl AFg-%) IP Address Config, UE H<F
59, 5% gt k. mEkA, ool = V2X & =], Al 2 V2X AHI2=) S 9k FF #Ha
Y Aapdel Aadd eHs=E Fol7] 8, Al %% @Y Atel=d A Fale] F 3 (merge)str] g L

HJ‘%’..JEO] al a /\ /\111}—

e 1: UE 1 2 UE 2 Aloje] Hel a8 VoX Au|ad= o|Fold 4 o
o] Wkl A, Al 1 Bl A A 1 VoX An|xe d#E 4 o, 3, A 2 HoF A3 Al 2 VX An] 29}

FAolx 1: UE 2&=(A 1 V2X AJH]AE Yt F7 =8 @z} FoF 4= IP Address Configel] o}tZ) IPv6 2}-¢

BEEY o5 dAAR & 210 EAE F k. Au|2 (& Eof, A 2 V2X Mu]2~)7F 27]skE o, E 1
& UE 2017 Al 1 Abel=da $As 38 5 3l

= 21904 54 1- A 1 Arol=H A Ao A Direct Communication Request ™M A]A] % Router Solicitation
AR 7 £8E 5 k. Al 1 Alel=® A FAIA, olgtdlA] EAR st e 5 JHIE (A 2 VX A
v ~5 9&) 3= 4 U

- UE 19] Z9AIS ofolHEE;

- UE 29] Z9AIS otolHEE;

- V2X of Aol A8 An| 2 ofeldlE ] ;

- V2X o EZe|Alel e ofoRlElE;

- B AR

- 875 PC5 QoS e E &

- Link Local IPv6 F4x;

- Direct Communication Request ©] ECCSI A% (2 /X Router Solicitation HIA|A]);
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UE-1 UE-2

Fn

|

I

1. Direct Communication Request

2. Authentication and establishment of security association ‘

|

UE-1

UE-2 UE-3 UE-4

1. Direct Communication Request
(User Info=UE-2's upper layer ID&UE-1's upper layer ID, ...)

2. Direct Communication Accept

Jh
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k1
N
N

UE-1 UE-2 UE-3 UE-4

1. Direct Communication Request
(Announced V2X Service Info, ...)

h 4

Y

h 4

2a. Direct Communication Accept

2b. Direct Communication Accept

Ed8

Initiating UE Target UE

DIRECT_COMMUNICATION_REQUEST
Start T4100

DIRECT_COMMUNICATION_ACCEPT
Stop T4100 =

Start T4108

DIRECT COMMUNICATION REQUEST
Start T4100 -

DIRECT COMMUNICATION REJECT
Stop TA100 =
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EHH9
IEI Information Element Type/Reference Presence | Format | Length
DIRECT_COMMUNICATION [PC5-SP Message Type M A 1
| REQUEST message identity|12.5.1.1.
Sequence Number Sequence Number M W 2
12:5:0:2
User Info User Info M LV 3-253
12.51.3
IP Address Config IP Address Config M W 1
12.5.1.4
Maximum Inactivity Period |Maximum Inactivity Period M v 4
12.5.1.9
Nonce_1 MNonce_1 M A 16
12.5.1.30
UE Security Capabilities UE Security Capabilities M v 2
12.5:1.22
MSB of Kogess ID MSB of Kogess ID M v 1
125125
17 Ko D Kp 1D (6] v 5
12.5.1.30
25  |Relay Service Code Relay Service Code 0 ™ 4
12.5.1.17
22 |Signature Signature 0} ™ 130
12.5.1.33
3 Link Local IPv6 Address IPv6 Address 0 ™ 17
12.5.1.5
EHI0
1EI Information Element Type/Reference Presence |Format | Length
DIRECT_COMMUNICATION |PC5-SP Message Type M Vv 1
_ACCEPT message identity |12.5.1.1.
Sequence Number Sequence Mumber M v 2
12.5.1.2
IP Address Config 1P Address Config M vV 1
12.5.1.4
3 Link Local IPv6 Address Link Local IPv6 Address 0] TV 17
12.5.1.5

_33_
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EHI11
IEI information Element Type/Reference Presence |Format | Length
DIRECT_SECURITY MODE PC5-5P Message Type M Vv b ¢
COMMAND message 12511,
identity
Sequence Number Sequence Number M vV 2
125132
UE Security Capabilities UE Security Capabilities M Vv 2
1251.22
MNonce 2 MNonce 2 M v 16
125131
Chosen Algorithms Chosen Algorithms M v 1
12.5.1.23
LSB of Ko-sess ID LSB of Kp-sess M v 1
12.5.1.24
16 |MSB of Ko ID MSB of Ko ID (0] ™ 3
12.51.27
18 |Ko Freshness Kp Freshness (9] T 17
12.5.1.30
24 |GPI GPI o TLV | Variabl
12.5.1.18 e
1 User Info User Info (@] TLV | 3-253
12513
22  |Signature Signature 0 ™ 130
12.5.1.33
23 |Encrypted Payload Encrypted Payload (6] TLV | Variabl
12.51.34 =
EHI2
1E| Information Element Type/Reference Presence |Format | Length
DIRECT_SECURITY MODE PC5-5P Message Type M ") :
COMPLETE message 12.5.1.1.
identity
Sequence Number Sequence Number M v 2
12,512
15 |LSBof Ko ID LSB of Ko ID (0] 1L 3
12.5.1.26
EHI3
8 7 6 5 3 2 1
IP Address Config IEI octet 1
IP address Config Content octet 2
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EH14

Bits

4321
0ooo0
001
010

0
0
0]
0011

IP Address Config value (octet 2}

All other values are reserved.

Bit 5 to 8 of octet 2 are spare and shall be coded as zero.

DHCPv4 Server
IPvE Router
DHCPv4 Server & IPv6 Router

address allocation not supported

Ed15
8 7 6 5 4 3 2 1
Link Local IPv6 Address IEI octet 1
Link Local IPv6 address Content octet 2
octet 17
EHI16

IP address value (octet 2 to 17)

This contains the 128-bit IPv6 address. This IPv6 address is encoded as a 128-bit
address according to |[ETF RFC 4291 [36].

UE_1

UE_ 2

1. Direct Communication Request/ Direct Rekey Request

b

2. Direct Auth and Key Establish

e

3. Direct Security Mode Command ()

4. Direct Security Mode Complete ()
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UE_1

1. Direct Communication Request (25 1D, SH
u2lolE S, Ko ID, UE_19| Bot 53 S
Eﬁ71, KDfsess |D9| MSB)

ZIHSd 10-2020-0085651

UE_2

i)
i
ik
i

A

2. Direct Auth and Key Establish

"\

3a. Direct Security Mode Command (UE_1 E ¢t 52
=2 Kpsess IDC| LSB, Chosen_algs)

=, 3p. M2 Hot
FEAER AlQUY Y

4a. N|2& Kot

#Hol2| HEoIM M2 20t ZHAER HoFE F2Y

4b. Direct Security Mode Complete (Ko ID2] LSB)

o

o]
AR P EofE
Thlg #a| o E

5 MER ot

Direct Communication Reguest

Direct Security Mode Command

Direct Security Mode Complete

Direct Communication Accept

Router Solicitation

Router Advertisement

Router Solicitation

Router Advertisement

#Hlol2| A FolA Mz 2o 2 A
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V2K Service 1is
initialized

Direct Communication Request

‘ Security association procedure

Direct Communication Accept

‘ IP configuration procedurs

‘ V2X service 1 transfer

V2K Service 2 is
initialized

Direct Communication Reguest

‘ Security association procedure

Direct Cemmunication Accept

‘ IP configuration procedure

‘ V2¥ service 2 transfer
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Optienl
Direct Communication Reguest + Router Solicitation

Direct Security Mode Command + Router Advertisement

Direct Security Mode Complete

Direct Communication Accept

Opticn2
Direct Communication Request + Router Solicitation

A&

Direct Security Mode Complete

¥

Direct Communication Accept + Router Advertisement

_|
|
|
|
I

Direct Security Mode Command |
|
|
|
|
|
|
|
|

Option3
Direct Communication Request

v

Direct Security Mode Command

Direct Security Mode Complete + Router Solicitation

Direct Communication Accept + Router Advertisement
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Direct Communication Request

v

Direct Security Mode Command

Direct Security Mode Complets

Direct Communication Accept + Router Solicitation

Router Advertisement

Direct Communication Reguest + Router Solicitation

v

Direct Security Mode Command

Direct Communication Accept + Router Advertisement

UEL UEZ

| option1

Direct Communication Request |

i [

|

|

Direct Security Mode Command + Router Solicitation |

s |

|

Direct Security Mode Complete + Router Advertisement :

|

. |

Direct Communication Accept |

- |

] ol T e Sl EEasd

_________________________ — 1 .

Option 2
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L4

Direct Cemmunication Request

Direct Security Mode Command

Direct Communication Accept + Router Solicitation

Router Advertisement

ZIHSd 10-2020-0085651
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