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NAVIGATION AND INTEGRITY MONITORING

FIELD OF THE INVENTION

The present invention relates to apparatus, methods, signals, and programs for a computer for
integrity, and in particular but not exclusively for Receiver Autonomous Integrity Monitoring

(RAIM) in satellite navigation systems, and to systems incorporating the same.

BACKGROUND TO THE INVENTION

Global Navigation Satellite Systems (GNSS) such as the Global Positioning System (GPS),
Galileo, GLONASS, COMPASS and the like use a constellation of satellites to provide positions
of receivers. Preferably, GNSS services provide high availability, accurate, robust Positioning,

Navigation and Timing (PNT).

GNSS services usually provide a commercial ‘open’ service readily available for commercial
navigation devices and a secured system intended for use by specialised users, in particular by
government users and military forces. In GPS, this secured system is known as PPS (Precise
Positioning Service) and in Galileo, it is known as PRS (Public Regulated Service). The signals
provided by these services are encrypted and are harder to disrupt, block and imitate (or

“spoof”).

Conventional high performance GNSS receivers often include a function called Receiver
Autonomous Integrity Monitoring (RAIM) to determine the integrity that can be placed in the
navigation solution for a given temporal period (e.g. for the landing phase of an aircraft). Whilst
RAIM is applicable to many different applications, its use in safety critical and airborne safety

critical applications is particularly pertinent.

As will be familiar to the skilled person, RAIM refers to a number of known techniques. One
such technique comprises consistency checking, in which all position solutions obtained with
subsets of detected satellite signals are compared with one another. In practical embodiments,
if this check indicates that the positions are not consistent, a receiver may be arranged to

provide an alert to a user.

In a further example, RAIM techniques can alternatively or additionally provide fault detection
and exclusion (FDE). In order to find the position of a receiver, the receiver first calculates a

‘pseudo range’ for each signal received which appears to have originated from a satellite. The
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pseudo range is calculated based on time of flight of the signal (i.e. the difference between the
time the signal was sent, which is apparent from the signal content, and the time it is received
according to the receiver’s clock). The results from each signal are compared and range
measurements that form outliers from the set of pseudo ranges can be excluded. Such
techniques can detect a possibly faulty (or fraudulent) satellite or signal, and further act to
exclude it from consideration, allowing the navigation service to continue. Therefore RAIM gives

increased confidence that the final navigation result is correct.

Availability can be a limiting factor for RAIM, which requires that more satellites are visible to the
receiver than for a basic navigation service. To obtain a 3D position solution, at least four
measurements are required, but fault detection requires at least 5 measurements, and fault
isolation and exclusion requires at least 6 measurements (and in practice, more measurements
are desirable). Therefore, whilst initially envisaged as being used within a single constellation

RAIM has been extended to make use of open service multi-constellation signals.

OBJECT OF THE INVENTION

The invention seeks to provide an improved method and apparatus for integrity monitoring,

particularly for Receiver Autonomous Integrity Monitoring (RAIM) in satellite navigation systems

SUMMARY OF THE INVENTION

According to one aspect of the present invention, there is provided a method for signal
weighting for satellite navigation systems, the method comprising (i) receiving secure and open
service signals from at least one satellite navigation system, (ii) for received signals,
determining a pseudo-range, and (iii) associating a statistical weighting to each pseudo-range,
said weighting comprising a consideration of whether the signal is an open signal or a secure

signal.

This is advantageous as it allows both secure and open signals to be used in carrying out
integrity modelling (in particular Receiver Autonomous Integrity Monitoring (RAIM) functions),
whereas only one of these services has been used by a given system in the past. In particular,
where receivers had access to a secure signal, these have been favoured, as these are less

easy to imitate and block (and have, in the past, been more accurate).

Owing to this aspect, the use of both secure and open signals advantageously provides more
information to inform an integrity decision. Furthermore, being able to apply weightings to the
signals based on the category of service is advantageous as it allows the inherent higher

integrity of secure signals (which have anti-spoofing and anti-meaconing design features) to be

2



10

15

20

25

30

WO 2015/014976 PCT/EP2014/066574
reflected in the RAIM calculations. Preferably therefore, absent other factors, the weighting

applied to a secure system is greater than that applied to an open signal.

According to a second aspect of the present invention, there is provided a method for signal
weighting for satellite navigation systems, the method comprising (i) receiving signals from at
least one satellite navigation system, (ii) for received signals, determining a pseudo-range, and
(iii) associating a statistical weighting to each pseudo-range, said weighting comprising a

consideration of the relative trustworthiness of a source of the received signals.

This is advantageous as it enables a method to be performed in which the degree of trust that a

user has in a particular source to be used in carrying out integrity modelling.

The signals may be open service signals. The method may further comprise assigning a
trustworthiness factor to signals emanating from different sources, the trustworthiness factor
being a measure of the trustworthiness of the signal emanating from one source relative to the
trustworthiness of the signal emanating from one or more different sources. The statistical
weighting applied to the signals from a particular source may be proportional to the

trustworthiness factor assigned to signals from that source.

The following features are applicable to both the first and second aspects of the invention.
Other factors may also be used in weighting. Such factors may include the constellation to
which the satellite belongs, the weighting being determined according to pre-determined rules.
For example, one entity may prefer to first use its own satellite system if available, but trust the
signals from the satellite constellation of an ally almost as much, whereas signals which derive
from an satellite constellation provided by an untrusted entity or nation may be afforded a low,

or zero weighting.

A further factor may be signal quality. To that end, the method may comprise a step of
screening received signals to determine the signal quality, and the weighting applied may
consider the signal quality. In such examples, higher quality signals will tend to increase the

weighting applied to the information derived from that signal.

A further factor may be signal interference. To that end, the method may comprise a step of
characterising received signals to determine the level of signal interference, and the weighting
applied may consider the measured signal-to-noise ratio. In such examples, lower interference

levels will tend to increase the weighting applied to the information derived from that signal.

A further factor may result from an authentication check to determine if the signal conforms to

the expected norms. To that end, the method may comprise a step of authenticating received
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signals to determine the confidence with which it can be determined that the signal arrived from
an expected source (such as direction of arrival if this can be derived from the receive antenna
system), and the weighting applied may consider the confidence level. In such examples, higher
confidence levels will tend to increase the weighting applied to the information derived from that

signal.

All of these factors enable the method to assist in intelligently reducing the weighted

contribution of low trust measurements in an integrity decision.

The method may comprise a method of navigation and the weightings could be used to
determine the weight given to a determined pseudo-range measurement in determining a
position solution. This is advantageous as it means that the determined position measurement
will generally favour trusted (and, possibly, according to the factors applied, better quality)

signals.

The method may comprise a method of integrity monitoring, and in particular, Receiver
Autonomous Integrity Monitoring (RAIM). The weightings could be used to determine the weight
given to a determined pseudo range measurement used in RAIM processes. As the skilled
person will be aware, in RAIM, one or more contributions which are not coherent with other
measurements may raise an alarm to the user indicating potential errors, spoofing, interference
or faults with that navigation data source, or alternatively or additionally, the signal providing

such inconsistent measurements can be excluded, in particular from navigation functions.

In such examples, all of the individual signals could be weighted and RAIM carried out on all the
signals together, but this need not be the case in all embodiments. For example, a first stage
RAIM process could be carried out on the secure signals to determine, with a high degree of
confidence, which signals are to be trusted. This determination could then be supplemented
with a second RAIM process, which uses the open service signal but applies a lower weighing
thereto. This limits the number of signals being considered in a given RAIM calculation, which

may have advantages in some embodiments.

In integrity modelling or navigation methods, signals below a threshold weighting could be
excluded, or else a predetermined desirable number of signals could be provided, and only the
highest weighted signals used. However, as the weighting will inherently favour trusted/good

signals, this need not be the case and all signals could be used.

According to a third aspect of the invention, there is provided a processing unit arranged to
receive secure and open RF signals, and comprising an analogue to digital converter capable of

converting the RF signals to digital signals, an acquisition module , arranged to perform
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acquisition of the signals and a weighting module arranged to apply a statistical weighting to the
signals received, said weighting comprising a consideration of whether the signal is an open

signal or a secure signal.

Preferably, the processing unit is arranged to carry out the method of the first aspect of the

invention.
The processing unit may further comprise at least one of each of the following:
(i) a cryptographic module, arranged to support acquisition of the secure signals received,;

(i) a characterisation or measurement module , arranged to determine the signal strength

and quality;
(iii) an authentication module, arranged to validate the source of a signal,
(iv) a RAIM module, arranged to carry out RAIM functions;

(v) a navigation module, arranged to determine Position Navigation and Time data from the

signals received.
The processing unit may comprise a GNSS receiver unit.

According to a fourth aspect of the invention, there is provided a processing unit arranged to
receive open RF signals, and comprising an analogue to digital converter capable of converting
the RF signals to digital signals, an acquisition module , arranged to perform acquisition of the
signals and a weighting module arranged to apply a statistical weighting to the signals received,
said weighting comprising a consideration of the trustworthiness of a source of the received

signals relative to one or more different sources.

The preferred features may be combined as appropriate, as would be apparent to a skilled

person, and may be combined with any of the aspects of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will now be described by way of example only and with reference

to the accompanying figures in which:
Figure 1 shows a GNSS system comprising a constellation of satellites and a receiver unit;

Figure 2 schematically shows the components of a receiver unit;
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Figure 3 depicts a process according to an embodiment of the invention;

Figure 4 illustrates another process according to an embodiment of the invention;

Figure 5 further illustrates a process of an alternative embodiment according to an aspect of the

invention;

Figures 6 is a flowchart showing detailed processing steps according to an embodiment of the

invention; and
Figure 7 shows a tiered process according to an embodiment of the invention.

DETAILED DESCRIPTION OF INVENTION

Figure 1 shows a number of satellites 100, 102 which are emitting Radio Frequency (RF)
signals which are picked up at a receiver unit 104. The receiver unit 104 could be a handheld
device, mounted at a site or could be mounted in a vehicle. In a particular practical embodiment,
as the methods described herein provide highly integrity Position, Velocity and Time (PVT) data,
the receiver unit 104 could be in an airborne vehicle and be used during safety critical operation

such as during take-off and landing.

In this example, the satellites 100, 102 form part of a first 106 and second 108 GNSS
constellation, and each satellite is emitting both a secure and open service signal (therefore, in
a practical example, the constellations 106, 108 could be GPS and Galileo, and each satellite is

transmitting a PPS/PRS signal and an open signal).

The components of the receiver unit 104 are shown in greater detail in Figure 2. The receiver
unit 104 comprises processing circuitry 202, the processing circuitry 202 comprising: an
analogue to digital converter 204, which converts the RF signals received from the satellites
100, 102 to digital signals; a screening module 206, which reviews the signal strength and
quality, an interference monitor 208, arranged to assess the level of interference in a signal, a
crypto module 210, arranged to support acquisition and decrypt secure signals received, an
acquisition module 212, arranged to perform ‘acquisition’ of the satellite signal, an
authentication module 214, arranged to validate the source of a signal, a weighting module 216
arranged to apply a weighting to the signals received, a RAIM module 218, arranged to carry
out RAIM functions, and a navigation module 220, arranged to determine Position, Navigation
and Time information of the receiver from the signals received. The function of these modules

will be expanded upon herein below.
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Of course the skilled person will be aware that the components described above need not be
separate physical components and could be provided by software, hardware, firmware or the
like. Indeed, the receiver unit 104 may comprise alternative, additional or fewer components,
and the functions outlined above may be split between more than one device. In particular,
there may be a device dedicated to receiving the signals from a particular GNSS constellation,

and/or there may be a device dedicated to receiving secure signals.

In an embodiment of the invention, the receiver unit 104 carries out a method as described with
reference to the flow chart of Figure 3. First, in step 302, the receiver unit 104 receives a
number of satellite signals. In step 304, these signals are converted to a digital signal by the
analogue to digital converter 204. Next, in step 306, the signals are characterised by the
screening module 206, which reviews the signal strength and quality, providing an output via
branch 312 to the weighting module 216 (step 308), and the signal is then reviewed, in step 310
by the interference monitor 208, which also provides an output via branch 312 to the weighting

module 216 indicative of the level of interference (step 308).

Acquisition (step 316) is performed on the encrypted signal or the open service signal by the
acquisition module 212, which, as will be familiar to the skilled person, in the context of GNSS,
means the process of comparing a received signal with a locally sourced or generated replica of
a satellite signal to find a match, which for secure signals will be supported by the crypto
module 210 in step 314.

The aim of acquisition is to discover time data (step 318), but also results, at step 320, in
identifying the satellite. At its most basic, acquisition requires correlation between the received

signal and candidate signals. Where the correlation exceeds a threshold, a match is declared.

A ‘pseudo range’ (i.e. the distance from the receiver unit 104 to the purported source) is also
determined by the acquisition module (step 322). In this example, the satellite ID is passed via
branch 325 to the weighting module 216, and the pseudo-range is passed to the RAIM

module 218, where it is utilised as described in relation to Figure 4.

In step 324, the authentication module 212 is then employed to assess signal validation, that is
whether the signal conforms to expected norms, for example the direction of arrival relative to
the antenna. To achieve this, the authentication module may require further information from an
active antenna system than is normally required for simple acquisition. This generates a

confidence level, which is passed again to the weighting module 216.
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In step 326, the weighting module 216 uses the inputs to apply a weighting to the pseudo range
data before the data is utilised by the RAIM module 218. The weighting may take account of the

following:

e The constellation to which the satellite belongs, as determined from the satellite ID, the

weighting being determined according to predetermined rules.

e The output of the characterisation module, with a signal of higher quality and strength

being given a higher weighting.
e The level of interference (higher interference leading to a lower weighting).

e The confidence level generated by the authentication module, with a lower confidence

leading to a lower weighting.

o Whether the signal is a secure signal or an open signal, with a higher weighting given to

the secure signal.

Of course, not all of these criteria may be used in all embodiments, and further criteria may be

used in other embodiments.

With reference to Figure 3, those skilled in the art will appreciate that screening for quality (step
306) and/or interference (step 308) may optionally be carried out after signal acquisition (step
316) rather than before signal acquisition (step 316) as shown in the Figure. In such cases, the
data from the screening steps would then be provided to the weighting module 216 at step 308
via branch 325 for example. Those skilled in the art will appreciate also that, depending on the
application and hardware resources employed, some steps may be carried out in parallel or at

the same time.

The weighting data is then supplied to the RAIM module 218, which operates as set out in

Figure 4.

Once the pseudo-range data (step 400) and the weighting data (step 402) have been received
for all signals, the RAIM module 218 carries out RAIM processes in step 404 using known
techniques, modified to reflect the weightings determined. For example, weighting may be
applied prior to the solution of the navigation equation with the measurement residuals then
used in an established RAIM algorithm (for example, that described by J.C. Juang in “Failure
detection approach applying to GPS autonomous integrity monitoring” (IEE Proceedings on
Radar, Sonar and Navigation, Volume 145, Issue 6, pp342-346, Dec 1998).
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In an embodiment, weighting is applied according to, for example, weighted least square (or
weighted total least square) approaches, which take account of the different confidence levels in

the pseudo range measurements.

For example, the high confidence pseudo-range measurements are weighted by a confidence
factor to increase their contribution, whilst the low confidence pseudo-range measurements are
weighted by another factor to decrease their contributions. Therefore, the least squared
measurement residual vector now reflects, in this example, the weighting toward the high
confidence GNSS pseudo-range measurements and can be used in established RAIM functions
(step 406).

The RAIM module may then act to exclude signals which are inconsistent with the other signals
(step 408) before determining the PVT data for the receiver unit 104 using the navigation
module 220 (step 410).

Note that alternatives to this method may be readily envisaged by the skilled person. In
particular, and as set out in Figure 5, the method 500 may operate to apply a positive weighting
510 to all pseudo-ranges determined from secure signals 520 (or of course, could conversely
apply a negative weighting 530 to all open signals), on the basis that the secure signals 520 are

by their nature harder to impersonate or subvert and more likely to be received correctly.

In such examples, a least squared (or total least squared) method for solving the navigation
equation using pseudo-range measurements could be used with both the secure and non-
secure pseudo-range measurements. The measurement residuals produced thereby could
have a weighting factor applied to reduce the residual of the secure pseudo-range
measurement. The weighted measurement residual vector can then be used in established
RAIM algorithms 540.

In a second example embodiment, the receiver unit 104 carries out a method as now described

in relation to Figure 6.

First, in step 602, the receiver unit 104 receives a number of satellite signals. In step 604, these

signals are converted to a digital signal by the analogue to digital converter 204.

In step 606, signal acquisition is carried out with support (step 608) of the crypto module 210
such that, via branch 610, pseudo-range data is determined (step 612) for each secure signal
acquired by the acquisition module 212. The secure signal pseudo ranges are passed to the

RAIM module 218 (step 614), which carries out, in a first tier, RAIM techniques to provide fault
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detection and, if enough signals are available, fault exclusion. This produces a result with a

high confidence level.

The method proceeds to consideration of the open signals (although the skilled person will of
course realise that some of these steps could be carried out at the same time). First acquisition
(step 606) is carried out, which allows the determination of pseudo range information (step 618)
for each signal by the acquisition module 212 as shown via branch 616. This information is
then also supplied to the RAIM module 218, which, in step 620 carries out a second tier RAIM
calculation using different confidence levels for integrity monitoring to that placed on the set of
secure pseudo-ranges (tier 1) and the other pseudo-ranges (tier 2). This allows greater
emphasis to be placed on secure pseudo-ranges in the RAIM function and hence for accurate

high confidence navigational data to be determined 622.

This tier approach is summarised in the diagram of Figure 7, in which secure pseudo-ranges
710, for example from PPS or PRS are fed to a first “tier 1" RAIM platform 720 for fault detection
and exclusion, whilst other (less secure or open) pseudo-ranges 730 for example from SPS or
0OS, are fed directly to a second “tier 2" RAIM platform 740 for fault detection and exclusion as
explained above. The second RAIM fault detection platform 740 then combines the results from
the first tier 1 RAIM platform 720 with its own and performs fault detection and exclusion with

greater emphasis on secure pseudo-ranges in the RAIM function.

Of course, those skilled in the art will appreciate that there could be more than two tiers, with
successive iterative fault detection and exclusion to give high confidence in the signals,

depending on the application and environment envisaged.

A user may have a greater level of confidence in the accuracy of signals emanating from some
sources of open service signals than other sources. In a further example embodiment, these
different confidence levels are quantified and used to provide improved PVT calculation results.
In particular, individual signal sources are assigned a relative trust factor. This is a measure of
the level of trust that a user has in the accuracy or integrity of that source. In this embodiment,
the source of the signals is determined and signal indicative of the assigned relative trust factor
is sent to the weighting module (216 in Fig 2). The weighting module takes account of this

relative trust factor when applying a weighting to the pseudo range data (step 326 of Fig 3).

Any range or device value given herein may be extended or altered without losing the effect

sought, as will be apparent to the skilled person for an understanding of the teachings herein.

10
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CLAIMS

10.

11.

. A method for signal weighting for satellite navigation systems, comprising (i) receiving

secure and open service signals from at least one satellite navigation system, (ii) for
received signals, determining a pseudo-range, and (iii) associating a statistical weighting
to each pseudo-range, said weighting comprising a consideration of whether the signal

is an open signal or a secure signal.

. A method according to claim 1, wherein the statistical weighting applied to a secure

service signal is greater than that applied to an open service signal.

A method according to claim 1 or claim 2, wherein the weighting is further determined

according to at least one predetermined rule.

A method according to claim 3, wherein the predetermined rule comprises a

determination of which satellite constellation the signals are originating from.

A method according to claim 3, wherein the predetermined rule comprises screening the

received signals to determine a signal quality to influence the weighting.

A method according to claim 3, wherein the predetermined rule comprises generating a

confidence level from an authentication check to influence the weighting.

. A method according to any preceding claim, wherein an acquisition step provides

correlation between the received signals and candidate signals, which correlation is then

compared to a predetermined threshold to influence the weighting.

A method according to any preceding claim, further comprising applying integrity
monitoring to each pseudo-range in dependence on the associated statistical weighting

of that pseudo-range.

A method according to claim 8, wherein the integrity monitoring comprises a Receiver

Autonomous Integrity Monitoring (RAIM) step.

A method according to claim 9, wherein pseudo-ranges below a predetermined

threshold weighting are excluded from the RAIM step.

A method according to claim 9 or claim 10, wherein the RAIM step is split into at least
two tiers, with the first tier RAIM step being applied to previously determined secure

pseudo-ranges, the output of which is then input to a second tier RAIM step which also

11
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

receives the previously determined open pseudo-ranges, the second tier RAIM step then

processing the inputs for fault detection and/or inclusion.

Apparatus for satellite navigation systems, comprising a processing unit arranged to
receive secure and open service signals from the satellite navigation systems, an
analogue to digital converter capable of converting the received signals to digital signals,
an acquisition module arranged to perform acquisition of the signals and a weighting
module arranged to apply a statistical weighting to the signals received, said weighting

comprising a consideration of whether the signal is an open signal or a secure signal.

Apparatus according to claim 12, wherein the processing unit is adapted to carry out the

method of claim 1.

Apparatus according to claim 12 or claim 13, further comprising a cryptographic module,

arranged to support the acquisition module in acquiring the secure signals received.

Apparatus according to claim 14, further comprising a screening module adapted to

determine the signal strength and quality of the received secure and open signals.

Apparatus according to claim 15, further comprising an authentication module, arranged

to validate the source of the received signal secure and open signals.

Apparatus according to any of claims 12 to 16, further comprising a Receiver

Autonomous Integrity Monitoring (RAIM) module, arranged to carry out RAIM functions.

Apparatus according to claim 17, further comprising a navigation module, arranged to

determine position navigation and time data from the signals received.

Apparatus according to any of claims 12 to 18, further comprising a Global Navigation

Satellite System (GNSS) receiver unit.

A method for signal weighting for satellite navigation systems, the method comprising (i)
receiving signals from at least one satellite navigation system, (ii) for received signals,
determining a pseudo-range, and (iii) associating a statistical weighting to each pseudo-
range, said weighting comprising a consideration of the relative trustworthiness of a

source of the received signals.
A method according to claim 20, wherein the signals are open service signals.

Apparatus for satellite navigation systems, comprising a processing unit arranged to

receive open RF signals, and comprising an analogue to digital converter capable of

12
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converting the RF signals to digital signals, an acquisition module , arranged to perform
acquisition of the signals and a weighting module arranged to apply a statistical
weighting to the signals received, said weighting comprising a consideration of the
trustworthiness of a source of the received signals relative to one or more different

sources

23. A method and apparatus as hereinbefore described with reference to the accompanying

drawings.

13
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