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Personalized Remote Control

Background of the Invention

A. Field of the Invention

The present invention pertains generally to display technology and more specifically to

remote control devices that are operable with displays.
B. Description of the Background

A wide variety of video conteat is currently available over regular brogdcast television,
cable TV, and satellite TV. Some of the content is clearly not suitable for viewing by younger
viewers as it may contain adult content, adult language, violence, nudity; etc. Broadcasters and
content providers have more recently been providing rating information on many programs that
describes the content of the programs. For example, many movies that are displayed have an
initial opening segment that provides the rating information such as the standard vating of G, PG,
PG-14, R, and MA. Further, more detailed rating information may be provided such as whether
the program includes adult language, violence, adult content, nudity, semi-nudity, and other
detailed rating information.

Current devices for restricting viewing by younger viewers are somewhat limited.
Various methods of restricting viewing access from a television receiver have been proposed
(e.g., US Patent 5,382,983 issued to Kwoh et al.) Set—iop boxes (STBs) can also be

programmable to restrict access to certain programming based upon the content rating of the
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program. The user can program the STB to only access certain programs that meet the program
preference information that has been programmed by the user, For cxamp}c; US Patent-
4,718,107 issﬁed to Hayes, discloses parental control provided in an addressable Cable
Television (CATV) converter or STB. This patent discloses the basic idea of an access code to
limit viewing. If this code is forgotten, the STB has to be taken to the CATV provider to have
the memory purged of the block-out information and access code, and a new access code must
then be entered. In another example, hotels may restrict access to adult movies if requested by
the hotel guest. US Patent 6,163,272 issued to Goode et al, discloses assigning personal
identification numbers to set top terminals within an interactive video on-demand system.
Further, it is believed that personalized remote control devices have been constructed by
companies such as AT&T that restrict access to certain channels. For example, if a certain
channel typically displays R-rated or MA-rated movies, the user may restrict access to those.
channels on a personalized remote control device.

US Patent 5,663,756 issued to Blahut et al discloses the remote control unit that restricts
access to certain programs. The remoteé control unit is identified bya bjt code that is transmitted
along with the standard remote function code. This identiﬂcatioﬁ code also alerts the df_spfay
system that the remote control unit being used has restricted access to certain programs. Each of
the remote units stores respective representations, corvesponding to different sets of access
capabilities under which the remote control device may operate. The concept behind such a
personahzed remote control device is that the younger viewer will only have access to and be
able to use a personalized remote control device that will allow that viewer to access only those

programs the adult wishes the viewer to access, (e.g., cartoons or Diéney programming, etc.)

‘Whereas Blahut et al may detail the ability of a receiver to recognize a specific remote control

unit, Blahut et al specifies a different remote control unit for each variation of access capability.
Again, the system simply chooses programs that are known 1o contain content that may be
suitable for the viewer. This may be severely limiting since most programs are not rated.

Another problem with many of these types of systems is that such systems are not
available for automated use by multiple users. For example, as currently cohﬁgured, a user must
mnsert an ID code 10 program the set-top box to restrict program content and subsequently use an
ID code to uniock the set-top box. Further, the program guide may still display all of the

programming information including the programming that has been blocked. Hence, children
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have access to and know what they are not allowed to view. An additional drawback of current
methods of limiting television content is the inability of current methods to tailor subject matter
specifically to the viewer. In this area, current devices are constrained to pfeprogrammeci
restrictions and not to any dertved data, such as preference or profile data relating to the user of a
personal remote control device.

US Patent 5,973,683 issued to Cragun et al, discloses a method for controlling content in
response to a viewer’s profile. There is no disclosure in Cragun, however, of the use of any type
of remote coutrol device. .

It would therefore be desirable to provide a system that is capable of being employed by
multiple users in an automated fashion and would allow the use of one or more remote control -
devices to automatically access prograrnmiﬁg and/or enhanced programming which is
specifically tailored to the viewer. It would also be desirable to provide a system whereby this
tailoring of programring and/or enhanced information to the viewer is accomplished by having
video segrents automatically selected for the viewer based upbn preference and/or profile data

of the user of 2 remote control device,

Summary of the Invention

The present invention overcornes the disadvantages and limitations of the prior art by
providing remote control devices that interact with an STB to provide selective programming
and/or enhanced content based upon the identity of the user of a personal remote control. The
present invention can also select or exclude video or enhanced content based upon tags that -
describe video content and the identity of the user based upon the use of a personalized remote.
control. The present invention can employ recognition techniques, such as word reco gnition,
image recognition and sound recognition to restrict or select video content based upon the
identity of the user of a pérsonalized remote control device.

The present invention may therefore comprise a method of controlling displayed video
and data content utilizing a remote contro! device that interacts with a set-top box to provide
selective programming and/or enhanced content based upon the identity of the current user of the
personal remote control comprising, recognizing the current user with an interface in the

personal remote control unit, establishing an identification of the current user based upon the
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recognition data suppliedAto the temote; communicating the identification of the current usér to
the set-top box, assigning preference and profile data corresponding to the current user to 2
current user database within the set-top box, controlling the video output and/or enhanced
content of the set-top box by controlling video content based on the preference and profile data
within the current user database, controlling the video output and/or enhanced content of the set-
top box by.controlling the video content based on comparing tags placed in the video stream that
indicate content of the video stream to the preference and profile data within the current user
database.

The present invention may also comprise a system for controlling displayed video and
data content utilizing a personalized remote control device that interacts with a set-top box to
provide selective programming and/or enhanced contentbased upon the identity of the current
user of the personal remote control compriéing, an ID input within the remote to determine the
identity of the current user, a communication link between the personalized remote control and
the set-top box for transmission of the identification of the current user to the set-top box, the set-
top box assigning preferchce and profile dat.é. corresponding to the current user to a current user
database within the Set;top box, and confroll'mg the video output by controlling video coutent
and/or enhanced content based on-the prefe}ence and prbﬁle data within the curent user
databaée, the set-top box f‘urther controling the video output by cojntrolling the video content
based and/or enhanced content on comparing tags placed in the video stream that indicate
content of the video stream to the preferencé and profile data within the current user dafabg;ée.

The present invention may also corprise 2 method of interaéting with a video display by
utilizing a personalized remote control unit that comprises, recognition of a currex.xt user with an
interface in either the remote or STB, identifying and assigning the corresponding preferences
and profiles for the current user into 'a current user database within the STB, selecting
enhancements and/or restrictions by the STB to this preference and profile information,
enhancing and/or restricting by the STB to tailor the displayed content speciﬁéally to the current -
user.

The present invention offers advantages over the prior art by pfoviding amethod and -
system to customize and tailor video content fo an individual. It accomplishes this in a manner
that is simple and nearly seamless to the user. It may provide effective and thorough

maintenance of restricted access to younger viewers while at the same time providing additional
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choices and content to the unrestricted user. This is all performed in a method that requires
minimal effort on the part of the user. The invention has the further advantages of operating
automatically by utilizing automated recognition or tag information. The mvention does not rely
on generalized preprogrammed ratings, and can work in real time, based upon recognition of key
words, images, sounds, etc. The invention can incorporate a wide range of customization

through the use of user preference and/or profile data.

Brief Description of the Drawings

Figure 1 is a schematic illustration of the environment in which the present invention may
be used.

Figure 2 is a schematic diagram of the manner in which the present invention can be
implemented with multiple personalized remote control devices.

Figure 3 is a schematic block diagram of the manner in which the present invention can
be implemented using a single remote control device using keyed input ID codes.

Figure 4 is a flow chart illustrating the functions performed by the devices illustrated in
block diagram of Figure 3.

Figure 5 is a schematic block diagram illustrating the manner in which another
embodiment of the present invention can be implemented using an autornated identification
input.

Figure 6 is a flow diagram illustrating the functions performed by the schematic block
diagram of Figure 5. \ |

Figure 7 is a schematic block diagram illustrating another manner of implementing the
present invention incorporating iSelect video.

Figure 8 is a schematic block diagram illustrating the manner in which video is selected
in accordance with Figure 7.

Figure 9 is a flow chart of the functions that may be performed by a set-top box to
implement the various embadiments of the present invention.

Figure 10 is 2 schematic block diagram illustrating an example of a typical user

preference/profile database as might be used in the present invention.
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Figure 11 is 2 continuation of Figure 10 where a schematic block diagram illustrating an

example of a typical user preference/profile database as might be used in the present invention.

Detailed Description of the Preferred Embodiment of the Invention

Figure 1 discloses a typical cable TV system in which the present invention may be
employed. A remote control device 10 generates command signals 12 that are transmitted to a
set-top box 16 to control the operation of the set-top box 16. The programming information is
provided on cable 14, The programming information can be video information or data that is
provided from the head-end. The user operates the keypad of the remote control device 10 to
generate the command signals 12 which operate the set-top box 14 to select video which 15
displayed on the TV 18 or other display devices. Various other functions can also be performed
using the remote control 10.

Figure 2 is a schematic illugtratidn of the manner in which the present invention imay be
implemented using multiple personalized remotes 20, 22, and 24. Each of the remote control
devices generates an output signal 26, 28, and 30, respectively, that constitute both an
identification seqﬁence code and a command sequence. Thé identification sequence code is an
ID code that is generated by each of the personalized remotes 20, 22, and 24 and is appended to
the various commands that are generated by the user by pressing the buttons on the remote
control device. The set~top box 34 is programmed to read the [D codes for each personalized
remote to facilitate the recognition of the current user and to access an information database 38
that consists of profiles andA preferences for each user of the system. The STB then can enhance
and/or restrict the displayed content based on the user profiles and preferences that correspond to -
the personalized remote 20,22 or 24. Each of the personalized remotes 20, 22, and 24 are
initially programmed with user preference data and a password to either enhance and/or restrict
video programming, or other content information including data, based ﬁpon the standard
manner in which set-top boxes are currently programmed. Hence, a child may have their own
remote control which only displays children’s programming (content information) and only

provides information relating to children’s programming (content infoxmation) on the program

guide.
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The manner in which the personalized rernote illustrated in Figure 2 interacts with the set-top
box 34 to provide the selective programming is more fully described with reference to Figure 7
below.

Figure 3 is a schematic block diagram of one embodiment of the present invention that
utilizes a single remote control for programming by multiple users. As shown in Figure 3, the
remote control device 37 includes a keypad 38, a log-on button 40, and a log-off button 42. The
keypad 38 generates the keypad signals which are sent to the oomrollc;r 50. Similarly, the log-on
button generates a log-on signal 46 that is sent to controller 50. Log-off button 42 "gcncrates a
log-off control signal 48 that is also sent to the controller 50. The controller 50 may form a
portion of a microprocessor or other logic control device or state machine, as desired. The
various functions performed by the controller S0 are more fully disclosed in Figure 4. The
controller 50 generates a command sequence signal 52 as well as a user ID address 54, a default.
ID address 56, and a clear signal 62. The command sequence signals 52 are representative of the
information that has been entered by the user in the keypad 38. Similarly, the user ID address 13
an address signal that is generated in response to entry of an ID code and keypad 58 afier the log--
on button 40 has been activated. The *log—off button 42 ends any of thel sequences that have been
generated by the controller 50 and causes the controller 50 to generate the clear signal 62 which -
clears the memory 63. The user ID address 54 is transmitted to a look-up table (LUT) 53 that
generates a user ID 58 that is subsequently stored in memory 63. Alternatively, the default user
address 56 is applied to a look-up table (LUT) 54 that generates a default [D 60 that i's.st_ored in
memory 63. The clear signal 62 empties the memory 63 so that it does not contain an ID.

As shown in Figure 3, the conﬁnand sequence 52 that is generated af the ouﬁpu‘i of
controller 50 is sent to a combiner 68 that combines the command sequence 52 with the ID
information 64. Upon receiving a command sequence 52, the combingr 68 generates a signal 66
to retrieve the ID information from the memory 63. The ID information 64 is then transmitted to
the combiner 68 which in turn generates a combined ID sequence and command sequence 70.
The combined ID sequence and command sequence signal 70 is applied to a sequence generator
72 that generates the control pulses to illurninate the light emitting diode 74. The output from
LED 74 is then transmitted to the set-top box receiver.

Figure 4 is a schematic flow diagram illustrating the functions that are performed by the

schematic block diagram illustrated in Figure 3. As shown in Figure 4, the process is started at
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step 80. At step 82, a determination is made as to whether any button has been pressed on the
remote control device 37 (Figu;re 3). If no button has been pressed, the process returns to step
82. Tf a button has been pressed, it is then determined at step 84 if the log-off button has been
pressed. Ifit has, any IDs that are stored in the memory are cleared at step 86. Ifthe log-off
button has not been pressed, the process proceeds to step 88. At step 88, it is determined
whether the log-on button has been pressed. If the log-on button has been pressed, the controller
receives the user ID from the keypad at step 90. It is then determined whether the user ID that
has been entered in the keypad is a valid ID at step 92. If it is a valid ID, the user ID is sent to;
memory and sforcd in the memory, and the process returns to step'82. If the D entered in the -
keypad is not a valid ID, a default ID is sent to the memory at step 94. The process then returns
to step 82.

Returning to siep 88 of Figure 4, if it has been determined at step 88 that the log-on
button has not been pressed, this means that buttons other than the log-on and log-off buttons
have been pressed, i.e., the keypad buttons 38 (Figure 3). The process then proceeds to step 98
to determine if the memory contains an ID. [f the memory does not contain an ID, the process
proceeds to step 94 ta send a default ID to ‘memory and then return to step 82. Ifitis d;termiﬁed
that the memory does contain an ID at step 98, the ID is then retrieved from memory at step 100
and is combined with the command sequence at step 102. At step 104, the combined 1D
sequence and command sequence are fransmitted to the LED.

Figure 5 is a schematic block diagram of an alternative embodiment of the present
mvention. In accordance with this embodiment, an ID input device 112 is used rather than log-in
and log-off buttons. The ID input 112 can comprise any number of different types of input.. The
user ID can be based on physical attributes of the user, such as a fingerprint scanner, a voice
recognition circuit, a retinal scanning device, _a snifter device, a device that recognizes faces, or
any type of device that can identify & physical or anthropometric attribute of the user of the
remote control device 111. The user ID can also be based on an intellectual attribute of the user,
such as a password, a key code sequence or any other type of device that can identify the user of
the remote control device 111 by a piece of information known to the user. Ina similar fashion,
the command input device 110 can be any type of desired command input such as a voice
recognition, circuit or similar input device that allows the user to input commands into the

controller 114. The remaining portions of the block diagram of Figure S are similar to the
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schematic block diagram of Figure 3. Controller 114 generates command sequence signals 120
that are applied to combiner 132. Controller 114 also generates 2 user ID address 116 or 2
default ID address 118 that are applied, respectively, to look-up tables 117-and 119. The output
of look-up table 117 is a user ID 122 that is sfored in memory 126. Alternatively, the output of
look-up table 119 is a default [D 124 that..i;s stored in memory 126. A “retrieve ID” signal 128 is
generated by the combiner 132 upon rece'i;\iing command sequence signals 120. Memory 126.
then downloads the ID information 130 toi;the combiner 132. The output of the combirier 132 is
a combined ID sequence and command sequence signal 134 that is applied to 2 sequence
generator 136. The sequence generator 136 generates a series of sequence control signals that
control the LED 138,

Figure 6 is a flow diagram of the operations that are performed by the block diagram
illustrated in Figure 5. At step 140, the process is started. The ID from the ID input is read at:
step 142. Again, the ID can comprise, for example, 2 ﬁngerpriﬁt toput. At step 144, the ID imput
is transmitted to the controller 50. The controller 50 theﬁ corapares the ID input with stored
inputs and determines if the ID input 1s a valid input at step 146. If the ID input is not a valid ID,
i.e., it is not an ID that is stored by the coritfoller; the controller sends a default ID to memory.a 4

The default [D of any of the cmbod.i.ments of the present invention can comprise a
standard preﬁrogrammed default ID such as a default D that restricts all pro gramming except for
G rated programming, for example. Alterﬂatively, the default ID can be generated by the
controller 50 by or-ing all of the restrictions in each of the profiles. from the multiple u'sérs that
have stored profiles in the controller 50. | |

.. Retuming to step 146 of Figure 6, if it is determined that the ID is a valid ID, the
controller S0 sends the user ID to memory at step 150. At step 152, the memory stores either the
user ID or the default ID in the memory 126, At step 154, itis tlien. determined whether.a.
command input button has been pressed. Alternatively, the process determines whether any type
of command input has been provided through the command iuput 110 (Figure S). Ifno ‘
command signal is present, the process returmns to the beginning of step 154. If a command input
has been provided, it is then determined if tﬁe log-off function has been activated at step 156. ‘

Various different types of processes can be used to determine if the log-off function has
been activated at step 156 of Figure 6. For example, it may be determined whether a certain

amount of time (detlta t) has expired since a command input has been received by controller 50,
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or if an ID input has been received by controller 50. Further, the log-off function may bé
provided by pressing a log-off button. Also, the log-off function may be activated by - - -
determining whether the set-top box or TV has been turned off by the remote control device.
Further, the controller can check to see whether the ID input has ceased to provide'aﬁ input. For
example, the remote cari be configured to continuously read a fingerprint input, or read a .
fingerprint input and detect whether the finger has been removed from the reading device. As
soon as the finger or thumb is removed, the log-off function will be activated. Also, the various
buttons of the remote can be configured to have fingerprint readers that read the user’s '
fingerprint each time a button is pressed. -

Returning to step 156 of Figure 6, if it has been determined that the log-off function has
been activated, the memory is flushed, i.c. erased, at step 158 to remove any remaining IDs that
are stored in the memory. The process then returns to step 142, If it is determined at step 156

that the log-off function has not been activated, the command sequerice information and the ID

‘sequence information are combined at step 160 by the combiner 132 (Figure 5). The combined

ID sequence and command sequence are then sent lo the sequence generator 136 (Figure 5) at -
step 162.

Figure 7 is a schematic.diagram of another implementation of the present invention. As
shown in Figure 7, the head-end 202 provides the aggregate content video over cable 204 to the
customer (user) hardware 200 located at the user’s site. The video data that is provided to the
customer (user) hardware 200 is passed to a video blanking interval decoder 206 that strips off
the tags 208 anci markers 210 from the video stream and provides an unencoded video stream
212. The unencoded video stream 212 is then stored n 2 video storage device 214. The tags and
markers 210 are applied to a video segment database 216 that generates a video pointer table
218. As explained below, the video pointer table 218 identifies the address at which the
particular video segment is stored in the video storage 214. The tag information 208, is
compared in a filter comparator 218 with user preferences/profiles 224 that are generated by an
input device 222, The comparison data 220 is then sent back to the video éegment database 216
and stored in a video pointer table (not shown). The data from the video pointer table is then
sequentially read according to the pointer number, and the information is transferred via
connector 215 to the video storage 214. Video segments identified in the video pointer table as

being video that is OK to view are then read from the video storage device 214, The output of

10
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video storage device 214 consists of the video segments that have been authorized to be viewed
by the viewer. These video segments are applied to the TV 228 for viewing by the viewer.

Figure 8 is a more detailed block diagram illustrating the manner in which video
segments are selected in accordance with Figure 7. As illustrated in Figure 8 the user activates
an input device 222 that can comprise an input device such as a p’erséqaliied remote control, or
other device for generatiﬁg user preference/profile data 224. The userApreference/proﬁle data
224 is transferred 1o a user preference/profile database 230 that éompﬁses a portion of the
filter/comparator 218 (Figure 7). The user preference/profile data 224 isbthen applied to
comparator 232, which is compared with the tags 208 to generate comparison data 220 that
indicates whether the video segment is OK or not OK to view. This data is then sent to the video
segment database 216 where it is stored in the video pointer table (not shown). The video
pointer table is then read sequentially from the video segment database 216. Video segment
addresses 226 correspond to video that is OK to be viewed or sent to the video storage 214.
Video storage 214 sequentially reads the video segmeats at the indicated video segment |
addresses to generate a sequential series of selected video segments 234.

The present invention may also be implemented with’ Us Proi(isiohal Application Serial
Number 60/227,890 filed August 24, 2000 entitled "‘iS.eleét Video” by Tan Zenoni, Tom Lemons,
Steve Markel, and Steve Peliotis, which is specifically incorporated by reference for all that it
discloses and tcaches: This application discloses the manner in which tags can be attached 1o
different video segments that are separated By markers. These tags can then be used by the set-
top box in the same fashion as the service déscriptors described in this application so that only
particular video segments are selected or omitted from viewing, rather than entire programs

Figure 9 is a flow diagram of typical functions that may be performed by a set-top box.
At step 170, the sel-top box receives_fhe cc—)mbined D sequence and command sequence. It is
then determined by the set-top box at step 172 if the ID that is received is the same TD as the last
ID that has been received. If it is the same, this process proceeds to step 184. I[it is not-the
same ID, a new user defined preference table is interfaced with the corresponding new user
profile, and is accessed by the set-top box at step 174. The offered service descriptors are then
accessed by the set-top box at step 176. The offered service descriptors may comprise rating
information, tags, channel information, and other information that may relate to user p;eﬁ:rénces

thar describe the content of the services that are being offered. The user-defined preferences are

11



10

15

20

25

30

WO 02/17627 PCT/US01/26801

then compared with the offered service descriptors at step 178. At step 180, a table is generated
of the valid services and restricted services. In combination with this valid and restricted
services table 180, a table of enhancements 182 is also generated to supplement viewing with
enhanced or interactive content. The set—fop box then uses the table of valid services and
restricted services to display programs, the program guide, video segments, and other offered
services that are available for that user in response to the command sequences for that D 184.
At step 186 iSelect video capabilities monitor the display information and react to key words,
images, and sounds to filter or supplement content for the particular user.

In accordance with one embodiment of the present invention, the remote control unit may
have the ability to interact with the user to identify the user of the device. This may be
accomplished through pattern recognition techniques such as a key code input, a fingerprint
reader, a retinal scanner, 2 voice recognition system or any other way that has the ability to
establish and communicate the identity of its user to the STB.

Figure 10 is a schematic block diagram illustrating an example of a typical user
preference/profile database as might be used in the present invention. As illustrated in-Figure 10,
the ID of the current user is input 250 and recognized by a microprocessor 252 located within the
STB. The recognition of the user, initiates the assignment of a user data file 254-262 and
information corresponding to that user being loaded and labeled as the current user. The user
preference data 264 may be information that is input by the user or user authority, and may
describe information specific to the individual user. This preference data may include, but is not
restricted to the following: primary data 266, restriction data 268, iSelect criteria 270,
enhancements 272, or a variety of additional information that could be used to establish a
complete summary of the individual user.

Figure 11 is a continnation of Figure 10 where a schemnatic block diagram illustrating an
example of a typical user preference/profile database as might be used in the present invention.
As illustrated in Figure 11, the database may also contain user profile data 274 which may
comprise information that is empirically derived by the systemn. This profile data may be derived
from the usage patterns of an individual and may include, but is not restricted to the following:

content data 276, viewing data 278, usage data 280, response data 282, or a variety of additional

‘information that could be used to establish a complete profile of the viewing habits of the

individual user.

12



10

IS

20

25

30

WO 02/17627 PCT/US01/26801

In accordance with one embodiment of the present invention, the enhancements to the
video signal may be Interactive TV banners with the ability of the user to access enhanced
content in areas that might be of interest. In accordance with one embodiment of the present
invention, the restrictions to the video signal may be in the form of iSelect Video. In .thc iSelect
video format, tags are embedded in the video streams that indicate the content of each video
stream. The video stream may be prctagg'cd ot the tags can be created in real time By }/ideo
recognition techniques utilizing key word§ (i.e., cursing, sweaning, sexual language), key images
(i.e., violence, sexual content, flesh tones, .anatomical secagnition.or key-sounds-(i.e- sevsams,
gunfire, explosions). The tags are compared with the video preference information of the
viewer, and a different channel or alternate video segments or a can be inserted and replace video
segments that have been excluded. More specifically, the iSelect video may comprise a system
for selecting and excluding video segments in a video stream to be viewed by a viewer
comprising: an encoder that encodes the video stream with tags and markers to generate an
encoded video stream; a set-top box that receives the encoded video stream and separates the
tags and the markers from the encoded video stream to generate an un-encoded video stream; a
video database, coupled to the set-top box, that stores the un-encoded video stream and generates
a selected video stream; a comparator, coupled to the set-top box, that receives the tags and the
markers and viewer preferences/profiles and compares the tags with the viewer
preferences/profiles to generate pointers, that point to locations of video segments in the video

database, and that select and exclude the video segments from the video database to generate the

‘'selected video stream.

The STB may accumulate and process this data upon which to base decisions used to
restrict or enhance the displayed content for an individual. For example, a nine-year-old
Midwestern male, who likes soccer and comic books and watches four hours of unmonitored TV
per day, may have the following experience:

The individual picks up the personalized remote unit and the right thumb presses the
power button. This powers up the remote, the TV, the STB with Internet connection, and
initiates a thumb priat scan on the user. This ID input 250 is recognized by a microprocessor
within the STB 252 as “User 17 254 and the database preferences 264 and profile 274
corresponding to subject “Billy” are accessed. The database information is utilized to produce

the appropriate display content. The previous viewing history of the current user and the
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corresponding time of day tell the STB to automatically set the TV channel to Cartoon Network.
All adult content and pay-per-view channels are locked out. The individual has a maximum of 2
hours watching time before all content is focked out. Suggested programs that might be of
interest to the user are subtly displayed in 2 comer of the screen for easy access. Interactive
banners may appear from time to time to entice the user to access enhanced coutent in areas that
might be of interest. Violent or. inappropriate content on.the Cartoon Network is monitored with
the use if iSelect Video and when encountered, the channel automatieally changes i.e.. to The
Disney Channel. At the end of the programmed 2-hour period, the personalized remote, the TV
and the STB are automatically powered down and locked out for that user for the rest of the day.

The present invention therefore provides a manner in which a multiple user remote
control device or devices can enable a set-top box. The present invention provides an easier and
more secure manner of logging onto a set-top box and either restric-ting or selecting program
content based upon user IDs that are sent to the set-top box with command signals. User IDs can
be manually inserted or automatically inserted into the remote to control the functionality of the
remote. Further, separate remote control devices can be provided for individual users to-
accomplish the same results.

The foregoing description of the invention has been presénted for purposes of illustration
and description. It is not intended to be exhaustive or to limit the invention to the precise form
disclosed, and other modifications and variations may be possible in light of the above teachings.
The embodiment was chosen and described in order to best explain the principles of the
invention and its practical application to thereby enable others skilled in the art to best utilize the
invention in various embodiments and various modifications as are suited to the particular use
contemnplated. It is intended that the appended claims be construed 1o include other alternative

embodiments of the invention except insofar as limited by the prior art.
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Claims

‘What is claimed is:

1. A method of controlling displayed video and data content utilizing a remote control
device that interacts with a set-top box, the method comprising:

recognizing said current user with an interface in said personal remote control unit,

establishing an identification of said current user based upon the recognition data
supplied to said remote,

communicating said identification of said current user to said set-top box,

assigning preference and profile data corresponding to said current user to a current
user database within said set-top box,

controlling output of said set-top box by controlling video content based on said

preference and profile data within said current user database.

2. The method of claim 1 wherein the method is to provide selective programming based
upon the identity of the current user of said personal remote control, and wherein in said step

of controlling, the output is video output.

3. The method of claim 1 wherein the method is to provide enhanced content based upon
the identity of the current user of said personal remote control , and wherein in said

controlling step the output is interactive output.

4. A method of claim 1, 2 or 3 wherein the step of controlling the output of said set-top
box

is by controlling said video content based on comparing said tags placed in said video stream

that indicate content of said video stream to said preference and profile data within said

current user database.

5. The method of claim 2 wherein said controlling step also comprises comparing tags

15
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that are placed in the video stream that indicate content of said video stream to said

preference and profile data.

6. The method of claim 3 wherein in said controlling step, controlling is also handled by
comparing said tags placed in said video stream that indicate content of said video stream to

said preference and profile data.

7. A method of claim 1, 2, 3, 5 or 6 wherein the recognition of said current user of said

remote control device is based on a physical attribute of said current user.

8. A method of claim 1, 2, 3, 5 or 6 wherein the recognition of said current user of said

remote control device is based on an intellectual attribute of said current user.

9. A method of claim 1, 2, 3, 5 or 6 wherein said profile data is empirically derived from

the usage patterns of said remote control device by said current user.

10. A method of claim 1, 2, 3, 5 or 6 wherein said video content is pretagged to indicate

content of the video stream prior to being input into said set-top box.

11. A method of claim 1, 2, 3, 5 or 6 wherein said tags are created in real time by video

recognition techniques utilizing key words.

12. A method of claim 1, 2, 3, 5 or 6 wherein said tags are created in real time by video

recognition techniques utilizing key images.

13. A method of claim 1, 2, 3, 5 or 6 wherein said tags are created in real time by video
recognition techniques utilizing key sounds.

14. A system for controlling displayed video and data content utilizing a personalized
remote control device that interacts with a set-top box comprising,

an ID input device within said remote to determine the identity of said current user,

16
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a communication link between said personalized remote control and said set-top box
for transmission of said identification of said current user to said set-top box;

said set-top box that aésigns preference and profile data corresponding to said current
user to a current user database within said set-top box, and that controls the output by

controlling video content.

15.  The system of claim 14 wherein the system provides selective programming based
upon the identity of the current user of said personal remote control, said set-top box
controlling the video output by controlling video content based on said preference and profile

data within said current user database.

16.  The system of claim 14 wherein the system provides enhanced content based lipon
the identity of the current user of said personal remote control, the set-top box also assigning
preference and profile data corresponding to said current user to a current user database
within said set-top box and controls interactive output by controlling said video content

based on said preference and profile data within said current user database. -

17.  The system of claim 15 wherein said set-top box further controls said video output by
controlling said video content based on comparing tags placed in the video stream that indicate
content of said video stream to said preference and profile data within said current user

database.

18.  The system of claim 14 wherein the system provides enhanced content based upon
the identity of the current user of said personal remote control, said set-top box assigning
preference and profile data corresponding to said current user to a current user database
within said set-top box, and controlling interactive output by controlling video content based
on said preference and profile data within said current user database, and controlling
interactive output by controlling said video content based on comparing said tags placed in
said video stream that indicate content of said video stream to said preference and profile data

within said current user database.

17
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19. A system of claim 14, 15, 16, 17 or 18 wherein the of control of the interactive output
of said set-top box by controlling said video content is based on comparing said tags placed in
said video stream that indicate content of said video stream to said preference and profile data

within said current user database.

20. A system of claim 14, 15, 16, 17 or 18 wherein the ID input of said current user of

said remote control device is based on a physical attribute of said current user.

21. A system of claim 14, 15, 16, 17 or 18 wherein said ID input of said current user of

said remote control device is based on an intellectual attribute of said current user.

22. A system of claim 14, 15, 16, 17 or 18 wherein said profile data is empirically derived

from the usage patterns of said remote control device by said current user.

23. A system of claim 14, 15, 16, 17 or 18 wherein said video content is pretagged to

indicate content of the video stream.

24. A system of claim 14, 15, 16, 17 or 18 wherein said tags are created in real time by

video recognition techniques utilizing key words.

25. A system of claim 14, 15, 16, 17 or 18 wherein said tags are created in real time by

video recognition techniques utilizing key images.

26. A system of claim 14, 15, 16, 17 or 18 wherein said tags are created in real time by

video recognition techniques utilizing key sounds.

18
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