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TITLE: Accelerometer Based Removal and Inversion Tamper Detection

and Tap Switch Feature

FIELD OF THE INVENTION

[0001] The present subject matter relates to acceleration detection and

measurement in electric meters. More specifically, the present technology relates
to the use of an accelerometer to implement meter tamper detection as well as to
provide tap responsive functionality to implement meter display control and other

functions.

BACKGROUND OF THE INVENTION
[0002] Tamper detection in Automatic Meter Reading /Advanced Metering

infrastructure (AMR/AMI) electric meters has previously often consisted of a
mechanical sensor that changes state when tilted more than a predetermined
number of degrees. Such “tilt” sensors were used in conjunction with power-down
and power-up of the electric meter as an indicator whether the product “may” have
been tampered with. Two indicators are currently provided in Itron’s OpenWay
CENTRON AMI meter, namely, removal and inversion.

[0003} Likewise, invocation (i.e., selection) of alternate display sequences in
electronic meters has previously been achieved through the use of mechanical
switches and later by magnetic switches. Both of such devices have a cost
associated with them and have functional limitations. Mechanical switches bear
additional product cost and use up portions of limited real estate on the face of the
product. A magnetic switch approach is quite effective but requires utility field
personnel to carry a magnet to the field to invoke the display sequence‘of interest
which also bears additional product cost as well as inconvenience.

[0004] It is desirable that meters in the field support reliable detection of
inversion and removal tampers. Some previous configurations used an opiical roll
ball switch to detect tampers. Although such a switch works in most cases, it does
possess several limitations. First, it requires that the socket be installed as
vertically as possible and cannot tilt more than a predetermined amount. In
exemplary installation the meter should not tilt more than twenty degrees. Second,

the detection is very sensitive to the angle in which the socket tilts. Third, due to
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the swiich’s limited angle range, a removal tamper in which the tilting angle is less
than a predetermined amount (for example, twenty degrees in an exemplary
configuration) would not be detected.

[0005] Khown patents related to the present field of inquiry include US Patent
No. 7,495,555 to Seal et al., directed to “Magnetic Field Sensing For Tamper
|[dentification,” US Patent No.7,453,373 to Cumeralto et al., directed to an
“Integrated Meter Module And Utility Metering System,” US Patent No. 6,852,935
to Higgins et al., directed to a “Tilt Switch,” and US Patent No.5,210,774 to
Capriotti et al., directed to a “Sensor For Count And Tamper Detection.” Each of
such patents is owned by the owner of the present subject matter and is fully
incorporated herein for all purposes.

[0006] While various implementations of tamper detection systems have been
developed, and while various combinations of tap responsive devices have been
developed, no design has emerged that generally encompasses all of the desired

characteristics as hereafter presented in accordance with the subject technology.

SUMMARY OF THE INVENTION

[0007] In view of the recognized features encountered in the prior art and

addressed by the present subject matter, improved apparatus and methodologies
have been provided to enable improved tap and tamper functionality in an electric
meter.

[0008] In accordance with certain embodiments for the present subject matter,
a method has been provided to enable tamper and tap detection in an electric
meter, comprising, providing an electric meter including at least a register,
associating a three-axes accelerometer with the register, the accelerometer being
capable of providing signals representative of acceleration in X, Y, and Z planes
relative to a front view of the electric meter, monitoring for acceleration in the X
plane to detect inversion tamper, monitoring for change in acceleration in the Y
plane to detect tap, and monitoring for change in acceleration in the X and Z
planes to detect removal tamper. In pariicular embodiments, the method further
comprises establishing steady state acceleration values for each of the X, Y, and Z
planes, and comparing current X, Y, and Z plane acceleration values to their

respective steady state acceleration values.
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[0009] In more particular embodiments the method establishes steady state
acceleration values by sampling and saving a predetermined number of
acceleration values for each of the X, Y, and Z planes, discarding the saved values
if the predetermined number of acceleration values for each of the individual
planes are not within predetermined values of each other and repeating the
sampling step, averaging the samples for each of the X, Y, and Z planes
individually, and setting the averages for each of the X, Y, and Z planes as the
steady state values. In certain embodiments the steady state values are
established upon power up of the electric meter and periodically thereafter.

[0010] In further embodiments of the present subject matter the method further
comprises reading signals from the accelerometer representative of the X and Z
planes, determining whether the signals exceed a predetermined threshold,
determining whether the electric meter is powered down, and generating a removal
tamper alarm.

[0011] In further particular embodiments, the method determines the
occurrence of a meter tap by providing an electric meter including at least a
register, associating an accelerometer with the register, where the accelerometer
is capable of providing signals representative of acceleration in the Y plane relative
to a front view of the electric meter, reading signals representative of acceleration
in the Y plan from the accelerometer, averaging the signals representative of
acceleration in the Y plane for a predetermined time period, comparing the
average to a predetermined threshold value, identifying occurrence of a potential
tap if the average exceeds the predetermined threshold, and identifying
occurrence of a tap if the average drops below the predetermined threshold value
within a predetermined time.

[0012] In certain particular embodiments of the present subject matter, the
method further comprises associating a display with the electric meter, starting a
first timer upon identification of a first tap, monitoring signals representative of
acceleration in the Y plane to determine the occurrence of another tap, and
activating a countdown display timer upon timing out of the first timer if a second
tap is not detected prior to the first timer timing out. In further particular
embodiments the method also comprises starting a second timer concurrently with

activation of the countdown display timer, identifying a potential double-tap if a tap
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is determined to have occurred after the second timer times out and before the
countdown display timer times out and identifying occurrence of a double-tap if no
further tap is determined to have occurred within a predetermined time period
following identification of the potential double-tap. In even more particular
embodiments the method further comprises starting a third timer concurrently with
identifying occurrence of a double-tap, identifying a potential triple-tap if a tap is
determined to have occurred after the third timer times out and before the
countdown display timer times out, and identifying occurrence of a triple-tap if no
further tap is determined to have occurred within a predetermined time period
following identification of the potential triple-tap.

[0013] In some embodiments of the present subject matter, the method
includes sampling and saving a predetermined number of acceleration values for
the Y plane, discarding the saved values if the predetermined number of
acceleration values is nof within predetermined values of each other and repeating
the sampling step, averaging the samples for the Y plane, and setting the average
as the predetermined threshold value. In some particular embodiments, the
method also includes setting the average as the predetermined threshold value
upon power up of the electric meter, and periodically re-sampling, discarding,
averaging, and re-setting the predetermined threshold value.

[0014] In accordance with other embodiments of the present subject matter, an
electric meter is provided comprising a housing, a register, a display, and a three-
axes accelerometer, wherein the accelerometer is associated with the register,
mounted in the housing, and configured to providing signals representative of
acceleration in X, Y, and Z planes relative to a front view of the electric meter, and
wherein the register is configured to monitor for acceleration in the X plane to
detect inversion tamper, monitor for change in acceleration in the Y plane to detect
tap, and monitor for change in acceleration in the X and Z planes to detect
removal tamper. In accordance with certain embodiments the register is configured
to establish steady state acceleration values for each of the X, Y, and Z planes and
to compare current X, Y, and Z plane acceleration values to their respective steady
state acceleration values.

[0015] In accordance with cerfain particular embodiments of the present subject

matter, the register is configured to activate a display function upon detection of a
4
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valid double-tap on the meter housing while in more particular embodiments the
register is configured to activate an alternate display function upon detection of a
valid triple-tap on the meter housing.

[0016] Additional objects and advantages of the present subject matter are set
forth in, or will be apparent to, those of ordinary skill in the art from the detailed
description herein. Also, it should be further appreciated that modifications and
variations to the specifically illustrated, referred and discussed features and
elements hereof may be practiced in various embodiments and uses of the
invention without departing from the spirit and scope of the subject matter.
Variations may include, but are not limited to, substitution of equivalent means,
features, or steps for those illustrated, referenced, or discussed, and the functional,
operational, or positional reversal of various parts, features, steps, or the like.
[0017] Stilt further, it is to be understood that different embodiments, as well as
different presently preferred embodiments, of the present subject matter may
include various combinations or configurations of presently disclosed features,
steps, or elements, or their equivalents (including combinations of features, parts,
or steps or configurations thereof not expressly shown in the figures or stated in
the detailed description of such figures). Additional embodiments of the present
subject matter, not necessarily expressed in the summarized section, may include
and incorporate various combinations of aspects of features, components, or steps
referenced in the summarized objects above, and/or other features, components,
or steps as otherwise discussed in this application. Those of ordinary skill in the
art will better appreciate the features and aspects of such embodiments, and

others, upon review of the remainder of the specification.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] A full and enabling disclosure of the present invention, including the best

mode thereof, directed to one of ordinary skill in the art, is set forth in the
specification, which makes reference to the appended figures, in which:

[0019] Figure 1 schematically illustrates an electric meter incorporating aspects
of the present technology;

[0020] Figure 2 is a flow chart illustrating steps to insure proper initial value
settings for tamper and tap values;
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[0021] Figure 3 is a flow chart illustrating steps to detect electric meter
tampering in accordance with present technology;

[0022] Figure 4 is a flow chart illustrating steps to detect tapping on an electric
meter to implement control features in accordance with present technology;

[0023] Figure 5 is a flow chart illustrating an interactive method to provide a
user with a set of instructions to better effect tapping control of an electric meter;,
and

[0024] Figure 6 is a flow chart of a tap delay testing routine used in conjunction
with the flow chart of Figure 5.

[0025] Repeat use of reference characters throughout the present specification
and appended drawings is intended to represent same or analogous features or

elements of the invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0026] As discussed in the Summary of the Invention section, the present

subject matter is particularly concerned with the use of accelerometer to provide
improved removal and inversion tamper detection as well as to implement tap
switch feature functionality in electric meters.

[0027] Selected combinations of aspects of the disclosed technology
correspond to a plurality of different embodiments of the present invention. [t
should be noted that each of the exemplary embodiments presented and
discussed herein should not insinuate limitations of the present subject matter.
Features or steps illustrated or described as part of one embodiment may be used
in combination with aspects of another embodiment to yield yet further
embodiments. Additionally, certain features may be interchanged with similar
devices or features not expressly mentioned which perform the same or similar
function.

[0028] Reference will now be made in detail to the presently preferred
embodiments of the subject accelerometer implemented tamper detection and tap
switch meter functionalities. Referring now to the drawings, Figure 1 schematically
illustrates an electric meter 100 incorporating aspects of the present technology.
[0029] in accordance with present technology, a linear accelerometer sensor

may be incorporated in the register of electric meter 100. In an exemplary
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configuration, this device may correspond to a micro-electronic mechanical sensor
(MEMS) capable of detecting motion in three planes. Through the use of such
three plane indicators X, Y, Z, the meter firmware is able to detect removal and
inversion with equal or better accuracy than the mechanical sensors previously
employed for acceleration detection. In addition, new tamper features are possible
that will add functional capabilities and value to Meter Data Management (MDM)
applications for tamper detection and reporting.

[0030] In addition, another important aspect o the present technology is the
ability to invoke alternate display sequences without the addition of any
mechanical hardware or cost to the product. In accordance with present
technology it is possible to detect a reasonably light “tap” on the side 110 along the
Y plane of electric meter 100 using a MEMS device and associated firmware
algorithms. Through the use of single tap detection as well as multiple taps within
a time period, multipie features can be controlled.

[0031] Accelerations along three axes, X, Y and Z shown in Fig.1, may be
measured by a low-cost accelerometer. In an exemplary configuration, the
accelerometer may be an LIS331DL, from ST Microelectronics configured to
measure accelerations in the X, Y, and Z axes using a data rate of 100Hz and a
steady-state value along each axis between -55 and +55 where the maximum
steady-state value of +55 occurs when the axis vertically points up and the
minimum steady-state value -55 occurs when the axis vertically points down. In
operation, the meter register may be configured o request acceleration data from
the accelerometer via the accelerometer’s digital interface with a 400 KHz clock
rate. Calibration data may be stored inside the accelerometer in a nonvolatile
memory so that the accelerometer calibrates itself by restoring the calibration data
each time the meter is powered on.

[0032] In normal operation, the highest priority task in the electric meter register
is configured to wait for signaled semaphores, i.e., control flags, which include an
accelerometer semaphore. An interrupt timer may be configured to fire every
twenty milliseconds to signal the accelerometer semaphore. When a task detects
the signaled accelerometer semaphore, it requests data from the accelerometer
and checks the absolute acceleration changes on three axes for the removal

tamper and tap detections. In an exemplary configuration, the accelerometer data
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output may be re-enabled every minute fo avoid false data readings. In addition,
the accelerometer may be re-calibrated every thirty seconds to ensure that the
accelerometer works properly.

[0033] In accordance with present technology, inversion tamper detection is
simplified through the use of a MEMS accelerometer device. For example, in the
X-Axis, if the sign ispositive, the unit is inverted so that the combination of a
positive reading and power-up can then be interpreted as an inversion tamper. If
the meter is inversely installed, the X axis should point down to the earth and the
steady-state acceleration value along the X axis should be non-negative.
Therefore, inversion tamper detection should be implemented by comparing the
acceleration value along the X axis against a configured threshold set to a small
positive value.

[0034] To avoid the possibility that the meter is disturbed upon power up, which
could result in incorrect acceleration values for inversion tamper detection, the
acceleration values should be sampled with certain requirements as illustrated in
flow chart 200 of Figure 2. For example, when the meter is powered up at step
202, the electric meter register reads the acceleration values from accelerometer
204 along the three axes every twenty milliseconds as determined by timer 206
and puts these values in individual X, Y, Z data buffers 210. When all three
acceleration buffers are filled up with, for example, ten samples, the register
verifies that each acceleration value in each buffer is close to the values of its
neighbors at step 212. If any one of them is not, all buffer data are discarded and
a new set of samples for each buffer is read. This process repeats until the data in
each buffer are close to one another, i.e., the accelerometer has reached steady
state. This method ensures that the accelerometer acquires reliable initial
acceleration values that are important to removal tamper and tap detections.
[0035] Atfter the data buffers are successfully filled, the average value on each
axis is calculated (step 214) and the average value on the X axis is compared to
the inversion tamper threshold (step 2186). If the average value is greater than or
equal to the threshold, an inversion tamper is considered to have been detected
and an inversion tamper event may then be recorded and a corresponding alarm
218 sent to, for example, an AMR data Collect Engine, or other appropriate

location(s). After that, the average value along each axis is used to set as its initial
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acceleration value (step 220), which will be used for the detections of removal
tamper and tap.

[0036] It is an unfortunate fact that sometimes people out of desperation will
resort to tampering with wiring in an effort to steal power. In order to tamper with
the wiring of an installation, the whole meter cabinet may be manipulated. In doing
so, it is inevitable that the meter orientation will change in at least one plane. In
such case, the reference reading will change, but an associated power-outage
may not be detected. Although not necessarily an alarm condition, such
information could be useful to collect over time. In certain instances selected
meter types may be given the capability to periodically send reference readings, as
well as the most recent maximum deviation from the reference reading, to the data
collection system. Such information may be reviewed periodically, for example
daily, to determine potential tampering. From day to day, such two readings
should remain constant, but, if not, and combined with alarm capabilities of the
AMI system, the utility might be able to interdict a tampering individual during the
act.

10037] With previously used mechanical sensor systems, meter firmware was
typically limited to detection of a state change of the mechanical sensor.
Essentially, mechanical sensors correspond to a switch that changes state when
tilted beyond a pre-determined angle as dictated by the mechanical design of the
sensor. Typically such mechanical sensors were designed to provide such state
change if the product was tilted greater than, for example, 20 degrees from
vertical. One issue, in practice, is that electric meters are not always mounted
exactly vertical. In fact, they can often be mounted very close o or greater than
the 20 degree position. This can lead to false tampers that result in wasted time
and effort to visit a meter that is simply mounted at an angle. If there are too many
false tampers in an AMR/AMI deployment, the feature becomes useless and/or
counterproductive due to the overwhelming number of false alarms.

[0038] Detection of a removal tamper and of a tap are similar because both are
based on acceleration changes. However, it is important that a removal tamper
should not be detected when the meter is simply tapped. If is also preferred not to
detect a tap during a removal tamper. Therefore, from a design point of view, it is

very important to distinguish such two events/functions.
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[0039] It has been observed that an electric meter has two degrees of freedom
when installed in a matching socket; one is a movement along the Z axis and the
other is the rotation around the Y axis. When the meter is pulled out of the socket,
most frictions between the socket and meter legs are introduced into the X and Z
directions. Thus, most acceleration changes along both X and Z axes are typically
much larger than most acceleration changes along the Y axis. Based on such
observation, the electric meter per present subject matter preferably is configured
to monitor acceleration changes along the X and Z axes for the removai tamper
detection.

[0040] Meanwhile, to distinguish the tapping operation from the removal
tamper, the tap operation should be performed along the Y axis such that most
acceleration changes along the Y axis is much larger than most acceleration
changes along the X and Z axes when the meter is tapped. Therefore, per present
subject matter, the meter is preferably configured to check the acceleration change
along the Y axis for tap detection.

[0041] The MEMS accelerometer sensor provides a digital reading of the force
being applied in three axes. When at equilibrium, as an electric meter should be in
normal use, the digital reading will be unchanging. Tamper detection is achieved
in accordance with present technology as illustrated in the exemplary embodiment
of present flow chart 300 of Figure 3. At step 302, the electric meter takes
reference readings of all three axes when the product is installed and the readings
are unchanging. Such step corresponds generally to step 220 fllustrated in Figure
2. The electric meter stores such readings (step 304) in an on board memory and
continues to monitor the sensor {step 306) for a change from the stored references
(step 308). Should the “delta” of the reference and the current readings change by
greater than or equal to a pre-determined amount {siep 310), a potential removal
condition 312 is detected. In an exemplary configuration, the assumed amount
may correspond to the equivalent of 20° as previously used with mechanical type
swiiches, or some other amount of tilt may be used. When combined with power-
down 314, such condition can be interpreted as a removal tamper 316. By using
the delta calculation, electric meters incorporating the present technology are
advantageously able to achieve a higher tolerance for off-level installations and a

more consistent sensitivity to a removal tamper condition.
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[0042] There may exist sporadically large acceleration changes along the Y
axis during tampering. On the other hand, there may exist sporadically large
acceleration changes along the X and Z axes during the tapping. Thus, per
present subject matter, instantaneous acceleration changes generally are not
suitable (or not preferred) for detection purposes. To better distinguish between a
removal tamper and a tap, a moving average filter may be used to calculate the
average acceleration change that are used for detections. The average
acceleration change for the removal detection may be computed according to

Equation (1):

2Ny (1)

W=t g,
—_Tulo (I

where AXis the acceleration change along the X axis with respect to its initial
value, AZ is the acceleration change along the Z axis with respect to its initial
value, and AX Zis the average value of the most recent Ny number of absolute
acceleration changes along X and Z axes. In an exemplary configuration, the
sampling number Ny is set o ten because most of the largest acceleration
changes along the X and Z axes normally occur within 200 milliseconds during a
tampering event.

[0043] The average acceleration change for the tap detection is calculated

according to Equation (2) as:

My=1) wrp
Em: 134 INE—M

Nz (2)

iy

AY =

where AY is the acceleration change along the Y axis with respect to its initial
value, AY is the average value of the most recent N2 number of absolute
acceleration changes along the Y axis. Ih an exemplary configuration, the
sampling number N; is set to five because most of the largest acceleration

changes along the Y axis normally occur within 100 milliseconds of each tap.
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[0044] A moving average filter makes the detections more tolerant of
sporadically large acceleration changes. For example, if there is no vibration
during the tampering, the average acceleration changeﬂ during the removal
tamper is typically smaller than the average acceleration change AXZ. If the meter
is tapped properly, the average acceleration change AXZ is always smaller than
the average acceleration change AY . Thus, the average acceleration changes
are very suitable for the removal tamper and tap detections.

[0045] The acceleration values along three axes are polled every twenty
milliseconds and the moving average filter calculates the average acceleration
change AXZ after each poll. If the average value is greater than or equal to the
removal tamper threshold, a flag is set to indicate that a potential removal tamper
has been detected. Next the meter checks for power down for a period of time. In
an exemplary configuration, such may be for ten seconds. If power down does not
occur within the predetermined period, the meter disregards such tamper and
continues to the next detection. If the power goes away within the predetermined
period, the meter reports a removal tamper and increments a removal tamper
counter. A removal tamper event is then recorded and a corresponding alarm is
sent to the AMR Collect Engine.

[0046] In accordance with present technology and as illustrated in Figure 4, tap
detection is implemented in accordance with flow chart 400 by monitoring the
average acceleration change along the Y axis. In a manner similar to that
illustrated and discussed with reference to Figure 3 herein above, tap reference
readings are taken (step 402) and stored (step 404) wherein the tap reference
generally corresponds, as did with reference to step 302 of Figure 3, to the initial
values of step 220 in Figure 2. In an exemplary configuration, the accelerometer is
read (step 406) and an average is computed (step 408) at predetermined intervals
using a moving average filter. In an exemplary configuration, the predetermined
intervals may correspond to every twenty milliseconds. The average value is next
compared (step 410) with a predetermined tap threshold, and a potential tap is
detected (step 412). If the average acceleration change along the Y axis exceeds
the tap threshold and falls below the threshold within a second predetermined time

period (step 414), a tap (step 416) is recognized as having occurred. In an
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exemplary configuration, the second predetermined time period may be 400
milliseconds.

[0047] In accordance with present technology, alternate display sequences as
well as the more traditional display options and toolbox features can be
implemented and controlled by use of tap sequences, for example, “tap-tap” or
“tap-tap-tap” on the face of the meter. Such tapping sequences, of course, have
the clear advantage over prior implementations in that no additional switches or
magnets are required to control such features.

[0048] In accordance with present technology, different tap sequences may be
employed to activate different function in various electric meter implementations or
in the same electric meter. For example, certain electric meters may support both
double-tap and triple-tap implementations wherein the double-tap may be used to
invoke an alternate display sequence while the triple-tap may be used to invoke a
diagnostic display sequence for advanced polyphase meters. To avoid false tap
detections due to noises or incorrect tappings, timing constraints may be
introduced into the detections of double and triple-taps. For example, a double-
tap may be detected only if the second tap does not occur within two seconds but
occurs within eight seconds after the first tap. Similarly, a triple-tap may be
detected only if the third tap does not occur within two seconds but eight seconds
after the second tap.

[0049] it should be evident that different users may tap an electric meter
implementing the present technology with different subtleties. For example, if
someone taps the meter too gently, the tap may not be detected. On the other
hand, if someone taps the meter too harshly, a removal tamper may be detected.
With this in mind, and as illustrated in Figure 5, an interactive method has been
implemented to provide the user with a friendly set of instructions so that they can
better understand and control the tapping process.

[0050] As illustrated in Figure 5, after the electric meter detects a single tap
(step 502) using the method illustrated in Figure 4, the user is instructed to wait
(step 504) until the electric meter display shows a “rdy” message (step 508), which
means that the meter is ready for the user to apply a second tap. In an exemplary
configuration the initial waiting period may be set to about two seconds which is

enforced by way of a tap delay test as illustrated in Figure 6.
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[0051) With brief reference to Figure 6, it will be seen that a flow chart has been
illustrated of a tap delay test 600. The same test may be called within the flow
chart illustrated in Figure 5 a number of times or may be separately provided for
within the operating software or firmware as a particular implementation may
employ. In general, however, tap delay test 600 is conducted when in step 602
monitoring is conducted to determine whether a tap has occurred. If no tap is
detected a determination is made in step 604 as to whether a time period has
expired. In an exemplary configuration, such time period may be set to two
seconds. If atap is detected in step 602, processing stops (step 608) and the
meter cancels both taps and performs nothing since such would indicate that a tap
occurred within the time, possibly two seconds, when the user was supposed to be
waiting but did not, Such feature helps to prevent unauthorized individuals from
gaining access to the meter display or controls if they are not familiar with the
operational requirements including an initial delay before a second tap is permitted
while no other indication or response is provided by the meter.

[0052] After the time delay has completed, and assuming no further tap is
detected, the routine returns (step 606) to the next step in the flow chart of Figure
5. In such instance, the electric meter display shows a “rdy” message (step 506),
which means that the meter is ready for the user to apply a second tap (step 510).
A timer (step 512) associated with the display may then be configured to display a
count down (step 508) to inform the user how much time is left before the next tap
must be entered to have the meter recognize a potential double tap (step 514). In
an exemplary configuration, such may correspond to a countdown from six to zero
to indicate that the user is required to tap the meter again within six seconds to
have a double tap detected by the meter.

[0053] On certain electric meters, a double-tap may be used to invoke an
alternate display sequence. The alternate display sequence can be programmed
with any display quantities the utility desires for diagnostic purposes. For example,
for troubleshooting purposes, the alternate display sequence can be much longer
and have many more informational displays than the normal display sequence.
[0054] As desctribed above, if the user taps the meter within a predetermined
time (for example, six seconds) after a first predetermined waiting period (, for

example, two seconds), a double tap is considered to have occurred. Per present
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subject matter, the meter preferably may then re-enter the tap delay test (step
504"). If the user taps (step 516) the meter during another predetermined time
period (for example, two seconds after the second tap), the meter cancels all
previous taps and performs nothing. If the user does not tap the meter during the
“rdy” display period (step 518), a double-tap 520 is confirmed, and the meter starts
showing an alternate display sequence.

[0055] If the user taps the meter again during the “rdy” period, a third tap 522 is
considered to have occurred. If no further valid tap (steps 504" and 524) is
detected during the “rdy” period (step 526}, a triple-tap 528 is confirmed to have
occurred and for certain meters (for example, an advanced polyphase meter), the
meter invokes a diagnostic display sequence. Otherwise, if another fap is detected
after the third tap, the meter is configured to cancel all taps and performs nothing.
[0056] Although toolbox and site-scan diagnostic quantities can be
programmed into the alternate display sequence, it is desirable to have a
dedicated set of displays for the user of such quantities. A triple-tap may be used
to invoke the diagnostic display sequence in advanced polyphase installations.
When the triple-tap is detected, the same diagnostic display sequence that has
been previously available in prior electric meters may be displayed.

[0057] It is possible to disable all tap features through {he meter configuration
so that diagnostic displays and possible alternate display sequences can be turned
on/off through configuration settings. In exemplary configurations, default settings
may be diagnostics-enabled and manual disblay timeout set to 60 seconds.

[0058] For all display modes, the meter may be configured such that a
subsequent single-tap on the front of the meter will put the display in a manual
scroll mode where it will remain until the end of the display sequence or a timeout,
whichever comes first. The length of time for timeout may be programmable in
seconds (for example, ranging from 1 to 65535), with a setting of zero configured
to disable the manual scroll feature and the timeout.

[0059] In accordance with present technology, the sensitivity of the tap
detection can be controlled through firmware. [t is desirable to set the sensitivity
such that false taps are not detected and also such that unnecessary force is not
needed to invoke the desired feature. The sensitivity of the tap feature may be

programmable to allow for adjustments while installed.
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[0060] The monitoring of tamper and tap activities requires the register to poll
the accelerometer in real time. However, for the majority of its operational time,
the meter does not experience any tamper or tap. Thus, it is unnecessary to
request the data from the accelerometer when no tamper or tap is ongoing. To
reduce the system overhead and power consumption, an interrupt wakeup
mechanism is provided. The accelerometer is configured to generate a wakeup
interrupt once the acceleration magnitude along the X axis exceeds a wakeup
threshold. Because the acceleration along the X axis changes during both
removal and tap, the wakeup threshold preferably should be set to some value
slightly above the magnitude of the initial acceleration along the X axis.

[0061] The register normally does not request the data from the accelerometer
and the 12C communication is idie. When the meter is tampered or tapped, a
wakeup interrupt from the accelerometer informs the register of potential tamper or
tap activities. The register then sets the wakeup flag. An interrupt service routine
checks this flag periodically. In an exemplary configuration this may be every
twenty milliseconds. When it detects that the flag has been sef, it allows the
register to start periodically polling the data from the accelerometer and checks the
acceleration changes along three axes for the detection of removal tamper or tap.
[0062] Meanwhile, the wakeup interrupt is disabled during the polling period.
The polling period may be configured to last for some short time period, for
example, ten minutes. When the data polling times out, the register stops the data
request and re-enables the wakeup interrupt for future detections. However, if the
register is either checking for power down or during the tapping process when the
polling times out, the register does not stop the data polling until both the power
down check and the tapping operation are complete. After the polling, the register
samples steady state data every 20 milliseconds for another ten times to refill all
buffers. If the meter is not in steady state during this sampling time, the wakeup
interrupt will be triggered again. When the register completes the sampling of
steady state buffer data, it stops the polling and 12C communication goes idle until
the next wakeup occurs.

[0063] The meter’'s angles of installation allow the utility to not only keep track
of the socket condition, but also determine potential tampering by reviewing daily

angle data. With the use of accelerometer in selected meters, it is feasible to
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obtain angles of installation. The angles of installation of X, Y and Z axes with
respect to the earth ground are calculated by equations (3), (4) and (5),

respectively:

Hee,

¢ = tan™t
2t 2, 2
Jdieey, ™ + Acc,

&ccj.

p=tan™ —
Acc.” + Acc,®

8 = tan™* Accs

i!;!atﬁ + dee,® 5)
®  p and & are the tilt angles of X, Y and Z axes, respectively; 4cc., 4¢¢ and
4cc, are acceleration values along X, Y and Z axes, respectively.

[0064] The utility can request two angle data from the meter from day to day:
reference angles and current angles. The reference angles of installation are
immediately calculated upon power up after the inversion tamper detection is
complete. Current angles of installation are computed upon request and the meter
must be in steady state when current angles are requested. Otherwise, no data
should be returned. Once the utility acquires these daily data, potential tampering
can be determined if the angle difference on any axis is not reasonably constant.
[0065] While the present subject matter has been described in detail with
respect to specific embodiments thereof, it will be appreciated that those skilled in
the art, upon attaining an understanding of the foregoing may readily produce
alterations to, variations of, and equivalents to such embodiments. Accordingly,
the scope of the present disclosure and claims is by way of example rather than by
way of limitation, and the subject disclosure does not preclude inclusion of such
modifications, variations and/or additions to the present subject matter as would be

readily apparent to one of ordinary skill in the art.
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WHAT IS CLAIMED IS:

1. A method for providing tamper and tap detection in an electric meter,
comprising:

providing an electric meter including at least a register;

associating a three-axes accelerometer with the register, the accelerometer
being capable of providing signals representative of acceleration in X, Y, and Z
planes relative to a front view of the electric meter;

monitoring for acceleration in the X plane to detect inversion tamper;

monitoring for change in acceleration in the Y plane to detect tap; and

monitoring for change in acceleration in the X and Z planes to detect

removal tamper.

2. The method of claim 1, further comprising;

establishing steady state acceleration values for each of the X, Y, and Z
planes; and

comparing current X, Y, and Z plane acceleration values to their respective

steady state acceleration values.

3. The method of claim 2, wherein the step of establishing comprises:
sampling and saving a predetermined number of acceleration values for
each of the X, Y, and Z planes;
discarding the saved values if the predetermined number of acceleration
values for each of the individual planes are not within predetermined values of
each other, and repeating the sampling step;
averaging the samples for each of the X, Y, and Z planes individually; and
setting the averages for each of the X, Y, and Z planes as the steady state

values.

4, The method of claim 2, further comprising establishing steady state values

upon power up of the electric meter and periodically thereafter.

5. The method of claim 1, further comprising:
18



10

WO 2012/037010 PCT/US2011/051181

reading signals from the accelerometer representative of the X and Z
planes;

determining whether the signals exceed a predetermined threshold;

determining whether the electric meter is powered down; and

generating a removal tamper alarm.

6. A method for determining the occurrence of a meter tap, comprising:

providing an electric meter including at least a register;

associating an accelerometer with the register, where the accelerometer is
capable of providing signals representative of acceleration in the Y plane relative
to a front view of the electric meter;

reading signals representative of acceleration in the Y plane from the
accelerometer;

averaging the signals representative of acceleration in the Y plane for a
predetermined time period;

comparing the average to a predetermined threshold value;

identifying occurrence of a potential tap if the average exceeds the
predetermined threshold; and

identifying occurrence of a tap if the average drops below the

predetermined threshold value within a predetermined time.

7. The method of claim 6, further comprising:

associating a display with the electric meter;

starting a first timer upon identification of a first tap;

monitoring signals representative of acceleration in the Y plane to determine
the occurrence of another tap; and

activating a countdown display timer upon timing out of the first timer if a

second tap is not detected prior to the first timer timing out.

8. The method of claim 7, further comprising:
starting a second timer concurrently with activation of the countdown display

timer;
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identifying a potential double-tap if a tap is determined to have occurred
after the second timer times out and before the countdown display timer times out;
and

identifying occurrence of a double-tap if no further tap is determined to have
occurred within a predetermined time period following identification of the potential
double-tap.

9. The method of claim 8, further comprising:

starting a third timer concurrently with identifying occurrence of a double-
tap;

identifying a potential triple-tap if a tap is determined to have occurred after
the third timer times out and before the countdown display timer times out; and

identifying occurrence of a triple-tap if no further tap is determined to have
occurred within a predetermined time period following identification of the potential

triple-tap.

10.  The method of claim 6, further comprising:

sampling and saving a predetermined number of acceleration values for the
Y plane;

discarding the saved values if the predetermined number of acceleration
values is not within predetermined values of each other and repeating the
sampling step;

averaging the samples for the Y plane; and

setting the average as the predetermined threshold value.

11.  The method of claim 10, further comprising:

setting the average as the predetermined threshold value upon power up of
the electric meter; and

periodically re-sampling, discarding, averaging, and re-setting the

predetermined threshold value.

12.  An electric meter, comprising:

a housing;
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a register;

a display; and

a three-axes accelerometer,

wherein the accelerometer is associated with the register, mounted in the
housing, and configured to providing signals representative of acceleration in X, Y,
and Z planes relative to a front view of the electric meter; and

wherein the register is configured to monitor for change in acceleration in
the X plane to detect inversion tamper, monitor for change in acceleration in the Y
plane to detect tap, and monitor for change in acceleration in the X and Z planes

to detect removal tamper.

13.  The electric meter of claim 12, wherein the register is configured to
establish steady state acceleration values for each of the X, Y, and Z planes and to
compare current X, Y, and Z plane acceleration values to their respective steady

state acceleration values.

14.  The electric meter of claim 12, wherein the register is configured to activate

a display function upon detection of a valid double-tap on the meter housing.
15.  The electric meter of claim 14, wherein the register is configured to activate

an alternate display function upon detection of a valid triple-tap on the meter

housing.

21



WO 2012/037010

100

202

110

PCT/US2011/051181

FIG. 1

/Y.

X

Power up

Y

206 204

/\/

20 msec, timer

r

Accelerometer

Set
Tamper/Tap
Initial Values

220

S

A

Y average
value 2
Threshold ?

Alarm

216

20

_—

214

210

r

X, Y&Z
Sample
Data Buffers

212

Calculate
average value
in each
Data Buffer

1/5

Each
sample
Close in
value?

FIG. 2



WO 2012/037010

302 —

FIG. 3

Take Reference Readings

304

Y

Store Reference Readings

306

ol
-
4

y

)

Read Accelerometer

308

310

Change from
Stored
Reference 7

Change >=
Predetermined
Threshold 7

312
-1

Patential Removal

314

Power Down?

316
l

Removal Tamper
Alarm

2/5

PCT/US2011/051181

300



WO 2012/037010

402

FIG. 4

Take Reference Readings

404

A 4

Store Reference Readings

406

-
]

h

J

Read Accelerometar

408

410

Averaging
Time Period
Expired ?

Average >=
Predetermined
Threshold ?

412
1

Potential Tap

414

Average <
predetermined
threshold within
predetermined
time?

Tép

- 3/5

PCT/US2011/051181

400



WO 2012/037010

PCT/US2011/051181
502 FIG. 5
Tap
500
v /l/ 504
Tap Delay Test .
506
\/\ Y
508 Display “Rdy”
Display Countdown St?p

Tap
Detected ?

Countdown

Completed ?
514

AUaN

504 Double Tap Considered

Tap Delay Test
P iy 518

516

Tap
Detected ?

Countdown
Completed ?

522 9 520
Triple Tap Considered Double Tap Confirmed
505"
Tap Delay Test Triple Tap Confirmed
524 v TN

Tap
Detected ?

Countdown
Completed ?

4/5



WO 2012/037010 PCT/US2011/051181

600

N

602 608

Tap Delay Test STOP

Delay
Completed ?

RETURN

FIG. 6

5/5



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US2011/051181

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GO8B 23/00 (2011.01)
USPC - 324/110

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

IPC(8) - GO8B 23/00; GO1P 15/00, 15/02 (2011.01)
USPC - 324/110; 340/566, 637, 870.02

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

PatBase, Google Patent Search, Google Scholar

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Citation of document, with indication, where appropriate, of the relevant passages

Category* Relevant to claim No.
Y US 2009/0133499 A1 (CATO) 28 May 2009 (28.05.2009) entire document 1-15
Y US 6,232,886 B1 (MORAND) 15 May 2001 (15.05.2001) entire document 1-15
A US 5,473,322 A (CARNEY) 05 December 1995 (05.12.1995) entire document 1-15
A US 2007/0103334 A1 (SONI) 10 May 2007 (10.05.2007) entire document 1-15

D Further documents are listed in the continuation of Box C.

[l

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“O” document referring to an oral disclosure, use, exhibition or other
means

“P” document published prior to the international filing date but later than

the priority date claimed

“T” later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

“X” document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone .
“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

14 December 2011

Date of mailing of the international search report

Name and mailing address of the ISA/US

Mai! Stop PCT, Attn: ISA/US, Commissioner for Patents
P.Q. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

23DEC 20Mm

Blaine R. Copenheaver

PCT Helpdesk: 571-272-4300
PCT OSP: §71-272-7774

Form PCT/ISA/210 (second sheet) (July 2009)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - wo-search-report

