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(57) ABSTRACT 

A computerized method of Verifying the identity of an 
attendant operating a money transfer transaction device 
includes receiving at the money transfer transaction device 
a user identification and password from the attendant and 
receiving at the money transfer transaction device additional 
information from the attendant. The additional information 
relates to a Security feature that limits access to the trans 
action device. The method also includes using the additional 
information, the user identification, and the password to 
evaluate whether to allow the attendant to operate the 
transaction device to process a transaction. 
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SYSTEMS AND METHODS FOR VERIFYING 
IDENTITIES IN TRANSACTIONS 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This application is related to co-pending, com 
monly assigned and concurrently filed Provisional U.S. 
Patent Application No. (Attorney Docket No. 
02037-038300), entitled “SYSTEMS AND METHODS 
FOR PRODUCING SUSPICIOUS ACTIVITY REPORTS 
IN FINANCIAL TRANSACTIONS,” and to co-pending, 
commonly assigned, and concurrently filed U.S. patent 
application Ser. No. (Attorney Docket No. 02037 
039500), entitled “SYSTEMS AND METHODS FOR 
VALIDATING IDENTIFICATIONS IN FINANCIAL 
TRANSACTIONS,” the entire disclosures of which are 
incorporated herein by reference for all purposes. 

BACKGROUND OF THE INVENTION 

0002 The present invention relates generally to money 
transfer transactions. More Specifically, the present inven 
tion relates to Verifying the identity of perSons involved in 
money transferS. 
0003. Many people use the services of money transfer 
Service providers to Send funds to other people. Electronic 
communication and banking networks now allow Such trans 
actions to have nearly global reach. Unfortunately, Some 
people use the services of money transfer Service providers 
to transfer money for illegal or unethical purposes. For this 
and other reasons, it is desirable to provide Systems and 
methods for confirming the identities of perSons involved in 
money transfers. It is also desirable to provide Systems and 
methods that identify money transfer transactions that may 
be related to one another. 

BRIEF SUMMARY OF THE INVENTION 

0004 Embodiments of the present invention thus provide 
a computerized method of Verifying the identity of an 
attendant operating a money transfer transaction device. The 
method includes receiving at the money transfer transaction 
device a user identification and password from the attendant 
and receiving at the money transfer transaction device 
additional information from the attendant. The additional 
information relates to a Security feature that limits access to 
the transaction device. The method also includes using the 
additional information, the user identification, and the pass 
word to evaluate whether to allow the attendant to operate 
the transaction device to process a transaction. 
0005. In some embodiments, the step of using the addi 
tional information, the user identification, and the password 
to evaluate whether to allow the attendant to operate the 
transaction device to process a transaction may include 
Sending the additional information, the user identification, 
and the password to a host computer System and, at the host 
computer System, comparing the additional information to 
Stored information. The Step of using the additional infor 
mation, the user identification, and the password to evaluate 
whether to allow the attendant to operate the transaction 
device to process a transaction may occur at the money 
transfer transaction device. The Step of receiving additional 
information may include displaying a stored attendant name 
together with a question asking the attendant if the Stored 
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attendant name is the name of the attendant and receiving a 
response to the question from the attendant. The Step of 
receiving additional information may include receiving 
information from an identification tool of the attendant. The 
identification tool may be a card encoded with machine 
readable information. The card may be selected from a 
group consisting of proximity card, Smart card, identification 
card, and card having a magnetic Stripe. The identification 
tool may include a tool that generates a code, in which case 
the Step of receiving additional information may include 
receiving the code from the attendant and the Step of using 
the additional information, the user identification, and the 
password to evaluate whether to allow the attendant to 
operate the transaction device to process a transaction may 
include generating a verification code and comparing the 
Verification code to the code. Receiving additional informa 
tion may include receiving a biometric feature of the atten 
dant. The biometric feature may be Selected from a group 
consisting of DNA, fingerprint, retinal image, Voice print, 
and facial image. Receiving additional information may 
include receiving a biometric image from an identification 
card relating to the attendant. The identification card may be 
Selected from a group consisting of driver's license, pass 
port, picture identification card, biometric card, and govern 
ment-issued identification card. The method also may 
include limiting the attendant’s access based on information 
Specific to a transaction being processed by the attendant. 

0006. In another embodiment, a method of obtaining 
identification information from an individual involved in a 
transaction includes entering transaction-related information 
into a transaction processing device. The transaction infor 
mation includes information relating to the identity of the 
individual. The method also includes receiving a prompt via 
the transaction processing device to enter identification 
information and entering identification information. The 
identification information may verify the information relat 
ing to the identity of the individual. The method also 
includes processing the transaction. The method may 
include Storing at least a portion of the transaction-related 
information and at least a portion of the identification 
information in a transaction record as transaction informa 
tion. The method also may include comparing the transac 
tion information to information obtained from a credit 
reporting agency. The method also may include comparing 
the transaction information to information obtained from an 
identification information company. The method also may 
include comparing the transaction information to Similar 
information in other transaction records. The method also 
may include comparing the transaction information to infor 
mation in a list provided by law enforcement authorities. 
The Step of processing the transaction may include aborting 
the transaction. The identification information may include 
a biometric feature of the Sender. The transaction-related 
information may include information relating to a receiver in 
the financial transaction. The identification information may 
be entered by inputting information into the transaction 
processing device. The identification information may be 
entered by inputting information into a peripheral device 
asSociated with the transaction processing device. The iden 
tification information may include a Security code obtained 
from an identification tool. The method also may include 
comparing the Security code to a verification code generated 
by the transaction processing device. 



US 2004/0215574 A1 

0007. In still other embodiments, a system for obtaining 
identification information from an operator of a transaction 
processing device includes a host computer System and a 
transaction processing device. The transaction processing 
device is programmed to receive a user identification and 
password from the operator and receive additional informa 
tion from the operator. The additional information may 
relate to a Security feature that limits access to the transac 
tion device. The transaction processing device also is pro 
grammed to transmit at least a portion of the information to 
the host computer System. The host computer System is 
programmed to use the additional information, the user 
identification, and the password to evaluate whether to allow 
the operator to operate the transaction device to process a 
transaction. 

0008. In yet another embodiment, a system for obtaining 
identification information from a party to a transaction 
includes a host computer System and a transaction proceSS 
ing device. The transaction processing device is pro 
grammed to receive transaction-related information, includ 
ing information relating to the identity of the party. The 
transaction processing device also is programmed to receive 
identification information from the party. The identification 
information may relate to a biometric feature of the party. 
The transaction processing device also is programmed to 
transmit at least a portion of the information to a host 
computer System. The host computer System may be pro 
grammed to Store the transaction-related information and the 
identification information as transaction information and 
compare the transaction information to Similar information 
relating to other transactions. The host computer System also 
may be programmed to compare the transaction information 
to information in a list provided by law enforcement authori 
ties. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009. A further understanding of the nature and advan 
tages of the present invention may be realized by reference 
to the remaining portions of the Specification and the draw 
ings wherein like reference numerals are used throughout 
the Several drawings to refer to Similar components. 
0.010 FIG. 1 illustrates a system for processing money 
transferS according to embodiments of the present invention. 
0.011 FIG. 2 illustrates a method of verifying identities 
and identifying related transactions according to the present 
invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0012. According to the present invention, money transfer 
Service providers employ Systems and methods to identify 
individuals involved in money transfer transactions and/or to 
relate transactions that otherwise appear unrelated. Herein, 
“provider” or “service provider” will refer to a money 
transfer service provider. For example, “provider” may refer 
to an entity Such as Western Union of Englewood, Colo., 
whose money transfer Service is well known. Additionally, 
"asSociate' will refer to entities that a money transfer Service 
provider may enlist to accomplish the Service. For example, 
third parties, Such as merchants, financial institutions, and 
the like may be “associates.” Herein “attendant' will refer to 
Someone with whom a customer interacts in the transaction 
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process. For example, an attendant may be an employee of 
a provider or associate. An attendant typically operates a 
transaction processing device, entering information received 
from the customer and/or related to a transaction. Further, 
although the phrase “money transfer” will be used herein to 
refer to the type of service provided, that phrase will be 
understood to mean any financial transaction involving 
“value,” which may include money, credits, customer loy 
alty points, other units of measure, and the like. 

0013 Although the present invention will be described 
primarily in the context of money transfers, other types of 
transactions also may benefit from the teachings herein. 
Thus, transactions to which the present invention applies 
may include money order purchases and/or redemptions, 
traveler's check purchases and/or redemptions, Sending 
money to a recipient, receiving money from a Sender, and the 
like. 

0014. The process of “wiring” money is well known. 
Briefly, a Sender presents himself to a Service provider or 
asSociate and provides value, usually cash, to an attendant. 
Some Service providers now even allow Senders to transfer 
money by logging on to a web site and initiating money 
transferS using credit cards or other accounts. In either case, 
information is entered into a record that is received at a host 
computer System. The record includes information that 
identifies the Sender, the recipient, and the amount of money 
being transferred, among other things. The recipient then 
presents himself to a receive site of a provider or associate 
to obtain the money or other value. An attendant at the 
receive site verifies the identity of the receiver and gives the 
receiver the value. 

0015. At the sending end of the transaction, the transac 
tion information may be collected in any number of ways. In 
Some cases, the information is collected by a point-of-Sale 
device Specifically designed for money transfer transactions. 
The device may be operated by an attendant employed by 
the provider or an associate. In another case, the information 
may be collected using a computing device running appli 
cation Software specifically designed for money transfer 
transactions. In yet another case, the information may be 
collected by phone when an attendant contacts a customer 
service representative (CSR) of the provider. The attendant 
is able to verify the senders information and collect funds 
while the CSR enters the information into a transaction 
record. It also may be the case that the transaction is initiated 
by an associate who then must contact a CSR because the 
transaction exceeds certain thresholds. In yet another 
example, the customer provides Some information to a CSR 
at a remote location while also entering Some information 
into a transaction processing device by, for example, "Swip 
ing a card through a reader on the device. Other examples 
are possible. 

0016 For a number of reasons, identity verification is a 
Significant aspect to the money transfer process. For 
example, in one instance, it is important to Verify the identity 
of the Sender. In an attempt to thwart illegal or unethical 
money transfers, it is helpful to confirm the identity of a 
Sender, especially on transferS over certain value thresholds. 
Transfers over the thresholds may require the provider to 
obtain additional information from the Sender. In Some 
cases, the information may be compared to a list of known 
or Suspected criminals. If a Sender is a known criminal, 
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identifying transactions initiated by the individual may 
provide Security and law enforcement perSonnel assistance 
in Stopping criminal activity Such as money laundering, 
criminal activity funding, and tax evasion. Further, Some 
individuals may attempt to avoid detection by Segmenting a 
Single money transfer into multiple Smaller transferS below 
the thresholds. Thus, providers may employ measures 
described herein to relate transactions that might otherwise 
appear unrelated. 
0.017. In another instance, it is important to verify the 
identity of perSons performing the transaction, particularly 
attendants employed by a provider or an associate. The 
equipment used in money transfer transactions may be 
Subject to misuse to perform illegal transactions. For this 
reason, it is important to Verify the identity of those using the 
equipment. 
0.018 For the foregoing reasons, the present invention 
provides Systems and methods to identify potentially related 
transactions and to verify the identities of those involved in 
money transfer transactions, both as Sending parties, receiv 
ing parties, and as transaction device operators (e.g., atten 
dants). 
0019 Attention is directed to FIG. 1, which illustrates a 
money transfer system 100 according to embodiments of the 
present invention. The system 100 includes a host computer 
system 102 and a network 104. The host computer system 
102 may include, for example, Server computers, personal 
computers, workstations, web servers, and/or other Suitable 
computing devices. The host computer System 102 includes 
application Software that programs the host computer System 
102 to perform one or more functions according to the 
present invention. For example, application Software resi 
dent on the host computer System 102 may program the host 
computer System 102 to process money transfer records 
according to embodiments of the present invention. The host 
computer System 102 may include one or more of the 
aforementioned computing devices, as well as Storage 
devices Such as databases, disk drives, optical drives, and the 
like. The Storage devices may include Solid State memory, 
such as RAM, ROM, PROM, and the like, magnetic 
memory, Such as disc drives, tape Storage, and the like, 
and/or optical memory, such as DVD. The host computer 
system 102 may be fully located within a single facility or 
distributed geographically, in which case a network may be 
used to integrate the host computer system 102. Many other 
examples are possible and apparent to those skilled in the art 
in light of this disclosure. 
0020. The network 104 may be the Internet, an intranet, 
a wide area network (WAN), a local area network (LAN), a 
Virtual private network, any combination of the foregoing, or 
the like. The network 104 may include both wired and 
wireleSS connections, including optical links. In Some 
embodiments, the network 104 is a transaction processing 
network. Through the network 104, transaction devices 
communicate with the host computer system 102. 
0021. The system 100 also includes one or more Point 
of-Sale (POS) devices 106. POS devices are more fully 
described in U.S. patent application Ser. No. 09/634,901, 
filed on Aug. 8, 2000, the entire disclosure of which is 
incorporated herein by reference for all purposes. ESSen 
tially, POS devices are terminals for receiving transaction 
information and Sending the information to a host computer 
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System. For example, a POS may receive transaction infor 
mation by capturing it from a card using a reader integral to 
or associated with the POS. A POS also may receive 
information from an attendant or customer via a keypad, 
keyboard, and/or other input device. Other examples are 
possible. POS devices are typically located at associate or 
provider locations offering money transfer Services. 

0022. The system 100 also may include one or more 
computing devices 108 programmed to receive money trans 
fer information from customers or attendants. Like the POS 
devices 106, the computing devices 108 may be located at 
asSociate locations. 

0023 The system also may include one or more Cus 
tomer Service Representative (CSR) computers 110. The 
CSR computers 110 may be located, for example, at a call 
center operated by the Service provider or an associate. The 
CSR computers 110 function much like the POS devices 106 
and the computing devices 108, except that transaction 
information is entered by a CSR who is receiving the 
information from a customer by phone, for example. In 
Some examples, a voice response unit may receive Some or 
all of the information. 

0024. The system 100 also includes one or more receiv 
ing sites 112 from which customers may receive funds. The 
receive sites 112 may be associate locations equipped with 
a POS 106 or computing device 108. The receive sites also 
may be automated teller machines, kiosks (which are more 
fully described in U.S. patent application Ser. No. 10/225, 
410, filed on Aug. 20, 2002, the entire disclosure of which 
is incorporated herein by reference for all purposes), mer 
chant Store fronts, bank accounts, Stored value accounts, 
and/or the like. 

0025. According to the present invention, a customer 
presents himself to a money transfer location. The location 
may be equipped with either a POS device 106, a computing 
device 108, or other Suitable transaction device. The location 
may be operated by the provider or an associate. An atten 
dant receives information from the customer and Verifies it 
according to embodiments of the present invention. The 
attendant also enters the information into the transaction 
device. In the process, the attendant may need to enter his 
own identification information to enable the device. If 
necessary, the attendant contacts a CSR to complete the 
transaction. The attendant also collects the money from the 
CuStOmer. 

0026. Once entered into a record, the transaction infor 
mation may be compared with information in other trans 
action records to attempt to identify potentially related 
transactions. Identity information collected in the course of 
identifying the Sender may be used for this purpose. If 
potentially related transactions are identified, they may be 
flagged for increased Scrutiny. 
0027. One specific Scenario relating to tracking transac 
tions deserves more detailed explanation. In this Scenario, a 
customer initiates a transaction by providing an attendant 
with transaction information. The attendant enters the infor 
mation into a transaction device, as previously described. 
When the attendant attempts to complete the transaction, a 
message alerts the attendant that the transaction must be 
completed by a CSR. This may be because the transaction 
exceeds certain thresholds or otherwise triggers a flag. Thus, 



US 2004/0215574 A1 

the attendant contacts a CSR who also collects the transac 
tion information from the customer and who may ask the 
customer for additional information. If at any time the 
customer elects to abort the transaction, any information 
collected up to that point may be stored for future use. The 
theory being that the customer may, in the future, attempt to 
avoid the flag that triggered the need for the additional 
information. For example, the customer may attempt to 
initiate Several Smaller transferS from different money trans 
fer locations to avoid a trigger based on the amount of the 
transaction. By Storing the unprocessed transaction record, 
the provider may search other transactions for Similar infor 
mation and identify any found as being potentially related to 
the aborted transaction. 

0028. Having described a system according to the present 
invention, the remainder of this description will focus on 
methods for Verifying the identity of perSons operating 
money transfer equipment and the identity of those Sending 
money. 

Confirmation of Identity of Persons Performing a 
Transaction (e.g., ASSociate Personnel) 

0029. The identities of persons operating transaction 
devices (i.e., attendants) may be confirmed in a number of 
ways. In a first example, the attendant may be required to use 
an identification tool that may be Supplied by the provider. 
The identification tool either supplies information that the 
attendant enters into the transaction device, or the identifi 
cation tool itself may be Swiped or otherwise interfaced to 
the transaction device. This may be combined with entering 
a user ID and password, in Some examples. In a basic 
example, the attendant Swipes a card with a magnetic Stripe 
through a reader on the transaction device or associated with 
it. The stripe may include the attendants user ID and 
password or other information known only to the user. The 
transaction device then may prompt the attendant to enter a 
user ID followed by a password. If the information is not 
consistent, is not recognized, or does not match information 
on record (e.g., Stored at a host computer System), the 
attendant may be denied access to the device. Of course, the 
Steps of Swiping a card, entering a user ID, and entering a 
password may be carried out in other orders than described 
above. 

0.030. It is not necessary that the identification tool be a 
card with a magnetic Stripe Supplied by the provider. In other 
examples, the tool may be any card used by the attendant 
that the attendant elects to use as his identification card for 
this purpose. During an enrollment process, the attendant 
elects the card he will use, and his user ID and password are 
associated with information read from the card. The infor 
mation is then Saved in an access file at either the host 
computer System or the transaction device for later com 
parison to information entered by the attendant at the time 
access is requested. For example, the card may be one of the 
attendant's credit cards, his driver's license, passport, or the 
like. In other examples, the identification tool may be a card 
with other magnetic encoding properties, Such as a proxim 
ity card (i.e., a card or other device that transfers information 
when held in proximity to a reader), or it may be a card with 
a barcode, a Smart card, or the like. In Still other examples, 
the tool is not a card but is a biometric feature of the 
attendant Such as his fingerprint, retinal image, facial fea 
tures, voice print, DNA, or the like. In yet another example, 
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the tool itself generates information that is either displayed 
to the attendant or entered into the transaction device. The 
information may be unique each time the attendant attempts 
to access the device. The information may be generated by 
an algorithm and compared to information generated at the 
host computer System or the transaction device using the 
Same algorithm. If the information does not match, then the 
attendant is denied access. 

0031. The identity verification process may be preceded 
by a registration proceSS wherein information about an 
attendant is verified, biometric information is obtained, 
identification cards are Selected, and/or the like. For 
example, during registration, the provider may verify that 
the attendant actually works for an associate who has 
authorized the attendant to proceSS transactions. In Some 
examples, a background check is performed on the attendant 
that may include residence and citizenship verification, 
criminal background checks, credit Verification, and the like. 
The registration information may then be Saved for later use 
during identity verification associated with a transaction. In 
Some examples, registration includes establishing an atten 
dant’s certification level, as will be described further below. 

0032. In order to make the process less cumbersome, 
attendants may be required to provide the information 
periodically, instead of every day or every transaction. For 
example, an attendant may be “audited' only once a week, 
after a particular number of transactions, upon demand by 
the provider, and/or after a particular dollar volume of 
transactions. In the case of audits performed on demand, the 
audit may be on all attendants in a State, all attendants in an 
asSociate's network, all attendants at a particular location, or 
on only Selected attendants. In the case of audits performed 
periodically, an attendant may be required to provide the 
audit information only after a timeout between transactions 
or a Series of transactions. Audits may be location specific 
and may be controlled (i.e., called for) by the provider, an 
asSociate, or other entity. The audit may be prompted by 
either the transaction device or the host computer System. In 
response to an audit prompt, an attendant may be required to 
provide any of the identifying information explained above. 
In Some examples, the audit may simply be a question 
displayed to the attendant asking, “Are you John Doe'?” 
wherein “John Doe' may be a name stored in an access file 
and related to the user ID and/or password entered by the 
attendant. Other Such examples are possible. 

0033. In some examples, the identification tools may 
enable user-level privileges. For example, if an associate 
issues its employees ID cards, those ID cards may function 
as an identification tool. However, the associate of the 
provider may specify the level of acceSS allowed each 
individual user. Some users may not have access. Others 
may have acceSS only during certain times of the day or for 
only transactions below certain value thresholds. The thresh 
olds may be cumulative during a period of time, Such as a 
shift, a day, a week, a pay period, or the like. Some users 
may be allowed to process only certain types of transactions. 

0034) Identification systems also may be combined with 
certification training to restrict access to attendants based on 
their level of training. Training may be accomplished in a 
number of well known ways, and acceSS files relating to each 
attendant may be updated as an attendant receives additional 
training. In Some embodiments, the certification levels may 
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be established So as to mirror regulatory training and certi 
fication requirements. Thus, Systems Such as the present 
invention may be used to demonstrate compliance with the 
regulations. 

0035. The verification of attendant information may take 
place at the host computer System level or at the transaction 
device level. If at the host level, individual attendant infor 
mation may be associated with a particular transaction 
device or devices. Thus, when the device transmits the 
identification information to the host, it also transmits its 
own identification information. If the attendant is not autho 
rized to use the device, the attendant is denied access. In 
another example, the transaction device itself performs the 
identification verification process. This reduces the amount 
of information that must be transmitted back to the host 
computer. 

0036). In yet another example, the attendant may be asked 
to enter his full name and/or an answer to a Secret question 
using an alphanumeric keyboard or a number pad associated 
with the transaction device. This may be used in combina 
tion with a user ID and/or password. 
0037. In another example, the attendant’s facial biometric 
may be imaged at the time the attendant registers. The facial 
biometric may be obtained from the attendant directly or 
from a document of the attendant, Such as a driver's license 
or passport. The image is then Saved in an acceSS file at the 
host or at the transaction device. When the attendant 
attempts to execute a transaction, the transaction device may 
obtain another image of the attendant's facial biometric, 
either from the attendant directly or from his identification 
document. The new image is compared to the image taken 
during enrollment, and, if dissimilar, the attendant is asked 
for additional information or is denied access to the trans 
action device. In Some embodiments, the image comparison 
may be done automatically using a Software algorithm or the 
like. In other examples, the comparison may be accom 
plished manually by an individual. A similar process may be 
employed that uses the attendant's voice pattern as the 
biometric. A verification Voice Sample may be obtained 
during registration and Stored for comparison to a Sample 
obtained during a transaction. A microphone associated with 
a transaction device may receive a voice Sample from the 
attendant during a transaction and compare the two. Meth 
ods for digitizing and comparing voice Samples are known. 
0.038 Another method for limiting access to transaction 
devices would be through the use of location-specific cards. 
In a manner Similar to the use of other identification cards, 
each attendant could be issued a card Specific to transaction 
devices at the location at which the attendant works. The 
card may be configured using, for example, position deter 
mination features, Such that the card only works inside the 
facility. Transaction devices may be similarly enabled to 
only function at a specified location. In another example, the 
transaction devices may require the entry of a location 
Specific identification number or character String upon Star 
tup. Thus, if the device is stolen, the number must be entered 
before the device will operate. 

Confirmation of the Identity of a Party to a 
Transaction 

0.039 Customers desiring to perform transactions may be 
identified in a number of ways, and the type of identification 
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information collected may be triggered by Specifics of the 
transaction. For example, different identification informa 
tion may be collected depending on the type of transaction, 
the number and value of transactions originating from the 
Same Sender, even if from different locations or providers, 
the value of the transaction, the origin location of the 
transaction, the destination of the transaction, the customer's 
history of transactions using the provider, the number and 
value of transactions Sent to the Same receiving party, and 
the like. Identification information may include biometric 
information, Such as the customer's fingerprint, retinal 
image, facial features, Voice print, DNA, or the like. The 
transaction device also may Scan a picture identification of 
the customer, Such as the customer's driver's license or 
passport photo. The biometric or photo identification infor 
mation may be Stored at the host computer System for 
comparison to future transactions and/or compared to 
national or international databases of Suspect individuals. 
0040. In another example, identification information Sup 
plied by the customer may be compared to identification 
information relating to the customer from a credit reporting 
agency or other entity that provides identify information. If 
the information is not consistent, the transaction may be 
denied or additional information may be required from the 
CuStOmer. 

0041 Attention is now directed to FIG. 2, which illus 
trates a method 200 of verifying identities and identifying 
related transactions according to embodiments of the present 
invention. The method may be implemented in the system 
100 of FIG. 1 or other suitable system. At block 202, an 
attendant logs into the transaction device. The transaction 
device may be a POS, a computing device, or other Suitable 
transaction device, as previously described. Logging on to 
the device may involve merely powering up the device. 
However, logging on also may involve entering a location 
identification number, entering a user ID and/or password, 
answering a Secret question, entering biometric information, 
Swiping a card, using a proximity card, and the like, all of 
which procedures were explained previously. 
0042. At block 204, any information entered by the 
attendant is verified, either by the transaction device itself or 
by Sending information to a host computer System. If the 
information is accepted, the attendant is granted access to 
the transaction device. It may be the case, that the host 
computer System or the transaction device itself determines 
that an audit of the attendant is necessary, in which case the 
attendant is asked to provide additional information as 
previously described. 
0043. At block 206, the transaction device may be veri 
fied. For instance, the transaction device itself or the host 
computer System may verify that the transaction device is 
operating properly and from an authorized location. This 
may include determining that the device is connected to an 
authorized network or that the device's physical location is 
within an allowed range using a positioning System or the 
like. 

0044) At block 208, the attendant collects transaction 
information from a customer. This may include the custom 
er's name and address, the amount of money involved in the 
transaction, the recipient's name and address, and the like. 
This operation also may involve obtaining biometric infor 
mation from the customer. In Some examples, Some or all of 
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the information may be provided by the customer via a 
phone call to a CSR. Thus, a partial transaction record may 
exist for a transaction when the customer presents himself to 
the provider or associate location. 

0.045. At block 210, the attendant’s authorization to pro 
ceSS the transaction is verified. This may involve verifying 
the attendant’s level of training, the attendant’s level of 
authorization, the attendant's identification information, 
and/or the like. If not previously obtained or if sufficient time 
has passed, this operation may involve collecting identifi 
cation information from the attendant, including biometric 
information, as necessary. If the attendant is not authorized 
to process the transaction, then a different attendant or a 
CSR may be required to complete the transaction. 

0046. At block 212, it is determined whether additional 
information is needed from the customer and the informa 
tion is collected. Depending on the location from which the 
transaction originates, the purpose or type of transaction, the 
destination to which the transaction is directed, the amount 
of the transaction, and/or other criteria, additional informa 
tion may be required from the customer. The additional 
information may include the customer's date of birth, Social 
Security number and/or tax identification number, occupa 
tion, the type of identification the customer has presented to 
Verify his identity, the place the identification was issued, 
and/or the like. The additional information also may include 
biometric information as previously described. 

0047. At block 214, it is determined whether a CSR is 
required to complete the transaction. Again, depending on 
the type of transaction, the amount of the transaction, the 
originating location of the transaction, the destination of the 
transaction, and/or other criteria, a CSR may be required to 
complete the transaction. 

0048. At block 216, the CSR is contacted and the CSR 
obtains the necessary information from either the attendant 
or the customer. At block 218, the transaction is processed. 

0049 Information collected from the customer may be 
Saved into a transaction record at any point in the proceSS 
described above, even if the transaction is not completed. In 
fact, if a customer aborts a transaction upon being asked to 
provide additional information, this may be an indication 
that the transaction relates to fraudulent or illegal activity. 
Thus, even incomplete transaction records are Saved for 
further evaluation according to embodiments of the present 
invention. It may also be the case that the transaction 
warrants or requires the completion of a Suspicious activity 
report that then may be transmitted to Security and/or law 
enforcement authorities. Such reports and processes for 
creating them are more fully described in previously incor 
porated U.S. patent application Ser. No. (Attorney 
Docket No. 02037-038300). 
0050. At block 218, transaction information from various 
transaction records are evaluated and compared. By doing 
So, providers are able to identify potentially related trans 
actions. The transactions may be related because they 
involve the same Sender, the same recipient, the Same origin 
and destination, and/or the like. The comparisons may be 
accomplished by comparing transaction information, includ 
ing identification information relating to the Sender, Such as 
the Sender's name and address, identification numbers, bio 
metric information, and/or the like. If transactions are found 
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to be related, it may be determined that the transactions were 
Specifically crafted by the Sender to attempt to avoid detec 
tion, which may be an indication of illegal or fraudulent 
activity. Thus, upon detection of Such related transactions 
according to the present invention, providers may alert 
appropriate authorities. 
0051. Upon detection of information that warrants further 
investigation, a number of things may happen. For example, 
the host computer System may send an alert to the location 
where the transaction originated, either through the trans 
action device or otherwise, that a Suspicious activity report 
needs to be processes. This alert may be in real time or may 
be delayed. In Some cases, the host computer System may 
retain the transaction information for further comparisons. 
In Some examples, the host computer System may send a 
message via the transaction processing device that the 
customer needs to contact the provider to complete the 
transaction. In Still other examples, the host computer Sys 
tem may alert the attendant to contact the provider with a 
transaction number that the host computer Supplies via the 
transaction device. Thus, while the customer is still at the 
location, the attendant can answer questions from the pro 
vider relating to the transaction and the identity of the 
customer. In any of the aforementioned examples, the trans 
action may be denied or Suspended until other Steps are 
taken, Such as verification of the Sending party's identity. 
0052 Identification information relating to parties to 
transactions also may be Saved for comparison to future 
transactions and/or may be compared to lists of Suspect 
individuals provided by authorities. Lists of Suspect indi 
viduals, may be maintained locally at transaction devices or 
on Servers or computing devices at associate locations. 
Alternatively, these databases may be located at a host 
computer System. In either case, the lists may be updates 
periodically, as needed. Block 218 also includes these types 
of comparisons. 

0053. Having described several embodiments, it will be 
recognized by those of skill in the art that various modifi 
cations, alternative constructions, and equivalents may be 
used without departing from the Spirit of the invention. 
Additionally, a number of well known processes and ele 
ments have not been described in order to avoid unneces 
Sarily obscuring the present invention. For example, those 
skilled in the art know how to arrange computers into a 
network and enable communication among the computers. 
Additionally, those skilled in the art will realize that the 
present invention is not limited to wire transfer transaction. 
For example, the present invention may be used to Verify 
identities in other transactions, Such as money order pur 
chases, value card redemptions, other eXchanges, or value, 
and the like. Accordingly, the above description should not 
be taken as limiting the Scope of the invention, which is 
defined in the following claims. 

What is claimed is: 
1. A computerized method of Verifying the identity of an 

attendant operating a money transfer transaction device, 
comprising: 

receiving at the money transfer transaction device a user 
identification and password from the attendant; 

receiving at the money transfer transaction device addi 
tional information from the attendant, wherein the 
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additional information relates to a Security feature that 
limits access to the transaction device; and 

using the additional information, the user identification, 
and the password to evaluate whether to allow the 
attendant to operate the transaction device to process a 
transaction. 

2. The method of claim 1, wherein the step of using the 
additional information, the user identification, and the pass 
word to evaluate whether to allow the attendant to operate 
the transaction device to process a transaction comprises: 

Sending the additional information, the user identification, 
and the password to a host computer System; and 

at the host computer System, comparing the additional 
information to Stored information. 

3. The method of claim 1, wherein the step of using the 
additional information, the user identification, and the pass 
word to evaluate whether to allow the attendant to operate 
the transaction device to process a transaction occurs at the 
money transfer transaction device. 

4. The method of claim 1, wherein the step of receiving 
additional information comprises: 

displaying a Stored attendant name together with a ques 
tion asking the attendant if the Stored attendant name is 
the name of the attendant; and 

receiving a response to the question from the attendant. 
5. The method of claim 1, wherein the step of receiving 

additional information comprises: 
receiving information from an identification tool of the 

attendant. 
6. The method of claim 5, wherein the identification tool 

comprises a card encoded with machine-readable informa 
tion. 

7. The method of claim 6, wherein the card is selected 
from a group consisting of proximity card, Smart card, 
identification card, and card having a magnetic Stripe. 

8. The method of claim 5, wherein: 
the identification tool comprises a tool that generates a 

code; 
the Step of receiving additional information further com 

priseS receiving the code from the attendant; and 
the Step of using the additional information, the user 

identification, and the password to evaluate whether to 
allow the attendant to operate the transaction device to 
process a transaction comprises: 
generating a verification code; and 
comparing the Verification code to the code. 

9. The method of claim 1, wherein receiving additional 
information comprises receiving a biometric feature of the 
attendant. 

10. The method of claim 9, wherein the biometric feature 
is Selected from a group consisting of DNA, fingerprint, 
retinal image, Voice print, and facial image. 

11. The method of claim 1, wherein receiving additional 
information comprises receiving a biometric image from an 
identification card relating to the attendant. 

12. The method of claim 11, wherein the identification 
card is Selected from a group consisting of driver's license, 
passport, picture identification card, biometric card, and 
government-issued identification card. 
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13. The method of claim 1, further comprising limiting the 
attendant's acceSS based on a level of training of the atten 
dant. 

14. The method of claim 1, further comprising limiting the 
attendant's acceSS based on information Specific to a trans 
action being processed by the attendant. 

15. A method of obtaining identification information from 
an individual involved in a transaction, comprising: 

entering transaction-related information into a transaction 
processing device, including information relating to the 
identity of the individual; 

receiving a prompt via the transaction processing device 
to enter identification information; 

entering identification information, wherein the identifi 
cation information verifies the information relating to 
the identity of the individual; and 

processing the transaction. 
16. The method of claim 15, further comprising, Storing at 

least a portion of the transaction-related information and at 
least a portion of the identification information in a trans 
action record as transaction information. 

17. The method of claim 16, further comprising, compar 
ing the transaction information to information obtained from 
a credit reporting agency. 

18. The method of claim 16, further comprising, compar 
ing the transaction information to information obtained from 
an identification information company. 

19. The method of claim 16, further comprising compar 
ing the transaction information to Similar information in 
other transaction records. 

20. The method of claim 16, further comprising compar 
ing the transaction information to information in a list 
provided by law enforcement authorities. 

21. The method of claim 16, wherein the step of process 
ing the transaction comprises aborting the transaction. 

22. The method of claim 15, wherein the identification 
information comprises a biometric feature of the Sender. 

23. The method of claim 15, wherein the transaction 
related information also includes information relating to a 
receiver in the financial transaction. 

24. The method of claim 15, wherein the identification 
information is entered by inputting information into the 
transaction processing device. 

25. The method of claim 15, wherein the identification 
information is entered by inputting information into a 
peripheral device associated with the transaction processing 
device. 

26. The method of claim 15, wherein the identification 
information comprises a Security code obtained from an 
identification tool, and wherein the method further com 
prises comparing the Security code to a verification code 
generated by the transaction processing device. 

27. A system for obtaining identification information from 
an operator of a transaction processing device, comprising: 

a host computer System; and 

a transaction processing device that is programmed to: 

receive a user identification and password from the 
operator, 
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receive additional information from the operator, 
wherein the additional information relates to a Secu 
rity feature that limits access to the transaction 
device; and 

transmit at least a portion of the information to the host 
computer System; 

wherein the host computer System is programmed to use 
the additional information, the user identification, and 
the password to evaluate whether to allow the operator 
to operate the transaction device to process a transac 
tion. 

28. A system for obtaining identification information from 
a party to a transaction, comprising: 

a host computer System; and 
a transaction processing device programmed to: 

receive transaction-related information, including 
information relating to the identity of the party; 

Oct. 28, 2004 

receive identification information from the party, 
wherein the identification information relates to a 
biometric feature of the party; and 

transmit at least a portion of the information to a host 
computer System. 

29. The system of claim 28, wherein the host computer 
System is programmed to: 

Store the transaction-related information and the identifi 
cation information as transaction information; and 

compare the transaction information to Similar informa 
tion relating to other transactions. 

30. The system of claim 29, wherein the host computer 
System is further programmed to compare the transaction 
information to information in a list provided by law enforce 
ment authorities. 


