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such that control settings of the second account are determined through the first account; and viewing Internet content from the 
second account consistent with the control settings of the second account.
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PARENT MATCH

[0001] This application claims the priority and benefit of U.S. Provisional Patent 
Application No. 61/272,233, U.S. Provisional Patent Application No. 61/272,235, U.S. 
U.S. Provisional Patent Application No. 61/272,234, and U.S. Provisional Patent 
Application No. 61/272,232, all of which were filed on September 3, 2009 and are 
incorporated herein by reference.

CROSS-REFERENCE TO RELATED APPLICATIONS 
[0002] This application is related to U.S. Patent Application No. XX/XXX,XXX, 
identified by Attorney Docket No. 101035-5004-US, which claims the priority and 
benefit of U.S, Provisional Patent Application No. 61/272,235, which was filed on 
September 3, 2009, and is incorporated herein by reference.
{0003] This application is related to U.S. Patent Application No. ΧΧ/ΧΧΧ,ΧΧΧ, 
identified by Attorney Docket No. 101035-5003-US, which claims the priority and 
benefit of U.S. Provisional Patent Application No. 61/272,232, which was filed on 
September 3, 2009, and is incorporated herein by reference.
(0004] This application is related to U.S. Patent Application No. ΧΧ/ΧΧΧ,ΧΧΧ, 
identified by Attorney Docket No. 101035-5001-US, which claims the priority and 
benefit of U.S, Provisional Patent Application No. 61/272,233, which was filed on 
September 3, 2009, and is incorporated herein by reference,

BACKGROUND OF THE INVENTION 
FIELD OF THE INVENTION

[0005] The present invention relates to a system and method for providing parental 

control preferences, and more particularly to a system and method for providing parental 

control preferences that may be applied to any Internet application such that child users 

may view and/or register for their services.
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DISCUSSION OF THE REFATED ART

[0006] Children today have never known a world without the Internet. Children see 

their friends interacting and playing online and there is ever-increasing pressure on 

parents from their children to allow the children to be online. In numerous instances, 

children are not protected by media companies and are being placed in the extreme 

danger posed by online predators. Until measures are taken to provide a secure online 

environment for younger age groups, the online safety of children is compromised.

[0007] Generally, parental control systems fall under one of two categories. First, 

active parental control systems prevent a child from accessing information that the parent 

does not want them to access. For example, active parental control systems include 

programs such as hardware and software firewalls as well as hardware access controls 

tools or systems that prevent certain types of data from being presented to a user.

Second, passive parental control systems allow parents to audit information that their

children have been accessing and activities that their children engaged in while they were 

online, on a computer system, or on a managed or unmanaged network. For example, 

passive parental control systems include systems that audit user access and activity 

information in managed and unmanaged networks and present this information to parents. 

[0008] With the increased penetration of the Internet, parents are more interested in 

knowing what their children are doing when they use a computer, including the websites 

they visit and the individuals with whom they are communicating. While active and 

passive controls help parents manage and control some of this information, there are no 

provisions for parents to control the types of services their children may sign up for on 

the web. Sign-up is a common step with web-based applications and Internet enabled
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desktop applications. The sign-up process allows users to register for services provided 

by web-based and Internet enabled desktop applications.

[0009] Active and passive parental control systems do not provide any support for 

being able to communicate and enforce parental preferences when it comes to sign-up of 

services on web-based and Internet enabled desktop applications. Broad classifications, 

such as Entertainment Software Rating Board (“ESRB”) ratings, do not provide parents 

with the level of control they would like with respect to sign-up preferences for the

children.

[0010] Very restrictive active and passive parental control systems, when used as a 

means of controlling the types of services children can access, will hamper the user 

experience for children and in many cases incorrectly restrict access to legitimate safe 

websites. For example, active control rules that prevent children from accessing sites that 

talk about words like “war” or “sex” could prevent children from accessing sites that 

present historical information about military wars or educational services that provide a 

lesson in biology as per an accepted curriculum. Without the ability to control context

around words, such a mechanism would fail.

SUMMARY OF THE INVENTION

[0011] Accordingly, the present invention is directed to parental match that

substantially obviates one or more problems due to limitations and disadvantages of the

related art.

[0012] An embodiment of the present invention provides an improved system and 

method for controlling the types of information and activities that may be accessed in an 

Internet based application.
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[0013] Another embodiment of the present invention provides a system and method for 

allowing parents or persons responsible for children to define a set of preferences relating 

to the types of information and activities that one or more children are allowed to access 

in an Internet based application.

{0014] Another embodiment of the present invention provides a system and method 

that provides filtering for parents or persons responsible for children such that the 

internet based applications and activities conducted thereon may be controlled.

[0015] Of course, the present invention also encompasses a system and method that can 

be used by any individual to control activity on the internet.

[0016] Additional features and advantages of the invention will be set forth in the 

description which follows, and in part will be apparent from the description, or may be 

learned by practice of the invention. The advantages of the invention will be realized and 

attained by the structure particularly pointed out in the written description and claims 

hereof as well as the appended drawings.

[0017] To achieve these and other advantages and in accordance with the purpose of 

the present invention, as embodied and broadly described, the parent match system and 

method includes a method of providing control preferences for a prospective Internet 

user, the method comprising the steps of establishing a first account, the settings of the 

first account being stored in a database; establishing a second account, the settings of the 

second account being stored in the database; linking the first and second accounts such 

that control settings of the second account are determined through the first account; and 

viewing Internet content from the second account consistent with the control settings of

the second account.
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[0018] in another aspect, the parent match system and method includes a system 

providing control preferences for a prospective Internet user comprising a server; and a 

database hosted on the server, the database storing information for a first account and a 

second account; wherein control settings of the second account are established through 

the first account such that a viewing of Internet content from the second account is 

consistent with the control settings can be performed.

[0019] It is to be understood that both the foregoing general description and the 

following detailed description are exemplary and explanatory and are intended to provide 

further explanation of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] The accompanying drawings, which are included to provide a further 

understanding of the invention and are incorporated in and constitute a part of this 

specification, illustrate embodiments of the invention and together with the description 

serve to explain the principles of the invention. In the drawings:

[0021] FIG. 1 illustrates a parent match system according to an exemplary embodiment 

of the present invention;

[0022] FIG. 2 illustrates an exemplary preferences system diagram according to an 

exemplary embodiment of the present invention;

[0023] FIG. 3 illustrates an exemplary web service architecture according to an 

exemplary embodiment of the present invention;

[0024] FIG. 4 is a flow chart illustrating a method for implementing a parent match 

system according to an exemplary embodiment of the present invention;
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[0025] FIG. 5 illustrates an exemplary preferences add child profile screen according to 

an exemplary embodiment of the present invention;

[0026] FIG. 6 illustrates an exemplary preferences set up screen according to an 

exemplary embodiment of the present invention; and

[0027] FIG. 7 illustrates an exemplary segment of pseudo code for implementing the 

features of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0001] Reference will now be made in detail to the embodiments of the present 

invention, examples of which are illustrated in the accompanying drawings.

[0028] In the following detailed description, numerous non-limiting specific details are 

set forth in order to assist in understanding the subject matter presented herein. It will be 

apparent, however, to one of ordinary skill in the art that various alternatives may be used 

without departing from the scope of the present invention and the subject matter may be 

practiced without these specific details. For example, it will be apparent to one of 

ordinary skill in the art that the subject matter presented herein can be implemented by 

any type of user (i.e., not limited to parent and child) and on any type of standalone

system or client-server compatible system containing any type of client, network, server, 

and database elements. Wherever possible, like reference numbers will be used for like

elements.

[0029] The following description uses as an example a parent as the person desiring to 

set controls regarding Internet use and a child as being the Internet user who will be 

controlled. These are only examples, and the invention is not limited to those two classes
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of people. For example, the following description would be equally applicable to an 

employer and employee.

[0030] At the outset, certain terms will be described.

[0031] A web-based system is a web-based or Internet enabled desktop software 

application. A web-based system is a software system that communicates with a server 

or backend system over the Internet. A web-based application is accessed by its users

over the Internet. An Internet enabled desktop application may need its users to access its

functionality in a browser.

[0032] Web service (also webservice), as defined by the W3C, is a software system 

designed to support interoperable machine-to-machine interaction over a network.

[0033] An application programming interface (API) is an interface that defines the

ways by which an application program may request services from libraries and/or 

operating systems.

[0034] FIG. 1 illustrates a parent match system according to an exemplary embodiment 

of the present invention.

[0035] As shown in FIG. 1, the parent match system 100 includes a parent match server 

101, parent computer 102, child computer 103, and service requester 104. The parent 

match server 101 may include a persistent software system and method for allowing 

parents or persons responsible for children to define a set of preferences controlling the 

types of information and activities that a child is allowed to access or perform on an 

Internet based application. A parental preferences system includes a database to store 

parental preferences and an application programming interface (API) layer that exposes 

software functions that an internet based application can be utilized to enforce the
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parental preferences when a child tries to sign-up or register for and use their services. 

Each of the parent computer 102 and child computer 3 03 may be a desktop computer, 

laptop computer, tablet or portable computer, smartphone, mobile phone, or other 

portable computing device. Service requester 104 may include any Internet based 

application, such as a website, web application, or an Internet enabled desktop 

application, etc.

[0036] FIG. 2 illustrates an exemplary preferences system diagram according to an 

exemplary embodiment of the present invention.

[0037] The preferences system 200 includes a database 210 to store parental 

preferences and an application programming interface (API) layer 220 that exposes 

software functions that Internet based applications can utilize to enforce the parental 

preferences when children try to sign-up or register for and use their services.

[0038] The preferences system 200 enables a process that allows parents to define their 

preferences in a generic and context sensitive fashion, in addition, the preferences 

system 200 uses these preferences to allow their children to sign-up and use a web-based

system.

[0039] Preferences are defined for both information usage and activities. This is 

achieved using a database 210 of preferences, a user interface 230 to manage parental 

preferences, such as a website, and an application programming interface (API) that 

exposes those preferences to service requesters 240 that may want to solicit the 

participation of their children. The API 220 is exposed through a web service.

[0040] Data collected from the parents and stored in the database 200 will be protected 

in accordance with applicable data security and privacy laws and regulations. For
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example, provisions make the profile setup process fairly tamper proof so that a child 

may not setup a profile in the user interface 230. Provisions will be made around age

verification (See U.S. Patent Application No._____________ , System and Method for

Verifying the Age of an Internet User, filed concurrently herewith, and incorporated by 

reference in its entirety), secure data communication and data encryption based on latest 

standards, such as 20-round RC5. Provisions will also be made to support multiple 

encryption standards that can work in isolation and in conjunction with each other to 

provide a higher degree of security. The data security and privacy laws referenced also 

include the Children’s Online Privacy Protection Act (“COPPA”).

[0041] FIG. 3 illustrates an exemplary web service architecture according io the present

invention.

[0042] As shown in FIGs. 2 and 3, the service requester 340 is a web-based system that 

requests parental control information from the API 120 of the service provider 300 by 

making a web service call when a child tries to sign-up or register for or use their 

services. The service provider may be a hosted application. The service requester will he 

a web-based system or an Internet enabled desktop system that makes a web service 

request call over HTTP, HTTPS, RPC or one of the other prevalent web service 

communication protocols.

[0O43J The API 120 is a well defined application programming interface with functions 

to authenticate the service requester 240, identify the user, acknowledge the request, 

secondary verification of the request, and management of security of all communication, 

among other functions. Additional functions around requesting stored preferences, such
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as approved word list, friends list, approved sites, etc., will be also provided as part of the 

API. Every preference category will be exposed via the API,

[0044] The service provider 300 is capable of responding to the requests of various

service requestors 340. In addition, the service provider may either expressly limit 

certain service requestors 340 or apply limitations to all service requestors 340. For 

example, a preference limitation that does not allow a service requestor 340 to 

communicate explicit words to a child may be uniform across all service requestors. 

[0045] The preferences in question will cover the following exemplary types of 

information (not an exhaustive list):

[0046] Sign up information - sign up to a website, web applications, and software 

application. Sign-up information includes the type of information that sites can and

cannot ask for from the children,

[0047] Word set - the parent will be able to select words that cannot be delivered to 

their children as part of news, messages, ads, and other content services.

[0048] Context Sensitive Word Set - the parent will be able to provide context sensitive 

word sets. For example, children may be allowed to read about “sex” in a biology lesson,

but not allowed to read about “sex” in other contexts.

[0049] Ads -- the parent will be able to select types of ads that may be delivered to their 

children. The parent may also select if ads can or cannot be delivered their children.

[0050] Games - the parent may select types of games their children can and cannot 

play, such as massively multiplayer online games (“MMOG”), strategy, first person 

shooter (“FPS”), etc., plus the level of violence/nudity per standard game ratings.
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[0051] Friends - the parent may select whether their children are allowed to make 

friends with people not in an approved friends list, select if their children can manage 

their friends list, select if their children can add or delete friends without parental

override.

[0052] Applications - the parent may select types of applications (e.g., chat, message 

boards, picture libraries, games, third party applications) their children can or cannot be 

offered or signed up for.

[0053] Images - the parent may select types of images their children cannot view. 

[0054] Content Preferences - the parent may select from a list of categories of the types 

of content they would like their children to be served. For example, an Indian parent may 

prefer to have his/her child be presented with facts about India,

[0055] Duration - the parent may select the amount of time and periods in a day 

children during which children are allowed to access a web-based system.

[0056] Reminders - parents can setup reminders designed to notify them about the 

occurrence of certain events. In addition, parents can select from a list of predefined 

triggers, or design custom triggers.

[0057] Profile copy - parents can select if their parent match profile may be copied to a 

service requester web system

[0058] Expiry - parents can set an expiry date on the profile. After expiry of the 

profile, the corresponding authorization code will be unusable by the child and by web 

based systems.
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10059] Usage report - parents can setup preferences for the generation of periodic 

usage reports showing web based systems that have access to the parent match profile, 

date of first access, and last access.

[0060] FIG. 4 is a flow chart illustrating a method for implementing a parent match 

system according to an exemplary embodiment of the present invention.

[0061] At step 401, a parent accesses the parent match system through the Internet to 

establish a parent match account. In order to establish a child account, a parent may first 

establish a parental account.

[0062] At step 402, a parent may establish a parental account. The patent match 

system may guide the parent through the set up of a parental account. To establish a 

parental account, a parent profile is created. A parent profile allows a parent to provide 

information that allows the parent match system to interact with a parent. For example, 

the parent match system may support OpenlD. A parent may be able to use an OpenlD 

account to establish a parent profile. However, the parent match system may request 

additional information as well, such as a password, name (first, middle and last), address 

information, verification preference such as e-mail or short message service (SMS) that is 

used to verify a parental account, primary phone number, mobile phone number that may

be used if SMS is selected as a verification preference so that SMS messages may be sent 

to a mobile phone, a primary e-mail address that may be used if e-mail is selected as 

verification preference, secondary e-mail, password reminder questions, and time-zone 

such that dates and times in the parent match system are based on this time-zone and not

the time-zone of the server.
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[0063] The parental account is secure and can only be accessed with the correct user 

name and password. AH data transmissions may be encrypted and secure, such as all 

profile information. Passwords that may be used by the parent, child or others designated 

to properly use the system may have expiration dates to insure password strength. After a 

parental account is established, a parent may then establish one or more child accounts. 

The settings of a child account may then be controlled by the parental account. For 

example, the parent match system may present a number of options from which a parent 

may choose such that various controls may be imposed on a child by the parent match. 

[0064] At step 403, one or more child accounts also may be established. Account 

information, such as a user name, password, may be stored in a secure database by the 

parent match server. To establish a child account, a child profile is created. A child 

profile may include a user name, password, and payment method, such as a payment 

account. A child may use the user name and password to view websites, online games 

and online applications that are approved by a parent through the parent match system.

Also, a child may send websites, games and friends to their parents for approval.

[0065] Also, a child may add items to a wish-list, and a parent may review and approve 

items on a child’s wish-list. A parent may either buy or remove an item from a child’s 

wish-list. The wish-list may be customized. For examples, items in a wish-list may 

expire and be removed from the wish-list based on the settings of the wish-list.

[0066] In addition, the patent match system may allow a parent to customize a child 

profile. The parent match system may allow a parent to impose one or more controls on a 

child by setting up a child profile. A child profile may include a list of approved websites 

(i.e., Service Requester of FIG, 1 and 2) that a child is authorized to view. A viewing
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time limit may limit the amount of time that a child can view one or more websites 

without obtaining parental approval, or a periodic viewing time limit that limits the 

amount of time a child may view one or more websites on a periodic basis such as per 

week, per month, or over any particular time limit. Alternatively, a parent may set a 

viewing time limit that limits the amount of time a child can view one or more websites 

on an occasional basis, such as after a child has completed his or her homework. 

Similarly, the parent match system also may allow a parent to specify a time period 

during which a child may view websites. For example, a time period may be certain 

hours of the day, certain days of the week, or any period so desired.

[0067] At step 404, the parent match system may allow a parent to setup specific 

notifications. For example, a parent may request a notification if more than a certain 

number of hours is spent at a particular service requester. Such notifications may include 

any information regarding the child account. For example, a parent may receive a 

notification concerning a child’s request to view a new website that has not yet been 

approved by a parent. In another example, a parent may receive a notification concerning 

a child’s request to add a friend on a social networking site, such as Facebook.

[0068] Notifications may be sent by e-mail, SMS, voicemail, or the like. In the above

examples, a reply SMS message or e-mail may be sent by a parent or contributor to 

approve a particular request. Alternatively, the parent match system may provide one or 

more links that may be clicked upon to approve or decline a particular transaction. If a 

notification is provided by phone, a request for approval may be requested after the 

recital of an automated message, and approval may be solicited through key selection.
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[0069] In addition, the parent match system may generate activity reports for a parent’s 

review. Such reports may be viewed by logging into the parent match system, or may be 

sent on a periodic basis to a parent by e-mail. Alternatively, the parent match system 

may generate customized reports based upon a parent’s request. For example, a parent 

may request a report for a particular date or type of website (e.g., a social networking 

site). In another example, a Usage Report by Child may illustrate all details of all 

websites, games, social networking sites visited by a child account. The report may 

include dates, amount of time spent per Internet application, list of websites, online 

games, and other Internet applications, and sub-totals for each day, week, month or 

period. In yet another example, an Action Report by Application may illustrate all 

actions performed by a child a child account on a particular Internet applications and 

would also include an activity date and amount, as well as sub-totals for each day, week, 

month or period.

[0070] Although not shown, a service requester may establish a service requester 

account with the parent match system. For example, the parent match system may 

support Open ID. A service requester may use their OpenlD account to setup a service 

requester account. A service requester account allows a service requester to provide 

information to the parent match system. Such information may include the type of 

content provided by the service requester, a recommended age for users viewing such 

content, and other information that may be used to assist in determining whether a child

should be allowed to access the content.

[0071] FIG. 5 illustrates an exemplary preferences add child profile screen according to 

an exemplary embodiment of the present invention.
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[0072] As shown in FIG. 5, the add profile screen 500 may be divided into several 

exemplary screen portions 501-507, At screen portion, 501 a parent may identify a child 

by name or nickname. Also, a child may be given a child account user name that is 

associated with a parent account user name.

[0073] At screen portion 502, a parent may authorize new services, such as websites, 

that a child may visit, from which a child may make purchases, etc. The parent can 

control if every new service needs to be approved by the parent. The parent can also 

selectively define which services need to be approved while all other services can be 

automatically approved.

[0074] At screen portion 503, a parent may establish a password for a child account. A 

password may he assigned a password expiry date that may be selected by a parent.

After the password expiry date, a child would no longer be able to access the child 

account. Alternatively, the child account may not be assigned a password expiry date. 

[0075] At screen portion 504, a parent may authorize certain applications for use by a 

child, such as chat message boards, games, etc. For an application category like 

messaging the parent can control specific messaging actions such allowing as one on one 

, group, message boards to name a few. The same would apply to other application 

categories.

10076] At screen portion 505, a parent may specify that notifications be sent for any 

information regarding the child account. Notifications may be sent by e-mail, SMS, 

voicemail, or the like. In addition, a parent may specify that notifications be sent to other 

persons such as another parent, grandparent, aunt, uncle, or other adult responsible for a 

child. Alerts could be sent for actions the child performs such as signing up for a new
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service, adding a new friend, being added as a friend by someone else, visiting a certain 

site among others.

£0077] At screen portion 506, a parent may designate approved ESRB ratings for 

websites and other online applications that a child may attempt to access.

J0078] At screen portion 507, a parent may designate persons that a child may be 

friends with on a social networking site, such as Facebook, Alternatively, a parent may 

approve a child’s request to add a friend on a social networking site on an individual 

basis. For example, a parent may receive a notification concerning a child’s request to 

add a friend on a social networking site.

[0079] FIG. 6 illustrates an exemplary preferences set up screen according to an 

exemplary embodiment of the present invention. As shown in FIG. 6, a parent may limit 

the information which a child may access. For example, a child may only be allowed to 

access information originating from Asia, or from specific countries. Also, a child may 

only be allowed to access information in the English language. In addition, a parent may 

allow a child to access contents relating to science, mathematics, puzzles, or other types 

of information. In each of these cases, the parent establishes a preference, or 

combination of preferences, that determines the type of information communicated to the

child.

[0080] FIG. 7 illustrates an exemplary segment of pseudo code for implementing the 

features of the present invention. The parent match system and method includes a 

parental preferences system, including a database to store parental preferences and an 

Application Programming Interface (API) layer that exposes software functions that web
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sites, web services and internet enabled desktop application can utilize to enforce the 

parental preferences when children try to sign-up or register for and use their services. 

[0081] It will be apparent to those skilled in the art that various modifications and 

variations can be made in the patent match of the present invention without departing 

form the spirit or scope of the invention. Thus, it is intended that the present invention 

cover the modifications and variations of this invention provided they come within the 

scope of the appended claims and their equivalents.
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What is claimed is:

1. A method of providing control preferences for a prospective Internet user, the 

method comprising the steps of:

establishing a first account, the settings of the first account being stored in a

database;

establishing a second account, the settings of the second account being stored in

the database;

linking the first and second accounts such that control settings of the second 

account are determined through the first account; and

viewing Internet content from the second account consistent with the control 

settings of the second account.

2. The method of providing control preferences for a prospective Internet user 

according to claim 1, wherein the control settings include a list of approved service 

requesters that may be viewed from the second account.

3. The method of providing control preferences for a prospective Internet user 

according to claim 1, wherein the step of viewing internet content from the second 

account further includes notifying a user associated with the first account.

4. The method of providing control preferences for a prospective Internet user 

according to claim 3, wherein the step of notifying a user associated with the first account 

is performed by e-mail or short message service.
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5. The method of providing control preferences for a prospective Internet user 

according to claim 1, wherein account information for the first and second accounts is

stored in a secure database.

6. A system providing control preferences for a prospective Internet user 

comprising:

a server; and

a database hosted on the server, the database storing information for a first

account and a second account;

wherein control settings of the second account are established through the first 

account such that a viewing of Internet content from the second account is consistent with 

the control settings can be performed.

7. The system providing control preferences for a prospective Internet user 

according to claim 10, wherein the control settings include a list of approved service 

requesters that may be viewed from the second account.

8, The system providing control preferences for a prospective Internet user 

according to claim 10, wherein a user associated with the first account is notified when a

user associated with the second account views Internet content.



WO 2011/028989 PCT/US2010/047790

9. The system providing control preferences for a prospective Internet user 

according to claim 12, wherein the user associated with the first account is notified by e 

mail or short message service.

10. The system providing control preferences for a prospective Internet user 

according to claim 10, wherein account information for the first and second accounts is

stored in a secure database.
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