
US 20170177898A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2017/0177898A1 

DILLENBERGER (43) Pub. Date: Jun. 22, 2017 

(54) PERSONAL LEDGER BLOCKCHAIN (52) U.S. Cl. 
CPC. G06F 21/6227 (2013.01); G06F 17/30377 

(71) Applicant: International Business Machines (2013.01); G06F 2 1/10 (2013.01); G06F 
Corporation, Armonk, NY (US) 222 1/0704 (2013.01) 

(57) ABSTRACT 
(72) Inventor: Donna N. DILLENBERGER, 

Yorktown Heights, NY (US) A system, method, and computer readable storage medium 
configured for storing encrypted data in a blockchain. To 
write additional data in a blockchain, a request is received at 
a computing node. The request is typically cryptographically 
signed by a user system to include a new transaction with 
additional data in the blockchain. The additional data is 
previously encrypted with an encryption key. A new block 
that records the new transaction with additional data in the 
blockchain is added. To read the additional data in a block 
chain, a request is received at a computing node with a 
transaction identifier and a decryption key from a user 
system to access data journaled as part of the blockchain in 

(21) Appl. No.: 14/971,027 

(22) Filed: Dec. 16, 2015 

Publication Classification 

(51) Int. Cl. the transaction database. The transaction database is 
G06F2L/62 (2006.01) searched using the identifier. In response, to finding the 
G06F2L/10 (2006.01) corresponding block in the blockchain, the data is decrypted 
G06F 7/30 (2006.01) using the decryption key. 

3OO 

3O2 f 

ACCESSINGA TRANSACTION DATABASE THE TRANSACTIONS AREDATA 
TO BESTORED IN THE BLOCK CHAIN AND THE BLOCKS ARE RECORDS 3O4 
THAT CONFIRMWHEN AND IN WHAT SEQUENCE CERTAINTRANSACTION 

BECAME JOURNALED AS PART OF THE BLOCK CHAIN 

RECEIVING AREQUEST SIGNED BY AUSER SYSTEM TOINCLUDE ANEW 
TRANSACTION WITH ADDITIONALDATA IN THE BLOCK CHAIN, WHERE THE 

ADDITIONALDATA HAS BEEN ENCRYPTED WITH AN ENCRYPTION KEY 

ADDING ABLOCK THATRECORDS THENEW TRANSACTION WITH 
ADDITIONAL DATA IN THE BLOCK CHAIN. 

3O6 

ANOTHER 
REQUEST? 

31O 

  

  

      

  

  

  

  



US 2017/0177898A1 Jun. 22, 2017. Sheet 1 of 5 Patent Application Publication 

1OO 

BEGIN 

CURRENT 

  



US 2017/0177898A1 Patent Application Publication 

  



Patent Application Publication Jun. 22, 2017 Sheet 3 of 5 US 2017/0177898A1 

3OO 

ACCESSINGA TRANSACTION DATABASE THE TRANSACTIONS AREDATA 
TO BESTORED IN THE BLOCK CHAIN AND THE BLOCKS ARERECORDS 3O4 
THAT CONFIRMWHEN AND IN WHAT SEQUENCE CERTAINTRANSACTION 

BECAME JOURNALED AS PART OF THE BLOCK CHAIN 

RECEIVING AREQUEST SIGNED BY AUSER SYSTEM TOINCLUDE A NEW 
TRANSACTION WITH ADDITIONALDATA IN THE BLOCK CHAIN, WHERE THE 

ADDITIONALDATA HAS BEEN ENCRYPTED WITH AN ENCRYPTION KEY 

ADDING A BLOCK THATRECORDS THENEW TRANSACTION WITH 
ADDITIONAL DATA IN THE BLOCK CHAIN. 

3O8. 

ANOTHER 
REQUEST? 

31O 

    

  

  



Patent Application Publication Jun. 22, 2017 Sheet 4 of 5 US 2017/0177898A1 

4-OO 

f 
4-O2 

RECEIVING AREQUEST WITH A TRANSACTION IDENTIFIER 
AND A DECRYPTION KEY FROMA USERSYSTEM TO 4O4 

ACCESS DATA JOURNALED AS PART OF ABLOCK CHAIN IN 
A TRANSACTION DATABASE 

SEARCHING THE TRANSACTION DATABASEUSING THE 
IDENTIFIER FOR A CORRESPONDING BLOCKIN THE 

BLOCK CHAIN 
4O6 

IN RESPONSETO FINDING THE CORRESPONDING BLOCK 
INTHE BLOCK CHAIN, DECRYPTING THE DATAUSING THE 

DECRYPTION KEY AND 

MAKING AWAILABLE THE DATA THAT HAS BEEN 
DECRYPTED TO THE USERSYSTEM 

RECEIVE 
ANOTHER 
REQUEST? 

4-O3 

41O 

412 

414 

FG. 4 

  

  

  

    

  

    

  

  

  



(SEO/MEO TWNHEIXE 

US 2017/0177898A1 

(SHOW-REINI 

Jun. 22, 2017. Sheet 5 of 5 

OOG 

Patent Application Publication 

  



US 2017/0177898A1 

PERSONAL LEDGER BLOCKCHAN 

BACKGROUND 

0001. The present invention generally relates to digital 
content management systems, and more particularly to digi 
tal rights management of content in distributed databases. 
0002 Users seek more and more assurances against 
unauthorized access, copying and usage of their personal 
data. Examples of personal data include medical files, docu 
ments, financial documents, software, and other multimedia 
COntent. 

SUMMARY 

0003 Blockchains or blockchain is a distributed database 
that keeps a continuously growing list of data records. Each 
data record is protected against tampering and revisions. 
Blockchains are used with public ledgers of transactions, 
where the record is enforced cryptographically. This inven 
tion enables transactions to be private by encrypting the 
contents of the transaction and only users or entities that 
have the key to the transaction can view the transaction. 
0004. In one example, disclosed is the use of virtual 
private ledgers in blockchains that are encrypted using 
personal security keys. The initiator(s) of transactions sign 
and encrypt their information in the ledger. Only key holders 
can view the information. The blockchain software can still 
hash on the contents of the transaction but not view it. 
0005 Disclosed is a novel system, computer program 
product, and method which enables a storing encrypted data 
in a blockchain. To write additional data in a blockchain, a 
request is received at a computing node. The request is 
typically cryptographically signed by a user system to 
include a new transaction with additional data in the block 
chain. The additional data is previously encrypted with an 
encryption key. A new block that records the new transaction 
with additional data in the blockchain is added. 
0006 To read the additional data in a blockchain, a 
request is received at a computing node with a transaction 
identifier and a decryption key from a user system to access 
data journaled as part of the blockchain in the transaction 
database. The transaction database is searched using the 
identifier for a corresponding block in the blockchain. In 
response to finding the corresponding block in the block 
chain, the data is decrypted using the decryption key. The 
data that has been decrypted can be shared with the user 
system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0007. The accompanying figures wherein reference 
numerals refer to identical or functionally similar elements 
throughout the separate views, and which together with the 
detailed description below are incorporated in and form part 
of the specification, serve to further illustrate various 
embodiments and to explain various principles and advan 
tages all in accordance with the present invention, in which: 
0008 FIG. 1 is a diagram 100 illustrating a simple 
blockchain; 
0009 FIG. 2 is a functional diagram illustrating details of 
each block and transaction in the blockchain of FIG. 1; 
0010 FIG. 3 is a flow diagram illustrating reading con 
tent encrypted in a blockchain by a user, and 
0011 FIG. 4 is a flow diagram illustrating storing content 
encrypted in a blockchain by a user; and 
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0012 FIG. 5 illustrates one example of a computing or 
processing node for operating a node in a blockchain. 

DETAILED DESCRIPTION 

0013 As required, detailed embodiments are disclosed 
herein; however, it is to be understood that the disclosed 
embodiments are merely examples and that the systems and 
methods described below can be embodied in various forms. 
Therefore, specific structural and functional details dis 
closed herein are not to be interpreted as limiting, but merely 
as a basis for the claims and as a representative basis for 
teaching one skilled in the art to variously employ the 
present Subject matter in virtually any appropriately detailed 
structure and function. Further, the terms and phrases used 
herein are not intended to be limiting, but rather, to provide 
an understandable description of the concepts. 
0014. The description of the present invention has been 
presented for purposes of illustration and description, but is 
not intended to be exhaustive or limited to the invention in 
the form disclosed. Many modifications and variations will 
be apparent to those of ordinary skill in the art without 
departing from the scope and spirit of the invention. The 
embodiment was chosen and described in order to best 
explain the principles of the invention and the practical 
application, and to enable others of ordinary skill in the art 
to understand the invention for various embodiments with 
various modifications as are Suited to the particular use 
contemplated. 
0015. As required, detailed embodiments are disclosed 
herein; however, it is to be understood that the disclosed 
embodiments are merely examples and that the systems and 
methods described below can be embodied in various forms. 
Therefore, specific structural and functional details dis 
closed herein are not to be interpreted as limiting, but merely 
as a basis for the claims and as a representative basis for 
teaching one skilled in the art to variously employ the 
present Subject matter in virtually any appropriately detailed 
structure and function. Further, the terms and phrases used 
herein are not intended to be limiting, but rather, to provide 
an understandable description of the concepts. 
0016. The description of the present invention has been 
presented for purposes of illustration and description, but is 
not intended to be exhaustive or limited to the invention in 
the form disclosed. Many modifications and variations will 
be apparent to those of ordinary skill in the art without 
departing from the scope and spirit of the invention. The 
embodiment was chosen and described in order to best 
explain the principles of the invention and the practical 
application, and to enable others of ordinary skill in the art 
to understand the invention for various embodiments with 
various modifications as are Suited to the particular use 
contemplated. The terminology used herein is for the pur 
pose of describing particular embodiments only and is not 
intended to be limiting of the invention. 
0017 Described is a method, data processing system, and 
computer program product for providing personal ledger 
blockchains. Unlike current blockchains which allow com 
puter systems to read the contents of a blockchain. This 
invention encrypts transactions before they are added to 
blockchains, while also allowing the encrypted contents to 
be added to the blockchain. Holders of the security keys for 
the encrypted transactions can then share the keys with other 
entities. 
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0018. A user or initiator can have different keys for 
different types of transactions, e.g. a key to entries pertaining 
to just their medical records or a key that allows others to 
just see their automobile maintenance records, a separate 
key for investment transactions. The initiator of transactions 
can then choose to give the key to each type of records to 
other entities. For example, they can give a key to their auto 
records to auto insurance companies to receive lower pre 
miums because their virtual private auto maintenance ledger 
have entries documenting all the maintenance and repairs 
provided to their car from garages, service dealerships, 
repair shops. The owner/initiator of transactions can give a 
separate key to their medical records to hospitals, physi 
cians, etc. to read and to also add additional medical 
claims/records to the blockchain when new procedures are 
done for the owner/initiator. 
0019. The present invention provides blockchain security 
and ledger services that allow participants to encrypt differ 
ent types of records, with different keys that still allow 
blockchain hashing and verification but does not allow 
public participants to view the data without the key. The 
owner(s) of the transaction(s) can send the keys for a Subset 
of the owner(s) transactions to only the participants they 
wish to view/modify/add to their virtual private ledger. 
0020. In one example, the invention works by providing 
security keys that can encrypt data so that the data can also 
be hashed for blockchain addition and verification but not 
allow the contents to be read without the key. 
0021. This invention also enables different transaction 
types to be encrypted with different keys, allowing partici 
pants of the transactions to share different keys for their 
transactions with other entities. So one can have a separate 
key for “Medical transactions.” One can have separate keys 
for “Financial transactions.” One can have separate keys for 
“Real Estate transactions, etc. All these different types of 
transactions can still be hosted in a blockchain, enabling the 
blockchain to support multiple virtual private ledgers for 
participants. 

Non-Limiting Definitions 

0022. The terms “a”, “an and “the are intended to 
include the plural forms as well, unless the context clearly 
indicates otherwise. 

0023 The term “blockchain' or “blockchain' is a dis 
tributed database that keeps a continuously growing list of 
data records. Each data record is protected against tampering 
and revisions. Blockchains are used with public ledgers of 
transactions, where the record is enforced cryptographically. 
0024. The terms “comprises” and/or “comprising, when 
used in this specification, specify the presence of Stated 
features, steps, operations, elements, and/or components, but 
do not preclude the presence or addition of one or more other 
features, integers, steps, operations, elements, components, 
and/or groups thereof. 
0025. The term “computing node' is used to mean com 
putational device with an internal address that can host a 
copy of a blockchain and the associated transactions. 
0026. The term “hash function is a mathematical algo 
rithm turns an arbitrarily-large amount of data into a fixed 
length size. The same hash will always result from the same 
data, but modifying the data by even one bit will completely 
change the hash. The values returned by the hash function 
are called a “hash'. 
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(0027. The term “public ledger' is a public accessible 
listing of transactions for the distributed database or block 
chain. 

Blockchain With Encrypted Data 
0028 FIG. 1 is a diagram 100 illustrating a simple 
blockchain. Blocks in the main chain 102, 104, 112, 114, 
122, 124, 132, 134, 136 are the longest series of blocks that 
go from the beginning block 102 to the current block 136. 
For any block in the blockchain, there is only one path from 
the beginning block 102 to the current block 136. Blocks 
106, 116, 118, 126, 128 are blocks that are not in the longest 
chain. Because this is distributed system, blocks 116, 118, 
126, 128 are typically creating only a few seconds apart 
from the main chain. Whenever a fork happens, generating 
computing nodes build onto which ever block is received 
first in time. Therefore the short chain of blocks 116, 118, 
126, 128 not used. 
0029. The blockchain 100 implementation consists of 
two kinds of record: transactions and blocks. Transactions 
are the actual data stored in the blockchain. As shown the 
data in each of the blockchain is encrypted as shown 
graphically by the lock. In one example, the data in each 
blockchain is encrypted with its own unique key. In another 
example, data that is dividable into sections within each 
block, Such as, a music track from a complete CD recording 
or an image in series of images, is encrypted with its own 
unique encryption key. Transactions are created by partici 
pants using the System. 
0030 The blocks are recorded that confirm when and in 
what sequence certain transaction become journaled as back 
of the blockchain database. 
0031 FIG. 2 is a functional diagram 200 illustrating 
details of each block and transaction in the blockchain of 
FIG. 1. Shown are two kinds of record blocks 210 and 
transactions 250. The transactions 250 are actual data stored 
in the blockchain 200. The blocks 210 are records of 
transactions. 
0032 Record blocks 210 represent a series of transac 
tions 212 through 212 as shown for transactions 1 through 
transaction in respectively. Each block 210 representing a 
transaction typically includes a timestamp 214, 224 of the 
transaction. A unique transaction identifier 218, 228 is also 
shown. This transaction id can be search for a specific item. 
Also shown is an optional category for the transaction 216, 
Such as photo, medical, financial, employment, etc. to asso 
ciate with the additional data in the transactions 250 
described below. 
0033 Ahash function 290 and 292 is shown as part of the 
record blocks 210. In one implementation of a blockchain, 
the previously hash function 290 is input to a subsequent 
hash function 292, along with the transaction 1 as shown. 
This ensures that there has been no tampering or alteration 
of the data in the record blockchain. 
0034) Transactions 250 shown in block 1 through block 
n, (252, 272) contain user or additional data 256, 260, 264, 
276, 280, 284. The additional data can represent any mul 
timedia data including text, audio, video, images, financial 
statements, and more. The additional data is all encrypted 
illustrated by locks 254, 258, 262, 274, 278, 282. The data 
in each block 252,272 can be encrypted with a symmetrical 
key, a public-private key or other cryptographic key. 
0035. A common encryption key may be used for each 
the additional data in each block 252, 292. For example, 
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Suppose that the user wants to share a first medical image 
data 1 (276) with one physician represented and a second 
medical image data in (278) with another physical repre 
sented. Only one decryption key would be required in this 
example. Since the identical encryption key was used for 
both. 
0036. In another example, a unique key is required for a 
unique lock 254, 258, 262, 274, 278, 282 used for each 
portion of additional data 256, 260, 264, 276, 280, 284. In 
this example, Suppose that the user wants to share a first 
medical image data 1 (256) with one physician represented 
and a second medical image data in (260) with another 
physical represented. Two keys would be independent and 
separate description keys would be needed in this example 
since two different encryption keys were used. 

Flow Diagram of Reading Content Encrypted in a 
Blockchain 

0037 FIG. 3 is a flow diagram 300 illustrating reading 
content encrypted in a blockchain by a user. The process 
begins in step 302 and immediately proceeds to step 304. A 
computing node receives are request from a user or entity. 
The computing node is one of multiple computing nodes in 
a system using a blockchain protocol to share a transaction 
database. As described above, the transactions 250 are data 
to be stored in the blockchain 200 and the record blocks 210 
are records that confirm when and in what sequence certain 
transaction became journaled as part of the blockchain 200. 
0038. Typically the request received is signed by a user 
system to include a new transaction with additional data in 
the blockchain, where the additional data has been encrypted 
with an encryption key in step 306. The encryption key may 
be a symmetrical key, public-private key, other crypto 
graphic key, or a combination thereof. 
0039. In another example, the additional data may be 
divided into a plurality of sections and each of the sections 
is encrypted with its own unique encryption key. 
0040. A category may be assigned to the additional data 
and the encryption key is associated with the category. 
0041. In step 308, a block or record block 210 is added 
that records the new transaction with additional data in the 
blockchain 200. A transaction ID 218, 228, which is unique 
to each transaction in the blockchain is included. Optionally, 
a timestamp 214, 222, and/or category 216, 226 of the 
additional data is included 216, 226. Also, a hash 292 of a 
previous block 212, 290 combined with the current block 
222 may be included as well to make tampering or changes 
to the blockchain 200 difficult. 

0042. A test is made in step 310 to see if there is another 
request from the user system to include more data. If there 
is Subsequent request, the process returns to step 306. 
Otherwise the process flow ends in step 312. 

Flow Diagram of Storing Content Encrypted in a Blockchain 

0043 FIG. 4 is a flow diagram 400 illustrating storing 
content encrypted in a blockchain by a user. The process 
begins in step 402 and immediately proceeds to step 404. A 
computing node receives a request from a user or entity. The 
computing node is one of multiple computing nodes in a 
system using a blockchain protocol to share a transaction 
database. As described above, the transactions 250 are data 
to be stored in the blockchain 200 and the record blocks 210 
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are records that confirm when and in what sequence certain 
transaction became journaled as part of the blockchain 200. 
0044. In step 406, after the request is received with a 
transaction identifier 218, 228 and a decryption key from a 
user system to access data journaled as part of a blockchain 
200. The transaction database is searched using the identifier 
for a corresponding block in the blockchain 200. 
0045. In response to finding the corresponding block in 
the blockchain 200, decrypting the data using the decryption 
key in step 408. The data that has been decrypted is made 
available to the user system in step 410. 
0046. A test is made in step 412 to determine if there is 
another request. In response to another request being 
received, the process returns to step 406, otherwise the 
process ends in step 414. 
0047. In one example each of the data is divided into a 
plurality of sections and each of the sections is decrypted 
with its own unique decryption key. In another example, the 
data that has been decrypted includes making available a 
category 216, 226 associated with the data. 

Generalized Computing Environment 

0048 FIG. 5 illustrates one example of a computing or 
processing node 500 for operating a node in a blockchain. 
This is not intended to Suggest any limitation as to the scope 
of use or functionality of embodiments of the invention 
described herein. Regardless, the computing node 500 is 
capable of being implemented and/or performing any of the 
functionality set forth hereinabove. 
0049. In computing node 500 there is a computer system/ 
server 502, which is operational with numerous other gen 
eral purpose or special purpose computing system environ 
ments or configurations. Examples of well-known 
computing systems, environments, and/or configurations 
that may be suitable for use with computer system/server 
502 include, but are not limited to, personal computer 
systems, server computer systems, thin clients, thick clients, 
hand-held or laptop devices, multiprocessor Systems, micro 
processor-based systems, set top boxes, programmable con 
Sumer electronics, network PCs, minicomputer systems, 
mainframe computer systems, and distributed cloud com 
puting environments that include any of the above systems 
or devices, and the like. 
0050 Computer system/server 502 may be described in 
the general context of computer system-executable instruc 
tions, such as program modules, being executed by a com 
puter system. Generally, program modules may include 
routines, programs, objects, components, logic, data struc 
tures, and so on that perform particular tasks or implement 
particular abstract data types. Computer system/server 502 
may be practiced in distributed cloud computing environ 
ments where tasks are performed by remote processing 
devices that are linked through a communications network. 
In a distributed cloud computing environment, program 
modules may be located in both local and remote computer 
system storage media including memory storage devices. 
0051. As shown in FIG. 5, computer system/server 502 in 
cloud computing node 500 is shown in the form of a 
general-purpose computing device. The components of 
computer system/server 502 may include, but are not limited 
to, one or more processors or processing units 504, a system 
memory 506, and a bus 508 that couples various system 
components including system memory 506 to processor 504. 
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0052 Bus 508 represents one or more of any of several 
types of bus structures, including a memory bus or memory 
controller, a peripheral bus, an accelerated graphics port, and 
a processor or local bus using any of a variety of bus 
architectures. By way of example, and not limitation, Such 
architectures include Industry Standard Architecture (ISA) 
bus, Micro Channel Architecture (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronics Standards Association 
(VESA) local bus, and Peripheral Component Interconnects 
(PCI) bus. 
0053 Computer system/server 502 typically includes a 
variety of computer system readable media. Such media 
may be any available media that is accessible by computer 
system/server 502, and it includes both volatile and non 
Volatile media, removable and non-removable media. 
0054 System memory 506, in one embodiment, imple 
ments the flow diagram of FIG.3 and the flow chart of FIG. 
4. The system memory 506 can include computer system 
readable media in the form of volatile memory, such as 
random access memory (RAM) 510 and/or cache memory 
512. Computer system/server 502 may further include other 
removable/non-removable, volatile/non-volatile computer 
system storage media. By way of example only, storage 
system 514 can be provided for reading from and writing to 
a non-removable, non-volatile magnetic media (not shown 
and typically called a “hard drive”). Although not shown, a 
magnetic disk drive for reading from and writing to a 
removable, non-volatile magnetic disk (e.g., a "floppy 
disk”), and an optical disk drive for reading from or writing 
to a removable, non-volatile optical disk such as a CD 
ROM, DVD-ROM or other optical media can be provided. 
In such instances, each can be connected to bus 508 by one 
or more data media interfaces. As will be further depicted 
and described below, memory 506 may include at least one 
program product having a set (e.g., at least one) of program 
modules that are configured to carry out the functions of 
various embodiments of the invention. 
0055 Program/utility 516, having a set (at least one) of 
program modules 518, may be stored in memory 506 by way 
of example, and not limitation, as well as an operating 
system, one or more application programs, other program 
modules, and program data. Each of the operating system, 
one or more application programs, other program modules, 
and program data or some combination thereof, may include 
an implementation of a networking environment. Program 
modules 518 generally carry out the functions and/or meth 
odologies of various embodiments of the invention as 
described herein. 

0056. As will be appreciated by one skilled in the art, 
aspects of the present invention may be embodied as a 
system, method, or computer program product. Accordingly, 
aspects of the present invention may take the form of an 
entirely hardware embodiment, an entirely software embodi 
ment (including firmware, resident Software, micro-code, 
etc.) or an embodiment combining Software and hardware 
aspects that may all generally be referred to herein as a 
“circuit,” “module' or “system.” Furthermore, aspects of the 
present invention may take the form of a computer program 
product embodied in one or more computer readable medi 
um(s) having computer readable program code embodied 
thereon. 
0057 Computer system/server 502 may also communi 
cate with one or more external devices 1020 such as a 
keyboard, a pointing device, a display 522, etc.; one or more 
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devices that enable a user to interact with computer system/ 
server 502; and/or any devices (e.g., network card, modem, 
etc.) that enable computer system/server 502 to communi 
cate with one or more other computing devices. Such 
communication can occur via I/O interfaces 524. Still yet, 
computer system/server 502 can communicate with one or 
more networks such as a local area network (LAN), a 
general wide area network (WAN), and/or a public network 
(e.g., the Internet) via network adapter 526. As depicted, 
network adapter 526 communicates with the other compo 
nents of computer system/server 502 via bus 508. It should 
be understood that although not shown, other hardware 
and/or Software components could be used in conjunction 
with computer system/server 502. Examples, include, but 
are not limited to: microcode, device drivers, redundant 
processing units, external disk drive arrays, RAID systems, 
tape drives, and data archival storage systems, etc. 

Non-Limiting Examples 

0058. The description of the present application has been 
presented for purposes of illustration and description, but is 
not intended to be exhaustive or limited to the invention in 
the form disclosed. Many modifications and variations will 
be apparent to those of ordinary skill in the art without 
departing from the scope and spirit of the invention. The 
embodiment was chosen and described in order to best 
explain the principles of the invention and the practical 
application, and to enable others of ordinary skill in the art 
to understand the invention for various embodiments with 
various modifications as are Suited to the particular use 
contemplated. 
What is claimed is: 
1. A computer-based method comprising: 
accessing, by a processor, a transaction database shared 

by all computing nodes participating in a system based 
on a blockchain protocol, the transaction database 
including transactions and blocks, where the transac 
tions are data to be stored in the blockchain and the 
blocks are records that confirm when and in what 
sequence certain transaction became journaled as part 
of the blockchain; 

receiving a request signed by a user system to include a 
new transaction with additional data in the blockchain, 
where the additional data has been encrypted with an 
encryption key; and 

adding a block that records the new transaction with 
additional data in the blockchain. 

2. The computer-based method of claim 1, wherein the 
adding the block that records the new transaction with 
additional data in the blockchain includes a hash of a 
previous block. 

3. The computer-based method of claim 2, wherein the 
adding the block that records the new transaction with 
additional data in the blockchain includes a timestamp. 

4. The computer-based method of claim 2, wherein the 
adding the block that records the new transaction with 
additional data in the blockchain includes a transaction 
identifier. 

5. The computer-based method of claim 1, wherein the 
encryption key is a symmetrical key. 

6. The computer-based method of claim 1, wherein the 
encryption key is part of a public-private key pair. 
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7. The computer-based method of claim 1, wherein the 
additional data is divided into a plurality of sections and 
each of the sections is encrypted with its own unique 
encryption key. 

8. The computer-based method of claim 1, further com 
prising: 

assigning a category to the additional data and the encryp 
tion key is associate with the category. 

9. The computer-based method of claim 1, further com 
prising: 

receiving a request with a transaction identifier and a 
decryption key from another user system to access the 
additional data; 

searching the transaction database using the identifier for 
a corresponding block in the blockchain; 

in response to finding the corresponding block in the 
blockchain, decrypting the additional data using the 
decryption key; and 

making available the additional data that has been 
decrypted to the another user system. 

10. A computer-based method comprising: 
receiving a request with a transaction identifier and a 

decryption key from a user system to access data 
journaled as part of a blockchain in a transaction 
database shared by all computing nodes participating in 
a system based on a blockchain protocol, the transac 
tion database including transactions and blocks, where 
the transactions are data to be stored in the blockchain 
and the blocks are records that confirm when and in 
what sequence certain transaction became journaled as 
part of the blockchain; 

searching the transaction database using the identifier for 
a corresponding block in the blockchain; 

in response to finding the corresponding block in the 
blockchain, decrypting the data using the decryption 
key; and 

making available the data that has been decrypted to the 
user system. 

11. The computer-based method of claim 10, wherein the 
decryption key is part of a public-private key pair. 

12. The computer-based method of claim 10, wherein the 
data is divided into a plurality of sections and each of the 
sections is decrypted with its own unique decryption key. 

13. The computer-based method of claim 10, wherein the 
making available the data that has been decrypted includes 
making available a category associated with the data. 

14. A system comprising: 
a memory; 
a processor communicatively coupled to the memory, 
where the processor is configured to perform 
accessing, by a processor, a transaction database shared 
by all computing nodes participating in a system 
based on a blockchain protocol, the transaction data 
base including transactions and blocks, where the 
transactions are data to be stored in the blockchain 

Jun. 22, 2017 

and the blocks are records that confirm when and in 
what sequence certain transaction became journaled 
as part of the blockchain; 

receiving a request signed by a user system to include 
a new transaction with additional data in the block 
chain, where the additional data has been encrypted 
with an encryption key; and 

adding a block that records the new transaction with 
additional data in the blockchain. 

15. The system of claim 14, wherein the encryption key 
is part of a public-private key pair. 

16. The system of claim 14, wherein the additional data is 
divided into a plurality of sections and each of the sections 
is encrypted with its own unique encryption key. 

17. The system of claim 14, wherein the processor is 
further configured to perform: 

assigning a category to the additional data and the encryp 
tion key is associate with the category. 

18. The system of claim 14, wherein the processor is 
further configured to perform: 

receiving a request with a transaction identifier and a 
decryption key from another user system to access the 
additional data; 

searching the transaction database using the identifier for 
a corresponding block in the blockchain; 

in response to finding the corresponding block in the 
blockchain, decrypting the additional data using the 
decryption key; and 

making available the additional data that has been 
decrypted to the another user system. 

19. (canceled) 
20. (canceled) 
21. A non-transitory computer program product compris 

ing a computer readable storage medium having computer 
readable program code embodied therewith, the computer 
readable program code configured to perform: 

accessing, by a processor, a transaction database shared 
by all computing nodes participating in a system based 
on a blockchain protocol, the transaction database 
including transactions and blocks, where the transac 
tions are data to be stored in the blockchain and the 
blocks are records that confirm when and in what 
sequence certain transaction became journaled as part 
of the blockchain; 

receiving a request signed by a user system to include a 
new transaction with additional data in the blockchain, 
where the additional data has been encrypted with an 
encryption key; and 

adding a block that records the new transaction with 
additional data in the blockchain. 

22. The non-transitory computer program product of 
claim 21, wherein the encryption key is part of a public 
private key pair. 


