WO 01/099034 A3

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date

(10) International Publication Number

WO 01/099034 A3

27 December 2001 (27.12.2001) PCT
(51) International Patent Classification”: GO6F 1/00
(21) International Application Number: PCT/US01/19573

(22) International Filing Date: 19 June 2001 (19.06.2001)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:

09/603,575 21 June 2000 (21.06.2000) US

(71) Applicant (for all designated States except US): AL-
ADDIN KNOWLEDGE SYSTEMS; LTD. [IL/IL]; 15
Beit Oved Street, Tel Aviv 61110 (IL).

(72) Inventors; and

(75) Inventors/Applicants (for US only): XU, Bin [US/US];
955 La Mesa Terrace, Unit 1, Sunnyvale, CA 94086 (US).
SESMA, Jim [US/US]; P. O. Box 2690, White City, OR

(74)

@n

84

97503 (US). FREEMAN, Robert [US/US]; 333 North
Glassell #9393, Orange, CA 92866 (US). LI, Weijun
[CN/US]; 687 Ontario Court #8, Sunnyvale, CA 94087
(US).

Agents: NWAMU, Fidel et al.; Townsend and Townsend
and Crew LLP, Two Embarcadero Center, Eighth Floor, San
Francisco, CA 94111-3834 (US).

Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,
CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NO, NZ, PL, PT, RO, RU, SD, SE, SG, SI, SK,
SL, TJ, TM, TR, TT, TZ, UA, UG, US, UZ, VN, YU, ZA,
ZW.

Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian

[Continued on next page]

(54) Title: SYSTEM FOR OBFUSCATING COMPUTER CODE TO PREVENT DISASSEMBLY

(§7) Abstract: A system for preventing accurate disassembly of computer

Qriginal Assembly
Code

T‘IOZ

JUMP Over Obfuscating Instruction
OBFUSCATING INSTRUCTION

~ 100

Hidden Instructions

L104

Original Assembly
Code

N code. Such code masking, referred to as "obfuscation,” is useful to prevent
unwanted parties from making copies of an original author’s software, ob-
taining valuable information from the software for purposes of breaking into
a program, stealing secrets, making derivative works, etc. The present inven-
tion uses assembly-language instructions so as to confuse the disassembler
to produce results that are not an accurate representation of the original as-
sembly code. In one embodiment, a method is provided where an interrupt,
or software exception instruction, is used to mask several subsequent instruc-
tions. The instruction used can be any instruction that causes the disassembler
to assume that one or more subsequent words, or bytes, are associated with
the instruction. The method, instead, jumps directly to the bytes assumed as-
sociated with the instruction and executes those bytes for a different purpose.
J A preferred embodiment works with a popular Microsoft "ASM" assembler
language and "DASM" disassembler. The instructions used to achieve the ob-
fuscation include "INT" instructions. Using this approach up to 17 bytes of
obfuscation can be achieved with five instructions. Each instruction remains
obfuscated until executed and returns to an obfuscated state afterwards.



wO 01/099034 A3 NI 00 A0 0N 00 AR

patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European  (88) Date of publication of the international search report:
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, 8 May 2003
IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF,
CG, CI, CM, GA, GN, GW, ML, MR, NE, SN, TD, TG).

For two-letter codes and other abbreviations, refer to the "Guid-

Published: ance Notes on Codes and Abbreviations" appearing at the begin-
—  with international search report ning of each regular issue of the PCT Gazette.



INTERNATIONAL SEARCH REPORT

Interna Application No

PCT/US 01/19573

A. CLASSIFICATION OF SUBJECT MATTER

IPC 7 GO6F1/00

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

IPC 7  GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category © | Citation of document, with indication, where appropriate, of the relevant passages

X COHEN F B:

"OPERATING SYSTEM PROTECTION

1-3,5,9,

Relevant to claim No.

> <

THROUGH PROGRAM EVOLUTION"

COMPUTERS & SECURITY. INTERNATIONAL
JOURNAL DEVOTED TO THE STUDY OF TECHNICAL
AND FINANCIAL ASPECTS OF COMPUTER
SECURITY, ELSEVIER SCIENCE PUBLISHERS.
AMSTERDAM, NL,

vol. 12, no. 6,

1 October 1993 (1993-10-01), pages
565-584, XP000415701

ISSN: 0167-4048

page 571, right-hand column, line 12 -page
572, left-hand column, line 18

page 576, left-hand column, last Tine
-right-hand column, last Tine

page 577, right-hand column, 1ine 17 -
Tine 31 y

12

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

° Special categories of cited documents :

"A" document defining the general state of the art which is not
considered to be of particular relevance

*E* earlier document but published on or after the international
filing date

*L* document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

*0O* document referring to an oral disclosure, use, exhibition or
other means

*P*" document published prior to the international filing date but
later than the priority date claimed

*T* later document published after the international filing date

invention

or priority date and not in confiict with the application but
cited to understand the principle or theory underlying the

*X* document of particular relevance; the claimed invention

cannot be considered novel or cannot be considered to

in the art.

*&* document member of the same patent family

involve an inventive step when the document is taken alone

*Y* document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
ments, such combination being obvious to a person skilled

Date of the actual completion of the international search

20 January 2003

31/01/2003

Date of mailing of the international search report

Name and mailing address of the I1SA

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31-70) 340-3016

Authorized officer

Carciofi, A

Form PCT/ISA/210 (second sheet) (July 1992)

page 1 of 2




INTERNATIONAL SEARCH REPORT

Internat Application No

PCT/US 01/19573

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication,where appropriate, of the relevant passages

Relevant to claim No.

X J M HOFFMAN: "Re: "Hiding" variables in
Cll

MESSAGE FROM NEWSGROUPS: COMP.LANG.C,
COMP.0S.MSDOS.PROGRAMMER, SCI.CRYPT,
‘OnTine! 4 March 1992 (1992-03-04),
XP002227990

Retrieved from the Internet:
<URL:http://groups.google.com/groups?selm=
1992Mar4.152202.10254%40wam. umd . edu&oe=UTF
-8&%output=gplain>

‘retrieved on 2003-01-20!

the whole document

X R BENTSON: "Re: "Hiding" variables in C"
MESSAGE FROM NEWSGROUPS: COMP.LANG.C,
COMP.0S.MSDOS.PROGRAMMER, SCI.CRYPT,
‘Online! 6 March 1992 (1992-03-06),
XP002227991

Retrieved from the Internet:
<URL:http://groups.google.com/groups?selm=
1992Mar06.191513.41268%40yuma.acns.colosta
te.edu&oe=UTF-8&output=gplain>

‘retrieved on 2003-01-20!

the whole document

X WO 97 04394 A (DRAKE CHRISTOPHER NATHAN)
6 February 1997 (1997-02-06)
page 5, 1line 25 - line 36

Y WO 99 01815 A (COLLBERG CHRISTIAN SVEN
;LOW DOUGLAS WAI KOK (NZ); THOMBORSON
CLAR) 14 January 1999 (1999-01-14)
page 12, 1line 7 - line 25

page 14, Tline 16 - 1ine 21

page 16, line 5 - Tine 20

page 25, 1ine 26 -page 26, Tine 10
page 73, 1line 7 -page 74, line 30

A MAMBO M ET AL: "A TENTATIVE APPROACH TO
CONSTRUCTING TAMPER-RESISTANT SOFTWARE"
PROCEEDINGS OF THE NEW SECURITY PARADIGMS
WORKSHOP. NSPW ’97. LANGDALE, UK, SEPT. 23
- 26, 1997, NEW SECURITY PARADIGMS
WORKSHOP, NEW YORK: ACM, US,

vol. CONF. 6,

23 September 1997 (1997-09-23), pages
23-33, XP000895343

ISBN: 0-89791-986-6

page 26, right-hand column, line 12 -page
27, right-hand column, last line

1,2,5,9,
12

1,2,5,9,
12

1,2,5,9,.
12

1,6-9,12

Form PCT/ISA/210 (continuation of second sheet) (July 1992)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Internal

Application No

PCT/US 01/19573

Patent document

Publication

Patent family

Publication

cited in search report date member(s) date

WO 9704394 A 06-02-1997 AU 725098 B2 05-10-2000
AU 5945796 A 23-01-1997
Wo 9704394 Al 06-02-1997
Us 6006328 A 21-12-1999

WO 9901815 A 14-01-1999 AU 7957998 A 25-01-1999
CN 1260055 T 12-07-2000
EP 0988591 Al 29-03-2000
JP 2002514333 T 14-05-2002
Wo 9901815 Al 14-01-1999

Form PCT/ISA/210 (patent family annex) (July 1992)




	Abstract
	Bibliographic
	Search_Report

