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B g AF B,

2. WECL(Meltdown)

WETSL T2 A H=xt A3 (out-of-order execution)S oF&3dfo] H Adle] gle HRYE IS &
dE F=dlo] Fekdoltt. 2018 2 F) FAl TR mwlﬁiﬂﬁﬂAWmevM5ﬂﬂFM*@ﬂ0]
Fokdol FFgFS W= o= At HEAk AL ZR2AA Y do|xEls g o R ALEEY] g H
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stoh. SHX| R "W ETL-9 76]_?‘ Last Level
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gruE] Jeje AEH o] E (symbol table)S AMESIIL, ©|i= PyDict_Type Q12=W 22 A2,

PyDict_Type Q12=Elzol= AEHolEo] #3F o2 JR7F A4, gMayge] A4 dolHe 95 94
(PyDictEntry)ol A&=E a1, PyDict_Type A=®WlxolE= Y PyDictEntry=2 XQIE7F 7]&%o] it}
PyDictEntry® 2+ Q40+ OH/\](hash) 7] (key) <1 1 F(value) ¥JHZ ARG, 7|9 7 ARe FH 7]
FHA g F volHEY 2RIHE = 7] ZJAH <} 3% 40]131‘: zbzh wligro] o] Fe dEete EAE
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% 6aAz TS o F ARF SRl deld Az 4 AU FEE T4 =T AR B
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BE Python QA4®lxE 2Rl ARY S A Hshe Fdsd U IAEE Z2iETh. oF B0, BE fUIE
w2 HolB= Pylnicode_Type Sel~E Fxdtk. ofdfd 7 ARg Sd29 9= Python M=M= 31
gAol7] wol o] AR g& At 54 ArEe] AR AE AR 224 S Qdn

T 32 =
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=
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Tl - = %
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Sl BEl G S
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Pydict_Type 12=®l2=¥ 0xa3ab20 FA#hs g8t o). whebx, B Ix'zoA dld F2S X33
= Ol A~EIAE ﬁmaggﬁ,MEQQEg 'Caq;%q

2EAE £ 59 PAS "t} o] = 'network_nodes'ol Q3 AW #Holo] HHI} wid FHH
|

AT FEeE Aor wde FxE yotd 9

oAl mEe] AFAE FEHY) el £9F Just oftle] Ague] YA Gohuith, mY QliElse] AR
BN HMFetE anxE R, oF s 7 £9F NS sefarh. E 59 layers' 949 ¢
7 eYF Asvse FolHE THY PiEcBR o B§I

7t 2y JAzxElzo FEste] FUdt WAoR S da'Es MEgo|ES xFsta, olF 83
'_trainable_weights' 849 Ztol A3}, =, AEHO|EL Pict_Type E20lal, Pydict_Type A2~®l
T Oxa3ab20 F4gks At vk, webd, 29T JAxdzdA g Fos Tiehs A2tAE A

qg;w@%ﬂlsgﬁégé:%#

% 69 '_trainable weights' 8% F7VA| tf.Variabled] ¥lEE FAES A&S 3Hld 4 dr). o= Z+
Zy 74X eF A gholl sidsls Ho|v}k. ¢f. Variable B4 HolEE 9&l TensorFlow W2 o =
A5 o|t}.

tf.Variable® 7%+ &= 73 Zt}. AHS rowmajor FEQ vld = A3}l stride®t dimension 5 3 A
HE o]§3}d H%tbﬁﬁ‘%@iﬂl b, = 79 WrE B2 3x3 23 #4S Uk Aow dolg
sty 4npolE | 3 2 12ufolEQlS & & 3

2y tf.Variabled] Udt AETCHE FAS T3 wdy dly JRE FE52 olE st dE st 4 A
PHR BA3lc},

ojgtoll A=, & ol % AP FEF WS A&t AP Al disf) A

1. A3 37
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o FAAE 7] 2 fFAR AT Alzd"d JAslH Adel s AyE 5" dAS Foutet.

H R4
victim© 23 TensorFlow MNIST &34 <14 dejyd Au|AE ALgstgon T2 37 A4S o3 7).
- CPU: Intel(R) Core(TM) i5-7500

- kernel: Linux version4.12.0
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(350)% W& Q1zElze] A¥eolBe] TgEo] gl 7 2UF AxElse] ¥QUE AnF ool 2 £UF
Auflzo] HEY F A F, AFR FEEE0E 4 eHF Axpae ARHel e JAH 4 o3

AGRE60)NE Aol A HolE FEF(310)] S8 FEH dolA Holi, Mol HolRE FEH/ A B
2% delE} solx] Holdg FE: HYA YAHOR m MANGoR YYNE dolH, ¥ 99 F
22309 o8 F28 4 F9 dold, Axfs FHRE0)9 od FEE gAY Axvx, A Yu
Hol, BE ds€ls, Bu P2 FETGA0)C od 3R mde) Tx, 4FA FERE0) o8 FE4
7 euFe 45N 9/EE A% g Bol 498 & Av

olfoll Al ArE A st=do] FA 84, AZESO] FA 84, E/EE StEdo] 7 84 E AXEY)]
of 74 249 FFor FEE F Uk, oE Eol, HAAdEAA AWE A L 7 84 E, odE 5o,
I2AAM, ZEEY, ALU(Arithmetic Logic Unit), YAE Als X2 MM (Digital Signal Processor), ®}o]=
273 ¥, FPA(Field Programmable array), PLU(Programmable Logic Unit), VlO|AZZZAAN, H WHH
(instruction)& APl FFE ¢ Y& thE oAwg FX o} o], st o] WHE HAFH T S+ 54
HIFEE o)gst FdE & Ak, HY A= &9 A A (Operation System, 0S5) E 7] & A ‘ol A
FE = Sy o]ide] AZE9 O o EACIAS FAT - k. EH, AP AA e LZE]e A F
Fate], HelHE A2, A%, 24, Az 2 AT F= vk, osfo HE fate, AHE FX= st A
EHv Aoz Adyd ASE JAT, ;T 7E Lokl T4 AAE 7 Ae, A" AT 55 Y A
] 84 (Processing Element) R/%v 54 §39 Ag 8458 TFS F 35S & U}, dF 59, A
FA = B4 e ZEAA Ee ] ZEAAN 9 st ZEEZHE EFF F oAk E, WHE ZIAA
(Parallel Processor)9 22, t& A2 54 (Processing Configuration)® 7}&53}t}.

AT EOE HFEH T2 (Computer Program), FE(Code), ® (Instruction), =& °l5 F 3l o]
£%s XTFL ¢ deorn, dste uE sAstEF Ay AXE AU SHAeR e AyFH o=
(Collectively) A= Fx& WHET F Ak, KZEQo] Y/EE dolHE, A Ao o3t A=A A
g FAe] HE Ee dolHE ATstr] Hstel, oW F3 A, 4 2.4 (Component), A FX, 7H

}) (Virtual Equipment), ATE A4 wja mi #x, w= A%y

ofr
ol

B = Al& 3 (Signal Wave)ol FF+Ho =,
TE dAHoz A (Embody)E = AT AZEols UEYIR AZHE HFE A=y Ao EAE(A,
Babd o ® AAHAY A" £ rh. AZEYe] H dolHE sy oAt HFH #AE Jbs 7= )
Aol Axdd 4 Aok

Ao mE WS oYst HFE FEE Fole] Fdd 4 e RO WE FJEE FdEo] HAFH &
= 7k wiAel 7154 4 k. A7) ASFH d5 be wiA e ZEa9 9WE, deoly 3, doly Fx 5&
G=0R e xgete] X ¢ vk, A7) wiAd 7SEHE 22O WHe AAdE fste] 5¥s] A
Hi FAE AEIAY AFH AZE 0 AR NA FAEH AHE THsd Ad S k. AFH d=s
S 71 wfA e del+= F= fgaa, 223 ysad 9@ oAy "Hol=el A& x7] w A (Magnetic Media), CD-

ROM, DVDe} #& F7|= wjAl(Optical Media), EFEIZH tvlx=A(Floptical Disk)¢} &2 =7]-3 wiA|
(Magneto-optical Media), &(ROM), F(RAM), ZA] W=z 5 £ 223 HHS AFsty FY|=F
Ed3] 7Y st=9o] 4X7F £3ET. 2o gy ooe Huded 9§ e =
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[0104]

rze 49

10 :

A 28]

100 : AREAF @

300 @ F= A

500 @ A1H

F1

k1

s

n)
b~

XOr rax, rax
retry:

mov al, byte [rcx]
shl rax, Oxc

jz retry

~1 ()} wn = 3 (8% e

; rex = kernel address, rbz = probe array

mov rbx, qword [rbx + rax]
EH2

b'e28911d56b9delf9"’ hash1
b'30921993b67f0000"  * key1
b'28af8994b6710000"' * value1
b'6173736f63696174" hash2
b'0000000000000000"
b'0000000000000000"
b'647618c160cdb95c’  hash3
b'30a09394b6710000"' * key3
b'40e0a30000000000" * value3
b'e5f3effb3bffsfef' hash4
b'307a8e94b6710000" * key4

b'e8659394b6710000'

* valued
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E03
data type address(offset)
PyOhject_Type Ox636710
PylLong Type Oxa3c900
PyBool Type Oxal3dl160
PyFloat Type Oxal3d300
PyDict Type Oxalab20
PyUnicode Type Oxa 38440
=gl
{' _name__": '_main__",
T:_builtins__': <module 'builtins' (built-in)>,

‘tensorflow': <module 'tensorflow' from

' /home/hoyong/.local/lib/python3.6/site-
packages/tensorflow/__init__.py'>,

'model’': <tensorflow.python.keras.engine.
sequential.Sequential object at ©x7f4abfcee978>}

EHS

sy
'_name': 'sequential_6',

]

' layers': [<tensorflow.python.keras.engine.input_layer.InputLayer
object at @x7f5b7e6d5160>, <tensorflow.python.keras.layers.core.Flatten
object at @x7f5b7eedleld>, <tensorflow.python.keras.layers.core.Dense
object at ex7f5b7e6cf39@>, <tensorflow.python.keras.layers.core.Dense
object at ex7f5b7e6cf400>],

e

' network_nodes': {'flatten_input_ib-6', 'flatten_ib-6', 'dense_ib-12",
‘dense_1_ib-13'},

[

‘optimizer': <tensorflow.python.keras.optimizer_v2.adam.Adam object at
ex7f5b7e6d3240>,

-
‘loss': 'sparse_categorical_crossentropy',

ot
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EH6

L
' name': 'dense_12',
' _trainable_weights':[
<tf.variable 'dense_12/kernel:@' shape=(784, 1@) dtype=float32>,
<tf.variable ‘'dense_12/bias:®' shape=(10,) dtype=float32>
1,
' _non_trainable_weights': [],

.}

EH7

data type a: | float32 ] Memory Block
data ¥ b v
T~ o [1]2]3]4[5 6[7|8\j

dimension count 2
dimension 3|3 e
12 bytes
stride 12| 4
EH8

Model: "sequential_6"

Layer (type) Output Shape Param #

flatten_6 (Flatten) (None, 784) e

dense_12 (Dense) (None, 18) 7850

dense_13 (Dense) (None, 18) 11e

Total params: 7,968

Trainable params: 7,96@

Non-trainable params: @

>> layer2

[<tf.Vari ' se_13/kernel:@' shape=(1@, 18) dtype=float32, numpy=

array([[]-1.3233812|, ©.26736608, 1.8216433 , ©.59734255, -1.8421642 ,
-8.3907373 , -0.13165668, 1.8937@75 , -1.4@6748 , -2.09728 ]
[-©.87404656, ©.26599044, ©.17201532, -0.1804208 , ©.43607864,
-2.5771687 , -1.6013101 , ©.25765058, -0.36830576, ©.3341029 ]
[ 9.60462254, ©.5616927 , -0,3610924 9.46177837, -1.6261365
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EH9
e4 Sc a3 00 00 90 PO 0O OO 00 OO 90 PO 00 B0 00 | .N\........000.nn |
66 6¢ 61 74 74 65 6e Sf 36 5f 69 6e 70 75 74 5f | flatten_6_input_ |
69 62 2d 30 00 20 €0 00 ©2 00 20 00 00 00 00 00 | s L e Y |
;4 78 a3 01 60 00 00 PO 94 af OO 20 0O 00 00 0 | eXovonsesessases |
66 6¢c 61 74 74 65 6e Sf 36 5f 69 62 2d 30 00 00 | flatten_6_ib-0.. |
Y0 YU BV BV VY VY VY VY fU 10 ce 74 23 7f 48 8F | ........... THies |
e4 78 a3 00 00 90 00 PO 00 OO PO 00 PO 00 PO 00 | .X...evwwerornan |
64 65 6e 73 65 5F 31 32 S5f 69 62 2d 30 00 00 00 | dense_12_ib-0... |
03 60 00 60 OO PO PO OB 40 84 a3 06 0O 0O 00 ©0 | ........ Biviwioie |
EHI0
4260b0780: |8e 64 a9 bf| 35 e4 88 3e 35 c5 82 3f 71 eb 18 3f
4260b0790: 81 65 85 bf b8 Be c8 be 82 d1 06 84 7d 79 80 3f
4260b07a0: 52 10 b4 bf d6 39 06 c® 84 cl1 5f bf e6 2f 88 3e
4260b07b0: c9 24 30 3e 3b c@ 38 be b3 45 df 3e 55 fO 24 ce
4260b07cO: ..
EH]11
Hex value: | 0x8e64a9bf | Convert to float
Oxbfa9648e (swapped endianness)

b f a 9 S) 4 8
1lol1]1]1]1]1]1]1]0]1]o]1]0]o]1]0[1]1]o]o]1]o]e]1]0]0]0]1]]
1101111111 01010010110010010001110
sign  exponent mantissa
-1 127 1.01010010110010010001110 (binary)

-1 27127 -127) * 1.3233811855316162

= 1.00000000 * 1.3233811855316162
-1.32338

Float value: -1.3233812 Convert to hex .
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EHI3
structure learning los§ weight model
rate function | & bias input
via preduction APIs (10) A x
practical black-box attacks [11] A x
oracle high accuracy and fidelity (12) A x
stealing hyperparam.s in ML [13] X x [ D) x x
hardware | I know what you see [14) x x x x ®
side- floating-point multiplication (15) x x x X [ J
channel | CSI NN (16) [ ] N = LY B
) via timing side-channels [17) ()] x X X X
SOMNaTe Meaky DNN (18] ° x x x x
cl:;nilel cache telepathy (19) [ x x x x
our attack ® [ J ® ® [ )

@ indicates
x indicates
© indicates
A indicates

EH14

that the technique can successfully

steal the corresponding information.
that the technique cannot extract corresponding information.

that the extraction is only successful with simple neural networks.
that the technique does not steal the corresponding information directly, but constructs a
substitute network. The contents of such substitute network are distant from the original victim
network: hence it cannot be regarded as an extraction.
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