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SYSTEMS AND METHODS FOR DEVICE In an embodiment , at least one of the first authentication 
BASED AUTHENTICATION type and the second authentication type are performed at 

least one of continuously or periodically . 
FIELD OF THE INVENTION In an embodiment , at least one of the first authentication 

5 type and the second authentication type is performed at 
The present technology relates to the field of electronic irregular intervals . 

wearable devices and mobile devices . More particularly , the I n an embodiment , a password is provided to the second 
present technology relates to communications involving device to authenticate the user on the second device in 
wearable devices and mobile devices . response to satisfaction of the second threshold . 10 In an embodiment , a command is provided to the second BACKGROUND device to log off the user from the second device when the 

second threshold is not satisfied . The functionality of electronic mobile devices has 
increased over time . Various types of mobile devices can In an embodiment , the first threshold is updated based on 

the first comparison value . The second threshold is updated perform myriad tasks . For example , mobile computers , such 15 
as laptop computers and computing tablets , can now per based on the second comparison value . 
form all or nearly all of the features and utilities traditionally In an embodiment , a password is provided to the second 
provided by personal computers . Moreover , these mobile device to authenticate the user on the second device in 
devices are associated with increasingly modest tradeoffs in response to satisfaction of the first threshold . 
relation to communication ease ( e . g . , access , bandwidth , and 20 In an embodiment , a command is provided to the second 
reliability ) with other devices . As another example , smart device to log off the user from the second device when the 
phones likewise are growing in popularity due to their first threshold is not satisfied . 
broadening array of capabilities . Their capabilities are In an embodiment , the first device is a wearable device . 
approaching the function of laptop computers and comput - In an embodiment , the second device is a mobile device . 
ing tablets . 25 In an embodiment , the first comparison is performed . 

Although use of mobile computers and smart phones In an embodiment , the first threshold is updated based at 
increasingly raises fewer issues relating to computing least in part on the first comparison . 
power , at least one shortcoming continues to be associated In an embodiment , the first device is a wearable device 
with both types of devices : form factor . While the steady and the wearable device includes the system . 
diminution in form factor of these device types has provided 30 In an embodiment , a third comparison value is determined 
many advantages , their size continues to present disadvan based on a third comparison between the first sensor signa tages in certain circumstances . In this regard , true computing ture associated with the first set of sensor data of the first mobility for a user is often not realized when the user is left device in the first context and a third sensor signature to tote a mobile computer or even a smartphone in certain associated with third set of sensor data of a third device . The situations . For example , a physically active user could find 35 third comparison is associated with the first authentication her freedom of movement unduly impacted by the weight 
and volume of a carried computing tablet . As another type . It is determined whether the third comparison value 

satisfies a third threshold . It is determined that the user example , a user requiring significant computing mobility 
could be undesirably constrained if she needs to carry a should be authenticated on the third device based on satis 
smartphone . These concerns , in part , have prompted the 40 faction of the third threshold . 
introduction of wearable electronic devices to enhance user In an embodiment , at least one of the first set of sensor 
freedom . data and the second set of sensor data is provided by at least 

one of an 3 - axis accelerometer sensor , a gyroscope , a 
SUMMARY microphone , a galvanic skin response ( GSR ) sensor , a 

45 pressure sensor , a temperature sensor , a GPS sensor , a Wi - Fi 
To perform authentication of a user on one or more mobile radio , and a Bluetooth radio . 

devices using a wearable device , computer implemented in an embodiment , the second set of sensor data is 
methods , systems , and non - transitory computer readable received from the second device over a communications link 
media , in an embodiment , determine a first comparison including at least one of Wi - Fi , Bluetooth , and NFC . 
value based on a first comparison between a first sensor 50 In an embodiment , it is detected that the user has worn the 
signature associated with first set of sensor data of a first first device 
device in a first context and a second sensor signature Many other features and embodiments of the invention 
associated with second set of sensor data of a second device . will be apparent from the accompanying drawings and from 
The first comparison is associated with a first authentication the following detailed description . 
type . It is determined whether the first comparison value 55 
satisfies a first threshold . It is determined that a user should BRIEF DESCRIPTION OF THE DRAWINGS 
be authenticated on the second device based on satisfaction 
of the first threshold . FIG . 1 illustrates an example system to authenticate one 

In an embodiment , a second comparison value is deter - or more mobile devices of a user using a wearable device of 
mined based on a second comparison between the first 60 the user in accordance with an embodiment of the present 
sensor signature associated with the first set of sensor data disclosure . 
of the first device and a third sensor signature associated FIG . 2 illustrates an example method of an initial setup 
with the first context . The second comparison is associated phase in accordance with an embodiment of the present 
with a second authentication type . It is determined whether disclosure . 
the second comparison value satisfies a second threshold . It 65 FIG . 3 illustrates an example method of interaction based 
is determined that the user should be authenticated on the authentication and context based authentication in accor 
second device based on satisfaction of the second threshold . dance with an embodiment of the present disclosure . 
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FIG . 4 illustrates an example method of performing for passwords in this manner is a one - time setup phase that 
interaction based authentication in accordance with an is initiated when the user puts on the wearable device . 
embodiment of the present disclosure . Requesting and receiving passwords during the setup phase 

FIG . 5 shows an example method of performing context ensure that the user who has put on the wearable device is 
based authentication in accordance with an embodiment of 5 the authorized user of the wearable device . After the setup 
the present disclosure . phase , the user is not required to enter passwords as long as 

FIG . 6 illustrates an example of a computing device or she wears the wearable device . 
system that can be used to implement one or more of the In a first authentication type of the authentication system , 
embodiments described herein , according to an embodiment while the user interacts with a mobile device , the mobile 
of the present disclosure . 10 device captures the sensor data ( or sets of sensor data ) from 

The figures depict various embodiments of the present sensors ( e . g . , 3 - axis accelerometer sensor , gyroscope , 
invention for purposes of illustration only , wherein the microphone , galvanic skin response ( GSR ) sensor , pressure 
figures use like reference numerals to identify like elements . sensor , temperature sensor , GPS sensor , Wi - Fi radio , Blu 
One skilled in the art will readily recognize from the etooth radio , etc . ) of the mobile device , and sends related 
following discussion that alternative embodiments of the 15 sensor signals to the wearable device . The wearable device 
structures and methods illustrated in the figures may be receives the sensor signals from the mobile device and 
employed without departing from the principles of the further captures sensor signals from the wearable device . 
invention described herein . The wearable device performs a correlation or similarity 

analysis between the sensor signals , or associated sensor 
DETAILED DESCRIPTION 20 signatures , from both the mobile device and the wearable 

device to infer whether the user wearing the wearable device 
Wearable Device Based Authentication is interacting with the mobile device or not . If an inference 
User authentication on mobile devices , such as smart is made that the user wearing the wearable device is inter 

phones , is a crucial security feature as users typically store acting with the mobile device , then the user is logged into 
a large amount of private data on their mobile devices . 25 her mobile device ( or not logged off her mobile device ) . If 
Further , it has been reported that users can access their an inference is made that the user wearing the wearable 
smartphones as many as 150 times a day . Therefore , authen - device is not interacting with the mobile device , then the 
ticating each time a user has to access her mobile device can user is logged off her mobile device ( or locked out of the 
be a significant burden on the user . Conventional solutions mobile device ) . The first authentication type ensures that the 
to this problem may involve use of a password pattern or a 30 authorized user is interacting with the mobile device , i . e . , the 
finger print sensor . However , these techniques are involved user who is wearing the wearable device is same as the user 
and require dedicated , manual intervention by the user . The who is interacting with the mobile device . The first authen 
problem is exacerbated by the growing trend that a user tication type may be referred to herein as interaction based 
typically owns multiple mobile devices these days ( e . g . , a authentication . 
smartphone , a tablet ) and each device has its own authen - 35 In a second authentication type of the authentication 
tication method ( such as patterns , passwords etc . ) . system , the wearable device learns and stores global signa 

Accordingly , it would be desirable to provide an efficient tures of sensor signals with respect to various contexts of the 
technique to authenticate a user on her mobile devices . In user . The wearable device builds different global signatures 
particular , it would be desirable to provide a technique to for various contexts that , for each context , represent quint 
allow a user to authenticate herself with minimal manual 40 essential conditions that are intended to uniquely character 
burden . In addition , it would be advantageous to provide a ize the context in relation to the user . By comparing the 
technique that provides authentication ease for myriad types sensor signature for current sensor signals associated with 
of mobile devices . It would be further important to provide the wearable device in a current context with a global 
a technique that provides these features without compromis signature of the user ( i . e . , typical signal patterns of the user ) 
ing security of the user . 45 for the current context , the wearable device infers whether 

The present disclosure provides various data streams the authorized user is wearing the wearable device or not , 
( e . g . , sensor data streams ) between a user ' s wearable device and then accordingly authenticates the user on her mobile 
( e . g . , watch , glasses , goggles , bands , ring , bracelets , pen - devices ( or does not log off the user from the mobile device ) 
dant , other smart devices that can be carried on the body , or logs off the user from her mobile devices . The second step 
etc . ) and the user ' s mobile devices ( e . g . , smartphone , tablet , 50 provides a validation to ensure that the authorized user is 
PDA , etc . ) that are in physical proximity to authenticate the wearing the wearable device or otherwise logs off the user 
user into her mobile devices . The wearable device and the from the mobile devices by using the historical sensor signal 
mobile devices can communicate over suitable protocols values corresponding to the user ' s current context . The 
( e . g . , Bluetooth , Wi - Fi , NFC , etc . ) . An authentication system second step may be referred to as context based authenti 
of the present disclosure includes two types of authentica - 55 cation . 
tion . Each authentication type involves an associated type of The two authentication types of the authentication system 
comparison of sensor signatures for authenticating the user are performed automatically . The two authentication types 
into her mobile devices . help to increase robustness by allowing only the authorized 
When the user wears the wearable device , the authenti - user to unlock and interact with her mobile devices . Also , 

cation system detects this event using multi - modal sensing 60 since the entire process is automatic , the burden on the user 
using one or more sensors , such as an accelerometer , gyro - is considerably reduced compared to conventional tech 
scope , galvanic skin response ( GSR ) sensor , temperature niques . For example , when a user wears her wearable device 
sensor , etc . Then , each of the user ' s mobile devices can be in the morning , the wearable device may ask for authenti 
paired with the user ' s wearable device using , for example , cation once , after which her mobile devices will not ask for 
Bluetooth or Wi - Fi . After pairing , the wearable device can 65 authentication as long as she wears the watch and interacts 
request that the user enter on the wearable device passwords with her mobile devices . When the user takes off the 
for each of the mobile devices that was paired . The request wearable device , the authentication process is terminated , 
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and also the user is logged off from all the mobile devices . sensors of the wearable device 102 and the mobile device 
The authentication process can restart each time a person 104 . The sensors may perform multi - modal sensing using 
wears the wearable device . one or more types of sensors including but not limited to an 

FIG . 1 illustrates an example system 100 to authenticate accelerometer , gyroscope , microphone , galvanic skin 
one or more mobile devices of a user using a wearable 5 response ( GSR ) sensor , pressure sensor , temperature sensor , 
device of the user in accordance with an embodiment of the GPS , Wi - Fi radio , Bluetooth radio , etc . In some embodi 
present disclosure . The system 100 is an authentication ments , the signature module 108 may convert different types 
system including a wearable device 102 ( e . g . , watch , of sensor data from different types of sensors into a com 
glasses , goggles , bands , ring , pendant , other smart devices posite representation ( e . g . , tuple , arrays , matrices , etc . ) hav 
that can be carried on the body , etc . ) of a user , a mobile 10 ing values to create a sensor signature associated with the 
device 104 ( e . g . , smartphone , tablet , PDA , wearable device , sensor data . Each value in such a composite representation 
etc . ) of the user , and a network 106 communicatively may reflect the value of sensor data for a particular type of 
connecting the wearable device 102 and the mobile device sensor . 
104 . Although only one mobile device 104 is shown in FIG . The compare signature module 112 may compare sensor 
1 , it should be appreciated that various embodiments of the 15 signatures created by the create signature module 110 or 
present disclosure include a plurality of mobile devices in global signatures from the context specific signatures data 
communication with the wearable device 102 . The compo base 122 in the interaction based authentication and the 
nents ( e . g . , modules ) shown in this figure and all figures context based authentication . The comparison performed in 
herein are exemplary only , and other implementations may the interaction based authentication relates to a comparison 
include additional , fewer , different , or integrated compo - 20 of one or more sensor signatures of the sensor signals from 
nents . Some components may not be shown so as not to the mobile device 104 and one or more sensor signatures of 
obscure relevant details . the sensor signals from the wearable device 102 . The sensor 

The wearable device 102 contains modules related to the signatures may be compared using any one or more of 
operation of the interaction based authentication and the conventional correlation or similarity analysis techniques to 
context based authentication including , for example , collect - 25 determine whether the user interacting with the mobile 
ing data , maintaining context specific signatures , generating device 104 is the authorized user . The comparison per 
interaction data , and performing sensor signature compari - formed in the context based authentication relates to a 
sons . The mobile device 104 is primarily responsible for comparison of the sensor signature for a current sensor 
collecting local context data , providing sensor signal infor - signal in a current context and a global , contextual signature 
mation to the wearable device 102 , and acting on the 30 of the user ( i . e . , typical signal patterns of the user based on 
commands from the wearable device 102 such as log in her historical data ) for the current context . Likewise , the 
commands or log off commands . sensor signatures may be compared using any one or more 

The wearable device 102 may include a signature module of conventional correlation or similarity analysis techniques 
108 including a create signature module 110 and a compare to determine whether the user wearing the wearable device 
signature module 112 ; a device interaction module 114 35 102 is the authorized user . In some embodiments , the 
including a device pairing module 116 and a device authen - distance between sensor signatures may be determined 
tication module 118 ; a longitudinal authentication service based on their Euclidian distance . In both interaction based 
module 120 ; a context specific signatures database 122 ; and authentication and context based authentication , the com 
a context data collection module 124 including an acceler - parisons may involve the determination of the Euclidian 
ometer data collector module 126 , a Bluetooth data collector 40 distance between sensor signatures in some embodiments . In 
module 128 , a location data collector module 130 , a micro - both interaction based authentication and context based 
phone data collector module 132 , a Wi - Fi data collector authentication , the result of the comparison may be a com 
module 134 , and a gyroscope data collector module 135 . parison value ( that is a representation of the distance 

The longitudinal authentication service module 120 is a between the compared signatures ) . 
primary service that runs on the wearable device 102 . The 45 In some embodiments , the types of sensor data captured 
longitudinal authentication service module 120 may initiate from the wearable device 102 and the types of sensor data 
comparisons performed in the interaction based authentica - captured from the mobile device 104 may be different . The 
tion and the context based authentication , which are dis - types of sensor data may be different because they may be 
cussed in more detail herein . The longitudinal authentication produced by different types of sensors . Differences in the 
service module 120 may receive sensor signals from the 50 types of sensor data captured from the wearable device 102 
context data collection module 124 relating to sensor data and the sensor data captured from the mobile device 104 
from the wearable device 102 and provide these sensor may be accounted for prior to comparison of their corre 
signals to the signature module 108 . The longitudinal sponding sensor signatures to facilitate comparison . For 
authentication service module 120 also may receive sensor example , the signature module 108 may normalize the 
signals from the device interaction module 114 relating to 55 sensor signals corresponding to sensor data captured from 
sensor data from the mobile device 104 and provide these the wearable device 102 and the sensor signals correspond 
sensor signals to the signature module 108 . The longitudinal ing to sensor data captured from the mobile device 104 so 
authentication service module 120 also may receive global , that only the types of sensor signals common to the wearable 
contextual signatures of the user from the context specific device 102 and the mobile device 104 are used to create 
signatures database 122 relating to context based sensor data 60 sensor signatures . Such normalization may facilitate com 
from the wearable device 102 and provide the contextual parison of sensor signatures . 
signatures to the signature module 108 . The context data collection module 124 may assist in 

The signature module 108 is responsible for creating collecting data from the sensors of the wearable device 102 . 
sensor signatures from the sensor signals and / or sensor data The sensor data provided by an accelerometer is received by 
and for comparing sensor signatures . In particular , the create 65 the accelerometer data collector module 126 . The sensor 
signature module 110 may create sensor signatures based on data provided by Bluetooth functionality is received by the 
the sensor signals and / or sensor data provided by various Bluetooth data collector module 128 . The sensor data pro 
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vided by GPS functionality is received by the location data context based interaction ( i . e . , when the distance or simi 
collector module 130 . The sensor data provided by a micro larity between the signatures is higher than the threshold 
phone is received by the microphone data collector module value ) . The context module 138 may collect sensor data 
132 . The sensor data provided by Wi - Fi functionality is from the sensors of the mobile device . The context module 
received by the Wi - Fi data collector module 134 . The sensor 5 138 may provide the sensor data to the device interaction 
data provided by gyroscope functionality is received by the module 114 of the wearable device 102 . 
gyroscope data collector module 135 . The collective sensor The network 106 may be a communications link based on 
data received by the accelerometer data collector module standard technologies and protocols . In some embodiments , 
126 , the Bluetooth data collector module 128 , the location the network 106 can be based on one or more communica 
data collector module 130 , the microphone data collector 10 tion standards such as Bluetooth , Wi - Fi , NFC , etc . In other 
module 132 , the Wi - Fi data collector module 134 , and the embodiments , the network 106 can be based on one or more 
gyroscope data collector module 135 is provided by the other communication standards such as Ethernet , 702 . 11 , 
context data collection module 124 to the longitudinal worldwide interoperability for microwave access ( Wi 
authentication service module 120 . In various embodiments , MAX ) , 3G , 4G , CDMA , GSM , LTE , digital subscriber line 
sensor data provided by types of sensors other than as show 15 ( DSL ) , etc . 
in FIG . 1 can be provided to a context data collection module FIG . 2 illustrates an example method 200 of an initial 
for provision to the longitudinal authentication service mod setup phase in accordance with an embodiment of the 
ule 120 . present disclosure . The method 200 is an initial setup phase 

The context specific signatures database 122 may main that can be invoked when a user has put on or worn the 
tain sensor data collected by the context data collection 20 wearable device 102 . At block 202 , it is detected that the 
module 124 , may associate the sensor data with contextual user has worn the wearable device 102 . Such detection can 
information , and may contain related sensor signatures cre - be performed or facilitated by use of multi - modal sensing 
ated by the signature module 108 . The context specific using sensors , such as a galvanic skin response ( GSR ) 
signatures database 122 also may maintain threshold values sensor , accelerometer , gyroscope , temperature sensor , etc . 
to be used in the interaction based authentication and the 25 At block 204 , the wearable device is paired with all mobile 
context based authentication . The threshold values represent devices of the user that are in proximity . The pairing process 
a degree of correlation or similarity between sensor signa - is a conventional technique that may involve provision of 
tures from the wearable device and the mobile device that is Bluetooth identifiers or Wi - Fi identifiers or MAC addresses 
indicative of circumstances in which a user is properly of the mobile device 104 to the wearable device 102 . The 
authenticated . The threshold value , when satisfied ( i . e . , 30 wearable device 102 can be paired with all pre - configured 
when it is determined that both the signatures are similar ) , mobile devices of the user . At block 206 , a password is 
can be characterized as a confidence level reflecting circum - requested for each paired mobile device to ensure that the 
stances in which it can be inferred to a desired degree that user wearing the wearable device is an authorized user . 
the wearable device 102 should log in the user to ( or not log Upon providing correct authentication details for all the 
off the user from the mobile device 104 . In addition , the 35 mobile devices and completion of the method 200 , each time 
threshold value , when not satisfied , can be characterized as the user interacts with any paired mobile device 104 , the 
a confidence level reflecting circumstances in which it can user can be automatically authenticated on to all her mobile 
be inferred to a desired degree that the wearable device 102 devices 104 . 
should log off the user from ( or not log on the user to the FIG . 3 illustrates an example method 300 of interaction 
mobile device 104 . The threshold values are discussed in 40 based authentication and context based authentication in 
more detail herein . m accordance with an embodiment of the present disclosure . 

The device interaction module 114 may communicate The steps of the method 300 may be performed by corre 
with the mobile device 104 . The device interaction module sponding modules in FIG . 1 , as described in more detailed 
114 also may receive from the mobile device 104 the context herein . As with the example methods shown in all of the 
data relating to the mobile device 104 in the form of sensor 45 figures , it should be appreciated that there can be additional , 
signals . The device pairing module 116 of the device inter - fewer , or alternative steps performed in similar or alternative 
action module 114 may perform the initial pairing of the orders , or in parallel , within the scope of the various 
wearable device 102 and the mobile device 104 ( using embodiments . The method 300 uses a two - step comparison 
standard Bluetooth or Wi - Fi based communication tech - involving interaction based authentication and context based 
niques ) . The device authentication module 118 may provide 50 authentication to automatically authenticate a user into her 
user names , passwords , and other credentials to the mobile mobile devices . At block 302 , a user wears a wearable 
device 104 to allow the user to log in to the mobile device device 304 , triggering an initial setup phase , as described in 
104 . The device authentication module 118 also may provide more detail herein . In some embodiments , the wearable 
a command to the mobile device 104 to log off when a device 304 is an example of the wearable device 102 . At 
comparison performed in the interaction based authentica - 55 block 306 , the current context of the user is captured . The 
tion or the context based authentication indicates that log - current context of the user may be reflected in sensor data 
ging off the user is warranted . The device authentication provided by sensors of a mobile device 316 . At block 308 , 
module 118 may also function as a communication interface a context based sensor signature may be created based on the 
to receive sensor data provided by the mobile device 104 . sensor data . 

The mobile device 104 may communicate with the wear - 60 At block 314 , sensor data from sensors of a mobile device 
able device 102 . The mobile device 104 may include an 316 may be captured and a sensor signature may be created 
authentication module 136 and a context module 138 . The from the sensor data . In some embodiments , the mobile 
authentication module 136 may execute commands pro - device 316 is an example of the mobile device 104 . 
vided by the device interaction module 114 of the wearable At block 312 , stored data relating to global , contextual 
device 102 . The commands may include logging on or 65 signatures of the user for a current context is retrieved from 
logging off the user based on the results of comparisons a database 320 of the wearable device 304 . In some embodi 
performed in the interaction based authentication and the ments , the database 320 is an example of the context specific 
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signatures database 122 . The stored data may include con authentication may be performed continuously . In some 
text information and signatures for various contexts . The embodiments , each comparison performed in the interaction 
contextual information may include contextual parameters based authentication and the context based authentication 
relating to different types of sensor data , such as location , may be performed periodically at regular intervals ( e . g . , 
time , Bluetooth , Wi - Fi , microphone , accelerometer , gyro - 5 every 5 seconds , every minute , every 30 minutes , every 
scope , etc . The stored data may include values associated hour ) or irregular intervals ( e . g . , whenever context changes with the contextual parameters for a particular context . The as determined by the sensor signal values ) . stored data may include a sensor signature for the particular Sensor data and context are captured from the wearable 
context . device 304 and the mobile device 316 . Examples of sensor As just one example , an example record 310 of the 10 
database 320 may include information relating to a first data that could be used to create sensor signatures are 

outlined in Table 1 . These examples of sensor data may be context . The first context may be denoted , for example , as used to create sensor signatures that can be compared in the Context _ 1 . Context _ 1 may be associated with sensor data interaction based authentication and the context based provided by , for example , location , time , Bluetooth , and 
Wi - Fi . In other examples , more or fewer types of sensors or 15 authentication . Other sensor data associated with types of 
related data may be used to characterize other contexts , such sensors other than those listed below may be used in some 
as application usage , phone calls or communication patterns , embodiments . 
and proximity sensor values . In particular , Context _ 1 may 
characterized by the following : Location = al , Time = b1 , TABLE 1 
Bluetooth = c1 , Wi - Fi = d1 , where al , b1 , cl , and d1 may be 20 SENSOR SIGNATURE DATA one or more of real numbers , Boolean numbers , integers , or 
any other suitable values . The database 320 may store a Microphone Amplitude levels , Time - domain and frequency domain 
sensor signature for Context _ 1 as Sensor Signature _ 1 . Sen features extracted from microphone audio data 

Accelerometer Magnitude of acceleration , and change in acceleration sor Signature _ 1 may be stored as a tuple , vector , array , patterns , Time - domain and frequency domain features 
matrix , or other suitable type of representation of the param - 25 extracted from accelerometer data 
eter values associated with Context _ 1 to allow the sensor Gyroscope Orientation data 
signature to be compared with other sensor signatures . The Bluetooth Devices seen and received signal strength values ( e . g . , 

RSSI ) example record 310 similarly reflects information relating to Wi - Fi Devices and access points seen and received signal 
a second context associated with a sensor signature Sensor strength values ( e . g . , RSSI ) 
Signature _ 2 . Any number of different contexts and associ - 30 GPS Location , indoors / outdoors , speed , etc . 
ated information may be stored in the database 320 . 

Two step authentication is performed by comparison of FIG . 4 illustrates an example method 400 of performing sensor signatures . In the first step , interaction based authen interaction based authentication in accordance with an tication is performed by a comparison of the sensor signa 
tures created at block 314 and the sensor signatures created 35 embodiment of the present disclosure . The steps of the 
at block 308 . If the two sensor signatures satisfy a similarity method 400 may be performed by corresponding modules in 
threshold ( e . g . , if the distance of between the sensor signa FIG . 1 , as described in more detailed herein . At block 402 , 
tures is less than the threshold ) , then the user is logged into the method 400 starts . At block 404 , the wearable device 304 
the mobile device 316 or remains logged in to the mobile captures sensor data from the wearable device 304 . 
device 316 . If the similarity threshold is not satisfied , the 40 Examples of sensor data from the wearable device 304 
user is logged off of the mobile device 316 or remains include but are not limited to sensor data from sensors , such 
logged off from the mobile device 316 . In the second step , as a microphone , GPS , accelerometer , gyroscope , Bluetooth , 
context based authentication is performed by a comparison and Wi - Fi . At block 406 , the mobile device 316 captures 
of the sensor signature created at block 308 with the global sensor signals associated with the sensor data from the 
signature retrieved at block 312 . Likewise , if the two sensor 45 mobile device 316 . Examples of sensor data from the mobile 
signatures satisfy a similarity threshold , the user is logged device 316 include but are not limited to sensor data from 
into the mobile device 316 or remains logged in to the sensors , such as a microphone , GPS , accelerometer , gyro 
mobile device 316 . If the similarity threshold is not satisfied , scope , Bluetooth , and Wi - Fi . The sensor data captured at 
the user is logged off of the mobile device 316 or remains blocks 404 and 406 may include those reflected in Table 1 
logged off from the mobile device 316 . In some embodi - 50 herein . The sensor signals associated with sensor data cap 
ments , the interaction based authentication and the context tured by the mobile device 316 are provided to the wearable 
based authentication , and their associated comparisons , may device 304 . 
be performed continuously or periodically . At block 318 , the In some embodiments , the types of sensor data captured 
continuous or periodic authentication determinations and from the wearable device 304 and the types of sensor data 
comparisons are stopped when the user removes the wear - 55 captured from the mobile device 316 may be different . The 
able device 304 or when the comparisons do not result in types of sensor data may be different because they may be 
satisfaction of the similarity thresholds . produced by different types of sensors or the wearable 

In some embodiments , authentication of the user on the device and mobile device may have different types of 
mobile device 316 may be one step only or two steps . In sensors . Differences in the types of sensor data captured 
some embodiments , authentication of the user may involve 60 from the wearable device 304 and the sensor data captured 
interaction based authentication only . In some embodiments , from the mobile device 316 may be accounted for prior to 
authentication of the user may involve context based authen their comparison to facilitate comparison . For example , the 
tication only . In some embodiments , authentication of the signature module 108 may normalize the sensor signals 
user may involve parallel or sequential use of interaction associated with sensor data captured from the wearable 
based authentication and context based authentication . 65 device 304 and the sensor signals associated with sensor 

In some embodiments , each comparison performed in the signals captured from the mobile device 316 so that only the 
interaction based authentication and the context based types of sensor signals common to the wearable device 304 
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and the mobile device 316 are used to create sensor signa - stances when they are not warranted . In some embodiments , 
tures . Such normalization may facilitate comparison of if comparison of sensor signatures for the sensor S _ 1 results 
sensor signatures . in a satisfaction of the threshold value T _ 1 , each time a 
At block 408 , sensor signatures associated with the sensor comparison of sensor signatures results in satisfaction of the 

signals associated with the wearable device 304 and sensor 5 threshold value T _ 1 , the threshold value T _ 1 may be incre 
signatures associated with the mobile device 316 are com - mentally tagged or otherwise weighted to reflect the accu 
pared . In some embodiments , sensor signatures associated racy of the threshold value . If comparison of sensor signa 
with sensor data captured from one type of sensor of the tures for the sensor S _ 1 does not result in satisfaction of the 
wearable device 304 and sensor signatures associated with threshold but a user subsequently manually authenticates 
sensor data captured from the same type of sensor of the 10 herself on the mobile device 316 , the threshold value T _ 1 
mobile device 316 are compared for each type of sensor . The may be updated ( e . g . , increased ) so that more automatic 
comparison of sensor signatures may result in a comparison authentications may be performed upon comparison of sen 
value . This comparison value is a representation of the sor signatures and fewer manual authentications need be 
similarity ( e . g . , in terms of distance smaller the distance performed . With respect to the sensor S _ 2 , the updating of 
closer are the sensor signatures ) between the two sensor 15 the threshold value T _ 2 is identical or similar to the updating 
signatures . In some embodiments , composite representa of the threshold value T _ 1 for sensor S _ 1 , as described . 
tions of sensor signatures associated with different types of At block 414 , the method 400 performs context based 
sensors of the wearable device 304 and composite repre - authentication , as described in more detail with respect to 
sentations of sensor signatures associated with different FIG . 5 . From block 414 , the method 400 proceeds to block 
types of sensors of the mobile device 316 are compared . 20 402 after a delay of a certain amount of time , which can be , 

At block 410 , it is determined whether the comparison for example , X minutes , where X may be any real number , 
value is less than a threshold value . In some embodiments , integer , or other desired number . This delay could also be 
the threshold value may be based on the type of sensor zero , i . e . , X may be set to 0 minutes to enable continuous 
associated with the compared sensor signatures . If the result authentication of the user . 
of block 410 is yes , at block 412 a database of threshold 25 FIG . 5 shows an example method 500 of performing 
values corresponding to sensors is updated . In some embodi - context based authentication in accordance with an embodi 
ments , the database may be the database 320 . If the result of ment of the present disclosure . The steps of the method 500 
block 410 is no , at block 416 a password is requested . A may be performed by corresponding modules in FIG . 1 , as 
password is requested for manual input by the user as an described in more detailed herein . At block 502 , the method 
alternative authentication option when the comparison of the 30 500 starts . At block 504 , information relating to a current 
sensor signatures does not automatically indicate that the context is captured from the wearable device 304 . For 
user should be logged in to the mobile device 316 . In example , information relating to the current context may 
response to the request for a password at block 416 , the user include the user ' s location , current time , accelerometer and 
may provide a password for the mobile device 316 . At block gyroscope data , Bluetooth and Wi - Fi devices in the user ' s 
418 , it is determined whether the password is correct . If the 35 environment . In some embodiments , other types of infor 
response to block 418 is no , at block 420 the user is logged mation relating to context may be used . 
off the mobile device 316 because the user cannot be At block 506 , stored sensor signatures for the current 
authenticated . context are retrieved . The stored sensor signatures for the 

If the response to block 418 is yes , at block 412 an current context may be retrieved from an example record 
example record 422 of the database 320 of threshold values 40 508 from the database 320 of the wearable device 304 . The 
corresponding to sensors is updated . To enable continuous record 508 may reflect , for example , different contexts . For 
refining of the threshold value for optimal accuracy , the example , as reflected in the record 508 , one context is 
database 320 is updated based on the success or failure of the identified , as indicated by the following : Location = al , 
comparison using the threshold value . For example , the Time = b1 , Bluetooth = c1 , and Wi - Fi = d1 . The context is asso 
threshold values reflected in the record 422 may be revised 45 ciated with a sensor signature Sensor Signature _ 1 and a 
or updated when the comparison of sensor signatures results threshold value T _ 1 . As another example , as reflected in the 
in satisfaction of the threshold . As another example , the record 508 , another context is identified , as indicated by the 
threshold values reflected in the record 422 may be revised following : Location = a2 , Time = b2 , Bluetooth = c2 , and 
or updated when the automatic comparison of sensor sig . Wi - Fi = d2 . The context is associated with a sensor signature 
natures does not result in automatic authentication of the 50 Sensor Signature _ 2 and a threshold value T _ 2 . Other con 
user on the mobile device 316 yet manual provision of the texts can be similarly reflected in records from the database 
password of the user does result in authentication of the user 320 . 
on the mobile device 316 . Successful manual provision of At block 510 , sensor signals from a microphone , accel 
passwords to authenticate the user after one or more failed erometer , gyroscope , GPS , Bluetooth , and Wi - Fi of the 
attempts to automatically authenticate the user based on 55 mobile device 316 are captured . The sensor signals captured 
satisfaction of threshold values in comparing sensor signa at blocks 404 and 406 may include those reflected in Table 
tures may indicate that the threshold values are incorrect or 1 herein . At block 512 , sensor signatures associated with the 
require adjustment . sensor signals from the wearable device 304 and sensor 

For example , the record 422 may reflect a type of sensor signatures associated with one or more global signatures for 
S _ 1 having an associated threshold value T _ 1 . If comparison 60 the current context are compared . The comparison of sensor 
of sensor signatures for the sensor S _ 1 results in a satisfac - signatures may result in a comparison value ( that is a 
tion of the threshold value T _ 1 , the threshold value T _ 1 may representation of the distance between the sensor signa 
be updated ( e . g . , decreased if the comparison value is much tures ) . At block 514 , it is determined whether the compari 
less than T 1 ) . The threshold value T1 may be updated to son value is less than a threshold value associated with the 
reflect the range of the comparison values resulting from 65 current context . The threshold value represents the maxi 
successful authentications so that the threshold value T _ 1 is mum distance between any two similar sensor signatures . If 
not so large as to allow authentications in certain circum - the result of the block 514 is no , at block 516 a password of 
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the mobile device 316 is requested . At block 518 , it is 600 to perform the processes and features discussed herein . 
determined whether the password is correct . If the result of The computer system 600 may be connected ( e . g . , net 
block 518 is no , at block 520 the user is logged off the worked ) to other machines . In a networked deployment , the 
mobile device 316 . computer system 600 may operate in the capacity of a server 

If the result of block 518 is yes , at block 524 the database 5 machine or a client machine in a client - server network 
320 is updated . If the result of block 514 is yes , at block 524 environment , or as a peer machine in a peer - to - peer ( or 
the record 508 is updated . To enable continuous refining of distributed ) network environment . In an embodiment of the 
the threshold value for optimal accuracy , the database 320 invention , the computer system 600 may be a component of 
may be updated based on the success or failure of the the networking system described herein . In an embodiment 
comparison using the threshold value . For example , the 10 of the present disclosure , the computer system 600 may be 
threshold value reflected in the record 508 may be revised or one server among many that constitutes all or part of a 
updated when the comparison of sensor signatures results in networking system . 
satisfaction of the threshold . As another example , the thresh - The computer system 600 can include a processor 602 , a 
old values reflected in the record 508 may be revised or cache 604 , and one or more executable modules and drivers , 
updated when the automatic comparison of sensor signatures 15 stored on a computer - readable medium , directed to the 
does not result in automatic authentication of the user on the processes and features described herein . Additionally , the 
mobile device 316 yet manual provision of the password of computer system 600 may include a high performance 
the user does result in authentication of the user on the input / output ( 1 / 0 ) bus 606 or a standard I / O bus 608 . A host 
mobile device 316 . Successful manual provision of pass - bridge 610 couples processor 602 to high performance I / O 
words to authenticate the user after one or more failed 20 bus 606 , whereas I / O bus bridge 612 couples the two buses 
attempts to automatically authenticate the user based on 606 and 608 to each other . A system memory 614 and one 
satisfaction of threshold values in comparing sensor signa or more network interfaces 616 couple to high performance 
tures may indicate that the threshold values are incorrect or 1 / 0 bus 606 . The computer system 600 may further include 
require adjustment . Refining the threshold value would help video memory and a display device coupled to the video 
in increasing the chances of automatic authentication of the 25 memory ( not shown ) . Mass storage 618 and I / O ports 620 
authorized user to her mobile device . couple to the standard I / O bus 608 . The computer system 

Adjustment of threshold values in the context based 600 may optionally include a keyboard and pointing device , 
authentication is similar to adjustment of threshold values in a display device , or other input / output devices ( not shown ) 
the interaction based authentication . For example , the record coupled to the standard 1 / 0 bus 608 . Collectively , these 
508 may reflect the threshold value T _ 1 for a current 30 elements are intended to represent a broad category of 
context . If comparison of sensor signatures for a current computer hardware systems , including but not limited to 
context and a global signature for the current context results computer systems based on the x86 - compatible processors 
in a satisfaction of the threshold value T _ 1 , the threshold manufactured by Intel Corporation of Santa Clara , Calif . , 
value T _ 1 may be updated ( e . g . , decreased if the comparison and the x86 - compatible processors manufactured by 
value is much lower than T _ 1 ) . The threshold value T _ 1 may 35 Advanced Micro Devices ( AMD ) , Inc . , of Sunnyvale , Calif . , 
be updated to reflect the magnitude of the comparison values ARM processors , Qualcomm processors , as well as any 
resulting from successful authentications so that the thresh other suitable processor . 
old value T _ 1 is not so large as to allow authentications in An operating system manages and controls the operation 
circumstances when they are not warranted . In some of the computer system 600 , including the input and output 
embodiments , each time a comparison of sensor signatures 40 of data to and from software applications ( not shown ) . The 
for a current context and a global signature for the current operating system provides an interface between the software 
context results in satisfaction of the threshold value T _ 1 , the applications being executed on the system and the hardware 
threshold value T _ 1 may be incrementally tagged or other components of the system . Any suitable operating system 
wise weighted to reflect the accuracy of the threshold value . may be used , such as the LINUX Operating System , the 
If comparison of sensor signatures for a current context and 45 Apple Macintosh Operating System , available from Apple 
a global signature for the current context does not result in Computer Inc . of Cupertino , Calif . , UNIX operating sys 
satisfaction of the threshold but a user subsequently manu - tems , Microsoft® Windows® operating systems , Google 
ally authenticates herself on the mobile device 316 , the Android operating system , BSD operating systems , Tizen 
threshold value T _ 1 may be updated ( e . g . , increased ) so that operating system and the like . Other implementations are 
more automatic authentications may be performed upon 50 possible . 
comparison of sensor signatures and fewer manual authen - The elements of the computer system 600 are described in 
tications need be performed . greater detail below . In particular , the network interface 616 

From block 522 , the method 500 proceeds to block 502 provides communication between the computer system 600 
after a delay of a certain amount of time , which can be , for and any of a wide range of networks , such as an Ethernet 
example , X minutes , where X may be any real number , 55 ( e . g . , IEEE 802 . 3 ) network , a backplane , etc . The mass 
integer , or other desired number . This delay could also be storage 618 provides permanent storage for the data and 
zero , i . e . , X may be set to 0 minutes to enable continuous programming instructions to perform the above - described 
authentication of the user . processes and features implemented by the respective com 
Hardware Implementation puting systems identified above , whereas the system 

The foregoing processes and features can be implemented 60 memory 614 ( e . g . , DRAM ) provides temporary storage for 
by a wide variety of machine and computer system archi - the data and programming instructions when executed by the 
tectures and in a wide variety of network and computing processor 602 . The I / O ports 620 may be one or more serial 
environments . FIG . 6 illustrates an example of a computer and / or parallel communication ports that provide commu 
system 600 that may be used to implement one or more of nication between additional peripheral devices , which may 
the embodiments described herein in accordance with an 65 be coupled to the computer system 600 . 
embodiment of the invention . The computer system 600 The computer system 600 may include a variety of system 
includes sets of instructions for causing the computer system architectures , and various components of the computer sys 
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tem 600 may be rearranged . For example , the cache 604 may structures , processes , features , and devices are shown in 
be on - chip with processor 602 . Alternatively , the cache 604 block diagram form in order to avoid obscuring the descrip 
and the processor 602 may be packed together as a “ pro tion . In other instances , functional block diagrams and flow 
cessor module ” , with processor 602 being referred to as the diagrams are shown to represent data and logic flows . The 
" processor core ” . Furthermore , certain embodiments of the 5 components of block diagrams and flow diagrams ( e . g . , 
invention may neither require nor include all of the above modules , blocks , structures , devices , features , etc . ) may be 
components . For example , peripheral devices coupled to the variously combined , separated , removed , reordered , and standard I / O bus 608 may couple to the high performance replaced in a manner other than as expressly described and I / O bus 606 . In addition , in some embodiments , only a single depicted herein . bus may exist , with the components of the computer system 10 Reference in this specification to " one embodiment ” , “ an 600 being coupled to the single bus . Furthermore , the embodiment " , " other embodiments ” , “ one series of embodi computer system 600 may include additional components , ments ” , “ some embodiments ” , “ various embodiments ” , such as additional processors , storage devices , or memories . 

In general , the processes and features described herein " example ” , or the like means that a particular feature , 
may be implemented as part of an operating system or a 15 o system or a 15 design , structure , or characteristic described in connection 
specific application , component , program , object , module , with the embodiment or example is included in at least one 
or series of instructions referred to as “ programs ” . For embodiment of the disclosure . The appearances of , for 
example , one or more programs may be used to execute example , the phrase " in one embodiment ” or “ in an embodi 
specific processes described herein . The programs typically ment ” in various places in the specification are not neces 
comprise one or more instructions in various memory and 20 sarily all referring to the same embodiment , nor are separate 
storage devices in the computer system 600 that , when read or alternative embodiments mutually exclusive of other 
and executed by one or more processors , cause the computer embodiments . Moreover , whether or not there is express 
system 600 to perform operations to execute the processes reference to an “ embodiment ” or the like , various features 
and features described herein . The processes and features are described , which may be variously combined and 
described herein may be implemented in software , firmware , 25 included in some embodiments , but also variously omitted 
hardware ( e . g . , an application specific integrated circuit ) , or in other embodiments . Similarly , various features are 
any combination thereof . described that may be preferences or requirements for some 

In one implementation , the processes and features embodiments , but not other embodiments . 
described herein are implemented as a series of executable It should also be appreciated that the specification and 
modules run by the computer system 600 , individually or 30 drawings are to be regarded in an illustrative sense . It can be 
collectively in a distributed computing environment . The evident that various changes , alterations , and modifications 
foregoing modules may be realized by hardware , executable can be made thereunto without departing from the broader 
modules stored on a computer - readable medium ( or spirit and scope of the disclosed technology . 
machine - readable medium ) , or a combination of both . For Moreover , the language used herein has been principally 
example , the modules may comprise a plurality or series of 35 selected for readability and instructional purposes , and it 
instructions to be executed by a processor in a hardware may not have been selected to delineate or circumscribe the 
system , such as the processor 602 . Initially , the series of inventive subject matter . It is therefore intended that the 
instructions may be stored on a storage device , such as the scope of the invention be limited not by this detailed 
mass storage 618 . However , the series of instructions can be description , but rather by any claims that issue on an 
stored on any suitable computer readable storage medium . 40 application based hereon . Accordingly , the disclosure of the 
Furthermore , the series of instructions need not be stored embodiments of the invention is intended to be illustrative , 
locally , and could be received from a remote storage device , but not limiting , of the scope of the invention , which is set 
such as a server on a network , via the network interface 616 . forth in the following claims . 
The instructions are copied from the storage device , such as 
the mass storage 618 , into the system memory 614 and then 45 What is claimed : 
accessed and executed by the processor 602 . In various 1 . A system comprising : 
implementations , a module or modules can be executed by at least one processor ; and 
a processor or multiple processors in one or multiple loca a memory storing instructions that , when executed by the 
tions , such as multiple servers in a parallel processing at least one processor , cause the system to perform : 
environment . 50 retrieving a first sensor signature associated with first set 

Examples of computer - readable media include , but are of sensor data of a first device in a first context , wherein 
not limited to , recordable type media such as volatile and the first device is a wearable device worn by a user : 
non - volatile memory devices ; solid state memories ; floppy retrieving a second sensor signature associated with a 
and other removable disks ; hard disk drives ; magnetic second set of sensor data of a second device , wherein 
media ; optical disks ( e . g . , Compact Disk Read - Only 55 the second device is a mobile device ; 
Memory ( CD ROMS ) , Digital Versatile Disks ( DVDs ) ) ; performing a first comparison by comparing the first 
other similar non - transitory ( or transitory ) , tangible ( or sensor signature with the second sensor signature ; 
non - tangible ) storage medium ; or any type of medium determining a first comparison value based on the first 
suitable for storing , encoding , or carrying a series of instruc comparison between a first sensor signature and the 
tions for execution by the computer system 600 to perform 60 second sensor signature , wherein the sensor data relates 
any one or more of the processes and features described to motion of the first device and the second device and 
herein . is provided by at least one of a GPS sensor , an 

For purposes of explanation , numerous specific details are accelerometer , and a gyroscope ; 
set forth in order to provide a thorough understanding of the determining whether the first comparison value satisfies a 
description . It will be apparent , however , to one skilled in 65 first threshold based upon a similarity between the first 
the art that embodiments of the disclosure can be practiced set of sensor data associated with the first context and 
without these specific details . In some instances , modules , the second set of sensor data ; 
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determining the user should be authenticated on the ated with third set of sensor data of a third device , the 
second device based on satisfaction of the first thresh third comparison associated with the first authentica 
old ; and tion type ; 

providing a password to the second device to authenticate determining whether the third comparison value satisfies 
the user on the second device in response to satisfaction 5 a third threshold ; 
of the first threshold ; determining that the user should be authenticated on the 

requesting a password for the second device when the first third device based on satisfaction of the third threshold . 
threshold is not satisfied ; 12 . The system of claim 1 , wherein at least one of the first 

comparing the password for the second device provided in set of sensor data and the second set of sensor data is 
response to the request with a known password ; 10 provided by at least one of a microphone , a galvanic skin 

updating the first threshold when it is determined that the response ( GSR ) sensor , a pressure sensor , a temperature 
password for the second device provided in response to sensor , a Wi - Fi radio , and a Bluetooth radio . 
the request for a password is correct ; and 13 . The system of claim 1 , wherein the instructions cause 

causing the user to be automatically logged off the second the system to further perform : 
device in response to the user taking off the wearable 15 receiving the second set of sensor data from the second 
device . device over a communications link including at least 

2 . The system of claim 1 , wherein the instructions cause one of Wi - Fi , Bluetooth , and NFC . 
the system to further perform : 14 . The system of claim 1 , wherein the instructions cause 

determining a second comparison value based on a second the system to further perform : 
comparison between the first sensor signature associ - 20 detecting that the user has worn the first device . 
ated with the first set of sensor data of the first device 15 . A method comprising : 
and a third sensor signature associated with the first retrieving a first sensor signature associated with first set 
context , the second comparison associated with a sec of sensor data of a first device in a first context , wherein 
ond authentication type ; the first device is a wearable device worn by a user ; 

determining whether the second comparison value satis - 25 retrieving a second sensor signature associated with a 
fies a second threshold ; second set of sensor data of a second device , wherein 

determining that the user should be authenticated on the the second device is a mobile device ; 
second device based on satisfaction of the second performing a first comparison by comparing the first 
threshold . sensor signature with the second sensor signature ; 

3 . The system of claim 2 , wherein at least one of the first 30 determining , by a computing system , the first comparison 
authentication type and the second authentication type is value based on a first comparison between the first 
performed at least one of continuously or periodically . sensor signature and the second sensor signature , the 

4 . The system of claim 2 , wherein at least one of the first first comparison associated with a first authentication 
authentication type and the second authentication type is type , wherein the sensor data relates to motion of the 
performed at irregular intervals . 35 first device and the second device and is provided by at 

5 . The system of claim 2 , wherein the instructions cause least one of a GPS sensor , an accelerometer , and a 
the system to further perform : gyroscope ; 

providing a password to the second device to authenticate determining whether the first comparison value satisfies a 
the user on the second device in response to satisfaction first threshold based upon a similarity between the first 
of the second threshold . set of sensor data associated with the first context and 

6 . The system of claim 2 , wherein the instructions cause the second set of sensor data ; 
the system to further perform : determining that the user should be authenticated on the 

providing a command to the second device to log off the second device based on satisfaction of the first thresh 
user from the second device when the second threshold old ; 
is not satisfied . 45 providing a password to the second device to authenticate 

7 . The system of claim 2 , wherein the instructions cause the user on the second device in response to satisfaction 
the system to further perform : of the first threshold ; 

updating the second threshold based on the second com requesting a password for the second device when the first 
parison value . threshold is not satisfied ; 

8 . The system of claim 1 , wherein the instructions cause 50 comparing the password for the second device provided in 
the system to further perform : response to the request with a known password ; 

providing a command to the second device to log off the updating the first threshold when it is determined that the 
user from the second device when the first threshold is password for the second device provided in response to 
not satisfied . the request for a password is correct ; and 

9 . The system of claim 1 , wherein the instructions cause 55 causing the user to be automatically logged off the second 
the system to further perform : device in response to the user taking off the wearable 

performing the first comparison . device . 
10 . The system of claim 1 , wherein the instructions cause 16 . A non - transitory computer - readable storage medium 

the system to further perform : including instructions that , when executed by at least one 
updating the first threshold based at least in part on the 60 processor of a computing system , cause the computing 

first comparison . system to perform : 
11 . The system of claim 1 , wherein the instructions cause retrieving a first sensor signature associated with first set 

the system to further perform : of sensor data of a first device in a first context , wherein 
determining a third comparison value based on a third the first device is a wearable device worn by a user ; 

comparison between the first sensor signature associ - 65 retrieving a second sensor signature associated with a 
ated with the first set of sensor data of the first device second set of sensor data of a second device , wherein 
in the first context and a third sensor signature associ the second device is a mobile device ; 

40 
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performing a first comparison by comparing the first providing a password to the second device without 
sensor signature with the second sensor signature ; manual entry of the password to authenticate the user 

determining a first comparison value based on the first on the second device in response to satisfaction of the 
comparison between the first sensor signature associ first threshold ; 
ated with the first set of sensor data of the first device 5 
in the first context and the second sensor signature requesting a password for the second device when the first 
associated with the second set of sensor data of the threshold is not satisfied ; 
second device , the first comparison associated with a comparing the password for the second device provided in 
first authentication type , wherein the sensor data relates response to the request with a known password ; to motion of the first device and the second device and 10 is provided by at least one of a GPS sensor , an updating the first threshold when it is determined that the 
accelerometer , and a gyroscope ; password for the second device provided in response to 

determining whether the first comparison value satisfies a the request for a password is correct ; and 
first threshold based upon a similarity between the first causing the user to be automatically logged off the second set of sensor data associated with the first context and device in response to the user taking off the wearable the second set of sensor data ; device . determining that the user should be authenticated on the 
second device based on satisfaction of the first thresh 
old ; and * * * * * 
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