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(57) Abstract: A method, system and device for acquiring key in communication field are disclosed. The method comprises: a
server confirms that the security authentication based on identity based encryption IBE is supported; acquires the public parameter
and private key used for the IBE, the server receives the PreMasterSecret encrypted by the IBE, and acquires the plain text of the
PreMasterSecret according to the public parameter and the private key. The system comprises the client end and the server. The
client end comprises the IBE negotiating module, the public key acquiring module, the server identity acquiring module and the
processing module. The server comprises the IBE negotiating module, the public parameter acquiring module, the private key ac-
quiring module and the processing module. By combining IBE technology and SSL/TLS technology, the encryption type of Pre-
MasterSecret in the current SSL/TLS protocol can be enriched, and the purpose for extending the application scope of the current
SSL/TLS protocol adequately can be realized.
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