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(57) Abstract: The present invention involves a method and apparatus for identifying an application protocol. In one embodi-
ment, the method for identifying the application protocol includes the following steps: S11. classifying the packets to be detected
as separate communication flows; S12. searching the keywords in the payload of said communication flows based on the keyword
database of the identifiable application protocols and determining the keyword weight vectors of said communication flows,
wherein the weight of one keyword relates to the location of said keyword in the payload of one communication flow; S13. deter-
mining the similarity degree between said keyword weight vectors of said communication flows and the characteristic keyword
weight vectors of the identifiable application protocols; S14. if the predefined condition is met, determining the application proto-
cols corresponding to the characteristic keyword weight vectors which have the maximum similarity degree with the keyword
weight vectors of said communication flows as the application protocols of said communication flows. Using said method and ap-
paratus in the present invention, the accuracy of protocol identification can be improved without significant performance cost
compared with the prior art.
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