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Figure 1

Determine authorised transfer time and recipient for transfer
of controlled asset or resource (e.g. tokenised entity or

cryptocurrency)

Create transaction TXo which includes a locking script (LS)
associated with a UTXO arranged to transfer the controlled
asset, and comprising code for
LS step 1):
Calculating Tsuppica using external inputs; and
LS step 2):
Securing the UTXO so it can only be spent at authorised
transfer time via a time lock mechanism based upon the
calculated value of Tsupplica

Unlocking and locking scripts are executed when a second

transaction TX, attempts to spend the UTXO of TX

Input A from unlocking script is pushed onto stack so it can be

accessed in calculation in LS step 1

Code for 1S step 1 executed, uses A to calculate value of
Tsupplicd

Code for LS step 2 executed, Tsppiica used in time lock
mechanism to test whether it’s the authorised time for

unlocking the UTXO

If code for the time lock mechanism in LS step 2 lcaves a true
(1) on the stack, the script has succeeded and the UTXO is
unlocked, controlled assct is transferred via blockchain;
Otherwise, the script fails and the UTXO remains locked

Step 110

Step 120

Step 130

Step 140

(57) Abstract: The invention comprises a solution for securing an output
(UTXO) in a single blockchain (e.g. Bitcoin) transaction (TX) so that it can
only be unlocked by an authorised party at an allowed time, and in accordance
with external data supplied to the transaction's locking script. The invention
may comprise two steps which are implemented within a redeem script pro-
vided within the UTXO's locking script; 1) Calculation of a time-related value
(which we will call Tsyppliea) using the external data provided; and 2) use of
the calculated Tsypplied value in a time lock technique to ensure that unlocking
occurs at a time pre-determined time. The invention allows external data to
be introduced into the time lock control of a transaction on the blockchain. It
also includes a technique for combining absolute and relative time locks (e.g.
CLTV and CSV as known in the Bitcoin protocol).
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Improved Time Lock Technique For Securing A Resource On A Blockchain

This invention relates generally to computer-implemented security and control methods,
cryptography and cryptocurrencies, and distributed ledger (blockchain) technologies such
as, for example, Bitcoin-related technologies. The invention is particularly suited for use
in situations where it is desirable to secure a blockchain transaction output until a certain
time or range of times, and also for situations where access to a controlled resource is to be

allowed or denied based upon a time-related conditions

In this document we use the term ‘blockchain’ to include all forms of electronic, computer-
based, distributed ledgers. These include consensus-based blockchain and transaction-
chain technologies, permissioned and un-permissioned ledgers, shared ledgers and
variations thereof. The most widely known application of blockchain technology is the
Bitcoin ledger, although other blockchain implementations have been proposed and
developed. While Bitcoin may be referred to herein for the purpose of convenience and
illustration, it should be noted that the invention is not limited to use with the Bitcoin
blockchain and alternative blockchain implementations and protocols fall within the scope
of the present invention. The term “user” may refer herein to a human or a processor-

based resource as determined by the context in which the term is used.

A blockchain is a peer-to-peer, electronic ledger which is implemented as a computer-
based decentralised, distributed system made up of blocks which in turn are made up of
transactions. Each transaction (Tx) is a data structure that encodes the transfer of control of
a digital asset between participants in the blockchain system, and includes at least one
input and at least one output. Each block contains a hash of the previous block to that
blocks become chained together to create a permanent, unalterable record of all
transactions which have been written to the blockchain since its inception. Transactions
contain small programs known as scripts embedded into their inputs and outputs, which
specify how and by whom the outputs of the transactions can be accessed. On the Bitcoin

platform, these scripts are written using a stack-based scripting language.
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In order for a transaction to be written to the blockchain, it must be “validated”. Network
nodes (miners) perform work to ensure that each transaction is valid, with invalid
transactions rejected from the network. Software clients installed on the nodes perform this
validation work on an unspent transaction (UTXO) by executing its locking and unlocking
scripts. If execution of the locking and unlocking scripts evaluate to TRUE, the transaction
is valid and the transaction is written to the blockchain. Thus, in order for a transaction to
be written to the blockchain, it must be 1) validated by the first node that receives the
transaction — if the transaction is validated, the node relays it to the other nodes in the
network; and ii) added to a new block built by a miner; and iii) mined, i.e. added to the

public ledger of past transactions.
It is often advantageous to be able to control or influence when an output can be unlocked
and thus spent. A number of known mechanisms can be used to incorporate time-related

controls (time locks):

Absolute Time Locks:

e nLockTime
The nLockTime transaction field can be used to specify the earliest absolute time
(in terms of timestamp or the lowest block height) that the fransaction may be
added to a valid block on the blockchain.

e CheckLockTimeVerify (CLTV)
The CLTV opcode (OP_ CHECKLOCKTIMEVERIFY) is similar to nLockTime in
that it allows the specification of an absolute time lock; however, CLTV can be
applied to a specific transaction output (UTXO) as opposed to a whole transaction.
It is inserted into a locking/redeem script associated with the output, and locks the
output’s funds until a time that is specified via a single parameter passed into the
CLTV op _code. When an attempt is made to spend the output, script execution
will only succeed if the nLockTime applied to the transaction is equal to or greater
than the time provided to the CLTV opcode via the parameter. If not, the script
execution will fail. Thus, the output can only be spent when the nLockTime has

passed.
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Relative Time Locks:

e nSequence
The nSequence field is similar to nLockTime, but is part of every transaction input
and can be used to specify a relative lock time. nSequence specifies the earliest
time it can be added to a block based on when the transaction containing the output
(UTXO) that the input is trying to spend was added to the block chain

e CheckSequenceVerify (CSV)
The CSV opcode allows a relative lock time to be applied to an output. When
attempting to spend the output UTXO, the script execution will fail unless the
nSequence time is greater than or equal to the parameter provided to the CSV
opcode i.e., the output can only be added to a valid block and thus spent if the time

specified by nSequence has passed.

Thus, the conventional way of providing a time lock to is obtain the nLockTime from the
transaction on the blockchain and compare it with the supplied CLTV parameter (or the

nSequence time and compare it with the CSV time).

While these techniques are useful, though, they do not enable or facilitate variability in
relation to lock times. It would be highly advantageous to be able to use externally
sourced (off-block) data for controlling how and when blockchain outputs can be

unlocked, as this would provide a much improved locking/unlocking control technique.

However, it is accepted within the technical field that it is not possible to insert or inject
external data into the blockchain. See, for example, page 190 of “Understanding Bitcoin:
Cryptography, Engineering, and Economics” (Pedro Franco, John Wiley & Sons 2015)
which states that "Bitcoin is a self-contained system that does not reference outside data".
Moreover, existing time lock mechanisms provide a simplistic solution for controlling
when an output will be unlocked, because they simply activate if the specified time has
been reached, or the output remains locked if it has not. In many situations, however, it
would be advantageous to have a higher degree of control of the locking/unlocking of the
output, and thus when the transfer is made over the network. A more sophisticated

approach is desired which allows for a higher level of granularity in terms of the conditions
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used to lock/unlock the resource, and/or more choice or possibilities in regard to the

actions that can be taken when those conditions are met.

Prior art solutions teach the use of multiple transactions, each with its own simple time
lock that specifies a different course of action that can be taken if a particular time is
reached. The use of multiple time-locking transactions is disclosed, for example, in
McCorry Patrick et al “Towards Bitcoin Payment Networks”, 30 June 2016, ECCV 2016
Conference, [Lecture Notes in Computer Science] Springer International Publishing,
CHAM, Pages 57 to 76, XP047348067. McCorry teaches the use of micropayment and

lightning channels to enable a plurality of possible unlocking times.

However, such arrangements can be far very complex and require significant resources to
generate, process, manipulate and store the multiple transactions. For example, Figure 3 of
McCorry shows a plurality of transactions and inter-party messages that would be required
to establish a lightning channel. It would be more efficient in terms of resources and time
to be able to use a more sophisticated time lock mechanism contained in a single script in

one transaction on the blockchain.

Such an improved solution has now been devised in accordance with the present invention,

which is defined in the appended claims.

In accordance with the invention there may be provided a method (and corresponding
system). It may be described or referred to as a control method. Additionally or
alternatively, it may be described as a method to secure and/or unlock a resource. The
resource may be associated with an output (UTXO) in a blockchain transaction (TXo). It
may secure, control and/or specify the time (and/or range of times) when the UTXO can be
unlocked. Other criteria or conditions may also need to be met in addition to the time-
based locking requirement. Additionally or alternatively, it may control when an output
may be unlocked (i.e. “spent”). Thus, it may control of a portion of cryptocurrency, or
cryptographically-secured asset, or a tokenised entity associated with the output and which
may be transferred from one party to another. In this way, the invention provides an

improved implementation of a blockchain and/or cryptocurrency. Additionally or
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alternatively, it may provide an improved security mechanism for locking/unlocking a

blockchain transaction (TX) or more, specifically, at least one output in a transaction.

The invention may comprise the steps of:
1. 1In a script of a blockchain transaction (TXo), calculating a time-related value
(Tsupplied) using data provided from an source external to the transaction (TXo)
2. Using the calculated value (Tsuppiica) in a time lock mechanism to ensure that
unlocking of a controlled resource can only be performed at a time pre-determined

time.

The time lock mechanism may be provided within the same script as the calculation. The
script may be associated with an output (UTXO) of the transaction (TXo), and wherein the

controlled resource is associated with the output (UTXO).

In an additional or alternative wording, the invention may provide a method arranged to
secure and/or unlock an output (UTXO) in a blockchain transaction (TXo). The method
may comprise the step:
using a time lock mechanism to control or influence when the output (UTXO) can be
unlocked;
wherein the time lock mechanism uses a parameter (Tsupplicd) that is generated as the

result of a calculation using an input (A).

In another additional or alternative wording, the invention may comprise:

arranging a locking script in a blockchain transaction such that it takes an input (i.e. value)
and uses that input in a calculation. The calculation may perform a mathematical operation
on the input. The calculation may produce a time-related result which may then be used as
the input for a time lock mechanism (e.g. comprising CLTV, CSV and/or nLockTime).
This may ensure that the output is only spendable at a given time in accordance with at

least one condition that has been written into the locking/redeem script.

Additionally or alternatively, the invention may be described as comprising:
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a method arranged to secure or unlock an output (UTXO) in a blockchain transaction
(TXo), comprising:
i) providing an input (A) to a calculation, to output a result (Tsupplicd);
and/or
providing or using a calculation to generate a result (Tsupplicd) based upon an input
(A);

and

i1) using result (Tsupplied) as a parameter to a time lock mechanism arranged to control

or influence when the output (UTXO) can be unlocked.

Additionally or alternatively, the invention may be described as comprising:
a method of securing or unlocking an output (UTXO) in a blockchain transaction (TXo)

until a particular time or period of time, comprising the step of’

using a time-based parameter or value (Tsupplied) as an input to a time lock mechanism,

wherein:

the time lock mechanism comprises a combination of CLTV and CSV operations or

functionally similar/equivalent operations dependent upon the blockchain protocol

being used.

The above provides the advantage that a variable input can be received from a source
external to the blockchain and used by a script in a transaction on the blockchain to

determine when the controlled resource can be released.

The locking script may be used to lock an output in a blockchain transaction. The

transaction may be submitted to and/or recorded on the blockchain.

The result of the calculation may be used in a conditional statement or test which is
provided in the script. This provides the advantage that different time-related inputs,

provided by the unlocking script, can produce difterent results or behaviours.

According to one or more embodiments, the time lock mechanism may comprise a portion

of code which includes:
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Tsuppticd(CLTV); or

NOT[ Tsupplieca(CLTV)] + 1; or

Tsupplica(CLTV) AND [NOT(Tsupptica( CLTV)) + 1]; or

Tsupplied(CLTV) AND [NOT(Tsupptiecd(CLTV)) + 17 AND Tsuppliea(CSV)

The locking script may comprise a redeem script. The redeem script may comprise the

calculation and/or code for executing the time lock mechanism.

Preferably, the input (A) is provided from an external source. The external source may be

external relative to the locking/redeem script. It may be an off-block source.

The calculation may provide a result which ensures that the time lock mechanism only
permits unlocking of the output (UTXO) when a desired, predetermined time has been
reached. This may be predetermined at or prior to the time of creating the locking script.
The result may be based on or influenced by a time-related value. That may be referred to

herein as Tsupplied.

The time lock mechanism may be referred to as a “time lock technique” or “time lock
logic” in alternative wordings. The time lock mechanism may comprise a relative and/or
an absolute time lock mechanism or combination thereof. These may be the nLockTime,
CSV and/or CLTV operations in embodiments which are implemented on blockchains
which use these operations e.g. Bitcoin and variations thereof. In embodiments which use
other blockchain protocols and platforms, the time lock mechanisms may comprise
operations that are substantially equivalent or similar in functionality to CSV/CLTV.
Additionally or alternatively, the time lock mechanism may comprise an nLockTime (or

functionally similar/equivalent) mechanism or field.

The parameter (Tsupplicd) may be a number; it may be a 32-bit number. The parameter
(Tsuppied) may be based upon, or be representative of’

at least one blockchain block number or height, or a range thereof; or

a time-stamp, numeric representation of a time; or a range thereof;

a timestamp;
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an integer (e.g. 32-bit integer);
Unix-based time format; and/or

any time-related value which can be used as an input to the time lock mechanism.

Tsupplicd may be calculated using the calculation:

-HaSh(A) + X = Tsupplied

Where A is a secret value and X is an offset value.

The method may comprise the step of using a portion of logic to process input (A) prior to
it being used in the calculation. The portion of logic may be provided in a locking script
associated with the output (UTXO). The portion of logic may comprise at least one

Boolean operation.

One or more embodiments of the invention may comprise the step of
using the time lock mechanism to evaluate or influence the result of a conditional operation
such that a specified event is triggered when the condition or test evaluates to TRUE. The
conditional operation may be an IF operation that returns a Boolean result based on one or
more inputs. This provides the advantage that the script can be used to dictate and enforce
complex functionalities and behaviours based upon time. For example:

If (<condition 1> on date 1)

Then do actionl;
If (<condition2> on date 2)

Then do action2

As explained above, this is achieved within a script of a single transaction, in contrast to

prior art techniques.
The calculation may be provided in a locking script associated with the output (UTXO).
Input (A) may be provided via an unlocking script associated with an input (In) in a further

blockchain transaction (TX1). The input (In) may be used in an attempt to spend the output
(UTXO ) in the first transaction (TXo).
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The calculation may be arranged such that it will generate a value for a time-based result
(Tsupplied) upon provision of a specific value for input (A). The calculation may comprise a
mathematical operator. The calculation may operate upon a plurality of operands. One of
the operands may be the input (A). One of the other operands may be a hash function. In

contrast, prior art techniques simply

The invention also provides a computer-implemented system arranged or configured to
implement any embodiment of the method described herein. Any feature(s) mentioned in

respect of the method may also be applied to the corresponding system.

The invention also provides a system, comprising:
a processor; and
memory including executable instructions that, as a result of execution by the
processor, causes the system to perform any embodiment of the computer-

implemented method described herein.

The invention also provides a non-transitory computer-readable storage medium having
stored thereon executable instructions that, as a result of being executed by a processor of a
computer system, cause the computer system to at least perform an embodiment of the

computer-implemented method described herein.

Any feature(s) mentioned above in respect of one form of wording, embodiment or aspect

may also apply to other wording, embodiment or aspect.

These and other aspects of the present invention will be apparent from and elucidated with
reference to, the embodiment described herein. An embodiment of the present invention
will now be described, by way of example only, and with reference to the accompany

drawings, in which:

Figure 1 is a flowchart illustrating an overview of an embodiment of the invention.
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Figures 2 to 6 show spreadsheets populated with different values for Tsypplied, and their

respective results when used in conjunction with CLTV and/or CSV time lock

mechanisms.

Figure 7 is a schematic diagram illustrates a computing environment in which various

embodiments can be implemented.

Summary Of The Invention

The invention comprises a solution for securing an (unspent) output in a blockchain

transaction so that it can only be unlocked by an authorised party at an allowed time, and in

accordance with external data supplied to the transaction script. This external data can be

provided by the authorised party.

The invention essentially comprises two steps which are implemented within the UTXO’s

locking script:

3.

Calculation of a time-related value (which we will call Tsupplied) using the external
data provided
Use of the calculated Tsupplicd value in a time lock technique to ensure that

unlocking occurs at a time pre-determined time.

There are numerous advantages which flow from the present invention, these include (but

are not limited to):

The provision of a variable nLockTime mechanism

The invention provides a variable lock time mechanism which can be implemented
on the blockchain within a single transaction. It does not require complex, resource
intensive payment channels or second layer solutions to be developed on top of the
blockchain; thus it provides a secure, cryptographically enforced solution which is
efficient in terms of resources and processing, and can be implemented on existing
blockchain platforms without requiring changes to the underlying protocol,
Greater flexibility and a more sophisticated degree of control with regard to how

and when an output can be unlocked,and by whom;
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i.e. the invention provides an enhanced technique for controlling how, when and to
whom a transfer can be made across the network,

e The ability to specify transfers which are only valid for a particular block/time; or
plurality or range of blocks/time period(s);

e Greater ability to specify that a particular time a certain blockchain-related event
(or events) will occur;

e The ability to perform calculations and mathematical/logical operations on time-
related values within the script

o The ability to set up any combination of allowable spending (i.e. transfer)
configurations within a single script

e set up and activate scripts which incentivise pre-defined desired behaviours

e the necessary logic and operations to implement the invention can be provided
within a transaction script, which can be recorded on the blockchain in the
conventional manner;

¢ the invention does not require any adaptation to, extension of or other

reconfiguration of the existing (e.g. Bitcoin) blockchain protocol or platform.

Step 1: Calculation of Tsupplicd

For the purposes of explanation and illustration only, we now provide an example of one
embodiment which can be used to put the invention into effect. In this example, we
assume that the invention is put into effect on any variant of the Bitcoin blockchain, and so
we use CLTV and CSV as the time lock mechanisms. However, other embodiments and
implementations may use alternative blockchain platforms and operations to the same
effect, while still falling within the scope of the claimed invention. Such alternative
protocols may provide time lock mechanisms which have different identifiers or slightly
different functionalities but still fall within the scope of the invention because they enable

time-based locking of a transaction output.

In this document, we use the term “time” to include any of these options, and any other
option which relates in some way to a point or range of points in time or when one or more

events occur.
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In our example scenario, we assume that:

e There are a group of n participants in a m-of-n Dealerless Distribution scheme.
Dealerless distribution schemes are known in the art.

e A UTXO is created paying to the group’s public key and a transaction ‘puzzle’
(note that the puzzle is designed to be variable)

e Threshold (m members) subgroups collaborate to transfer control of the UTXO by
off-block mechanisms. This is achieved by enabling different subgroups to have
exclusive solutions to the puzzle under different conditions e.g. at different time
periods or block numbers. Therefore, the goal is to allow different parties to be

able to spend the UTXO and unlock its funds when respective criteria are met.

Suppose that a dealerless scheme has been used to establish an unknown private key and
an associated known public key. A Bitcoin transaction TXo is created which includes an
output (UTXO). The portion of cryptocurrency associated with this UTXO is locked with a
locking script as follows:

<input to redeem-script> [redeem script]

where the redeem script includes a calculation along the lines of:

-H(A) +X= Tsupplied

and where H(A) stands for Hash of A
and where <input to redeem-script> may include values such as:

Signature A X

Therefore, the party attempting to spend the output will need to supply these three inputs to

meet the criteria for the redeem script and unlock the UTXO.

Therefore, in contrast to the prior art, embodiments of the invention provide a
mathematical calculation within a (single) script that secures a controlled resource (eg
cryptocurrency funds, tokenised asset) by requiring an authorised user to provide a value
via an unlocking script that will cause the calculation to produce a result which, when

subsequently fed into a time lock mechanism, will result in a TRUE and thus unlock the
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resource. The calculation comprises a mathematical operation, which operates on multiple
operands (i.e. -H(A) and X described above) and will produce a result that is dependent
upon the values of the operands. Thus, the script provides a mechanism for inputting some
value during an unlocking attempt to produce a variable result which is then used in the

time lock mechanism.

In the redeem script, Tsupplica represents a specific time or period, or a specific block
number or range of block numbers. It is the time at which the user (spender of the UTXO)
wishes to unlock and spend the output (UTXO). T can be locked within the script by a
combination of the time lock mechanisms CLTV and CSV —1i.e. it is the parameter value
passed into the CLTV/CSYV locking technique that is described in more detail below in the
section entitled “Step 2: Using Tsupplied In A Time Lock Mechanism”.

A is a secret number. Subgroup-A are the only set of participants who can derive A
(collaboratively) and therefore can spend the UTXO (if they can provide the other

unknowns).

X is an offset value to enable the target Tsupplicd Value to be established via the calculation
within the locking script. Subgroup-A knows the value of A and the value of the target
value Tsupplied in advance, but does not know the value of X. Therefore, it only knows two
of the three inputs required. However, subgroup-A can derive the offset, X, using the
equation:

X= Tsupplied + H(A)

Therefore, all values for the required inputs are available to subgroup-A.

For example, suppose that a target value for T (i.e. the time at which the output will be
spendable if conditions/criteria are met) has been decided by the collaborating subgroups
(m members) as block number 700,000. In another example, a time other than that block
number could be used. The m members then devise a calculation which will be inserted

into the redeem script, and which will evaluate to produce a result wherein T = 700000.
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The redeem script will then use this result Tsyppliecd, 700000, as the parameter (input value)

for the CLTV/CSV time lock combination within the script.

The secret value A and the target value T are known by the subgroup creating the
transaction (i.e. subgroup-A). Therefore, subgroup-A can calculate the required value for X

from:

X = 700000 + H(A)

Thus, the values for A and X are now both available to an authorised spender (subgroup-A)
of the UTXO and can be passed into the redeem script via the unlocking script of a further

transaction TX; along with the relevant signature, as explained above.

The purpose of the redeem script and its supplied inputs is that only those who know the
secret value of A (i.e. subgroup-A) can unlock the transaction and only at the block
number 700,000. For this to work, part of the locking script will need to validate the value

of A by comparing its hash with a stored hash value that is written into the locking script.

Pseudocode for the locking script can thus be expressed along the lines of’

Push input values to the stack

Hash the A value passed in (call it Ain) to create H(Ain)

Compare H(Ain) with the internally stored value H(A). If no match abort.

Calculate Tsypplied using Tsupplied = -H(A) + X

The calculated Tsuppica value is used as input for the CLTV and CSV locking
mechanisms (described in more detail below in section “Step 2: Using Tsupplied
In A Time Lock Mechanism”)

Check the signature

Therefore, the invention provides a variable nLockTime mechanism which was not
previously possible. An improved transfer control mechanism has therefore been devised

in accordance with the invention.
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The simple case explained above can be extended to provide more complex and
sophisticated control behaviours, because mathematical and logical operations can be
performed on the values. For example, any subgroup of the full dealerless group can
derive the required signature (providing the number of members reaches the threshold) and
any subgroup can create their own secret A value. Accordingly, several subgroups can
collaborate to make the transaction spendable at different T values (e.g. for different block

numbers) locked to specific subgroups.

For example, suppose that subgroupo want to be able to spend the transaction at time To;,
subgroup: want to be able to spend the transaction at time T1; subgroup, want to be able to
spend the transaction at time T». Each subgroupn, can have their own secret value Ay, and

each subgroup can set their own T, target block number and calculate their own X, value:

Xn=Ta + H(Au)

For example, the transaction is to be locked to subgroupo at block number 700,000;
subgroup: at 700,001 and subgroup> at 700,002. The transaction can be unlocked by any
unlocking script with values:

Signature An Xu

where Xy is calculated as:
Xo = 700000 + H(Ao)
X1 = 700001 + H(A))
X, = 700002 + H(A»)

For this to work, each of the A, hashes H(A,) must be contained in the script and

individually checked with a a conditional IF or ‘OR’ operation. In other words:

Abort if not
H(Ain) =H(Ao) OR
H(Ain) =H(A1) OR
H(Ain) = H(A2)
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The person skilled in the art will understand that, upon prior agreement of all subgroups
when setting up the transaction’s locking script, any combination of allowable spending
configurations can be created. For example:
e The target T values (e.g. block numbers) need not be consecutive
e The target T values could represent a range of block numbers or time periods
o Different subgroups may be allowed to spend at the same T value (each subgroupa
will have a different value for X, calculated from the same T value).

o (etc)

In another example, the above could be extended to restrict spend attempts to nearer the
target time. Consider the case wherein we require subgroup-A to supply a further input to
the script, B, which represents a value that can only be known at or near the target time
period. For example, B could be the block hash of the block six blocks back from the target
block number. Other examples could be thought of in which the value B is only
communicated or made available/derivable to the authorised spender at or around a given
time. In the block hash example, the intention is that the values needed for the unlocking
script cannot be derived before approximately one hour prior to the existence of the target

block.

In this case, the redeem script includes:

-(HA)+HB)]|+X=T

and subgroup-A would need to create values which satisfy <input to redeem-script> :

Signature A B X

Once the value of B becomes available from the blockchain, subgroup-A can use the
equation -/H(4) + H(B)] + X = T to derive the offset, X, because the secret value A and
the also known by subgroup-A. Assuming that the spend attempt is being performed within
one hour of the target block (and therefore the B value is known), the required value for X

can be calculated from:

X = 700000 + H(A) + H(B)
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Therefore, subgroup-A now knows all of the information required to create the unlocking
script which supplies the correct inputs to satisfy the conditions of the redeem script and

unlock the output.
The present invention enables the above to be achieved securely and via a single
transaction on the blockchain, without the need to establish complex and less efficient

second layer solutions such as payment channels.

Step 2: Using Tsuppiica In A Time Lock Mechanism

Once the value for Tsypplica has been calculated in the script using external input(s) supplied
via the unlocking script, that value can be used in a time locking technique to ensure that

the UTXO can only be unlocked at the desired time or within the desired range of times.

The present invention can be arranged to use either the CLTV operation, or the CSV
operation, or a combination thereof. Each of the approaches, however, use some common,

shared features:

o The Tsyppiiea value calculated earlier in the locking script is used in a subsequent
calculation for the time locking purposes; as explained, this is the value provided to
the script from the external source.

e Weuse atime To as a constant in the locking script. This is the initial (i.e. script
starting) time, and hence any value lower than To will evaluate to false as it cannot
occur prior to the first time that the locking script appears as a transaction on the
blockchain. This fixed value is added to the locking script when it is written and
cannot be varied.

e Weuse Tnow to refer to the current time. In our examples, this is the block height
on the blockchain as in this moment, and is the actual time as recorded on the
consensus of blocks. In other words, it is the nLocktime from the network and not
something that can be spoofed. This provides a technical effect which ensures
security of the controlled output.

Tuow 18 variable rather than fixed, and changes with each block. Tuow (the current
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time) must be larger than To (the initial/starting time). The current time, however,
may be measured or represented in a variety of ways and formats. It may be
obtained from a variety of off-block or on-block sources. It can be represented as a
numeric value, and can lend itself for use in mathematical calculations and in-script
manipulations.

CLTV and CSV both work if the time calculated using the data provided from the
external source has past. That is Tsupptied <= Tnow.

Where Tsupplied > Tnow, the script is invalid and fails. So any use of a calculated time
that 1s greater than the current time fails. However, we can create a set of logical
operations to capture these such scenarios.

Referring to Figures 2 to 6, it can be seen that there only is only one scenario where
Tsupplied and Tuow lead to a single accepted value. The only valid scenario is when

the current time has been arrived at.

Figures 2 to 6 show, for the purposes of illustration, how various time lock mechanisms

can be used to secure the spendable output to a certain time/range.

In each of figures 2 to 6:

Column A, row 37 shows a given value for Tnow
Column A, row 38 shows a given value for the initial time constant, To
Column A, rows 3 to 33 show different values of Tsupplicd as calculated within the

script using the input provided by the external source via the unlocking script

The formulae in the spreadsheet cells are as follows:

Cell # Heading Formula
B3 T(CSV) =A3-$B$38
C3 =[F((($B$39>=B3)*AND(B3>=0)),1,0)

The result after the operation (1 = True, O
= False; if true the script succeeds,
UTXO is unlocked; if 0, the script fails
and the UTXO remains locked)
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D3 T(CLTV) =A3
E3 =IF(D3<=$B$37, 1, 0)
the result of the CLTV operation
F3 NOT [ T(CLTV) - 1] —D3+1
B
G3 =IF((F3<=$B$37), 1, 0)
H3 (A). NOT (B) =IF(AND(E3,NOT(G3)), 1, 0)
3 (A)NOT (B). (C) =IF(AND(AND(E3,NOT(G3),C3)), 1, 0)
B39 SCV - Const =B37-B38

Figure 2 shows the time lock outputs, for various values of Tsupplied, When Trow 15 108 and
To 1s 100. Note that the script is only valid and evaluates to a True (i.e. 1) result (in

columns H and I) in row 21, when Tsypplied is 108.

Figure 3 shows the time lock outputs, for various values of Tsupplied, When Trow 15 118 and

Tois 117.

Figure 4 shows the time lock outputs, for various values of Tsupplied, When Trow 15 115 and
To 1s 100. Note that the script only evaluates to a True (i.e. 1) result (in columns H and I)

in row 28, when Tsypplied 15 115.

Figure 5 shows the time lock outputs, for various values of Tsupplied, When Trow 15 115 and

To1s 95

Figure 6 shows the time lock outputs, for various values of Tsupplied, When Tuow 15 90 and To
is 95. Note that in this case the value of Tyow is less than the value of To, which is not

valid. Thus, there are no True (“17) results in either column H or column L

In embodiments where the time lock mechanism uses a CLTV operation, TcLtv (output

shown in column D in Figs. 2 to 6) is based on Tsupplicd.
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In embodiments where the time lock mechanism uses a CSV operation, Tcsv (as shown in
column B of Figs. 2 to 6) is calculated as:

Tesv = Tsupplied — To

This calculation is complete within the script, and not supplied by the user/spender via an

input. The user/external source only provides inputs to influence the calculation of Tsupplicd.

In certain embodiments, the time lock mechanism comprises a combined CSV and CLTV

operation. These are shown in columns F to I of Figures 2 to 5.

Turning now to Figure 7, we provide an illustrative, simplified block diagram of a
computing device 2600 that may be used to practice at least one embodiment of the present
disclosure. In various embodiments, the computing device 2600 may be used to
implement any of the systems illustrated and described above. For example, the
computing device 2600 may be configured for use as a data server, a web server, a portable
computing device, a personal computer, or any electronic computing device. As shown in
Figure 7, the computing device 2600 may include one or more processors with one or more
levels of cache memory and a memory controller (collectively labelled 2602) that can be
configured to communicate with a storage subsystem 2606 that includes main memory
2608 and persistent storage 2610. The main memory 2608 can include dynamic random-
access memory (DRAM) 2618 and read-only memory (ROM) 2620 as shown. The storage
subsystem 2606 and the cache memory 2602 and may be used for storage of information,
such as details associated with transactions and blocks as described in the present
disclosure. The processor(s) 2602 may be utilized for the method(s) as described in the

present disclosure.

The processor(s) 2602 can also communicate with one or more user interface input devices
2612, one or more user interface output devices 2614, and a network interface subsystem

2616.

A bus subsystem 2604 may provide a mechanism for enabling the various components and

subsystems of computing device 2600 to communicate with each other as intended.
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Although the bus subsystem 2604 is shown schematically as a single bus, alternative

embodiments of the bus subsystem may utilize multiple busses.

The network interface subsystem 2616 may provide an interface to other computing
devices and networks. The network interface subsystem 2616 may serve as an interface
for receiving data from, and transmitting data to, other systems from the computing device
2600. For example, the network interface subsystem 2616 may enable a data technician to
connect the device to a network such that the data technician may be able to transmit data
to the device and receive data from the device while in a remote location, such as a data

centre.

The user interface input devices 2612 may include one or more user input devices such as a
keyboard; pointing devices such as an integrated mouse, trackball, touchpad, or graphics
tablet; a scanner; a barcode scanner; a touch screen incorporated into the display; audio
input devices such as voice recognition systems, microphones; and other types of input
devices. In general, use of the term “input device” is intended to include all possible types

of devices and mechanisms for inputting information to the computing device 2600.

The one or more user interface output devices 2614 may include a display subsystem, a
printer, or non-visual displays such as audio output devices, etc. The display subsystem
may be a cathode ray tube (CRT), a flat-panel device such as a liquid crystal display
(LCD), light emitting diode (LED) display, or a projection or other display device. In
general, use of the term “output device” is intended to include all possible types of devices
and mechanisms for outputting information from the computing device 2600. The one or
more user interface output devices 2614 may be used, for example, to present user
interfaces to facilitate user interaction with applications performing processes described

and variations therein, when such interaction may be appropriate.

The storage subsystem 2606 may provide a computer-readable storage medium for storing
the basic programming and data constructs that may provide the functionality of at least
one embodiment of the present disclosure. The applications (programs, code modules,

instructions), when executed by one or more processors, may provide the functionality of
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one or more embodiments of the present disclosure, and may be stored in the storage
subsystem 2606. These application modules or instructions may be executed by the one or
more processors 2602. The storage subsystem 2606 may additionally provide a repository
for storing data used in accordance with the present disclosure. For example, the main
memory 2608 and cache memory 2602 can provide volatile storage for program and data.
The persistent storage 2610 can provide persistent (non-volatile) storage for program and
data and may include flash memory, one or more solid state drives, one or more magnetic
hard disk drives, one or more floppy disk drives with associated removable media, one or
more optical drives (e.g. CD-ROM or DVD or Blue-Ray) drive with associated removable
media, and other like storage media. Such program and data can include programs for 7 as
described in the present disclosure as well as data associated with transactions and blocks

as described in the present disclosure.

The computing device 2600 may be of various types, including a portable computer
device, tablet computer, a workstation, or any other device described below. Additionally,
the computing device 2600 may include another device that may be connected to the
computing device 2600 through one or more ports (e.g., USB, a headphone jack, Lightning
connector, etc.). The device that may be connected to the computing device 2600 may
include a plurality of ports configured to accept fibre-optic connectors. Accordingly, this
device may be configured to convert optical signals to electrical signals that may be
transmitted through the port connecting the device to the computing device 2600 for
processing. Due to the ever-changing nature of computers and networks, the description of
the computing device 2600 depicted in FIG. 7 is intended only as a specific example for
purposes of illustrating the preferred embodiment of the device. Many other
configurations having more or fewer components than the system depicted in FIG. 7 are

possible.

It should be noted that the above-mentioned embodiments illustrate rather than limit the
invention, and that those skilled in the art will be capable of designing many alternative
embodiments without departing from the scope of the invention as defined by the

appended claims. In the claims, any reference signs placed in parentheses shall not be
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construed as limiting the claims. The word "comprising" and "comprises", and the like,
does not exclude the presence of elements or steps other than those listed in any claim or
the specification as a whole. In the present specification, “comprises” means “includes or
consists of”” and “comprising” means “including or consisting of”. The singular reference
of an element does not exclude the plural reference of such elements and vice-versa. The
invention may be implemented by means of hardware comprising several distinct elements,
and by means of a suitably programmed computer. In a device claim enumerating several
means, several of these means may be embodied by one and the same item of hardware.
The mere fact that certain measures are recited in mutually different dependent claims does

not indicate that a combination of these measures cannot be used to advantage.
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CLAIMS:

1. A method to secure or unlock an output (UTXO) in a blockchain transaction (TXo),
comprising:
5 using a time lock mechanism to control or influence when the output (UTXO) can be
unlocked;
wherein the time lock mechanism uses a value (Tsupplicd) that is generated as the result of
a calculation which uses an input (A) that is supplied by a source external to said
blockchain transaction (TXo).
10
2. A method according to claim 1, wherein:
input (A) is supplied by a source that is external to:
the blockchain transaction (TXo); and/or
a locking script (LS) which is associated with the output (UTXO).
15
3. A method according to claim 1 or 2, wherein:
the time lock mechanism only permits unlocking of the output (UTXO) when a desired

time or range of times has been reached.

20 4. A method according to any preceding claim, wherein:
the calculation comprises a mathematical operator, and preferably wherein:
the calculation operates upon a plurality of operands, and one of the operands is the

input (A);

25 5. A method according to claim 4 wherein at least one of the other operands is a hash

function.
6. A method according to any preceding claim, wherein:
the time lock mechanism comprises a Bitcoin CSV and/or CLTV operation, or other

30 functionally similar operation from a blockchain protocol other than Bitcoin.

7. A method according to any preceding claim, wherein:
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the value (Tsupplicd) relates to, comprises or represents:
at least one block number or height, or a range thereof; or

a time-stamp, numeric representation of a specific time; or a range thereof.

8. A method according to any preceding claim, and comprising the step:

using a portion of logic to process, operate on or use input (A) prior to it being used in
the calculation, preferably wherein:

1) the portion of logic is provided in a locking script associated with the output (UTXO).
and/or

i1) the portion of logic comprises at least one Boolean operation.

9. A method according to any preceding claim, wherein:

1) the calculation is provided in a locking script associated with the output (UTXO);
and/or
i1) input (A) 1s provided via an unlocking script associated with an input (In) in a further

blockchain transaction (TX1).

10. A method according to any preceding claim and further comprising the step of:
using the time lock mechanism to evaluate the result of a conditional operation such that

an event is triggered when the conditional operation evaluates to TRUE.

11. A method according to any preceding claim, wherein:
the calculation is arranged and/or selected such that it will generate a pre-determined

value for value (Tsupplied) upon provision of a specific value for input (A).

12. A method according to any preceding claim wherein:
the time lock mechanism comprises a portion of code which includes:
Tsuppticd(CLTV); or
NOT[ Tsupplieca(CLTV)] + 1; or
Tsupplicd(CLTV) AND [NOT(Tsuppiica(CLTV)) + 1]; or
Tsupplied CLTV) AND [NOT(Tsupplicd(CLTV)) + 1] AND Tiupplicd(CSV)
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14

15

16.

17.

26

. A method to secure an output (UTXO) in a blockchain transaction (TXo), comprising:

i) providing an input (A) to a calculation, to output a result (Tsupplicd);

and/or

providing or using a calculation to generate a result (Tsupplicd) based upon an input
(A);

and
i1) using result (Tsupplied) as a parameter to a time lock mechanism arranged to

control or influence when the output (UTXO) can be unlocked.

. A method of securing or unlocking an output (UTXO) in a blockchain transaction

(TXo) until a particular time or period of time, comprising the step of:

using a time-based value (Tsupplica) as an input to a time lock mechanism, wherein:
the time lock mechanism comprises a combination of CLTV and CSV operations or
functionally similar/equivalent operations dependent upon the blockchain protocol

being used.

. A method according to claim 14 wherein:

the time lock mechanism comprises a portion of code which includes:
Tsuppticd(CLTV); or
NOT[ Tsupplieca(CLTV)] + 1; or
Tsupplicd(CLTV) AND [NOT(Tsuppiica(CLTV)) + 1]; or
Tsupplied CLTV) AND [NOT(Tsupplicd(CLTV)) + 1] AND Tiupplicd(CSV)

A computer-implemented system, comprising:
a processor; and
memory including executable instructions that, as a result of execution by the

processor, causes the system to perform the method of any of claims 1 to 15.

A non-transitory computer-readable storage medium having stored thereon executable
instructions that, as a result of being executed by a processor of a computer system,
cause the computer system to at least perform the computer-implemented method of

any of claims 1 to 15.
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Figure 1

Determine authorised transfer time and recipient for transfer
of controlled asset or resource (e.g. tokenised entity or Step 110
cryptocurrency)

Create transaction TXo which includes a locking script (LS)
associated with a UTXO arranged to transfer the controlled
asset, and comprising code for:
LS step 1):
Calculating Tsupplied using external inputs; and Step 120
LS step 2):
Securing the UTXO so it can only be spent at authorised
transfer time via a time lock mechanism based upon the
calculated value of Tsupplicd

Unlocking and locking scripts are executed when a second

transaction TX; attempts to spend the UTXO of TXo:

Input A from unlocking script is pushed onto stack so it can be Step 130

accessed in calculation in LS step 1

Code for LS step 1 executed, uses A to calculate value of
Tsupplie:d

Code for LS step 2 executed, Tsupplied used in time lock
mechanism to test whether it’s the authorised time for
unlocking the UTXO

If code for the time lock mechanism in LS step 2 leaves a true
(1) on the stack, the script has succeeded and the UTXO is Step 140
unlocked, controlled asset is transferred via blockchain;

Otherwise, the script fails and the UTXO remains locked
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Figure 2
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Figure 3
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Figure 4
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