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(57) ABSTRACT

A system is provided for providing automated washing and
verifying compliance of use. The system provides for identi-
fying individual users of one or more cleaning stations
through various technologies, such as RFID. Individual’s use
of cleaning stations is monitored to determine compliance
with hand-washing requirements. A compliance report may
be generated based on data associated with one or more
individuals’ use of the cleaning station(s). Educational and/or
entertainment content may be displayed to the user when he
or she is using the cleaning station. Additionally, the cleaning
station may identify containers having authorized consum-
ables such as soap or disinfectant. Optional automated col-
lection and forwarding of hygiene compliance information is
performed to provide compliance monitors, such as a regula-
tory agency, with such information.

///1003

204
208
216 |2+
212
220
1
1 3
230
/ f
4
/ 236
200 / |
, 232
~, 228



Patent Application Publication

Dec. 30,2010 Sheet 1 of 13

104

100a

) 108a
Cleaning )
Station

! 100b

!/, 108b
Cleaning: )
Station

| 100n

; 108n
Cleaning j '
Station

Fig. 1

Administration
Computer

US 2010/0326472 Al




Patent Application Publication  Dec. 30, 2010 Sheet 2 of 13 US 2010/0326472 A1

/1008

204
208
216 |4
212
220
1 3
230
" - |
/ ﬁ 236
200 / |
/ 232
~, 228

Fig. 2



US 2010/0326472 Al

Dec. 30,2010 Sheet 3 of 13

Patent Application Publication

¢ "b14

: 10889901y
00€ -
sjusLodiod , 80€ seyndwon
uonels [ \ uonensuIpYy
Bujues|d [ Wo14/0)
woid/o
Au_\ - +»| ooepeu) Buleubis puz aoepou] Buyeubls 1S} - »-
zLe — / 2g0L
a|npojy
“Muoneonueyiny seigeWNSUoD) P pZe
ploosy eafojdwg
-«—»{ B|NPO UONOBISS suoNNog 1 8¢€
ore —
p03aY 8SN-UOHEIS > anpo Bujures | L oze
g |
seinpnig eed > a|npopy soueldwo) 1 9.8
ceEe \ FOE Aows)y

002 Jonuowy suoneladp uonels buiues|n —



Patent Application Publication  Dec. 30, 2010 Sheet 4 of 13 US 2010/0326472 A1

/ Cleaning Station-Use Record
400

416
/ /404 408 412 /

En&‘;‘;’;ee Time Stamp | Duration Date Compliance
Janet Smith 08:00:00 a.m. | 10 secs 5/21/2006 | Y
Bill Powers 09:00:23 a.m. 5 secs 5/21/2006 | N
|Jason Williams | 10:07:40 a.m. | 12 secs 5/21/2006 | Y
Judy Jones 11:10:05a.m. | 11 secs 5/21/2006 | Y
Sandra Collins | 11:20:31 a.m. 6 secs 5/21/2006 [ N

Fig. 4

Employee Record 340

508 512
Employee Hand Current Preferred Allergy
Name Washing Training Entertainment
Statistics Segment Content

Sandra Collins | 84% 3 Sport None

Bill Forbes 97% 5 _News Solution A

Jane Givens  |91% 4 Sports None

Judy Jones 99% 9 News None

Bill Powers 85% 1 News None"
"|Jane Smith 95% 8 Sports None

Jason Williams| 90% 4 News None

Fig. 5A
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Lookup Table 524 528
532
520 — Y, ] ¢
Employee Employee Protocol
Identifier Type Identifier
11111 1 1
22222 1 1
33333 2 2
44444 3 3
55555 1 1
66666 4 0
1000 7
Fig. 5B

/Compliance Report 640 ‘

716
700 704 708 712
(e [

Employee . )
‘Name Time Date Location | Full Cycle

Janet Smith 8:00 a.m. 5/21/2006
Bill Powers 9:00 a.m. 5/21/2006
Bill Forbes 10:00 a.m. 5/21/2006

Jason Williams 10:07 a.m. 5/21/2006

Jane Givens 10:30 a.m. 5/21/2006
Judy Jones 11:10 a.m. 5/21/2006
Sandra Collins 11:20 a.m. 5/21/2006

>>o|>| o= >
<|<lzl|<|=z|z| <

Fig. 7
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AUTOMATED WASHING SYSTEM WITH
COMPLIANCE VERIFICATION

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 60/863,753, filed Oct. 31, 2006 and
the benefit of U.S. Provisional Application No. 60/909,280,
filed Mar. 30, 2007 the entire contents of both applications are
incorporated herein by reference in their entirety.

FIELD

[0002] The present invention relates to automated washing
systems, and more particularly, to automated washing sys-
tems comprising a way of monitoring and/or verifying user
participation. Methods of providing compliance verification
are also provided.

BACKGROUND

[0003] The importance of cleanliness has long been recog-
nized, particularly in the fields of heath-care, food prepara-
tion, and laboratories, to name but a few. The practice of
surgical scrubbing by surgeons and other operating room
personnel is probably the epitome of efforts to cleanse the
hands and forearms of persons working in sterile environ-
ments. Although manual hand-washing can appear effective,
medical experts have concluded that automated hand-wash-
ing increases hand-washing compliance and reduces the risk
of infection.

[0004] Touchless automated hand-washing devices are
designed to wash the hands of'the user and provide the proper
amount of antimicrobial solution in a set time. Additionally,
these systems diminish the deterrent effects of friction and
irritation associated with frequent manual hand-washing.
Notwithstanding the benefits and convenience of automated
washing devices, difficulties still exist with verifying
employee or staff use of the washing apparatus. Accordingly,
it would be advantageous to have a system that provides
automated washing with a way of verifying usage by the
intended users.

[0005] In addition to the foregoing, problems also exist
with verifying that the proper soap solutions or disinfectants
are being used in a cleaning station. In addition, problems
exist with assessing whether a user has an allergy where the
user should not use a certain type of soap or disinfectant
provided in a cleaning station. In addition, problems exist in
providing a solution in a cleaning station to avoid an allergy of
auser. Also, problems exist in providing user specific formu-
lations that address, for example, the user’s specific job
duties. In addition, problems exist in motivating users to stay
at a cleaning station for its entire cleaning cycle. Also, prob-
lems exist in providing information to a manager or admin-
istrator regarding monitoring one or more cleaning stations,
wherein the monitoring may include review of data directed
to addressing one or more of the above noted problems.
[0006] U.S. Pat. No. 7,015,816, U.S. Pat. No. 6,727,818
and United Stated Patent Application Publication No. 2006/
0132316 are directed to systems that in part address the prob-
lems outlined above. The summary of each document indi-
cates that the disclosed systems are directed to monitoring or
gathering information on locations of person, equipment,
and/or activities associated with a facility. The gathered infor-
mation is used to evaluate compliance with hygiene require-
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ments as defined by a hygiene policy for a facility. These
systems suffer from several drawbacks including facility (e.g.
hospital) liability concerns introduced by the disclosed moni-
toring methods. These systems also make no allowance for
people with no hand-washing requirements such as visitors to
the facility. Additionally, these systems include a burdensome
system of in/out zones, do not provide for automatic report-
ing, and do not include hand-washing requirements that are
specific to a person’s job title. Furthermore, these systems do
not disclose a system for automatically providing hygiene
compliance information to a regulatory body. These short-
comings are addressed by the various embodiments of the
present invention.

SUMMARY

[0007] In accordance with embodiments of the present
invention, a Radio Frequency Identification (“RFID”) system
is disclosed for use in connection with an automated hand-
washing station. However, as described herein, other identi-
fying technologies are appropriate, and such technologies are
encompassed by the scope of the present invention. Examples
include bar codes, biometric technology and the like. It is to
be understood therefore, that RFID is used as an example and
is not intended to limit the scope of the present invention.
[0008] The system is operable to record and report on user
compliance with hand-washing requirements. To ensure user
safety and product performance, the system has the capability
to ensure that only authorized consumable solutions are used
in the cleaning station. The RFID data capture capability, in
conjunction with a video system, allows users to have real
time feedback of their personal compliance as well as indi-
vidual user focused information conveyed at the time of uti-
lizing the cleaning station.

[0009] In accordance with one or more embodiments
described herein, the user carries a RFID tag that is pro-
grammed with information specific to the individual. Upon
approaching the cleaning station, an RFID reader recognizes
the user’s tag and records the user name, time, date, station
location, and whether the cleaning event was a complete
cycle. The data is stored in the readers’ database until cap-
tured via various methods and transferred into a report format
for the administrator. The administrator can then review the
compliance statistics for the various users.

[0010] In a separate aspect of the invention, and in accor-
dance with one or more embodiments described herein, the
RFID system is well suited to monitoring whether a consum-
able item used in the cleaning station is authentic or not
authorized. Upon detection of an improper consumables item
the cleaning station may deactivate. An RFID tag is attached
to the consumable product, such as a cleaning solution bottle.
When installed in the cleaning station, the tag attached to the
solution bottle will confirm to the RFID system by way of the
unique tag identifier that the subject bottle contains an autho-
rized solution. Without this verification, a user of the station
may inadvertently use another solution that is harmful to the
user or ineffective for the use intended. Another benefit is that
an authorized solution will be at the correct viscosity to
ensure the proper dosage is used in the wash cycle and the
mechanical action of the station will not be compromised by
plugged fluid nozzles and lines.

[0011] Embodiments of the present invention include
methods of providing compliance or non-compliance infor-
mation regarding hygiene efforts. By way of example and not



US 2010/0326472 Al

limitation, a method for performing hygiene compliance veri-
fication is provided, comprising:

[0012] (a) receiving an object identifier;

[0013] (b) determining a cleaning protocol from a plurality
of different protocols to be used on an object associated with
the object identifier; and

[0014] (c) implementing the cleaning protocol in connec-
tion with the object.

[0015] Other methods are also encompassed by the present
invention. By way of example and not limitation, a method of
performing hygiene compliance verification is provided,
comprising: receiving hygiene compliance data associated
with a plurality of enterprise networks, each network being
associated with a different enterprise comprising one or more
automated sensors; storing the hygiene compliance data; and
providing at least one hygiene compliance data report, the
hygiene compliance data report including hygiene compli-
ance data received from a particular enterprise network of the
plurality of enterprise networks.

[0016] Computer readable medium operable to perform the
steps of any of the methods described herein are encompassed
by the present invention.

[0017] Various signals, such as, by way of example and not
limitation, a data signal associated with a carrier wave, that
include at least one piece of hygiene compliance information
are encompassed by the present invention. By way of
example and not limitation, an electronic hygiene compliance
verification data signal is provided, comprising:

[0018] (a) source and destination addresses;
[0019] (b) hygiene compliance information; and
[0020] (c) an enterprise identifier; and
[0021] (d) a compliance monitor identifier.
[0022] A variety of different ways of providing a compli-

ance monitoring system are encompassed by the present
invention. By way of example and not limitation, a compli-
ance monitoring system is provided, comprising: means for
receiving compliance data associated with a plurality of
enterprise networks; means for storing the compliance data in
a plurality of electronic storage locations, wherein each stor-
age location corresponds to one enterprise network of the
plurality of enterprise networks; and means for providing at
least one compliance data report, the compliance data report
including compliance data received from a particular enter-
prise network of the plurality of enterprise networks. Such
system may further include means for providing the compli-
ance data report to a web user, the web user having supplied
a valid password. In addition, such system may further
include means for providing the compliance data report to a
compliance monitor.
[0023] Inahygiene compliance verification system, and by
way of example and not limitation, a computer readable
medium comprising a set of data structures is provided, the
set of data structures comprising:
[0024] (a) a first set of information identifying a hygiene
compliance monitor;
[0025] (b)compliance data required to be reported to the
compliance monitor; and
[0026] (c) reporting requirements associated with the
compliance monitor;
wherein the data structures are used to produce a data man-
agement report including the compliance data. The set of data
structures may further comprise a reporting frequency
required by the compliance monitor. The set of data structures
may further comprise location information, the location
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information identifying at least one of a geographical and
geopolitical location monitored by the compliance monitor.
[0027] A variety of compliance monitoring systems are
encompassed by the present invention. By way of example
and not limitation, a compliance monitoring system for use
with at least one hygiene station is provided, the system
comprising:

[0028] (a) a verification module; and

[0029] (b) an electronic storage location for storing com-
pliance data collected by the at least one hygiene station,
wherein the compliance data comprises a plurality of differ-
ent object identifiers and different protocol identifiers, each
protocol identifier being associated with a different cleaning
protocol, wherein each object identifier has a corresponding
protocol identifier and wherein at least one protocol identifier
indicates that no cleaning be performed for the corresponding
object identifier.

The system may further comprise a plurality of enterprise
networks, each enterprise network including at least one cor-
responding hygiene station; and a plurality of electronic stor-
age locations, each storage location being associated with a
corresponding enterprise network and storing compliance
data collected by the at least one corresponding hygiene sta-
tion in the corresponding enterprise network.

[0030] Embodiments of the present invention cover com-
pliance verification of different forms of'a hygiene station. By
way of example and not limitation, one or more embodiments
of the present invention are appropriate for monitoring asso-
ciated with hygiene stations that comprise a sink and a faucet,
automated cleaning stations, disinfection stations, sanitizer
dispensers, sanitizer gel dispensers, lotion dispensers, hand
soap dispensers, or other ancillary devices, et cetera.

[0031] Other aspects of various embodiments not summa-
rized here are also considered to form part of the present
invention, either alone or in combination with other aspects.
Accordingly, aspects may be claimed alone or in combination
with other aspects.

[0032] As used herein, “ at least one”, “one or more”, and
“and/or” are open-ended expressions that are both conjunc-
tive and disjunctive in operation. For example, each of the
expressions “at leastone of A, B and C”, “atleast one of A, B,
or C”, “one or more of A, B, and C”, “one or more of A, B, or
C” and “A, B, and/or C”” means A alone, B alone, C alone, A
and B together, A and C together, B and C together, or A, B
and C together.

[0033] Itisto benoted thatthe term “a” or “an” entity refers
to one or more of that entity. As such, the terms “a” (or “an”
“one or more” and “at least one” can be used interchangeably
herein. It is also to be noted that the terms “comprising”,
“including”, and “having” can be used interchangeably.

[0034] The term “automatic” and variations thereof, as
used herein, refers to any process or operation done without
material human input when the process or operation is per-
formed. However, a process or operation can be automatic
even if performance of the process or operation uses human
input, whether material or immaterial, received before per-
formance of the process or operation. Human input is deemed
to be material if such input influences how the process or
operation will be performed. Human input that consents to the
performance of the process or operation is not deemed to be
“material”.

[0035] The terms “determine”, “calculate” and “compute,”
and variations thereof, as used herein, are used interchange-
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ably and include any type of methodology, process, math-
ematical operation or technique.

[0036] The term “module” as used herein refers to any
known or later developed hardware, software, firmware, arti-
ficial intelligence, fuzzy logic, or combination of hardware
and software that is capable of performing the functionality
associated with that element. Also, while the invention is
described in terms of exemplary embodiments, it should be
appreciated that individual aspects of the invention can be
separately claimed.

[0037] Various embodiments of the present invention are
set forth in the attached figures and in the detailed description
of the invention as provided herein and as embodied by the
claims. It should be understood, however, that this Summary
does not contain all of the aspects and embodiments of the
present invention, is not meant to be limiting or restrictive in
any manner, and that the invention as disclosed herein is and
will be understood by those of ordinary skill in the art to
encompass obvious improvements and modifications thereto.
[0038] Additional advantages of the present invention will
become readily apparent from the following discussion, par-
ticularly when taken together with the accompanying draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0039] FIG.1isablockdiagram of components that may be
included in embodiments of the present invention;

[0040] FIG.2 is a schematic depiction of a cleaning station
in accordance with embodiments of the present invention;
[0041] FIG. 3 is a block diagram of a cleaning station
operations monitor in accordance with embodiments of the
present invention;

[0042] FIG. 4 is an exemplary station-use record in accor-
dance with embodiments of the present invention;

[0043] FIG. 5A is an exemplary employee record in accor-
dance with embodiments of the present invention;

[0044] FIG. 5B shows a set of data structures according to
an embodiment of the present invention;

[0045] FIG. 6 is a block diagram of an administration com-
puter in accordance with embodiments of the present inven-
tion;

[0046] FIG. 7 is an exemplary compliance report in accor-
dance with embodiments of the present invention;

[0047] FIG. 8 is a flow chart depicting aspects of a method
of monitoring hand-washing compliance in accordance with
embodiments of the present invention;

[0048] FIGS. 9A and 9B are a compliance monitoring sys-
tem according to another embodiment of the present inven-
tion;
[0049]
report;
[0050] FIG. 11 is a flow chart according to an embodiment
of the present invention;

[0051] FIG. 12 shows a set of data structures according to
an embodiment of the present invention; and

[0052] FIG. 13 is a flow chart according to an embodiment
of the present invention;

[0053] The drawings are not necessarily to scale.

FIG. 10 is an exemplary data management module

DETAILED DESCRIPTION

[0054] The exemplary systems and methods of this inven-
tion will be described in relation to distributed processing
networks. However, to avoid unnecessarily obscuring the
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present invention, the following description omits a number
of known structures and devices. This omission is not to be
construed as a limitation of the scope of the claimed inven-
tion. Specific details are set forth to provide an understanding
of the present invention. It should, however, be appreciated
that the present invention may be practiced in a variety of
ways beyond the specific detail set forth herein.

[0055] Furthermore, while the exemplary embodiments
illustrated herein show the various components of the system
collocated, certain components of the system can be located
remotely, at distant portions of a distributed network, such as
a LAN and/or the Internet, or within a dedicated system.
Thus, it should be appreciated, that the components of the
system can be combined in to one or more devices, such as a
washing station, or collocated on a particular node of a dis-
tributed network, such as an analog and/or digital telecom-
munications network, a packet-switched network, or a cir-
cuit-switched network. It will be appreciated from the
following description, and for reasons of computational effi-
ciency, that the components of the system can be arranged at
any location within a distributed network of components
without affecting the operation of the system. For example,
the various components can be located in a switch, media
server, gateway, in one or more washing stations, at one or
more users’ premises, or some combination thereof.

[0056] Furthermore, it should be appreciated that the vari-
ous links connecting the elements can be wired or wireless
links, or any combination thereof, or any other known or later
developed element(s) that is capable of supplying and/or
communicating data to and from the connected elements.
These wired or wireless links can also be secure links and may
be capable of communicating encrypted information. Trans-
mission media used as links, for example, can be any suitable
carrier for electrical signals, including coaxial cables, copper
wire and fiber optics, and may take the form of acoustic or
light waves, such as those generated during radio-wave and
infra-red data communications.

[0057] Also, while the flowcharts have been discussed and
illustrated in relation to a particular sequence of events, it
should be appreciated that changes, additions, and omissions
to this sequence can occur without materially affecting the
operation of the invention.

[0058] The present invention is directed to a system and
method for ensuring employee compliance with washing
requirements, such as hand-washing requirements. However,
it is to be understood that embodiments of the present appli-
cation are also applicable to other types of washing systems,
including for example, boot-washing systems. In accordance
with embodiments of the present invention, employee use of
one or more automated cleaning stations is monitored. The
cleaning stations operate to dispense one or more fluids, such
as water, a cleaning fluid, such as soap, and/or a disinfectant,
etc., while a person’s hands are placed in a washbasin. As used
herein, a “washbasin” means a structure associated with the
cleaning station where the hands (or boots) are cleaned, such
as one or more wash cylinders, spray areas, pans, tubs, etc.
Employees may be instructed to wash their hands for a mini-
mum amount of time that has been determined to be sufficient
to provide a complete cleaning. The minimum time needed to
provide a complete cleaning and/or the types of fluids, agents,
and/or cleaning methods used in the automated cleaning may
vary depending a variety of factors including the employee’s
job duties and/or his or her past noncompliance. The cleaning
stations are operable to record and report data related to
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employee compliance with such requirements. At least some
employees may not be required to wash their hands.

[0059] For purposes of discussion, the various embodi-
ments of the present invention are discussed herein in con-
nection cleaning an appendage of a user. However, it should
be understood that the various embodiments may be used in
connection with other objects. As used herein an “object”
may refer to anything cleaned by the automated cleaning
station. An object may be, for example, an appendage of a
user, a tool, a boot, and/or an inanimate object, etc. As used
herein, “inanimate object” means an object that is principally
not a biological tissue, although biological matter may be
associated with the inanimate object, for example, a virus,
bacteria, and/or pieces of tissue on a tool.

[0060] Referring now to FIG. 1, components of a compli-
ance system in accordance with embodiments of the present
invention are illustrated in block diagram form. Shown in
FIG. 1is a plurality of cleaning stations 1004, 1005 . . . 1007.
The cleaning stations 100a-100z may be used by people
employed at a facility that requires employees to wash their
hands. Such facilities may include, for example, restaurants,
food processing facilities, hospitals and laboratories. Also
shown in FIG. 1 is an administration computer 104 for use by
a manager or administrator of the facility. The administration
computer 104 is operable to generate a compliance report as
described herein. As used herein, an administration computer
104 may include a file server or other network computer
operable to serve as a data collection point for data associated
with cleaning stations 100a . . . 1002. Additionally, it should
be understood that separate computational devices may be
used to store data and to access the stored data.

[0061] The administration computer 104 communicates
with the cleaning stations 100a-100# over a plurality of com-
munication links 108a, 1085 . . . 1087. The communication
links may be implemented by any one of a variety of methods
and may depend on the type of facility in which the cleaning
stations 100a-1007 are used. In particular, the communica-
tion links 1084-108% may be implemented as part of a local
area network (LAN) or a wide area network (WAN). As used
herein, a “communication link” does not imply a direct con-
nection between two endpoints. As can be appreciated by one
of skill in the art, a “communication link” may include a
communication session having parts that are routed through
various nodes of a communication network. More particu-
larly, the communication links 1084-108z may be imple-
mented using such protocols as Ethernet or USB. The com-
munications links 1084-108~ may be implemented as wired
or wireless connections. It may be the case that the adminis-
tration computer 104 is located in a separate facility from one
or more of the cleaning stations 1004-1007. In this case, a
distributed data network such as the Internet may form part of
the communication links 108a-108.

[0062] Referring now to FIG. 2, an exemplary cleaning
station 100q¢ is illustrated. The cleaning station 100qa includes
a cleaning station operations monitor 200. The cleaning sta-
tion operations monitor 200 may comprise a computational
device such as a general-purpose computer, controller, or
ASIC that controls and coordinates the operation of the vari-
ous electronic components associated with the cleaning sta-
tion 100a. Additionally, the cleaning station operations moni-
tor 200 is operable to record data associated with employee
use of the cleaning station 100a and to report the data to the
administration computer 104. The cleaning station operations
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monitor 200 may be incorporated into the cleaning station
100a or, alternatively, may be implemented as a separate
computing device.

[0063] Also shown in FIG. 2 is a user 204 of the cleaning
station 100a. The user 204 may be an employee or visitor who
is required to wash their hands because of the nature of their
work or the nature of the facility. The user 204 is shown
wearing a user RFID tag 208. The user RFID tag 208 is
programmed by an RFID tag programming device (not
shown) with information such as an employee number that,
when read, uniquely identifies the employee or user 204. The
RFID tag 208 may be incorporated into an identification
badge or bracelet worn by the user 204.

[0064] In accordance with embodiments of the present
invention, the cleaning station 100« includes an RFID reader
212 and an optical sensor 216. The RFID reader 212 is posi-
tioned so as to be able to read the user RFID tag 208 when the
user 204 is washing his or her hands at the cleaning station
100a. The RFID reader 212 may be incorporated into the
cleaning station 100a or, alternatively, may be implemented
as a stand-alone device. For example, the RFID reader 212
may be positioned adjacent to a cabinet associated with the
cleaning station 100a. The optical sensor 216 is positioned so
as to be able to sense that the hands of the user 204 are placed
within the washbasin 220 in a position where they will prop-
erly receive cleaning fluids, such as water, soap and/or disin-
fectant as dispensed by the cleaning station 100a. The RED
reader 212 and the optical sensor 216 are in communication
with cleaning station operations monitor 200, which, in turn,
is operable to collect data associated with these devices. In
particular, data is collected from the RFID reader 212 indi-
cating the identity of the user 204. Additionally, the cleaning
station operations monitor 200 records the length of time in
which the hands of the user 204 were placed in the washbasin
220 as indicated by the optical sensor 216. In addition to
RFID, other methods of identifying a user are within the
scope of the present invention. In particular, a user may be
identified by means of a typed password, retinal scan, voice
print, palm print, fingerprint, face identification, bar coding
(on an employee ID), etc.

[0065] The cleaning station 100a also includes a video
display 224 positioned for viewing by the user 204 when he or
she is washing his or her hands. The video display 224 may be
incorporated in the cleaning station 100a or, alternatively,
may be implemented as a separate device. For example, the
video display 224 may be positioned on a wall in front of the
user 204 as they stand at the cleaning station 100a. The video
display 224 operates to display brief video segments to the
user 204 while the cleaning station 100q is cleaning his or her
hands. The video display 224 may be under the control of the
cleaning station operations monitor 200. As the user 204 is
utilizing the cleaning station 100q, administrator-selected
data is transmitted to the video display 224. This information
may be simple feedback to the user 204 informing them of the
amount of hand washings they did in the current day, week,
month, etc. In addition, there may be training programs that
communicate information to the user 204, such as the risks of
hand borne pathogens, to constantly remind the user 204 of
the importance of hand hygiene. This system has the flexibil-
ity to provide a wide range of communications to the user 204.
[0066] Also shown in FIG. 2 is a consumables container
228 that contains a material, such as soap or disinfectant used
in connection with the operation of the cleaning station 100a.
Although not shown, a plurality of consumable containers
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228 may be associated with a cleaning station 100a. The
consumables container 228 includes a detachable connection
to a consumable receptacle 230 associated with the cleaning
station 100a so that the consumable container 228 may be
removed and disposed of when its contents are expended.
Afterthe disposal ofaused consumables container 228, a new
consumables container 228 is then attached to the cleaning
station 100qa. In accordance with embodiments of the present
invention, the consumables container 228 also includes a
consumables RFID tag 232 that contains information related
to the consumable container 228. A consumables RFID
reader 236 associated with the cleaning station 100a reads the
consumables RFID tag 232 and communicates information
related to the consumables container 228 to the cleaning
station operations monitor 200. Although RFID is discussed
herein for use of identification of consumables, other types of
identification systems may be used, such as bar codes.

[0067] Referring now to FIG. 3, a block diagram of com-
ponents and features of the cleaning station operations moni-
tor 200 is shown. As mentioned previously, the cleaning sta-
tion monitor 200 is a computational device. Accordingly, the
cleaning station operations monitor 200 includes a processor
300, a memory 304 and signaling interfaces 308 and 312
operable to communicate with external electronic and/or
computational components. The first signaling interface 308
operates to communicate with the administration computer
104 over communication link 1084, as described above. The
second signaling interface 312 operates to communicate with
the various electronic components associated with the clean-
ing station 100¢ including the RFID readers 212 and 236, the
optical sensor 216, and the video display 224. The second
signaling interface 312 may be a portion of a backplane
incorporated into cleaning station 100a that includes a con-
nection to the cleaning station’s 1004 electronic components.
Alternatively, if the cleaning station operations monitor 200
is implemented as a stand-alone computer, the cleaning sta-
tion operations monitor 200 may communicate with the
cleaning station’s electronic components through a network
or serial bus connection.

[0068] The memory 304 includes a plurality of stored pro-
gram applications or modules that implement various fea-
tures of a compliance monitoring system. In accordance with
embodiments of the present invention, the memory 304 may
include a compliance-monitoring module 316, a training
module 320, a consumables authentication module 324, and/
or a solutions selection module 328. Additionally, the
memory 304 may include data structures 332 associated with
the various modules. In accordance with embodiments of the
present invention, the data structures 332 include a station-
use record 336 and one or more employee records 340. The
operation of the various modules and data structures is
described in greater detail below.

[0069] The compliance-monitoring module 316 operates to
monitor and record the activity of a plurality of users 204 of
the cleaning station 100a. The process is outlined as follows.
The user 204 approaches a cleaning station 100a with a RFID
tag 208 on their person, which was programmed with a RFID
tag programming device with the individual’s name or num-
ber, and/or other pertinent data. The tag 208 is read by the
RFID reader 212 when the user 204 approaches and/or begins
using the cleaning station 100a. When the user 204 places his
or her hands into the cleaning station washbasin 220, the
optical sensor 216 initiates a cleaning cycle. If the hands of
the user 204 do not stay in the washbasin 220 for the full cycle
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time, the optical sensor 216 will indicate in the data structure
332 that the user 204 did not have a complete cleaning. Once
the user is finished using the cleaning station 1004, the data
showing such items as user name, time, date, station location
and/or identification, and whether the cycle was complete,
etc., is stored in the data structure 332. The stored data is later
accessed by the administration computer 104 in connection
with the generation of a compliance report.

[0070] An exemplary station-use record 336 having data
associated with a plurality of users 204 is shown in FIG. 4. In
accordance with embodiments of the present invention, an
entry in the station-use record 336 may include an employee
name 400 indicating who used the cleaning station 100q, a
time stamp 404 indicating when the cleaning cycle was initi-
ated, a duration 408 indicating how long the user 204 kept his
or her hands in the washbasin 220, the date 412, and a com-
pliance indicator 416 specifying whether or not the user 204
kept his or her hands in the washbasin 220 for the required
time. As an example, the station-use record shown in FIG. 4
indicates that on May 21, 2006 Janet Smith met the hand-
washing requirement by completing a cleaning cycle that was
initiated at 8:00.00 A.M. and that lasted for 10 seconds. In an
alternative embodiment, the station-use record 336 may con-
tain only raw data such as the time 404, date 412 and duration
408 of the cleaning cycle while determinations related to
compliance requirements are made by a separate module
running on the administration computer 104.

[0071] The compliance-monitoring module 316 may also
operate to monitor hand-washing requirements that are spe-
cific to each employee. Some employees may have stricter
hand washing requirements than others at the same facility.
For example, a hospital emergency room may employ both
surgeons and social workers. As can be appreciated, the sur-
geons will be required to wash their hands more frequently
and more thoroughly than the social workers. Accordingly,
the compliance-monitoring module 316 may access
employee records to determine the type, concentration, and/
or amount of cleaning fluid to be dispensed for a particular
employee. Additionally, employee records may contain other
hand washing compliance data that is specific to each
employee such as the amount of time and/or frequency that an
employee is required to wash his or her hands. Washing
requirements may also depend on an employee’s history of
compliance with his or her washing requirements. For
example, an employee may be required to wash his or her
hands more thoroughly if his or her previous hand washings
were incomplete or hand not been wash for some period of
time.

[0072] Embodiments of the present invention may include
a training module 320. In accordance with at least one
embodiment of the present invention, the training module 320
operates to transmit educational information to the user 204
while the cleaning cycle is running via sound and/or a visual
source, such as a video display 224. The information may
comprise segments equal in duration, or slightly longer or
shorter in duration than the cleaning cycle. For example, the
segments may contain information regarding hand hygiene in
a series of segments lasting approximately 10-15 seconds. In
accordance with at least one embodiment of the present
invention, the employee record 340 portion of the data struc-
ture 332 keeps track of the user 204 and knows the sequence
oftraining segments so each time a user 204 uses the cleaning
station 100q, the next pertinent training segment will display
on the video display 224.
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[0073] In accordance with at least one embodiment of the
present invention, the training module 320 may access the
employee record 340 to provide custom designed content in
conjunction with the user’s 204 needs/requests. Accordingly,
as one possible alternative to educational/training content,
entertainment content specific to the user’s 204 preferences
may be displayed. Here, other information is conveyed to the
user, such as news (e.g., weather, breaking stories, current
events, stock prices, etc.) and sports information. The training
module 320 may, therefore, accommodate specific requests to
convey information of interest to the user. In at least one
embodiment of the present invention, the information con-
veyed to the user may be anything other than information
about a cleaning station function parameter (e.g., water pres-
sure, soap level, etc.). That is, content other than information
about the cleaning station operating parameters so that the
user is interested in staying at the cleaning station for an entire
wash cycle.

[0074] The training module 320 may give feedback to the
user 204 through the video display 224, including such infor-
mation as their hand-washing statistics over a given period of
time. For example the administrator of a facility may want to
encourage system usage by conveying one or more compli-
ance statistics, and/or informing a user 204 that the user 204
has won a prize by having high marks for compliance with the
hand-washing protocol. Accordingly, the employee record
340 may keep track of data associated with user 204, and this
data may be accessed by the training module 320 to inform
the user 204 in real time, and/or the administrator in a subse-
quent report, as to compliance statistics. Additionally, the
video display 224 may be used to provide notices, such as for
upcoming meetings and events that are pertinent to all staff or
to a specific person.

[0075] The solutions selection module 328 may determine
which solution is to be used with each individual user 204. For
example, one user 204 may have an allergy to the standard
solution, so the system is programmed to automatically use a
different and appropriate solution when this user 204 is iden-
tified through their RFID tag 208. Information related to user
allergies may be contained in the employee record 340.
[0076] An exemplary employee record 340 for use in con-
nection with both the training module 320 and the solutions
selection module 328 is shown in FIG. 5A. In accordance
with embodiments of the present invention, an entry in the
employee record 340 may include the employee name 500,
hand-washing 504 statistics associated with employee, cur-
rent training segment 508 to be viewed by the employee, the
employee’s preferred entertainment content 512, and/or a
listing of the employee’s allergies 516. As an example, the
employee record shown in FIG. 5A indicates that Bill Forbes
is in 97% compliance with the hand-washing requirement,
has currently viewed seven training modules, prefers to watch
the news while washing his hands, and has an allergy to
cleaning solution A.

[0077] In accordance with embodiments of the present
invention, an employee record may include a lookup table
that indicates a particular cleaning protocol that is to be
applied to a particular employee. An exemplary lookup table
520 is shown in FIG. 5B. The lookup table 520 includes a
plurality of employee identifiers 524 and, for each employee
identifier, a corresponding employee type indicator 528 and
cleaning protocol identifier 532. The employee identifier 524
is commonly an RFID or suitable wirelessly readable identi-
fication code. The employee type indicator 528 commonly
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references the job responsibilities and/or title/position of the
identified employee. For example, in a caregiver application a
“1” might refer to a nurse, a “2” to an imaging technician, a
“3” 10 a doctor, and a “4” to a member of the janitorial staff.
Alternatively or in combination, the particular individuals
may be identified by a key code including a name or a job
description. The cleaning protocol identifier 532 refers to the
particular cleaning protocol to be used for the corresponding
identified employee. Typically, each cleaning protocol has a
corresponding set of cleaning medium to be used, medium
application duration, and wash duration. For example, clean-
ing protocol identifier “1” may require a ChlorHexidine Glu-
conate (“CHG”) wash, a “2” either a CHG wash or alcohol
towelette or wipe, and a “3” a CHG wash followed by an
alcohol wipe. Examples of other sanitizing solutions that may
be used individually or collectively in cleaning protocol(s)
include quaternary ammonium solutions. In one configura-
tion, the cleaning protocol identifier is further varied based
upon the location of the corresponding washing station,
which is readily determined from the station identifier. A
washing station in a highly hygiene sensitive area, such as an
operating room, may provide a more demanding cleaning
protocol than a station at a less hygiene sensitive area, such as
a nursing station. In some cases, the cleaning protocol iden-
tifier may indicate that no cleaning is required. For example,
the data structures of FIG. 5B show that, for employee type
“4” the protocol identifier has a value of “0”, or no cleaning
is required.

[0078] It should be understood that the data fields associ-
ated with the exemplary employee record 340 discussed
above and shown in FIG. 5A and the lookup table 520 shown
in FIG. 5B are by way of illustration and not limitation. A
particular employee record 340 may include other fields such
as, for example, a user’s department, an auto-assigned system
identification number, a RFID number, a user identification
number, one or more contact telephone numbers, and/or a
contact email address. As can be appreciated, the choice of
data fields used in a particular employee record 340 will vary
depending on the context and the requirements that are par-
ticular to each use of the present invention.

[0079] In accordance with embodiments of the present
invention, the employee record 340 may be an instance of a
global employee record maintained centrally at the adminis-
tration computer 104. Accordingly, the administration com-
puter may periodically access and/or update a plurality of
instances of employee records 340 associated with each
cleaning station 100a-1007 in order to maintain a compre-
hensive employee record. Alternatively, at least a portion of
the employee use record 340 or data described herein as being
associated with the employee use record 340 may be stored in
the RFID tag 208 worn by the user 204. For example, a list of
the user’s 204 allergies may be stored in his or her RFID tag
208 and read by the RFID reader 212 when the user 204
washes his or her hands.

[0080] Embodiments of the present invention may include
operation of a consumables authentication module 324 that
operates to recognize when a non-authorized solution is intro-
duced into the system. The consumables container 228 and/or
a receptacle or fitting associated with the cleaning station
100a for receiving the consumables container 228 may be
mechanically designed to discourage introducing non-autho-
rized solutions to the system. In accordance with embodi-
ments of the present invention, the consumables container
228 includes a consumable container RFID tag 232 that is
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recognized by the RFID reader 236 as an approved solutions
container. If the consumables container 228 is withdrawn
from the cleaning station 100a and reinstalled, the RFID
reader 236 will recognize the tag as invalid and warn the user
204 through the video display 224 and/or the administrator
through the administration computer 104 that this is not
acceptable and potentially void the product warranty. Alter-
natively, or in addition thereto, an option is available where
the cleaning station 1004 will stop functioning at the direction
of'the consumables authentication module 328 until a proper
consumables container 228 with a valid RFID tag 232 is
inserted into the cleaning station solution receptacle 230. In
yet another possible alternative and/or in addition to the
options provided above, the known number of doses or appli-
cations of the consumable material may be associated with a
valid RFID tag 232 and monitored by the consumables
authentication module 328 so that once the number of appli-
cations is reached (and thus the consumable expended) the
cleaning station 100a cannot be used until another valid con-
sumables container 228 is installed. For example, say that one
consumables container 228 contains enough cleaning fluid
for approximately 500 hand-washing cycles. Once the clean-
ing station 100a has administered approximately 500 hand-
washing cycles using a particular consumables container 228,
then this container will no longer be operable with the clean-
ing station 100q. This prevents the consumable container 228
from being removed, refilled with a non-approved cleaning
fluid, and then reattached for use with the cleaning station
100a. Such forced compliance for use of the proper consum-
ables provides compliance regulators and/or administrators
confidence that, for example, the approved disinfectants are
being applied to the users 204 hands with each cleaning or
use.

[0081] In addition to RFID, other methods and/or systems
may be used to identify the consumables container 228. In
particular, the consumable container 228 may be identified by
a bar code and bar code reader. Moreover, the present inven-
tion may include modules that perform other functions such
as collecting and reporting maintenance data; reporting infor-
mation on the last recorded information transfer; and/or
reporting the cleaning station’s name, type, IP address and
current software version.

[0082] Referring now to FIG. 6, a block diagram showing
components and features of the administration computer 104
is illustrated. Administration computer 104 includes a pro-
cessor 600, a memory 604 and signaling interfaces 608 and
612 operable to communicate with external electronic and/or
computational components. The first signaling interface 608
operates to communicate with the cleaning stations 100a-
1007z over communication links 108a-1087, as described
above. The second signaling interface operates to communi-
cate with the various input 616 and output 620 devices asso-
ciated with the administration computer 104. The input
device 616 may be, for example, a keyboard or a mouse. The
output device 620 may be, for example, a monitor or a printer.

[0083] The memory 604 includes a plurality of stored pro-
gram applications or modules that implement various fea-
tures of a compliance monitoring system. In accordance with
embodiments of the present invention, the memory 604 may
include a data retrieval module 624 and a custom report
module 628. Additionally, the memory 604 may include data
structures 632 associated with the various modules. In accor-
dance with embodiments of the present invention, the data
structures 632 may include an employee record 636 and/or a
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compliance report 640. As can be appreciated by one of skill
in the art from the disclosure herein, the memory 604 may
include database structures implemented using suitable data-
base software (such as SQL Server Express).

[0084] The data retrieval module 624 operates to retrieve
data associated with cleaning stations 1004-1007. Such data
may include data related to cleaning station usage and/or
employee specific data. The data may be contained in a clean-
ing station-use record 336 and/or an employee record 340
associated with a cleaning station 1004-1007. Additionally,
the data retrieval module 624 may operate to maintain a
global employee record 636 as described above.

[0085] The custom report module 628 operates to generate
the compliance report 640. The compliance report is gener-
ated from data contained in each station-use record 336 asso-
ciated with cleaning stations 100a-1007. An exemplary com-
pliance report is shown in FIG. 7. In accordance with
embodiments of the present invention, an entry in the com-
pliance report 640 may include an employee name 700, time
stamp 704 indicating when a cleaning cycle was initiated, the
date 708 of the cleaning cycle, the location 712 where the
cleaning cycle took place, and a compliance indicator 716
specifying whether or not the user 204 met the compliance
requirement. As an example, the compliance report shown in
FIG. 7 indicates that on May 21, 2006 Janet Smith met the
hand-washing requirement by completing a cleaning cycle
that was initiated at 8:00.00 A.M at cleaning station A. As
noted, compliance reports may include data pertaining to user
statistics. Alternatively, or in addition to reports comprising
user statistics, reports may be generated that are directed to
the consumables, such as soap and disinfectants.

[0086] The compliance report 640 may be generated at
different time intervals and may be grouped based on differ-
ent criteria. For example, the compliance report may be gen-
erated daily, weekly, monthly, yearly, et cetera. Moreover, the
compliance report 640 may be generated that are grouped by
individual or station.

[0087] In accordance with embodiments of the present
invention, FIG. 8 shows a block diagram illustrating the steps
of' a method of monitoring a compliance requirement. Ini-
tially, at step 800 a user 204 approaches a cleaning station
100a and presents a badge having a RFID tag 208 to an RFID
reader 212. At step 804 the RFID tag 208 is read and the user
204 is identified. At step 808 the user’s 204 name, the date, the
time, and the location of the cleaning station 100a are
recorded. At step 812 a cleaning cycle is initiated when the
user 204 places her or his hands in position to be washed.
During the wash cycle, at optional step 816, the user 204 is
provided with educational or entertainment content through
the video display 224. At step 820 the wash cycle is completed
and data is recorded including the duration of time the user
204 allowed his or her hands to be washed. At step 824 the
transaction is completed and recorded. At step 828, data is
collected from the cleaning stations 100a-100% over the com-
munication links 108a-108#. In particular, data may be routed
to a central collection point or FTP folder. Finally, at step 832,
the collected data is used to generate a compliance report 640.
Additional steps associated with the method may include:
monitoring proper use of consumables; warning that an
improper consumables container 228 has been installed;
warning that a consumables container 228 is empty or nearly
empty based on the number of uses since being installed; and
warning that none or more users are failing to meet compli-
ance requirements.
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[0088] In another embodiment, a web-enabled hygiene
monitoring system is provided. As shown in FIGS. 9A-B, the
system 900 includes a plurality of discrete monitored entities
904a,b-w, each comprising first, second, . . . xth; first, second,
.. . yth; or first, second, . . . jth washing stations 100a-x,
100a-y or 100a-j, respectively, a compliance data hub 912, a
compliance monitor 916a,5-p, and a compliance filter 920, all
interconnected by a data network 924.

[0089] Theentities 904a,b-w are each amonitored location.
Particular monitored entities may be discrete facilities of a
common monitored enterprise. For example, the compliance
data hub 912 may monitor a network of hospitals or restau-
rants. Referring to FIG. 9A, the monitored entities 904a and
9045 represent different locations associated with a common
business enterprise 906. Alternatively, a monitored enterprise
may include only one monitored entity. In FIG. 9A, moni-
tored entity 904w represents a separate business enterprise. In
other words, the compliance data hub 912 may be associated
with a plurality of business enterprises that are owned and
operated by different companies, and one or more of those
enterprises may include a plurality of different locations or
facilities. Examples of enterprises include health care provid-
ers, food service providers (e.g., restaurants), food and/or
drink manufacturers (e.g., meat packing plants, dairy product
manufacturers, and the like), and other types of providers
subject to internal and/or regulatory cleaning requirements.
[0090] In accordance with embodiments of the present
invention, each monitored entity 904 network includes an
administration computer 104a,b-w or data collection point
that collects cleaning information from each washing station
100a-x, a-y, a-f in the corresponding enterprise network and,
periodically or continually, provides the information to the
compliance server 932 (shown in FIG. 9B) of the compliance
data hub 912. As can be appreciated, an administration com-
puter may be a network computer or server and may include
a database. In this configuration, the cleaning information
may be pushed by the administration computer 104a,b6-w to
the compliance server 932 or pulled from the administration
computer 104a,b-w by the compliance server 932. Further-
more, it is noted that configuration of the each monitored
entity 904a,b-w substantially corresponds to the embodiment
of the present invention shown in FIG. 1.

[0091] Each administration computer 104a,b-w may
include a user interface through which employee related data
may be entered. The user interface may be implemented using
any suitable software package (such as Access 2003) and can
include portions that are icon driven to facilitate data entry
and include drop down menus to ensure consistency of data.
Additionally, data may be dynamically saved when possible.
The user interface may include a plurality of screens wherein
data is saved after a screen is changed. When changing
screens, a user may be prompted to enter data not previously
saved. Moreover, mandatory data fields may be supported for
a software versions.

[0092] The washing stations 100a-x, a-y, a-j can be any
type of cleaning equipment and are typically at different
spatial locations in the monitored entity. Examples of wash-
ing stations include manual and automated body member
(e.g., hand, foot, etc.) and other object washing stations, such
as automated hand washers, sinks/faucets and cleaning solu-
tion dispensers, and the like. As will be appreciated, “object”
refers to living or animate organisms, such as people and
animals, as well as inanimate objects or entities, such as
equipment and tools.
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[0093] As discussed below, each monitored entity 904a,
b-w has a corresponding unique monitored entity identifier,
and, within each monitored entity 904a,5-w, each washing
station 100a-x, a-y, a-j has a unique station identifier. Accord-
ingly, each pairing of monitored entity and station identifiers
is unique. In one configuration, an object type identifier (not
shown)is used in addition to the employee type identifier. The
object type identifier refers to animate and inanimate objects,
each of which has a unique or substantially unique identifier.
While the identifier is carried removably by persons, the
identifier may be attached permanently or semi-permanently
to the inanimate object. The identifier can be, for example, a
passive RFID tag, a bar code label, and the like. Unlike
employee identifiers, which, for an enterprise, are unique,
inanimate object identifiers may not be unique for each indi-
vidual object in the enterprise but unique for a class of objects
of the same type. Thus, objects of the same type have a
common identifier, while objects of different types have dif-
ferent identifiers.

[0094] Each washing station 100a-x, a-y, a-j includes a
compliance module 316 that in turn includes a processor and
computer readable storage medium. The compliance module
316 identifies objects to be cleaned, determines a suitable
cleaning protocol for the object to be cleaned, records object
identifiers, object type identifiers, cleaning protocol identifi-
ers, timestamps, compliance indicators, alert instances, and
the like, determines the compliance or noncompliance of a
cleaning, and generates appropriate alerts. Additionally, each
washing station 100a-x, a-y, a-f can further include modules
to determine whether the operational status of the corre-
sponding washing station or a component thereof. As noted,
the operational status includes not only whether the washing
station or a component thereof is fully or partly operational or
nonoperational, but also quantitatively a current level or
remaining amount of a consumable item, such as soap or a
cleaning/antimicrobial solution, or qualitatively whether the
consumable level falls below a threshold level. Each module
316 may be associated with a memory 304 that typically
includes a record or lookup table listing, by employee iden-
tifier, a corresponding cleaning protocol identifier.

[0095] The compliance data hub 912 generally collects,
stores, and analyzes cleaning information from the various
administration computers 104a,b-w. (The administration
computers 104q,b-w having collected hand-washing data
from the individual cleaning stations 100a-x, a-y, a-j.) The
compliance data hub 912 includes a compliance server 932
for receiving cleaning information and forwarding the clean-
ing information to an appropriate storage location in the com-
pliance data hub 912, and for retrieving requested cleaning
information from an appropriate storage location and for-
warding the information to an authorized and verified entity,
such as compliance monitor 9164,b-p. In that regard, the
compliance data hub 912 further includes one or more data-
bases 936a-n for storing cleaning information and a Local
Area Network 940 interconnecting the databases with the
server 932. The databases 9364-» may be separate, as shown,
with each database corresponding to a monitored entity
904a-r or a single database partitioned into segments, one
segment for each monitored entity 904. The databases 936a-»
may be implemented using suitable database software (such
as SQL Server Express).

[0096] The various administration computers 104a,b-w
associated with the various monitored entities may support
modules that communicate with compliance data hub 912. In
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accordance with embodiments of the present invention, it
may by necessary to import a license token from the compli-
ance data hub 912 in order to enable modules used at the
administration computer level. The token may be specificto a
particular enterprise and may include: the company name, a
primary contact and primary contact information, a second-
ary contact and secondary contact information, the number of
licensed users, and the type of service supported. In accor-
dance with embodiments of the present invention, the token
may be an encrypted string of text that will be delivered as a
token license file. Moreover, the compliance data hub 912
may periodically access and/or update modules at the admin-
istration computer level. In accordance with embodiments of
the present invention, an email may be generated providing
notice that a particular module was accessed or updated.

[0097] As shown in FIG. 9B, the compliance server 932
includes a data management module 944 that queries admin-
istration computers 104a,b-w for cleaning information, for-
wards received cleaning information to an appropriate data-
base 936 for storage, receives requests for cleaning
information and, after successful authentication and verifica-
tion of the request source, retrieves and forwards the
requested cleaning information to the requesting source, and
analyzes the cleaning information for instances of compli-
ance and/or noncompliance events.

[0098] The data management module 944 is operable to
provide a data management module report. An exemplary
data management module report 1000 is shown in FIG. 10.
The data management module report 1000 may include an
enterprise identification number 1004. The compliance data
hub 912 may assign a unique enterprise identification number
1004 to each business enterprise monitored by the compli-
ance data hub 912. For example, the enterprise identification
number 1004 having a value “123456”, as shown in FI1G. 10,
may be associated with the business enterprise 906 shown in
FIG. 9A. A particular compliance data report 1000 may be
provided in connection with a particular business enterprise
and will typically not include compliance data associated
with other entities monitored by the compliance data hub 912.
In particular, monitored entity 904w, which is not part of
business enterprise 906, would be associated with a different
enterprise identification number 1004. Accordingly, compli-
ance data associated with the monitored entity 904w would
not appear on the exemplary compliance data module report
shown in FIG. 10. The data hub 912 may maintain a contacts
module operable to store and track contact information asso-
ciated with each monitored business enterprise.

[0099] The data management module report 1000 may
additionally include a station identification number 1008 and
auser identification number 1012. For a particular entry in the
report 1000, the station identification number 1008 indicates
the particular washing station where the washing took place.
The user identification number 1012 is associated with a
particular individual, such as an employee. Accordingly, fora
particular entry in the report the user identification number
indicates who used the washing station. Each entry in the
report 1000 includes a date 1016 and time 1020 indication
when the washing took place. A facility identifier 1024 may
also be included if the monitored enterprise associated with
the report 1000 includes more than one location or facility.
The facility identifier 1024 may indicate in which facility
within a particular enterprise the washing took place. The
report also includes an indication 1028 of whether or not a
complete wash cycle wash performed.
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[0100] Additionally, the data management module report
1000 may include a compliance monitor identification num-
ber 1032. The compliance monitor identification number
1032 may be used to indicate which compliance monitor
916a,b-p of a plurality of compliance monitors 916a,b-p is
currently receiving or will be receiving compliance data asso-
ciated with a particular item in the data management module
report 100. In addition or in the alternative, the compliance
monitor identification number 1032 may be used by the com-
pliance filter 920 in connection with determining which data
items in the data management module report will be sent to
the compliance monitors 916a,b-p. It should be appreciated
that a particular report may include other fields not shown in
FIG. 10. For instance, the report may include a wash station
name or a wash station IP address.

[0101] Data management module reports 1000 may be gen-
erated at different time intervals and may be grouped based on
different criteria. For example, reports 1000 may be gener-
ated daily, weekly, monthly, yearly, et cetera. Moreover,
reports 1000 may be generated that are grouped by individual,
company, facility, station, et cetera.

[0102] The compliance hub 912 may allow particular indi-
viduals to access stored data and/or reports including the data
management module report 1000. In accordance with
embodiments of the present invention, a report 1000 may be
accessed remotely through a web interface. In that regard,
web user 948, with proper access permission, can access
compliance data stored in the compliance data hub 912. Par-
ticular individuals given access to stored data may include,
for example, company managers and/or officers. As described
in greater detail below, a report may be provided to a compli-
ance monitor 916a,b-p.

[0103] Access to data management module reports 1000
and other stored data may be limited and/or controlled by a
security system. In that regard, the data compliance hub 912
may include a group security module that provides a pass-
word protected control to stored data. The level of access
allowed to a particular individual may be based on their
membership in a particular group. Particular groups can
include, for example, account manager, customer, demo,
administration, data hub administration, and developer. Par-
ticular functions such as view, store and print may be useable
based on the level of access granted.

[0104] The compliance data hub 912 can perform a variety
of data processing functions. The compliance data hub 932,
for example, can compare cleaning information, or a given
sensed parameter, to identify events, temporal trends, or dif-
ferences and, if necessary, generate appropriate alarms. The
alarms can be logged internally and/or forwarded to the
respective cleaning station 100a-x, a-y, a-j. The cleaning sta-
tion 100a-x, a-y, a-j can then provide the alarm or warning to
the appropriate cleaned object that, for instance, the cleaning
provided was not compliant. An exemplary alarm may be
“Successful Cleaning”, “Warning Cleaning Failed”, and the
like. In another configuration, the alarm is that a consumable
level is low and requires replacement or that the wrong con-
sumable is being used. The compliance data hub 912 can also
provide communications to the cleaning stations. The com-
munications can, for example, be audio and video informa-
tion for display to users of the stations. As will be appreciated,
the audio and video information may be streaming media
transmitted over the data network 924, including, but not
limited to, video transmitted to video display 224.
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[0105] In one configuration, the databases 936 further
include, or reference, information collected and stored by the
enterprise security system (not shown). For example,
employee badge activated entrances typically collect the
badge identifier (or employee identifier) and a timestamp
when the badge identifier was received. Such information can
be used in analyzing compliance by determining whether the
employer having the sensed badge identifier used the washing
station in temporal proximity to passing through the secured
entrance. As will be appreciated, the spatial locations of acti-
vated entrances and washing stations are known and can be
used, collectively, to monitor compliance.

[0106] The one or more compliance monitors 916a,6-p
may be, for example, an entity responsible for monitoring
and/or otherwise administering the hygiene policies and/or
requirements of the one or more enterprises associated with
the monitored entities 904. The monitor may be a governmen-
tal entity, such as a department of health and human services
and the U.S. Food and Drug Administration, to name but a
few, or a private entity such as a hygiene administration
department. Typically, a plurality of compliance monitors
916a,b-p are involved, with each monitor being associated
with a different local, state, or national (federal) government
entity. By way of example, a facility of an enterprise 906 may
need to report compliance data to multiple compliance moni-
tors 916a,b-p, such as at the city or municipality, county,
state, and federal levels.

[0107] In one or more embodiments of the present inven-
tion, a compliance filter 920 may be used. The compliance
filter 920, in one configuration, receives outgoing transmis-
sions of cleaning information and filters the information
before it is provided to one or more of the compliance moni-
tors 916a,b-p. The compliance filter 920 may be part of or
separate from (as shown) the compliance data hub 912. The
compliance filter 920 ensures that cleaning information from
different monitored enterprises 906 is not intermixed and
only necessary cleaning information is provided to the com-
pliance monitor 916a,b-p, thereby protecting client/customer
confidentiality and legally recognized privileges. In one con-
figuration, the compliance filter 920 is a law firm responsible
for and knowledgeable about compliance monitoring require-
ments. Attorneys may review the cleaning information and
maintain the confidentiality of the cleaning information under
the attorney-client privilege. Furthermore, in at least one
embodiment, the compliance filter 920 is an auditing entity
other than a law firm.

[0108] The data network 924 can be any circuit- or packet-
switched network, with a packet-switched network, such as
the Internet or World Wide Web, being preferred.

[0109] The cleaning information is typically converted into
a selected form, packetized, and transmitted over the network
924. The form of the information can be in accordance with
any selected language, such as the eXtensible Markup Lan-
guage or XML, the HyperText Markup Language or HTML,
Remote Method Invocation or RMI, or Direct Socket Con-
nections. The packets can be transported using any suitable
protocol, such as the Transport Control Protocol/Internet Pro-
tocol suite of protocols, Simple Object Access Protocol, or
User Datagram Protocol.

[0110] The operation of the hygiene monitoring system
will now be discussed with reference to FIG. 11.

[0111] In step 1100, the compliance module 316 of a
selected washing station 100 identifies an object within range
of'the sensor. For example, an RFID tag identifier code asso-
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ciated with an animate or inanimate object is read by the
RFID reader. Control then passes to step 1104.

[0112] In step 1104, the sensed identifier code and a first
timestamp are recorded by the module 316. The first times-
tamp is indicative of the start time of the cleaning or washing
cycle. In other configurations, the actual time that the clean-
ing cycleis commenced is sensed by a suitable sensor, such as
an infrared sensor, motion sensor, or other type of optical or
electromagnetic sensor, and recorded.

[0113] Instep 1108, the module 316 maps the sensed iden-
tifier code against the lookup table of FIG. 5B and determines,
for the sensed identifier code, a corresponding value for the
cleaning protocol to be employed. The module 316 then con-
figures the corresponding washing station 100 for performing
the cleaning steps required by the protocol.

[0114] Instep 1112, underthe control ofthe module 316 the
washing station 100 cleans the identified object according to
the requirements of the cleaning protocol. In one configura-
tion, the washing station 100 provides audible or visual
instructions to the identified object or to an operator cleaning
the identified object regarding the protocol requirements and
senses when the various protocol steps are performed.
[0115] In step 1116, the module 316 records the sensed
identifier and a second timestamp when one or more steps of
the cleaning protocol is/are completed or, if the cleaning
protocol steps are not completed, when the object to be
cleaned is no longer within range of a sensor (e.g., the RFID
reader or infrared sensor) of the washing station 100. The
module 316 further records, for the sensed identifier, the
protocol identifier for the corresponding protocol, and a com-
pliance indicator (e.g., whether the protocol was successfully
or unsuccessfully completed before the sensed identifier left
sensor range).

[0116] In step 1120, an appropriate alert is generated
depending on whether the protocol was successfully or
unsuccessfully completed. The alert or warning can be pro-
vided to the object by the washing station 100.

[0117] In decision diamond 1124, the module 316 deter-
mines whether collected compliance data or cleaning infor-
mation should be uploaded to the data network 924 for trans-
mission to the compliance server 932. The trigger for
uploading the information could be, for example, time-based,
based on the number of washings performed by the corre-
sponding station, or based on the available or unavailable
memory capacity of the module 316 in the corresponding
station. Alternatively, the trigger could be the receipt of a
request from the server 932 for the information.

[0118] When the collected compliance data is to be pro-
vided to the server 932, the module 316 generates one or more
signals containing the data and includes, in each signal, the
monitored entity identifier of the corresponding monitored
entity (e.g., the identifier of the enterprise operating the wash-
ing station 100) and station identifier of the washing station
100 performing the cleaning. As noted, the monitored entity
identifier is unique among the monitored entities, and the
station identifier among the various stations 100 operated by
the corresponding monitored entity. The signal(s) are then
forwarded to the compliance server 932.

[0119] The data management module 944, based on the
enterprise identifier, forwards the signals to the appropriate
compliance database 936, or storage location(s), for storage
and analysis. As will be appreciated, the module 944 maps the
monitored entity identifier against a lookup table indexing
monitored entity identifiers against database address and/or
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storage address range. The received information is then for-
warded to an interface for the corresponding database for
storage. The table is further used to retrieve compliance data
for an identified, monitored entity.

[0120] Inanother embodiment, the data management mod-
ule 944 and/compliance filter 920 use location information to
identify appropriate compliance monitor(s) 916a,b-p to
which to report, to configure collection parameters, and/or to
configure compliance reports for transmission to the identi-
fied compliance monitor(s) 916a,b-p. The location informa-
tion can be in many different forms. For example, each moni-
tored facility of a common enterprise or each monitored
enterprise is assigned geographical information indicating
the physical location of the monitored entity. In another
example, each monitored facility of a common enterprise or
each monitored enterprise is assigned geopolitical informa-
tion indicating the regulatory jurisdiction or political location
of the monitored entity. By way of illustration, the political
location of the facility would identity each compliance moni-
tor 916a,b-p to which activities at the facility must be
reported. In yet another example, each washing station is
assigned geographic and/or geopolitical information. In yet
another example, each washing station has an embedded
location module, such as a GPS or other satellite enabled
locating device, which provides location coordinates. In this
example, as the washing station is moved from one facility to
another the location information is changed dynamically.

[0121] Using the location information, whether associated
with the facility as a whole or separately with each washing
station in the facility, the data management module 944 deter-
mines the corresponding monitoring and reporting require-
ments for the pertinent compliance monitor(s) 9164, b-p. This
is typically done using a lookup table, such as that shown in
FIG. 12.

[0122] Referring to FIG. 12, the geographic location infor-
mation 1200 is mapped against compliance monitor 1202,
compliance data required 1204, required reporting frequency
1208, and reporting requirements 1212. The geographic loca-
tion information 1200 refers to the expression of geographi-
cal and/or geopolitical location used to signify the location of
the monitored entity. As noted, the geographic location infor-
mation 1200 can be satellite-enabled location coordinates,
compliance monitor identifiers, city identifiers, county iden-
tifiers, state identifiers, country identifiers, and the like. The
compliance monitor designation 1202 identifies the compli-
ance monitor 916a,b-p to which compliance reports are to be
provided. The values in column 1202 can be values associated
with the compliance monitor 916a,b-p (which may be an
electronic address). Compliance data required 1204 refers to
the information to be collected to comply with requirements
of the identified compliance monitor. Compliance data
required 1204 includes, for example, a number of required
washes/station, percent compliance (determined on a suitable
basis), number of required washes/employee, and the like.
The required reporting frequency 1208 refers to how fre-
quently compliance data/reports are to be forwarded to the
identified compliance monitor. The frequency, for example,
can be daily, weekly, monthly, yearly, and the like. Finally,
report requirements 1212 refer to requirements for the com-
pliance information provided to the identified compliance
monitor. Report requirements 1212, for example, can refer to
how the compliance data is to be transmitted to the monitor
(e.g., by email, by mail, by upload/download operation over
the data network 924, and the like), the formatting and orga-
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nizational requirements for the report, the entities associated
with the monitor to whom the information is to be provided
and each entity’s address information, and the like. Other
information in column 12 includes whether the information is
to be encrypted and, if so, what key(s) are to be employed, the
human or computer language in which the report is to be
expressed (e.g., German, English, HTML, XML, and the
like), and the like.

[0123] The operation of this embodiment will now be dis-
cussed with reference to FIG. 13.

[0124] Instep 1300, a scheduling module (not shown) gen-
erates an interrupt identifying one or more compliance moni-
tors 916a,b-p requiring compliance report(s) to be provided.
The interrupt is received by the data management module
944.

[0125] In step 1304, the module 944 determines the loca-
tion information associated with a selected one of the com-
pliance monitors referenced in the interrupt. This can be done
by mapping an identifier of the selected compliance monitor
against a listing of location information regulated or serviced
by the selected compliance monitor 916a, b-p.

[0126] In step 1308, the module 944 determines, based on
the geographic location information 1200, each of the moni-
tored entities 904a, b-w monitored by the selected compliance
monitor and, based on the geographic location information
1200 a monitored entity identifier for each of the identified
entities, the compliance data required 1204.

[0127] Instep 1312, the module 944 retrieves the required
compliance data. This is typically done iteratively on an
enterprise-by-enterprise basis to avoid intermixing compli-
ance data for different enterprises. Compliance data may be
collected by querying the appropriate one of the first, second,
... nth databases 936a-» and/or obtaining compliance infor-
mation from each of the first, . . . xth washing stations 100a-x
at the subject facility for each identified enterprise.

[0128] Instep 1316, the module 944 determines the report-
ing requirements 1212 for the selected compliance monitor.
[0129] In step 1320, the module 944, using the reporting
requirements and compliance data obtained, generates and
sends the report to the compliance filter 920 and/or directly to
the compliance monitor 9164, 5-p. When the report is sent to
the compliance filter 920, the filter 920 can remove unneces-
sary information collected by the washing stations and for-
ward the filtered report to the compliance monitor 916a,b-p.
[0130] In decision diamond 1324, the module 944 deter-
mines whether the interrupt identified a next compliance
monitor. If not, control returns to step 1300. If so, the next
compliance monitor is selected, and the module returns to
step 1304.

[0131] The following U.S. patents are incorporated herein
by reference in their entireties U.S. Pat. Nos. 823,447; 5,265,
628; 4,817,651; and 4,925,495.

[0132] Though the description of the invention has
included description of one or more embodiments and certain
variations and modifications, other variations and modifica-
tions are within the scope of the invention, e.g., as may be
within the skill and knowledge of those in the art, after under-
standing the present disclosure. It is intended to obtain rights
which include alternative embodiments to the extent permit-
ted, including alternate, interchangeable and/or equivalent
structures, functions, ranges or steps to those claimed,
whether or not such alternate, interchangeable and/or equiva-
lent structures, functions, ranges or steps are disclosed herein,
and without intending to publicly dedicate any patentable
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subject matter. Moreover, various other aspects of the inven-
tion disclosed herein are set out in the following numbered
clauses:
[0133] 1. An automated washing compliance verification
system provided in association with a plurality of enterprise
networks, the system comprising:
[0134] a plurality of washing stations each operable to
wash an object, the plurality of washing stations being asso-
ciated with the plurality of enterprise networks; and
[0135] a compliance data hub including a memory, the
memory comprising:
[0136] (a) a data management module; and
[0137] (b) a plurality of electronic storage locations,
each storage location being associated with a corre-
sponding enterprise network and storing compliance
data collected by at least one washing station in the
corresponding enterprise network;
[0138] wherein the data management module is operable to
produce a data management report including compliance data
collected in at least one enterprise network of the plurality of
enterprise networks.
[0139] 2. The automated washing compliance verification
system of clause 1, wherein each enterprise network has a
corresponding unique enterprise identifier and wherein each
storage location is associated with a different enterprise iden-
tifier.
[0140] 3. The automated washing compliance verification
system of clause 2, wherein each washing station has a cor-
responding station identifier, with each station identifier
being unique in the enterprise network containing the wash-
ing station.
[0141] 4. The automated washing compliance verification
system of clause 1, wherein the compliance data comprises a
plurality of different object identifiers and different protocol
identifiers, each protocol identifier being associated with a
different cleaning protocol.
[0142] 5. The automated washing compliance verification
system of clause 4, wherein each object identifier has a cor-
responding protocol identifier and wherein at least one pro-
tocol identifier indicates that no cleaning be performed for the
corresponding object identifier.
[0143] 6. The automated washing compliance verification
system of clause 1, wherein the data management module is
operable to provide the data management module report to a
web user, the web user having supplied a valid password.
[0144] 7. The automated washing compliance verification
system of clause 1, wherein the data management module is
operable to provide the data management module report to a
compliance monitor.
[0145] 8. The automated washing compliance verification
system of clause 7, wherein the compliance monitor includes
at least one of:

[0146] a city government entity;

[0147] a state government entity;

[0148] a federal government entity; and

[0149] a private compliance monitoring entity.

[0150] 9. The automated washing compliance verification

system of clause 7, further comprising:

[0151] a compliance filter operable to filter compliance
data prior to the data being provided to the compliance moni-
tor.

[0152] 10.The automated washing compliance verification
system of clause 9, wherein the compliance filter modifies at
least one data item from the compliance data.
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[0153] 11.The automated washing compliance verification
system of clause 1, wherein the data management module
reports one or more entries, the entries including at least one
of:

[0154] an enterprise identifier;

[0155] a station identifier;

[0156] a user identifier;

[0157] adate;

[0158] a time;

[0159] a facility identifier;

[0160] a compliance monitor identifier; and

[0161] a compliance indicator.

[0162] 12.The automated washing compliance verification

system of clause 1, wherein the plurality of business enter-
prises include a first and a second business enterprise, the first
and second business enterprise being separately owned.
[0163] 13.The automated washing compliance verification
system of clause 12, wherein the first enterprise includes a
plurality of discrete facilities.

[0164] 14.The automated washing compliance verification
system of clause 1, wherein each enterprise network includes
a custom report module in communication with the data man-
agement module associated with the compliance data hub,
each custom report module being enabled by a token
imported from the compliance data hub, the token including
at least one of:

[0165] a company name;

[0166] primary contact information;

[0167] secondary contact information;

[0168] number of licensed users; and

[0169] type of service supported.

[0170] 15.The automated washing compliance verification

system of clause 1, wherein the data management module is
operable to provide an analysis of the compliance data, and
based on the analysis, provide at least one alarm to at least one
enterprise network.

[0171] 16. The automated washing compliance verification
system of clause 1, wherein the compliance data associated
with a particular enterprise network includes data collected
by a security system associated with the particular enterprise
network.

[0172] 17.The automated washing compliance verification
system of clause 1, wherein the at least one washing station
includes:

[0173] (a) an identification apparatus operatively associ-
ated with the washing station, the identification apparatus
operable to at least automatically identify at least one of:

[0174] (1) the user, and
[0175] (2) an object;
[0176] (b)awashing station operations monitor operatively

associated with the cleaning station and the identification
apparatus; and

[0177] (c) a memory associated with the washing station
operations monitor, the memory comprising at least one of:

[0178] (1) a compliance module operable to record data
associated with the user;

[0179] (2) an information module operable to provide
the user with at least one segment of information about
at least one of entertainment, a cleaning history statistic,
and training;

[0180] (3) a consumables-authentication module oper-
able to verify that the washing station is operating with a
particular substance; and
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[0181] (4)asolutions selection module operable to direct
the washing station to perform at least one of the follow-
ing:

[0182] (A) based on a user identifier, administer at
least one of:

[0183] (i) a predetermined mixture; and
[0184] (ii) a substance;
[0185] and
[0186] (B) operate a function for a predetermined

period of time based on a history of washing compli-
ance for the user.
[0187] 18. In a hygiene compliance verification system, a
computer readable medium comprising a set of data struc-
tures, the set of data structures comprising:
[0188] (a) a first set of information identifying a hygiene
compliance monitor;
[0189] (b)compliance data required to be reported to the
compliance monitor; and
[0190] (c) reporting requirements associated with the
compliance monitor;
[0191] wherein the data structures are used to produce a
data management report including the compliance data.
[0192] 19.The medium of clause 18, wherein the set of data
structures further comprises:
[0193] areporting frequency required by the compliance
monitor.
[0194] 20.The medium of clause 18, wherein the set of data
structures further comprises:
[0195] location information, the location information iden-
tifying at least one of a geographical and geopolitical location
monitored by the compliance monitor.
[0196] 21.A compliance monitoring system for use with at
least one hygiene station, the system comprising;
[0197] (a) a verification module; and
[0198] (b) an electronic storage location for storing com-
pliance data collected by the at least one hygiene station,
wherein the compliance data comprises a plurality of differ-
ent object identifiers and different protocol identifiers, each
protocol identifier being associated with a different cleaning
protocol, wherein each object identifier has a corresponding
protocol identifier and wherein at least one protocol identifier
indicates that no cleaning be performed for the corresponding
object identifier.
[0199] 22. The system of clause 21, further comprising:
[0200] a plurality of enterprise networks, each enterprise
network including at least one corresponding hygiene station;
and
[0201] a plurality of electronic storage locations, each stor-
age location being associated with a corresponding enterprise
network and storing compliance data collected by the at least
one corresponding hygiene station in the corresponding
enterprise network.
[0202] 23. The system of clause 22, wherein each enter-
prise network has a corresponding unique identifier and
wherein each storage location is associated with a different
enterprise identifier.
[0203] 24. The system of clause 23, wherein each hygiene
station has a corresponding station identifier, with each sta-
tion identifier being unique in the enterprise network contain-
ing the hygiene station.
[0204] 25. The system of clause 21, wherein the hygiene
station comprises a sink and a faucet, and wherein the com-
pliance monitoring system further comprises at least one
sensor at or proximate to at least one of the sink and the faucet.
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[0205] 26. The system of clause 21, wherein the hygiene
station comprises an automated cleaning station, and wherein
the compliance monitoring system further comprises at least
one sensor at or proximate to the automated cleaning station.
[0206] 27. The system of clause 21, further comprising a
compliance filter, wherein the compliance filter receives the
compliance data and filters the compliance data before it is
provided to one or more compliance monitors.

[0207] 28. A compliance monitoring system, comprising:
[0208] means for receiving compliance data associated
with a plurality of enterprise networks;

[0209] means for storing the compliance data in a plurality
of electronic storage locations, wherein each storage location
corresponds to one enterprise network of the plurality of
enterprise networks; and

[0210] means for providing at least one compliance data
report, the compliance data report including compliance data
received from a particular enterprise network of the plurality
of enterprise networks.

[0211] 29.The compliance monitoring system of clause 28,
further comprising:

[0212] means for providing the compliance data report to a
web user, the web user having supplied a valid password.

[0213] 30. The compliance monitor of clause 28, further
comprising:
[0214] means for providing the compliance data report to a

compliance monitor.

[0215] 31. A method of performing hygiene compliance
verification, comprising:

[0216] receiving hygiene compliance data associated with
a plurality of enterprise networks, each network being asso-
ciated with a different enterprise comprising one or more
automated sensors;

[0217] storing the hygiene compliance data; and

[0218] providing at least one hygiene compliance data
report, the hygiene compliance data report including hygiene
compliance data received from a particular enterprise net-
work of the plurality of enterprise networks.

[0219] 32. The method of clause 31, further comprising:
[0220] providing the hygiene compliance data report to a
web user, the web user having supplied a valid password.
[0221] 33. The method of clause 31, further comprising:
[0222] providing the hygiene compliance data report to a
compliance monitor.

[0223] 34. The method of clause 33, wherein the compli-
ance monitor includes at least one of:

[0224] a city government entity;

[0225] a state government entity;

[0226] a federal government entity; and

[0227] a private compliance monitoring entity.

[0228] 35. The method of clause 33, further comprising:
[0229] prior to providing the hygiene compliance data

report to the compliance monitor, filtering the hygiene com-
pliance data, wherein filtering includes removing at least one
data item from the hygiene compliance data.

[0230] 36. The method of clause 31, further comprising:
[0231] analyzing the hygiene compliance data; and
[0232] based ontheanalysis, providing at least one alarm to

at least one enterprise network.

[0233] 37. The method of clause 31, wherein the hygiene
compliance data associated with a particular enterprise net-
work includes data collected by a security system associated
with the particular enterprise network.
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[0234] 38. The method of clause 31, wherein an automated
sensor in each enterprise network compiles the hygiene com-
pliance data by:

[0235] automatically identifying a user of at least a first
cleaning station, the cleaning station including an apparatus
for automatically washing at least a portion of the user; and
[0236] recording by a computer at least an identity of the
user of the first cleaning station, the first cleaning station
automatically washing at least the portion of the user.
[0237] 39. The method of clause 31, wherein the hygiene
compliance data is stored in a plurality of electronic storage
locations, each storage location corresponding to one of the
plurality of enterprise networks.

[0238] 40. A method for reporting hygiene compliance,
comprising:
[0239] (a)determining automatically a geographic location

information associated with a compliance monitor;

[0240] (b) determining automatically a monitored entity
identifier associated with the geographic location informa-
tion, the monitored entity identifier being associated with at
least one of an enterprise and a facility;

[0241] (c) determining automatically hygiene compliance
data required by the compliance monitor;

[0242] (d) based on the hygiene compliance data required,
providing hygiene compliance data associated with the moni-
tored entity identifier;

[0243] (e) determining automatically report requirements
associated with the compliance monitor; and

[0244] (f) forwarding the provided hygiene compliance
data to the compliance monitor.

[0245] 41. A computer readable medium operable to per-
form the steps of clause 40.

[0246] 42. A method for performing hygiene compliance
verification, comprising:

[0247] (a) receiving an object identifier;

[0248] (b) determining a cleaning protocol from a plurality
of different protocols to be used on an object associated with
the object identifier; and

[0249] (c) implementing the cleaning protocol in connec-
tion with the object.

[0250] 43. The method of clause 42, wherein the object
identifier indicates that no cleaning is required.

[0251] 44.The method of clause 42, wherein implementing
the cleaning protocol includes:

[0252] (i) cleaning the identified object in accordance with
the cleaning protocol; and

[0253] (ii) generating a compliant and/or noncompliant
signal indicating compliance and/or noncompliance with at
least part of the cleaning protocol.

[0254] 45. The method of clause 42, wherein the object
identifier is associated with an object type identifier.

[0255] 46.Themethod of clause 45, wherein the objecttype
identifier is indicative of a type of employee.

[0256] 47. An electronic hygiene compliance verification
data signal, comprising:

[0257] (a) source and destination addresses;
[0258] (b) hygiene compliance information; and
[0259] (c) an enterprise identifier; and
[0260] (d) a compliance monitor identifier.
[0261] 48. The data signal of clause 47, wherein the

hygiene compliance information comprises a station identi-
fier.

[0262] 49. The data signal of clause 47, wherein the
hygiene compliance information comprises a user identifier.
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[0263] 50. The data signal of clause 47, wherein the
hygiene compliance information comprises one or more of a
date and a time.

[0264] 51. The data signal of clause 47, wherein the
hygiene compliance information comprises a facility identi-
fier.

[0265] 52. The data signal of clause 47, wherein the
hygiene compliance information comprises a compliance
confirmation.

[0266] 53. The data signal of clause 47, wherein the
hygiene compliance information comprises hygiene compli-
ance data received from a particular enterprise network of a
plurality of enterprise networks, the particular enterprise net-
work associated with the enterprise identifier

[0267] 54.The data signal of clause 47, further comprising
at least a second enterprise identifier.

[0268] 55. The data signal of clause 54, wherein the
hygiene compliance information comprises hygiene compli-
ance data received from a particular enterprise network of a
plurality of enterprise networks, the particular enterprise net-
work associated with the enterprise identifier, the plurality of
enterprise networks including at least a second enterprise
network, wherein the second enterprise identifier is associ-
ated with the second enterprise network.

[0269] 56. The data signal of clause 47, wherein the com-
pliance monitor identifier is associated with at least one of:

[0270] a city government entity;

[0271] a state government entity;

[0272] a federal government entity; and

[0273] a private compliance monitoring entity.

[0274] 57. The data signal of clause 47, wherein the

hygiene compliance information includes information asso-
ciated with a hygiene station comprising a sink and a faucet,
wherein the hygiene station further comprises at least one
sensor at or proximate to at least one of the sink and the faucet.
[0275] 58. The data signal of clause 47, wherein the
hygiene compliance information includes information asso-
ciated with a hygiene station comprising an automated clean-
ing station, wherein the hygiene station further comprises at
least one sensor at or proximate to the automated cleaning
station.

[0276] The present invention, in various embodiments,
includes components, methods, processes, systems and/or
apparatus substantially as depicted and described herein,
including various embodiments, subcombinations, and sub-
sets thereof. Those of skill in the art will understand how to
make and use the present invention after understanding the
present disclosure. The present invention, in various embodi-
ments, includes providing devices and processes in the
absence of items not depicted and/or described herein or in
various embodiments hereof, including in the absence of such
items as may have been used in previous devices or processes,
e.g., for improving performance, achieving ease and‘or
reducing cost of implementation.

[0277] The foregoing discussion of the invention has been
presented for purposes of illustration and description. The
foregoing is not intended to limit the invention to the form or
forms disclosed herein. In the foregoing Detailed Description
for example, various features of the invention are grouped
together in one or more embodiments for the purpose of
streamlining the disclosure. This method of disclosure is not
to be interpreted as reflecting an intention that the claimed
invention requires more features than are expressly recited in
each claim. Rather, as the following claims reflect, inventive
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aspects lie in less than all features of a single foregoing
disclosed embodiment. Thus, the following claims are hereby
incorporated into this Detailed Description, with each claim
standing on its own as a separate preferred embodiment of the
invention.

1-16. (canceled)

17. A method for performing hygiene compliance verifi-

cation, comprising:

(a) receiving an object identifier;

(b) determining a cleaning protocol from a plurality of
different protocols to be used on an object associated
with the object identifier; and

(c) implementing the cleaning protocol in connection with
the object.

18. The method of claim 17, wherein the object identifier

indicates that no cleaning is required.

19. The method of claim 17, wherein implementing the

cleaning protocol includes:

(1) cleaning the identified object in accordance with the
cleaning protocol; and

(ii) generating a compliant and/or noncompliant signal
indicating compliance and/or noncompliance with at
least part of the cleaning protocol.

20. The method of claim 17, wherein the object identifier is

associated with an object type identifier.

21. The method of claim 20, wherein the object type iden-

tifier is indicative of a type of employee.

22-25. (canceled)

26. An automated washing station, comprising:

(a) an identification apparatus operatively associated with
the washing station, the identification apparatus oper-
able to at least automatically identify at least one of:
(1) the user, and
(2) an object;

(b) a washing station operations monitor operatively asso-
ciated with the cleaning station and the identification
apparatus; and

(c) a memory associated with the washing station opera-
tions monitor, the memory comprising at least one of:
(1) a compliance module operable to record data asso-

ciated with the user;

(2) an information module operable to provide the user
with at least one segment of information about at least
one of entertainment, a cleaning history statistic, and
training;

(3) a consumables-authentication module operable to
verify that the washing station is operating with a
particular substance; and
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(4) a solutions selection module operable to direct the
washing station to perform at least one of the follow-
ing:

(A) based on a user identifier, administer at least one
of:
(1) a predetermined mixture; and
(ii) a substance;
and

(B) operate a function for a predetermined period of
time based on a history of washing compliance for
the user.

27. A method, comprising:

providing a washing station, wherein the washing station
comprises;

(a) an identification apparatus operatively associated with
the washing station, the identification apparatus oper-
able to at least automatically identify at least one of:
(3) the user, and
(4) an object;

(b) a washing station operations monitor operatively asso-
ciated with the cleaning station and the identification
apparatus; and

(c) a memory associated with the washing station opera-
tions monitor, the memory comprising at least one of:
(1) a compliance module operable to record data asso-

ciated with the user;

(2) an information module operable to provide the user
with at least one segment of information about at least
one of entertainment, a cleaning history statistic, and
training;

(3) a consumables-authentication module operable to
verify that the washing station is operating with a
particular substance; and

(4) a solutions selection module operable to direct the
washing station to perform at least one of the follow-
ing:

(B) based on a user identifier, administer at least one
of:
(1) a predetermined mixture; and
(ii) a substance;
and

(B) operate a function for a predetermined period of
time based on a history of washing compliance for
the user.



