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SECURE ONLINE TRANSACTIONS USINGA 
TRUSTED DIGITAL IDENTITY 

CROSS REFERENCE TO RELATED 
APPLICATION 

0001. This application is a continuation application of 
U.S. patent application Ser. No. 11/177,231, filed on Jul. 8, 
2005, and entitled “SECURE ONLINE TRANSACTIONS 
USING ATRUSTED DIGITAL IDENTITY, which is incor 
porated herein in its entirety by reference. 
0002 For example, increasing numbers of web merchants 
provide websites that a user (e.g., consumer) who plans to 
purchase a product can access (i.e., visit) to view information 
about the product, select the product for purchase, place an 
order for the product, and provide information, Such as pay 
ment and shipping information, needed to complete the pur 
chase all electronically online over the web. The user typi 
cally provides an account number (e.g., credit card account 
number, debit card account number, checking account num 
ber, etc.) as part of the payment information. 
0003. Like the web merchants, increasing numbers of 
financial institutions are also providing their customers 
online services over the web. For example, many banks now 
provide their customers the ability to perform numerous 
online transactions, such as online banking, online funds 
transfer, online bill payment, online trading, etc., over the 
web. In a typical online banking transaction, the user provides 
identification information, Such as an account number and 
password, to gain remote access to the user's account. The 
user then requests one or more online transactions that 
involve the accessed account. 

0004. The increase in the level of online transactions has 
also brought about an increase in the levels of identity theft, 
account takeover, and online fraud. The common threat to 
online transactions is the use of usernames and passwords. 
The use and transmission of sensitive information (i.e., user 
names, account numbers, passwords, etc.) over the web, 
Internet, or other unsecured networks, has increased the 
threat that this information may be intercepted or stolen at the 
user's computing system, while in transit from the user's 
computing system to the online merchants website, or at the 
merchants website or server computing system. 
0005 One threat is a phishing attack. In a phishing attack, 
a user is tricked into providing the user's sensitive informa 
tion (e.g., account numbers, login identification, passwords, 
PINs, etc.) to a malicious user, typically referred to as a 
“phisher.” For example, in online banking, a phisher would 
try to trick a user into providing the user's account number 
and password. Once the phisher has the user's account num 
ber and password, the phisher can online bank as the user. 
0006 Another threat is a “man in the middle' attack. A 
man in the middle attack occurs when a “hacker gets 
between a user's computing system (e.g., client or client 
computing system) and the merchants website. For example, 
using social engineering, the hacker may trick the user into 
thinking that the hacker is the user's bank, for example, 
through a hyperlink in an email message (e.g., an email mes 
sage that appears to be sent by a reliable source, such as the 
user's bank) or other hyperlinks. If the website addressed by 
the hyperlink appears identical or very similar to the user's 
bank’s website, the user is likely to login, and, at this point, 
the hacker will have the information needed to perform online 
fraud. 
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0007 Still another threat is the possibility of the user's 
computing system becoming fully compromised. For 
example, a remote shell to the hacker or a "trojan’ listening 
for the user to access the user's banks website may be 
installed and executing on an unsuspecting user's computing 
system. 

SUMMARY 

0008. A technique for conducting secure online transac 
tions utilizes a trusted, secure device that is distributed to a 
human user, and which only the user can access, a device 
reader, and a one-time secret valid only to authenticate a 
single transaction to improve on the traditional transaction 
model by isolating elements of the transaction with the user 
on the user's trusted, secure device. Isolating elements of the 
transaction on the trusted, secure device facilitates a secure 
transaction on an untrusted machine and over an untrusted 
network. 
0009. The summary is provided to introduce a selection of 
concepts in a simplified form that are further described below 
in the Detailed Description. This summary is not intended to 
identify key features or essential features of the claimed sub 
ject matter, nor is it intended to be used as an aid in determin 
ing the scope of the claimed Subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 is a high-level block diagram showing an 
environment in which the secure online transactions may 
operate. 
0011 FIG. 2 is a block diagram that illustrates an example 
user table, according to some embodiments. 
0012 FIG. 3 is a block diagram that illustrates an example 
bundle of transaction data that is encrypted and sent by a 
transaction server to be decrypted by an authenticating 
device, according to Some embodiments. 
0013 FIG. 4 is a diagram illustrating the interaction 
between a user, a client, an authenticating device reader, and 
a server to conduct a secure online transaction, according to 
Some embodiments. 
0014 FIG. 5 is a flow diagram illustrating the processing 
of a transaction request by a server, according to some 
embodiments. 
0015 FIG. 6 is a flow diagram illustrating the processing 
of Verification data by an authenticating device reader, 
according to some embodiments. 
0016 FIG. 7 is a diagram illustrating the interaction 
between a user, a client, an authenticating device reader, and 
a server to conduct a secure online transaction, according to 
Some embodiments. 
0017 FIG. 8 is a flow diagram illustrating the processing 
of a challenge by an authenticating device reader, according 
to some embodiments. 

DETAILED DESCRIPTION 

0018 Various techniques for conducting secure online 
transactions are described. In some embodiments, the tech 
niques utilize a trusted, secure device that is distributed to a 
human being (referred to herein as a “user'), and which only 
the user can access, and a one-time secret valid only to 
authenticate a single transaction to improve on the traditional 
transaction model by isolating elements of the transaction 
with the user on the user's trusted, secure device. Isolating 
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elements of the transaction on the trusted, secure device 
facilitates a secure transaction on an untrusted machine and 
over an untrusted network. 

0019. In a traditional transaction model, a user uses a 
client machine, such as a personal computer, to access and 
conduct transactions on a transaction server, such as a web 
server provided by a merchant. In order to conduct transac 
tions on the server, the user typically logs onto the server by 
providing valid identification information, Such as loginiden 
tification and password. In response, the server authenticates 
the user as an authorized user, and provides the user access to 
the server. Upon gaining access, the user uses his or her client 
machine and requests a transaction to be performed on the 
server. In response, the server requests that the user verify the 
transaction by displaying details of the transaction on the 
user's client machine. The user then views—e.g., looks 
at the displayed transaction, and uses his or her client 
machine to either accept the transaction or deny the displayed 
transaction. In response to the user accepting the transaction, 
the server performs the transaction and displays a receipt on 
the user's client machine. 

0020. In some embodiments, a user uses an authenticating 
device. Such as, by way of example, a Smart card, secure 
token, biometric device, etc., and an authenticating device 
reader to securely conduct transactions with a transaction 
provider, such as, by way of example, a merchant, a service 
provider, a financial institution, an entity (e.g., company, 
corporation, etc.), a computing system or network appliance? 
machine, network, etc. The user may obtain the authenticat 
ing device or physical key from the transaction provider oran 
authorized third party. The authenticating device typically 
includes a cryptographic key that may be used to decrypt 
and/or encrypt data. The authenticating device reader is con 
figured to be coupled to the user's client machine, and 
includes a secure local output device. Such as a screen or a 
speaker. The authenticating device reader includes logic to 
read the key from the authenticating device and use the key to 
encrypt/decrypt data. The combination of the authenticating 
device and the authenticating device reader provides a 
trusted, secure environment accessible only by its user or 
other authorized human being. The trusted, secure environ 
ment allows the transaction provider to utilize a one-time 
secret that is to be used to Verify a transaction, and to remove 
the transaction verification phase, including the one-time 
secret, off of the untrusted client machine and onto the 
trusted, secure environment in order to provide a secure trans 
action. 

0021 For example, Catlin may want to transfer S500 from 
her checking account to her credit card to pay her monthly 
bill. To perform this account transfer, Catlin uses a web 
browser program executing on her laptop computer to visit 
her bank’s website. Catlin then inserts a smart card (i.e., 
authenticating device) that she received from her bank into a 
Smart card reader (i.e., authenticating device reader) that is 
coupled to her laptop computer to loginto the banks website. 
Having Successfully logged in, Catlin accesses a transaction 
web page, sets up the desired account transfer, and clicks on 
a “transfer” button to request the transaction. In response, the 
bank creates a one-time secret for verifying the transaction, 
encrypts the one-time secret, and transmits the encrypted 
one-time secret to Catlin's laptop. The bank transmits the 
encrypted one-time secret as part of or with a verification 
request that includes details of the requested transaction (e.g. 
account transfer). Rather than being presented with a verifi 
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cation web page on the laptop computer's untrusted Screen, 
the verification details, including the one-time secret, are only 
displayed on the screen of Catlin's smart card reader. This is 
because the key to decrypt the one-time secret is included in 
Catlin's Smart card which is inserted into the smart card 
reader. Catlin then visually inspects the details of the trans 
action, and if the details of the transaction are correct, Catlin 
hits an “accept button on her Smart card reader to accept— 
i.e., Verify, authenticate or authorize—the transaction. In 
response, the Smart card transmits the one-time secret to the 
bank’s website though the coupled laptop computer. If Cat 
lin's Smart card reader did not have input buttons (e.g., the 
“accept button), Catlin could enter the one-time secret into a 
field in a verification web page displayed on her laptop com 
puter, and click a “send' button to send the one-time secret to 
the bank’s website. For example, the bank’s website may 
display a verification web page, which includes details of the 
requested transaction, but not the one-time secret, as part of 
the verification request. In response to receiving the one-time 
secret, the bank’s website performs—i.e., commits—the 
account transfer, and transmits an encrypted transaction 
receipt to Catlin's laptop computer. The received transaction 
receipt is displayed on the Smart card reader's screen. 
0022. In some embodiments, the authenticating device 
reader and the untrusted client system or machine may be 
physically coupled. For example, the authenticating device 
reader may be provided on or as part of the untrusted client 
system such as a cell phone, mobile device, etc. 
0023 FIG. 1 is a high-level block diagram showing an 
environment in which the secure online transactions may 
operate. As depicted, the environment comprises a user 102. 
an authenticating device 104, an authenticating device reader 
106 coupled to a client computing system 108, which is 
coupled to a server computing system 110 via a network 112. 
In particular, the authenticating device and the authenticating 
device reader enable interaction between the user, the user's 
computing system, and the server computing system via the 
network to facilitate a secure online transaction. Only one 
user, client computing system, and server computing system 
are shown in FIG. 1 for simplicity and one skilled in the art 
will appreciate that there may be a different number of users, 
client computing systems, and/or server computing systems. 
As used herein, the terms “connected.” “coupled, or any 
variant thereof, means any connection or coupling, either 
direct or indirect, between two or more elements; the cou 
pling of the connection between the elements can be physical, 
logical, or a combination thereof. 
0024. The user is any human user that wants to transact 
with a transaction provider, Such as a bank. The authenticat 
ing device (e.g., a Smart card) may be issued to the user by the 
transaction provider or an authorized third party. In some 
embodiments, the authenticating device is configured with a 
“Smart chip' that allows a unique cryptographic key (e.g., a 
public key, a private key, etc.) to be stored by the authenticat 
ing device. The cryptographic key is known by the transaction 
provider, and may be used to encrypt/decrypt data. The trans 
action provider uniquely assigns the authenticating device to 
the user and, thus, the authenticating device facilitates 
authentication of the user. 
0025. The authenticating device reader is configured to be 
coupled to a computing system, such as the client computing 
system, and receive/send data over the coupling, and is also 
configured to read data from the authenticating device. In 
Some embodiments, the authenticating device reader com 
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prises a cryptologic chip (CLC), a local, trusted output, Such 
as a screen and/or audio device, and an input/output (e.g., 
USB, wireless, serial, etc.) for connectivity, for example, to a 
computing system. The input/output allows the authenticat 
ing device reader to receive/send data from/to the coupled 
computing system via the input/output channel. The local, 
trusted output provides a “human user output for delivering 
data for receipt by the human user. The CLC comprises Man 
datory Access Control (MAC) logic to read the key contained 
in the authenticating device to encrypt/decrypt data and per 
form other operations on this data. For example, the authen 
ticating device reader may receive encrypted data from a 
coupled client computing system, decrypt the encrypted data 
using a key contained in an authenticating device currently 
inserted in the authenticating device reader, and display the 
decrypted data on its local, trusted output. The authenticating 
device reader may store or maintain the encrypted and/or 
decrypted data in an optional secure buffer. In some embodi 
ments, the authenticating device reader may also comprise an 
input device or multiple input devices, such as an “accept 
button and a “deny' button, which may be used to provide 
human user input to the authenticating device. For example, 
in response to input from a user, the authenticating device 
reader may encrypt data, for example, in its secure buffer, and 
send the encrypted data to the coupled client computing sys 
tem for transmission to another computing system. 
0026. In some embodiments, the authenticating device 
reader may be included as an integral component of the client 
computing system or other suitable computing system. For 
example, a laptop computer may include the authenticating 
device reader, and may provide a slot or other opening in 
which to insert an authenticating device. In these embodi 
ments, the integrated authenticating device reader includes 
Suitable logic and/or circuitry to secure the components of the 
authenticating device reader from the computing systems 
other components. Moreover, the authenticating device 
reader may include logic and/or circuitry to securely control 
the screen or display device of the computing system. This 
allows the integrated authenticating device reader to control 
the computing systems display device in order to securely 
display data on the display device. The authenticating device 
reader may also include logic and/or circuitry to provide an 
indication, Such as a LED light, when the authenticating 
device reader has secure control of the computing systems 
display device. 
0027. The aforementioned aspects of the authenticating 
device and the authenticating device reader are only illustra 
tive and are not intended to suggest any limitation as to the 
implementation of the illustrated components and/or the 
Scope of use or functionality of either the authenticating 
device or the authenticating device reader. For example, in 
Some embodiments, the authenticating device may include 
logic, keys, certificates, etc., as necessary to encrypt/decrypt 
authenticating information. Moreover, in some embodi 
ments, the authenticating device reader may not include one 
or more of the illustrated components, or may include other 
components or logic in addition to those illustrated above. 
0028. In general terms, the client computing system 
includes a client application program that enables its user to 
access and transact with the server computing system. In 
operation, a user executes the client application on the client 
computing system and uses the client application to connect 
to and securely transact, by means of the trusted device, with 
a server application that is executing on the server computing 
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system. For example, the client may be a web browser appli 
cation or other interface application that is Suitable for con 
necting to and communicating with the server application. In 
Some embodiments, the client application may be included in 
a kiosk, ATM terminal, or other terminal device that is 
coupled to the server. 
0029. In general terms, the server computing system 
includes a server application or applications, including appli 
cation servers, web servers, databases, and other necessary 
hardware and/or software components, to facilitate Secure 
transactions on the server. For example, the server computing 
system is the transaction provider, and allows users to connect 
to the server application to perform one or more secure trans 
actions. 

0030 The network is a communications link that facili 
tates the transfer of electronic content between, for example, 
the attached client computing system and server computing 
system. In one embodiment, the network includes the Inter 
net. It will be appreciated that the network may be comprised 
of one or more other types of networks, such as a local area 
network, a wide area network, a wired network, a wireless 
network, a point-to-point dial-up connection, and the like. 
0031. The client computer system and the server computer 
system may include one or more central processing units, 
memory, input devices (e.g., keyboard and pointing devices), 
output devices (e.g., display devices), and storage devices 
(e.g., disk drives). The memory and storage devices are com 
puter-readable media that may contain instructions that 
implement the server application, client application, and 
other components. In addition, the data structures and mes 
sage structures may be stored or transmitted via a data trans 
mission medium, Such as a signal on a communications link. 
Various communication links may be used, such as the Inter 
net, a local area network, a wide area network, a point-to 
point dial-up connection, a cell phone network, and so on. 
One of ordinary skill in the art will appreciate that the com 
puter systems may be of various configurations having vari 
ous components. 
0032 Embodiments of the described techniques may be 
implemented in various operating environments that include 
personal computers, server computers, computing devices, 
hand-held or laptop devices, multiprocessor Systems, micro 
processor-based systems, programmable consumer electron 
ics, digital cameras, network PCs, minicomputers, main 
frame computers, distributed computing environments that 
include any of the above systems or devices, and so on. The 
computer systems may be cellphones, personal digital assis 
tants, Smartphones, personal computers, programmable con 
Sumer electronics, digital cameras, kiosks, ATMs, and so on. 
0033. The techniques for providing secure transactions 
may be described in the general context of computer-execut 
able instructions, such as program modules, executed by one 
or more computers or other devices. Generally, program mod 
ules include routines, programs, objects, components, data 
structures, and so on that perform particular tasks or imple 
ment particular abstract data types. Typically, the functional 
ity of the program modules may be combined or distributed as 
desired in various embodiments. 

0034. In the discussion that follows, various embodiments 
of the techniques for conducting secure transactions will be 
further described as pertaining to a banking transaction. It 
will be appreciated that many applications of the described 
techniques could beformulated and that the embodiments of 
the techniques for conducting secure transactions may be 
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used in circumstances that diverge significantly from these 
examples in various respects. As such, the term “transaction” 
may refer to any transaction that may require verification of 
the transaction by the transaction requestor. Examples of 
these transactions include, without limitation, financial trans 
actions (e.g., banking, brokerage, insurance, bill payment, 
etc.), access or login to a company's network, modification of 
configuration information (e.g., network configuration, 
server configuration, firewall/router configuration, access 
control lists, etc.), electronic or online shopping, and access 
to or performance of any restricted service or operation. 
0035 FIG. 2 is a block diagram that illustrates an example 
user table 20, according to some embodiments. The user table 
enables the transaction provider and, in particular, the trans 
action server to maintain a record of the authenticating 
devices that are distributed to its users (e.g., consumers, 
employees, etc.). By way of example, the user table is illus 
trated as comprising a plurality of records, each record com 
prising a user identification field 202, and a key field 204. The 
user identification field identifies a user. For example, the 
identification field may contain an identifier (e.g., login iden 
tification and password, account number and PIN, PIN, etc.) 
that uniquely identifies the user. The key field identifies an 
authenticating device. For example, the key field may contain 
an identifier (e.g., a serial number, identifier of the key 
included in the authenticating device, public key, etc.) that 
uniquely identifies the authenticating device. Thus, each 
record in the user table identifies an authenticating device and 
the rightful user of the authenticating device (i.e., the user that 
the authenticating device was distributed to). 
0036 FIG.3 is a block diagram that illustrates an example 
bundle of transaction data 30 that is encrypted and sent by a 
transaction server to be decrypted by an authenticating 
device, according to Some embodiments. The transaction 
server may generate the bundle of transaction data in response 
to receiving a transaction request, for example, from a client 
application, encrypt the transaction data and transmit the 
encrypted transaction data to the client application as part of 
a request for verification of the requested transaction. By way 
of example, the bundle of transaction data is illustrated as 
comprising a transaction information 302, a one time secret 
304, and an output only flag 306. The bundle of transaction 
data may also be referred to as a “blob” in that it is a collection 
(e.g., single entity) of binary data. 
0037. The transaction information specifies the details of 
the transaction. For example, for an account transfer banking 
transaction, the transaction information may indicate the 
specified amount of money to transfer, an account from which 
the money is to be transferred from, and an account to which 
the money is to be transferred to. In some embodiments, the 
transaction information is optional in that it need not be 
included in the transaction data. For example, the transaction 
information may be sent to the client application outside of 
the encrypted transaction data. 
0.038. The one time Secret is a challenge string. Such as a 
character String, alpha-numeric string, numeric string, binary 
string, and the like, that is required for the transaction server 
to commit the transaction indicated by the transaction infor 
mation. Stated another way, the transaction server needs to 
receive the one time secret from the user that requested the 
transaction in order to perform the transaction. The one 
time secret is tied to the transaction and is only valid for that 
transaction. The one time Secret is presented to a user that 
requested the transaction on an authenticating device reader 
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(i.e., the authenticating device reader that is coupled to the 
client computing system from which the transaction was 
requested), and the user enters may enter the one time secret 
on the client to Verify (i.e., authorize) the transaction. 
0039. The output only flag is a Boolean flag that indicates 
whether the contents of the transaction data and, in particular, 
the one time secret are to be made available outside of the 
trusted, secure environment (i.e., the authenticating device 
reader). For example, if the output only flag is set (e.g., 
“true'), the authenticating device reader outputs the contents 
only on its local, trusted output device (e.g., Screen, speaker, 
etc.) and does not provide the contents of the transaction data 
to insecure components such as the coupled client computing 
system. Conversely, if the output only flag is not set (e.g., 
“false'), the authenticating device reader may provide the 
contents to insecure devices. 
0040 FIG. 4 is a diagram illustrating the interaction 
between a user, a client, an authenticating device reader, and 
a server to conduct a secure online transaction, according to 
Some embodiments. By way of example, the user, who is a 
customer of a bank, may have previously received from the 
bank an authenticating device to use in performing online 
transactions with the bank’s web server. Subsequently, the 
user, wanting to transfer S200 from the user's savings account 
to the user's checking account, inserts the user's authenticat 
ing device into an authenticating device reader coupled to the 
user's computing system. In stage 1, the user initiates the 
online banking transaction by invoking a client application, 
such as a web browser, on the user's computing system and 
navigating to the banks website served, for example, by the 
bank’s web server. Once at the bank’s website, the user logs 
on to access the user's accounts and otherwise transact with 
the bank by providing authenticating information, such as 
login identification and a password or a PIN. 
0041. In stage 2, the bank’s web server uses the received 
login information to authenticate the user. In response to 
authenticating the user (e.g., as a customer of the bank), the 
bank’s web server may transmit to the user's web browser a 
web page through which the user can request various trans 
actions. In stage 3, the user navigates to a suitable web page 
and requests to transfer S200 from the users savings account 
to the user's checking account. For example, the user may 
enter the amount to transfer, the savings account number, and 
the checking account number into appropriate fields in the 
web page and click on a “transfer funds” button on the web 
page to request the specified transaction. In response, the web 
browser transmits the user's request to transfer the funds to 
the bank’s web server. In stage 4, the bank’s web server 
receives the transaction request (i.e., the request to transfer 
S200 from the user's savings account to the user's checking 
account), and generates a transaction verification request to 
send to the user for verification of the user's transaction by the 
USC. 

0042 FIG. 5 is a flow diagram illustrating the processing 
of a transaction request by a server, according to some 
embodiments. In block 502, the server (e.g., the banks web 
server) receives a transaction request (e.g., the request to 
transfer S200 from the user's savings account to the user's 
checking account). In block 504, the server identifies the user 
that is requesting the transaction. For example, server may 
identify the user from or using the information received or 
associated with the transaction request. 
0043. In block 506, the server identifies a key that corre 
sponds to the user's authenticating device. For example, the 
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server may identify the key from the data in the user table. In 
Some embodiments, the key is a public key that corresponds 
to a private key (e.g., the public key and the private key are 
created using the same cryptographic algorithm) that is 
included in the authenticating device that was distributed to 
the user identified in block 504. In some embodiments, the 
key is a shared secret key or other cryptographic algorithm 
that is included in the authenticating device that was distrib 
uted to the user identified in block 504. 
0044. In block 508, the server generates a one time secret 
for the requested transaction. The one time secret is for use 
by the user requesting the transaction to Verify the transaction 
as accurate. In block 510, the server creates a bundle of 
transaction data for the requested transaction. In some 
embodiments, the bundle comprises information regarding 
the requested transaction, the one time secret, and an outpu 
t only flag that is set to “true.” 
0045. In block 512, the server encrypts the bundle of trans 
action data using the key identified in block 506. By encrypt 
ing the bundle of transaction data using this key, the server is 
assured that the encrypted bundle of transaction data can only 
be decrypted using the matching key. Stated another way, the 
encrypted bundle of transaction data can only be decrypted by 
the authenticating device reader using the key included in the 
requesting user's authenticating device. 
0046. In block 514, the server transmits the encrypted 
bundle of transaction data as part of a transaction verification 
request to the requesting client application (e.g., the client 
application used to request the transaction). The transaction 
Verification request is a request for the user to Verify or autho 
rize the presented transaction (i.e., the transaction specified 
by the transaction information contained in the bundle of 
transaction data). In some embodiments, the transaction veri 
fication request instructs the client application executing on 
the user's computing system to send the encrypted data (i.e., 
the encrypted bundle of transaction data) to a specified 
address (i.e., the address of the coupled authenticating device 
reader). For example, the transaction verification request may 
be sent as a transaction verification web page that includes 
logic that instructs the web browser displaying the web page 
to send the encrypted data to the authenticating device reader. 
0047 Referring again to FIG. 4, in stage 5, the users web 
browser processes the received transaction verification 
request. The transaction verification request may direct the 
web browser to forward the encrypted bundle of transaction 
data (i.e., the encrypted blob) contained in the transaction 
Verification request to the coupled authenticating device 
reader. The web browser is unable to display the contents of 
the encrypted blob and, in particular, the one time secret on 
the client computing system's screen because the web 
browser does not have access to the key contained in the 
user's authenticating device. The web browser may display a 
web page that informs the user of the need to verify the 
transaction. 
0048 FIG. 6 is a flow diagram illustrating the processing 
of Verification data by an authenticating device reader, 
according to some embodiments. The Verification data is the 
encrypted data received from the coupled client computing 
system. In block 602, the authenticating device reader 
receives the encrypted bundle of transaction data. In block 
504, the authenticating device reader uses the key contained 
in the inserted authenticating device (i.e., the user's authen 
ticating device) to decrypt the encrypted bundle of transaction 
data. In block 506, the authenticating device reader displays 
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the contents of the bundle of transaction data and, in particu 
lar, the one time secret on its screen, which is a trusted 
device. The authenticating device reader may not display the 
value of the output only flag. In block 508, the authenticating 
device reader checks to determine whether the output only 
flag is set. If the output only flag is not set, the authenticating 
device reader, in block 510, sends the decrypted bundle of 
transaction data to the coupled client computing system. Oth 
erwise, if the output only flag is set, the authenticating device 
reader does not send or make available the decrypted bundle 
of transaction data to any untrusted device. 
0049 Referring again to FIG. 4, in stage 6, the user visu 
ally checks the information displayed on the authenticating 
device reader's screen to determine if it is the requested 
transaction (i.e., the request to transfer S200 from the user's 
savings account to the user's checking account). Assuming 
the displayed information is correct (i.e., the displayed infor 
mation matches the requested transaction), the user enters the 
one time Secret, for example, on a web page displayed on the 
user's computing system, to accept the transaction. By 
accepting the transaction, the user is authorizing the bank to 
commit (i.e., finish processing) the transfer of S200 from the 
user's savings account to the user's checking account. 
0050. In some embodiments, the authenticating device 
reader may output the decrypted bundle of transaction data 
via any local output; for example, a coupled audio device, 
Such as a speaker. For example, the transaction data, including 
the one time Secret may be played audibly such that the user 
can hear the transaction that the bank is requesting the user to 
Verify. To accept the transaction, user can enter the one time 
secret on a web page displayed on the user's computing 
system. 
0051. In stage 7, the web browser sends the user-entered 
one time Secret to the banks web server. The one time 
secret may be entered using the user's computing system, 
which is an untrusted device, because the one time Secret is 
valid only for authorizing the associated transaction. More 
over, because of this reason, the web browser may even trans 
mit the one time Secret, without encrypting the one time 
secret, over an untrusted network to the banks web server. 
0052. Upon receiving the one time secret, the bank’s 
web server checks to determine if the received one time 
secret matches the one time secret the web server generated 
for the user's request to transfer S200. Assuming that the 
received one time secret matches the secret generated for 
the requested transfer of S200, the web server transfers S200 
from the user's savings account to the user's checking 
account. In stage 8, the banks web server sends the transac 
tion receipt for the requested transaction to the web browser. 
The receipt indicates that S200 was transferred from the 
user's savings account to the user's checking account. The 
receipt may also indicate the current balances of the two 
accounts as a result of the requested transaction. In some 
embodiments, the bank’s web server may encrypt the trans 
action receipt using the key that corresponds to the user's 
authenticating device prior to sending the transaction receipt. 
By encrypting the transaction receipt using this key, the 
bank’s web server is assured that the encrypted transaction 
receipt can only be decrypted using the matching key (i.e., the 
key contained in the user's authenticating device). 
0053. In stage 9, the web browser receives the transaction 
receipt and displays the transaction receipt on the user's com 
puting system's screen. If the transaction receipt is encrypted, 
the web browser may forward the encrypted transaction 
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receipt to the authenticating device reader coupled to the 
client computing device. Upon receiving the encrypted trans 
action receipt, the authenticating device reader uses the key 
contained in the inserted authenticating device (i.e., the user's 
authenticating device) to decrypt the encrypted transaction 
receipt and displays the transaction receipt on its screen. 
0054. One skilled in the art will appreciate that, for this 
and other processes and methods disclosed herein, the out 
lined steps are only exemplary, and some of the steps may be 
optional, combined with fewer steps, or expanded into addi 
tional steps without detracting from the essence of the inven 
tion. For example, in various embodiments, some or all of the 
data transmitted between the client and the server may be 
encrypted by the sender and decrypted by the receiver to 
provide added security. For example, the client and the server 
may exchange their public keys, and the sender may encrypt 
the data using the receiver's public key prior to transmitting 
the data. Moreover, some or all of the data transmitted 
between the client and the server may be signed by the sender. 
0055 FIG. 7 is a diagram illustrating the interaction 
between a user, a client, an authenticating device reader, and 
a server to conduct a secure online transaction, according to 
Some embodiments. In particular, the authenticating device 
reader comprises an input device for use by a user to perform 
the requested challenge (e.g., authorize a transaction dis 
played on the authenticating device reader's screen). Con 
tinuing the above account transfer example, stages 1-5 in FIG. 
7 are identical to stages 1-5 in FIG. 4. 
0056. In stage 6, the user visually checks the information 
displayed on the authenticating device reader's screen to 
determine if it is the requested transaction (i.e., the request to 
transfer S200 from the user's savings account to the user's 
checking account). Assuming the displayed information is 
correct (i.e., the displayed information matches the requested 
transaction), the user accepts the requested challenge by hit 
ting the “accept’ input button provided on the authenticating 
device reader to accept the transaction. By accepting the 
transaction, the user is authorizing the bank to commit (i.e., 
finish processing) the transfer of S200 from the user's savings 
account to the user's checking account. In stage 7, the authen 
ticating device reader encrypts the bundle of transaction data 
and sends the encrypted blob to the coupled client computing 
device to accept (i.e., authorize) the transfer of S200 between 
the accounts. 
0057 FIG. 8 is a flow diagram illustrating the processing 
of a challenge by an authenticating device reader, according 
to some embodiments. In block 801, the authenticating device 
reader decrypts the received bundle of transaction data and 
displays the decrypted bundle of transaction data on its 
screen. In block 804, the authenticating device reader checks 
to determine whether the user accepts the challenge. For 
example, the user visually verifies the data displayed on the 
authenticating device reader's screen and, if the data accu 
rately describes the transaction requested by the user, the user 
accepts the challenge by hitting the “accept button provided 
on the authenticating device reader. 
0058 If the user accepts the challenge, then, in block 806, 
the authenticating device reader adds an accept indication to 
the bundle of transaction data. For example, the accept indi 
cation may be the one time Secret that was generated by the 
server for this transaction and received as part of the transac 
tion data sent by the server to the client and, ultimately, to the 
authenticating device reader. In block 808, the authenticating 
device reader uses the key contained in the inserted authen 
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ticating device (i.e., the user's authenticating device) to 
encrypt the bundle of transaction data. The encrypted bundle 
of transaction data includes the requested challenge and func 
tions as an authorization for the server to commit the autho 
rized transaction. In block 810, the authenticating device 
reader sends the encrypted bundle of transaction data to the 
coupled client computing system for transmission to the 
SeVe. 

0059 Alternatively, if the user changes his or her mind 
about the transaction or the data displayed on the authenti 
cating device reader's screen does not match or describe the 
requested transaction, the user may abort or refuse (i.e., not 
authorize) the transaction by hitting a “deny' button (not 
shown) provided on the authenticating device reader. If a 
“deny' button is not provided, the user may be able to abort or 
deny the transaction by providing a Suitable input on the client 
application (e.g., web browser) executing on the user's com 
puting system. In still other embodiments, the server or client 
may implement timers, and associate a timer to the transac 
tion. If the user fails to perform the challenge before the timer 
expires, the client or the server may abort/cancel the transac 
tion. 
0060 Referring again to FIG. 7, in stage 8, the web 
browser sends the encrypted blob (i.e., the encrypted bundle 
of transaction data) received from the authenticating device 
reader to the bank’s web server. Stages 9 and 10 in FIG. 7 are 
identical to stages 8 and 9 in FIG. 4, respectively. 
0061 Although the subject matter has been described in 
language specific to structural features and/or methodologi 
cal acts, it is to be understood that the subject matter defined 
in the appended claims is not necessarily limited to the spe 
cific features or acts described above. Rather, the specific 
features and acts described above are disclosed as example 
forms of implementing the claims. 
We claim: 

1. A computer-readable medium whose contents cause a 
computing system to: 

receive a request from a client to perform a transaction; and 
in response to receiving the request: 

identify a user requesting the transaction; 
identify a key corresponding to the user's authenticating 

device; 
generate a secret for the transaction, the secret being 

good for committing the transaction; 
create a bundle of transaction data for the transaction, 

the bundle comprising the secret, the bundle compris 
inga indication that the Secret is not to be displayed on 
the client’s screen; 

encrypt the bundle of transaction data using the identi 
fied key; and 

transmit the encrypted bundle of transaction data to the 
client. 

2. The computer-readable medium of claim 1, wherein the 
encrypted bundle of transaction data is transmitted to the 
client as part of a transaction verification request. 

3. The computer-readable medium of claim 1, wherein the 
transaction is an online banking transaction. 

4. The computer-readable medium of claim 1, wherein the 
transaction is an online trading transaction. 

5. The computer-readable medium of claim 1, wherein the 
transaction is an electronic purchase transaction. 
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6. The computer-readable medium of claim 1 further com 
prising contents that cause the computing system to: 

receive from the client a user-entered string; 
identify the transaction corresponding to the user-entered 

String: 
compare the user-entered String with the secret corre 

sponding to the identified transaction; and 
in response to the user-entered string matching the secret 

corresponding to the identified transaction, commit the 
identified transaction; and 

in response to the user-entered string not matching the 
Secret corresponding to the identified transaction, abort 
the identified transaction. 

7. The computer-readable medium of claim 6 further com 
prising contents that cause the computing system to: 

in response to committing the identified transaction: 
create a transaction receipt for the committed transac 

tion; 
encrypt the transaction receipt using a key correspond 

ing to the user's authenticating device; and 
transmit the encrypted transaction receipt to the client. 

8. A method in a first computing system for requesting a 
transaction on a second computing system, the first comput 
ing system having a coupled authenticating device reader, the 
method comprising: 

receiving a request to perform a transaction on the second 
computing system, the request input by a user of the first 
computing system; and 

transmitting the request to the second computing system, 
and in response to transmitting the request to the second 
computing system: 
receiving from the second computing systema request to 

verify the transaction, the request to verify the trans 
action comprising an encrypted Secret to Verify the 
transaction; and 

forwarding the encrypted Secret to the coupled authen 
ticating device reader, Such that the encrypted Secret is 
decrypted by the coupled authenticating device reader 
using a key included in an authenticating device, the 
decrypted Secret is output on an output device of the 
authenticating device reader, the decrypted secret is 
not provided back to the first computing system. 

9. The method of claim 8, wherein the output device of the 
authenticating device reader is a screen. 
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10. The method of claim8, wherein the output device of the 
authenticating device reader is an audio device. 

11. The method of claim 8, wherein the authenticating 
device is received out-of-band by the user from a provider of 
the second computing system. 

12. The method of claim 11, wherein the provider of the 
second computing system is an online merchant. 

13. The method of claim 8, wherein the transaction is an 
online transaction. 

14. The method of claim 8, wherein the authenticating 
device is a Smart card. 

15. The method of claim 8, wherein the authenticating 
device is a secure token. 

16. The method of claim 8, wherein the authenticating 
device uses biometrics. 

17. The method of claim 8 further comprising: 
receiving from a user an input string; and 
transmitting the input string to the second computing 

device. 
18. The method of claim 17 further comprising, prior to 

transmitting the input string, encrypting the input String and 
transmitting the encrypted inputString to the second comput 
ing device. 

19. The method of claim 17 further comprising: 
receiving from the second computing device an encrypted 

transaction receipt; and 
forwarding the encrypted transaction receipt to the coupled 

authenticating device reader, 
such that the encrypted transaction receipt is decrypted by the 
coupled authenticating device reader using the key included 
in the authenticating device, the decrypted transaction receipt 
is output on the output device of the authenticating device 
reader. 

20. One or more data signals that collectively convey a 
transaction verification request to Verify a transaction, the 
transaction verification request comprising encrypted con 
tents, the encrypted contents comprising a secret for Verifying 
the transaction, Such that the encrypted contents are 
decrypted by an authenticating device reader using a key 
included in an authenticating device accessible by the authen 
ticating device reader, wherein the decrypted secret is output 
only to an output device of the authenticating device reader. 
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