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ASSOCIATION BETWEEN DEVICES
BACKGROUND

[0001] Before two devices communicate with sach other via a wirsless
communication scheme, such as Bluetooth communication technology, the devices
may be synchronized and paired with each other so {hat dala transmission and
sharing or a carresponding aperation can he executed. As the focus on power
consumption by compuding devices, such as smartphones, continue to increase, in
an effort to extend battery life, wireless technologies continue o advance. For
example, Bluetooth Low Energy (BLE), compared {o Classic Bluetooth, provides
reduced power consumption while maintaining a similar communication range, as
the BLE protocol fransmits small packets compared to Classic Blustooth. As a
result, the power sfficiency of devices utilizing BLE have the ability to provide longer
battery life.

BRIEF DESCRIPTION OF THE DRAWINGS

{0002} FIG. 1 iHlustrates a first device and a second device that may associate with

each other for wireless communication, according to an example;

{0003} FIG. 2 Hustrates a method at a central device for associating with peripheral

devices, according to an example; and

[0004] FIG. 3 is a flow diagram in accordance with an sxampie of the present

disclosure.
DETAILED DESCRIPTION

[0005] Examples disclosed herein provide the ability for devices {o assoctate with
each other. As an example, BLE devices may associate with each other for
exchanging information, without having o go through a pairing process. As a resull,
reliability issues involved with pairing BLE devices may be avoided. As will be
further described, the association or relationship established between the BLE
devices allows for subsequent mutual identification and communication, for example,
when the BLE devices come within communication range of each other at other
times afer the initial association.
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[D006] With reference 1o the figures, FIG. 1 iHustrates a first device 100 and a second
device 120 that may associale with each other for wireless cammunication,
according 1o an example. As will be further described, association between the first
device 100 and second device 120 may be iniiated by a user that uses a capture
device 122 {e.q., camera} of the second device 120 to caplure a code Hlusirated by
the first device 100. As an example, the code contains a value randomly generated
by the first device 100, that makes association between the first device 100 and
second device 120 unique, for subseguent mutual identification and communication,
for example, when the devices come within communication range of each other at
other imes after the inilial association. With regards {0 BLE devices, the first device
100 may correspond to a central device and the sscond device 120 may correspond
o a peripheral device. As will be further described, randomly generated values by
the first device 100 allow for the first device 100 1o have unique associations with
various peripheral devices.

{0007} The first device 100 depicls a processor 104 and a memory device 108 and,
as an exampie of the first device 100 performing #is operations, the memory device
106 may include instructions 108-114 that are execuiable by the processor 104.
Thus, memaory device 100 can be said to store program instructions that, when
executed by processor 104, implement the componenis of the first device 100. The
exacutable program instructions stored in the memory device 108 include, as an
example, instructions to generate a value (108}, instructions to illustrate a code with

the value {110}, instructions to scan {112}, and instructions {0 associate (114).

{0008} Instructions to generate a value {108} represent program instructions that
when execided by the processor 104 cause the first device 100 fo randomiy
generate a value. With regards to BLE, a Generic Attributes (GATT) profile defines
the way BLE devices transfer data back and forth, using concepts called Services
and Characteristics. As an example, Services and Characleristics, and related dala,
are stored in a lookup table using identifiers (1Ds) for each entry in the table. Each
service may distinguish itself from other services by means of a unique numeric 1D,
in addition, 1Ds may be used o create custom GATT services, as will be further
described. The custom created GATT services may be used by BLE devices fo
associate and exchange information with each other, without having to go through a

e
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painng process. For sxample, the value randomly generated by the first device 100
corresponds {o an 1D that may be used by the second device 120 {o create a unique
association between the first device 100 and second device 120.

[8009] Instructions to illustrate a code with the value (110) represent program
insfructions that when exscuted by the processor 104 cause the firs{ device 100 to
flustrate a code containing the 1D, which is the randomly generated value. The code
may be Hustrated on a display of the first device 100 or a display associated with the
first device 100. As an example, the code may be a guick response {QR) code
Husirated on the display, where the QR code contains the {D. As an example,
additional IDs may be included in the QR code, each 1D corresponding to a GATT
service that the second device 120 will be creating. For example, once the QR code
is itlustrated by the first device 100, caplure device 122 of the second device 120,
such as a camera, may be used o caplure the QR code. Capturing of the QR code
by the capture device 122 may be iniliated using an application on the second device
120. After scanning the QR code, the second device 120 creates the custom GATT
services matching the 1Ds that it scanned from the QR code. Upon using the 1Ds
from the QR code {o creale the GATT services, the second device advertises the
craated GATT services {e.q., service advertisement 130), for example, via

fransceiver 124.

(0010} Instructions to scan (112) represent program instructions that when sxecufed
by the processor 104 cause the first device 100 1o scan for g device advertising a
service using the randomly generated value, which corresponds to the 1D described
above. As an example, while the first device 100 is showing the QR code, it will also
continuously scan, via fransceiver 102, for BLE devices and the GATT services they
advertise. The moment the first device 100 sees a device advertising GATT services
with {Dg that match the ones in the OR code, it would have discovered the device
that scanned the OR code {e.g.. second device 120), due {0 the unique 1D randomly
generated by the first device 100 for the GATT service (o be created. As a resull,
although other BLE devices may be advertising other GATT services in proximity of
the first device 100, the {Ds used by these devices 1o creale these other GATT
services may not maich the 1Ds from the QR code.
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{0011} instructions to associate (114) represent program instructions that when
executed by the processor 104 cause the first device 100, upon discovering the
device advertising the service that is 1o use the randomly generated value, to
associate with the device by connecting to the service and exchanging information
with the device {e.g., second device 120). For example, once the first device 100
sees the second device 120 advertising GATT services with 1Ds that match the ones
in the QR code, for example, via service advertisement 130, the first device 100 can
then proceed to connect to the GATT services of the second device 120 and
exchange registration information, via wireless communication 140. Examples of
registration information that may be exchanged include, but are not limited fo, public
key pairs, registration {Ds, or any other artifact that could be used for security or
further identification.

[0012] Once this registration process is complete, the first device 100 and second
device 120 may store the {Ds and other artifacts exchanged during this registration
process. For subsequent communications, the second device 120 would then
continue to advertise the GATT services using the same 1Ds. For example, if the
first device 100 and second device 120 moves out of Bluetooth range and then back
again, the first device 100 would be gble to easily locate and reconnect to the
second device 120 again using the GATT service 1Ds, sven though the name andlor
Bluetooth 1D of the second device 120 could have changed. As the IDs are random
values generated during registration between the first device 100 and second device
120, a unique associalion may be established between the first device 100 and
second device 120,

{0013} Upon the first device 100 associating with the second device 120, where the
second device 120 creales custom GATT services from the {Ds found in the QR
code Mustrated by the first device 100, the first device 100 may randomly generate
another 1D when illustraling the QR code, in arder for the first device 100 to make

itself available {o create g unigue association with other BLE peripheral devices.

(0014} Memory device 108 represents generally any number of memory components
capable of storing instructions that can be executed by processor 104. Memory
device 106 is non-transifory in the sense that it does not encompass a transitory

b
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signal but instead is made up of at least one memory component configured {o store
the relevant instructions. As a resul, the memory device 106 may be a non-
transitory computer-readable storage medium. Memory device 106 may be
implemented in a single device or distribuled across devices. Likewise, processor
104 represents any number of processors capable of executing instructions stored
by memory device 106. Processor 104 may be integrated in a single device or
distributed across devices. Further, memory device 106 may be fully or partially
integrated in the same device as processor 104, or it may be separate but accessible
o that device and processor 104,

[0015]In one example, the program instructions 108-114 can be part of an
instaliation package that when instalied can be executed by processor 104 to
implement the components of the first device 100. In this case. memory device 106
may be a portable medium such as a CD, DVD, or flash drive or 8 memory
maintained by a server from which the installation package can be downloaded and
installed. In another example, the program instructions may be part of an application
or applications already insialled. Here, memory device 106 can include integrated
memory such as a hard drive, solid state drive, or the like.

[ODIGIFIG. 2 Hustrates a method 200 at a central devdee for associating with
peripheral devices, according o an example. In discussing FIG. 2, reference may be
made {o the first device 100 llustrated in FIG, 1. Such reference is made 1o provide
contextual examples and not {o Hmit the manner in which method 200 depicted by
FIG. 2 may be implemented.

{0017} Method 200 begins at 202, where the central device randomly generates a
value. With regards fo BLE, a GATT profile defines the way BLE devices transfer
data back and forth, using concepts called Services and Characteristics. As
described above, the value corresponds to an 1D that may be used to creale a
custom GATT service. The custiom created GATT services may be used by BLE
devices to associate and exchange information with sach other, without having to go
through a pairing process. Referring back to FIG. 1, the value randomly generated
by the first device 100 corresponds to an D that may be used by the second device
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120 to create a unigue association between the first device 100 and second device
120,

{0018] A1 204, the central device Hlustrates a code containing the 1D, which is the
randomly generated value. The code may be illustrated on a display of the device or
a display associated with the device. As an example, the code may be a QR code
fustrated on the display, where the QR code contains the 3. Once the QR code is
fustrated by the device, a capture device of a peripheral device {e.g., second device
120) may be used to caplure the QR code. Capturing of the QR code by the caplure
device may be iniliated using an application on the peripheral device, After scanning
the QR code, the peripheral device creates the custom GATT service matching the
D that it scannad from the QR code. Upon using the 1D from the QR code to create

the GATT service, the penpheral device adverlises the created GATT service.

[O019] AL 206, the central device scans for a peripheral device adverlising a service
using the randomily generated value, which corresponds to the 1D described above.
As an example, while the central device is showing the QR code, it will also
continuously scan for BLE peripheral devices and the GATT services they advertiss.
At 208, when the central device sees a peripheral device advertising GATT services
with {Ds that maich the ones in the QR code, it would have discovered the peripherat
device that scanned the QR code, dus to the unique 1D randomly generated by the

central device for the GATT service to he created.

[O0Z01 AL 210, the central device associates with the peripheral device by connecting
o the service and exchanging information with the peripheral device. For example,
once the central device seeas the peripheral device advertising GATT services with
iDs that maich the ones in the QR code, the central device can then proceed {o
connect to the GATT services of the peripheral device and exchange registration
information. Examples of registration information that may be exchanged include,
but are not limited to, public key pairs, registration {Ds, or any other artifact that could

be used for security or further identification.
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[D0211FIG. 3'is a flow diagram 300 of sleps {aken by a device 1o implement a
method for devices to associate with each other, according {0 an example. in
discussing FIG. 3, reference may be made to the first device 100 itlustrated in FIG. 1.
Such reference is made o provide contexiual examples and not o limit the manner
in which the method depicted by FIG. 3 may be implemented.

[00221AL 310, the device randomly generates a value. As described above, the
value corresponds to an 1D that may be used by a peripheral device for creating a
custom GATT service. The custom created GATT service may be used by BLE
devices to associate and exchange information with each other, without having 1o go
through a pairing process. Al 320, the device llustrates a code containing the value,
such as a OR code. Upon a peripheral device capturing the QR code, for example,
via a camera, the peripheral device may proceed in creating the custom GATT
service, based on the randomly generated 1D found in the QR code.

[0023]AL 330, the device scans for a peripheral device adverlising a service that is
using the value. The moment the device sees a peripheral device advertising GATT
services with 1Ds thal malch the ones in the QR code, it would have discovered the
peripheral device that scanned the QR code, due to the unigue 1D randomily
generated by the device for the GATT service {o be created. As a result, although
other BLE peripheral devices may be advertising other GATT services in proximity of
the device, the 1Ds used by these devices to create these other GATT setvices may
not mateh the Ds from the QR code.

[O024] AL 340, upon discovering the peripheral device adverlising the service that is
to use the value, the device associates with the peripheral device by connecting fo
the service and exchanging information with the peripheral device. After the initial
association, both the device and peripheral davice stores the value and exchanged
information for subsequent associations. in order to create unique associations with
other peripheral devices, the device randomiy generates another value for including
in the code that is illustraled. Upon another peripheral capluring the code with the
cother randomly generated value, another unigue association may be crealed, as
described above.
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[0025] Although the flow diagram of FIG. 3 shows a specific order of sxscution, the
order of execution may differ from that which is depicted. For example, the order of
exacttion of two or more blocks or arrows may be scrambled relative to the order
shown. Also, fwo or more blocks shown in succession may be execuled
concurrently or with partial concurrence. Al such varigtions are within the scope of
the present invention.

(002611t is appreciated that examples described may include varous companents
and features. It is also appreciated that numerous specific detalls are set forth to
provide a thorough understanding of the examples. However, it is appreciated that
the examples may be practiced without limitations to these specific details. In other
instances, well known methods and structures may not be described in detail to
avoid unnecessarily obscuring the description of the examples. Also, the examples
may be used in combinalion with each other,

{0027} Reference in the spedification to “an example” or similar language means that
a particular feature, structure, or characteristic described in connection with the
gxample is included in 3t least one example, but not necessarily in othsr examples.
The various instances of the phrase "in one example” or similar phrases in various

ptaces in the specification are not necessarily all referring to the same example.

{0028} is appreciated that the previous description of the disclosed examples is
provided 1o enable any person skilled in the art to make or use the present
disclosure. Various modifications to these examples will be readily apparent to those
skitled i the art, and the generie principles defined herein may be applied to other
examples without departing from the spirit or scope of the disclosure. Thus, the
present disclosure is not intended 1o be limited to the examples shown herein butis
{o be accorded the widest scope consistent with the principles and novel features
disclosed herein.
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CLAIMS

WHATIS CLAIMED 15:

1. A method comprising:

randomiy generating a valus;

lustrating a code containing the value;

scanning for a device advertising a service that is to use the value; and

upon discovering the device advertising the service that is 1o use the value,
assodciating with the device by connecling © the service and exchanging information
with the device.

2. The method of claim 1, comprising storing the value and the exchanged

information for subsequent associations with the device.

3. The method of claim 1, comprising:

upon associating with the device, randomly generating a second value
different from the value;

iiustrating a8 second code containing the second value, wherein the second
code is different from the code; and

scanning for a second device advertising a second service that is o use the
second value, wherein the second service is different from the service,

4. The method of claim 1, wherein lustrating the code comprises fHlustraling a
quick response {QR) code on a display, wherein the QR code is to contain the value.

5. The method of claim 1, wherein the device is to advertise the service upon
capiuring the flustraied code containing the value.

8, The method of claim 8, wherein the device is 10 create the service from the

value coniained in the caplured code.

7. The method of claim 8, wherein the value corresponds to an identifier (1D} and

the service corresponds to a Generic Altributes (GATT) service.

-G
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8. A first device comprising:
a transceiver; and
& processor o
randomly generale 3 value;
ilustrate a code containing the value;
scan for a second device adverlising a service that is 1o use the value;
upon discovering the second device advertising the service thatis to
use the value, associate with the second device by connecting to the sewvice
and exchanging information with the device; and
store the value and the exchanged information for subseguent
associations with the second device.

o The first device of claim 8, wherein the processor is to

upon associating with the device, randomiy generate a second value different
franmy the value;

ilustrate a second code containing the second value, wherein the second
code is different from the code; and

scan for a third device adverlising a second service that is 1o use the third
value, wherein the second service is different from the service.

10.  The first device of claim 8, wherein the processor o lusirate the code
comprises Hustrating a quick response {QGR) code o a display, wherein the QR

code is to contain the value.

1. The first device of claim 8, wherein the second device i {o advertise the

service upon capiuring the Hlustated code containing the value.

12, The first device of claim 11, wherein the second device is to create the service
from the value contained in the caplured code.

- 10 -
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13. A non-transitory computer-readable storage medium comprising program
instructions which, when execuled by a processor, o cause the processor to:

randomly generate a value;

illustrate a quick response {(QR) code containing the value, wherein the QR
cades is Hlustrated on a display;

scan for a device adverlising a sarvice that is to use the value; and

upon discovering the device advertising the service that is to use the value,
associate with the device by connecting to the service and exchanging information
with the device.

14.  The non-transifory computer-readable storage medium of claim 13,
comprising program instructions to cause the processor o store the value and the

exchanged information for subsequent associations with the device.
15.  The nondransitory computer-readable storage medium of claim 13, wherein

the value corresponds o an identifier (IR} and the service corresponds o a Generic
Allributes (GATT) service.

-1t -
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