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METHOD AND SYSTEM FOR SUPPORTING USER
AUTHENTICATION TO A SERVICE

The present invention relates to a method for supporting user authentication to a
service, wherein the user accesses said service from a terminal device, in
particular a public and/or untrusted terminal device.

Furthermore, the present invention relates to a system for supporting user
authentication to a service, including a terminal device, in particular a public and/or
untrusted terminal device, from which the user accesses said service.

Generally, when a user accesses a service, in most cases, the first step is to
authenticate either to the service or, if available, to the IDP which then provides
credentials to the SP. However, in some situations such as for example accessing
from internet café or airport lounge, the user would rather not disclose his/her
credentials in the device he/she is currently on. In these cases, authentication can
be delegated to a device of the user specific for authentication (e.g. a one time
password). While this situation is common, it depends on external specific
hardware, e.g. an RFID token, and does not allow for full control on the
authentication mechanism after the user stops using the service. In particular,
once the session is open, an attacker may make use of the established connection.

Especially when the user is accessing a public device, he/she not only wants to
delegate the authentication from a different device but also be in control of when
that association is no longer valid. In addition, the user wants to protect his/her
credentials as much as possible, since when we use another device and introduce
our passwords, we leave a trace that can later be used to steal our accounts.

Existing mechanisms for delegation, such as E.N. Ceesay et al. “An authentication
model for delegation, attribution and least privilege” in PETRA’10, June 23-25,
2010, Samos, Greece focus on the delegation of authentication across services or
people (user subscriptions) but do not address the problem of delegation across
devices nor the control over the delegation.

CONFIRMATION COPY
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It is therefore an object of the present invention to improve and further develop a
method and a system of the initially described type for supporting user
authentication to a service in such a way that by protecting a user's credentials a
session even from an untrusted terminal device is secured as much as possible.

In accordance with the invention, the aforementioned object is accomplished by a
method comprising the features of claim 1. According to this claim, such a method
is characterized in an authentication session is established between a trusted
device of the user — delegator device — and a delegation service, wherein said
delegation service provides a token to said delegator device, wherein, upon said
token being provided to said terminal device — delegate device —, said
authentication session is delegated from said delegator device to said delegate
device.

Furthermore, the aforementioned object is accomplished by a system comprising
the features of claim 20. According to this claim, such a system is characterized in
that the system further includes

a trusted device of the user — delegator device — and a delegation service,
with an authentication session being established between those two entities,
wherein said delegation service is configured to provide a token to said delegator
device, and

means that are configured to perform, upon said token being provided to
said terminal device — delegate device —, delegation of said authentication session
from said delegator device to said delegate device.

According to the present invention it has first been recognized that the above
mentioned objective can be solved by multi-device authentication or, more
specifically by the delegation of the authentication session to another device. In
this context it has been further recognized that solutions such as SAML
(http://lwww.oasis-open.org/committees/download.php/27819/sstc-saml-tech-overvi
ew-2.0-cd-02.pdf) and OpenID (http://openid.net/specs/openid-authentication-
2_0.html) provide the tools for authentication and provisioning of identity from 3™
parties but do not address the problem of multi-device authentication or the
delegation of this authentication session to another device.
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According to the present invention a solution is proposed which extends an
authentication session between a user in one device to an authentication of the
same user in a different device. The user will be offered a token from a delegation
service on his/her personal device. The delegation service will use this token to
associate the existing authentication session to the public device. This operation
can be regarded as authentication session delegation. The delegation service will
treat the new authentication session as if it were part of the existing session, under
the rules defined by the delegation (e.g. for a specific service, time or device).

It is important to note that although there are already one time password
token/mobile solutions, they are not very convenient for users. In case of one time
password token, user always needed to carry the token. Although even this was
solved by introducing one time password functionality on mobile devices, existing
solutions still always require users to input the one time password even to the
trusted devices. Typically one time password is used for high secure access and
not convenient for daily use. In contrast, the solution according to the present
invention does not change the usual authentication scheme for daily use.
Advantageously, the authentication session delegation scheme can be easily
added on top of existing 1dM solutions.

The present invention allows for users to use public devices without compromising
security and under full control from the user-side on the extent of the delegation.
There is no need for transferring sensitive security material to the (potentially
untrusted) delegate device. The solution is particularly tailored for, but not limited
to, web applications and does not depend on any specific hardware or
modifications/adaptation on the client side, on the server side (if already using
protocols like SAML (Security Assertion Markup Language), OpenlID, CardSpace,
etc), nor on the delegate device side.

According to another aspect, the present invention can be used for secure session
hand-over amongst devices. Using multiple devices in parallel, e.g. two computers
and/or mobile devices, is getting more and more common and important business
issues are also handled for example from smart phone. Typical session hand-over
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does not require strong authentication, but users need to have a more secure way
to hand-over the session. By considering this situation, session hand-over
amongst muitiple devices is highly demanded. In accordance with the present
invention secure session hand-over amongst muitiple user devices is supported by
delegating authentication session to another device.

In order to further increase security, it may be provided that the token includes a
One Time Password (OTP), i.e. a password being valid only for a single login. The
OTP ensures that, once the user has left the public and/or untrusted terminal
device, it is impossible for another user to reactivate the previous session by using
the same password as the user before. By using a one time password the
achieved security level is equivalent to the OTP on the delegate side.

According to a specific embodiment, once the user is offered the token from the
delegation service on his/her (personal) delegator device, this token is introduced
manually in the public computer, i.e. the delegate device. Alternatively, in a more
sophisticated manner the token may be introduced into said delegate device as a
QR code (Quick Response) or as a two-dimensional barcode. More specifically,
the delegator device may display a QR code or a 2D barcode containing the token,
which is then scanned at the delegator device. According to another alternative
NFC (Near Field Communication) may be used between the devices in order to
transfer the token from the user’s delegate device to the delegator device, wherein
the delegate device behaves as an NFC reader to exchange the token with the
delegate device. It is also possible to provide the token to the delegate device by
sending an SMS to a previously configured device (e.g. mTAN — mobile
Transaction Authentication Number).

In an alternative embodiment the methods described above can be reversed in
such a way that the delegate device is being configured to provide a secure URL
where the token can be transferred. For instance, the delegate device can first be
associated with a token, through the delegation service, which can then be
provided and authorized by the delegator device, e.g. a QR code that contains
post URL, and that the delegator device, e.g. a mobile device, takes a picture of
the QR code and submits it to post URL.
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However, in any case, i.e. independent of which of the above described
techniques is applied for providing the token to the delegate device, since all
methods require physical presence or access to a device that belongs only to the
user, they cannot be easily intercepted, sniffed or spoofed.

Once the delegate device has received the token, it may be provided that it uses
the token for accessing the delegation service. The delegate device may access
the delegation service either directly or as a result of an access to a service. In any
case, for the delegation service the access of the delegate device using the token
may function as trigger for mapping the token to the existing authentication
session between the delegation service and the user's delegator device. Such
mapping of authentication sessions at the delegation service allows the delegation
of the same credentials towards the services and the user to maintain the control
over the delegated authentication session.

According to a further preferred embodiment it may be provided that in a next step
the delegation service transmits a response message to the delegate device
including the corresponding session cookie. With the delegation service installing
the session cookie in the response message, i.e. with the insertion of the correct
session authentication cookie as part of an answer to a correct token which maps
the session, the delegate device is enabled to more efficiently control the session.

In a next step, when the delegate device accesses the service, it may be provided
that the service verifies the authentication with the delegation service. In response,
the delegation service may provide the service the authentication context in
accordance with the authentication session that exists between the delegation
service and the delegator device. After this step, the user may be provided the
service through the delegate device.

Advantageously, the parameterization of the delegated authentication session is
specified while the delegation is active. Alternatively, it may be provided that the
parameterization of this session delegation is specified before the delegation is
made and is adjusted while the delegation is active. In particular, the
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parameterization may include rules that contain information regarding specific
services, times and/or devices. As a consequence, the delegation service will treat
the new authentication session, i.e. the delegated authentication session, as if it
were part of the existing session, under the rules defined by the delegation.

The parameterization together with the strong authorization aspect further
validates the proposed technology in real scenarios. In particular, it allows for
control on critical operations from a (more) trusted device both when the public
device is available, or not. For instance, the process can be further extended to
create a gated system for critical operations. In this mode, certain operations
require explicit user consent on the trusted device for the operation to proceed.
For example, a user may access the facebook page, read and browse content but
resulting from the chosen parameterization he/she cannot post or change data.
Once a post action is taken, the service will contact the delegation service for
authorization and, if this is not a trusted device, the delegation service will obtain
the necessary green light from the trusted device. Through this mechanism one
can ensure that critical operations are protected even in extreme conditions where
the public device is only trusted, e.g., with read operations.

According to a preferred embodiment, in order to terminate the session to the
service, it may be provided that the user dissociates the delegation of the
authentication session from the delegator device, thus being able to control in
realtime the validity of the authentication session delegation. The advantage of this
is that the user, even after he has left the public device, can ensure that that
session can never be used again. Any service currently logged in will receive an
immediate logout message and the credentials used for the authentication session
delegation may not be used again to establish a trust path to the user’'s account.
This method provides the user with an advantage over the existing methods which
are either relying on time or on the explicit logout of the user while in the borrowed
device. Both of these methods suffer from the obvious problems of attacks during
the (usually hours long) time window or a simple user that forgets to logout and
never has the chance again.
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In a specific embodiment a mobile terminal of the user is operated to function as
delegator device, which is rather suitable since today the majority of users typically
have a mobile phone at hand during the entire course of the day. Moreover, while
a mobile device is far from optimal to do all normal operations of its user, it does
offer the possibility to establish a more trusted environment for secret material.
Thus, this association can then be used to avoid the littering of secret passwords
in the public device.

In a basic solution the service and the delegation service may be part of the same
administrative domain. However, according to a more sophisticated and global
approach it may be provided that the delegation service is part of an identity
provider IDP. As is common, the IDP may operate one or more identity
management functions that control a plurality of services. The communication
between the identity management functions and the services may be realized via
typical IDM protocols like SAML and OpenlD. Advantageously, the delegated
authentication session is adapted to this kind of protocols to ensure full and
seamless compatibility with existing services.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end, it is to be referred to the
patent claims subordinate to patent claim 1 on the one hand and to the following
explanation of preferred embodiments of the invention by way of example,
ilustrated by the figure on the other hand. In connection with the explanation of the
preferred embodiments of the invention by the aid of the figure, generally preferred
embodiments and further developments of the teaching will be explained. In the
drawings:

Fig. 1 is a schematic view illustrating a system for supporting user
authentication to a service according to a first embodiment of the
present invention, and

Fig. 2 is a schematic view illustrating a system for supporting user
authentication to a service according to a second embodiment of the
present invention.



WO 2012/107058 PCT/EP2011/000649

Fig. 1 schematically illustrates a first embodiment of a system according to the
present invention. Generally, in a solution in accordance with the present invention
an authentication session between a user in one device is extended to an
authentication of the same user in a different device. This authentication session
delegation is in full control of the user and is exchanged by executing the steps
described in detail hereinafter.

In the embodiment of Fig. 1, the system includes a delegate device 1, which might
be a public and/or untrusted terminal device, e.g. an Internet cafe PC, which the
user intends to employ for accessing a specific service 2, e.g. Facebook. The
present invention requires a secondary device, denoted delegator device 3
hereinafter, which the users expected to already have, e.g. a mobile phone.
Furthermore, the system illustrated in Fig. 1, includes a delegation service 4, e.g.
an identity provider or an authentication provider, which in the context of the
embodiment of Fig. 1 is assumed to belong to the same administrative domain 5
as service 2. The assumption is made that the user is already authenticated with
the Delegation Service 4.

In order to initiate service session, in step (1) the user employs his/her personal
trusted device — delegator device 3 — to contact the delegation service 4 to obtain
a token, which in the described embodiment is assumed to be a One Time
Password OTP. In step (2) the user receives the OTP from the delegation service
4.

Subsequent to the provisioning steps (1) and (2), the instantiation steps (3) and (4)
are executed. More specifically, in step (3) the user provides the OTP to the
delegate device 1. This can be done in many different ways, for instance by
manually entering the OTP or by scanning a QR code at the delegator device 3.
Alternatively, NFC (Near Field Communication) between the devices may be
deployed.
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In step (4) the delegate device 1 accesses the delegation service 4, either directly
or as a result of an access to a Service, thereby using the OTP received from the
delegator device 3. It is to be noted that this step may be executed before step (3)
is being executed. As a consequence the delegation service 4 maps the OTP to
the session. Furthermore, the delegation service 4 may generate a response
message to the delegate device 1, in which it installs the respective session
cookie.

In step (5) the delegate device 1 accesses the service 2, which in return verifies in
step (6) the authentication with the delegation service 4. In step (7) the delegation
service 4 provides to the service 2 the authentication context in accordance with
the initial authentication session established between a delegation service 4 and
the delegator device 3. Finally, in step (8) the service 2 is provided to the user
through the delegate device 1.

Generally, it is important to note that steps (1) to (8) as described above may be
executed simultaneously independently of the number of authentication session
delegations.

In addition, it is important to note that the operations as described above can be
combined with the authentication at the service provider. Such approach would
constitute a more monolithic solution, in which the delegation service is offered by
the service itself.

Fig. 2 illustrates a second embodiment of a system according to the present
invention, which basically is similar to in the embodiment described in connection
with Fig. 1. Therefore, in Fig. 2 same reference numerals denote the same
components as in Fig. 1.

In contrast to Fig. 1, in which a single service 2 was concerned, the embodiment of
Fig. 2 relates to a combination with an Identity Management (IDM) solution.

Identity Management was birthed in the need for single sign on amongst
enterprise applications. This need was greatly motivated by the expensive system
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integration costs a normal enterprise would have to cover when first establishing
their IT infrastructure. Quickly Identity Management became a market on its own
and expanded both in terms of features, such as profile and data management,
access control/authorization, billing, etc, but also in domain and is now also
common in the websphere. Several Identity Management standardization activities
spawned from protocols such as SAML, OpenlD and Cardspace and the IDM
space is now as heterogeneous as it is encompassing.

The typical Identity Management scenario involves an Identity Provider (IDP) and
a Service Provider (SP) and the user. The SP, rather than deploying its own user
database and authentication methods, relies partly or entirely on the services of
the IDP. When the user accesses the SP, the SP contacts the IDP to obtain
authentication, identification or data about the user. It's the IDPs responsibility to
ensure the process is secure and the user’s data protected.

Basically, in the embodiment of Fig. 2 steps (1) to (8) are the same as in Fig. 1.
However, both the delegate device 1 (in steps (5) and (8)) and the delegation
service 4 (in steps (6) and (7)) do not contact the service 2 requested by the user
directly, but via identity management functions 6. Together with the delegation
service 4 the identity management functions 6 are part of an Identity Provider IDP
7. The identity management functions 6 typically control a plurality of different
services 1...N.

As a further difference to the embodiment of Fig. 1, in step (5) the delegate device
1 accesses the service 2, which may be a consequence of step (4), if initiated by
the service 2 which is common in IDM scenarios.

In both embodiments, when the user has finished the operations which require the
authentication session delegation the OTP used in the public delegate device 1 is
destroyed and cannot be reused to access the delegation. The user can dissociate
the delegation from the private delegator device 3, invalidating the delegation from
that point on, and he/she can create other delegations if necessary by repeating
the process.
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Many modifications and other embodiments of the invention set forth herein will
come to mind the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
are intended to be included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
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Claims

1. Method for supporting user authentication to a service, wherein the user
accesses said service from a terminal device, in particular a public and/or
untrusted terminal device,

characterized in that an authentication session is established
between a trusted device of the user — delegator device (3) — and a delegation
service (4), wherein said delegation service (4) provides a token to said delegator
device (3), wherein, upon said token being provided to said terminal device —
delegate device (1) —, said authentication session is delegated from said delegator
device (3) to said delegate device (1).

2. Method according to claim 1, wherein said token includes a one time
password.
3. Method according to claim 1 or 2, wherein said token is introduced manually

into said delegate device (1).

4. Method according to any of claims 1 to 3, wherein said token is introduced
into said delegate device (1) as a Quick Response code or as a two-dimensional
barcode.

5. Method according to any of claims 1 to 4, wherein said token is introduced
into said delegate device (1) by means of Near Field Communication.

6. Method according to any of claims 1 to 5, wherein said delegate device (1)
provides a secure URL where said token can be transferred to.

7. Method according to any of claims 1 to 6, wherein said delegate device (1)
accesses said delegation service (4) using said token.

8. Method according to claim 7, wherein said delegation service (4) maps said
token to the existing authentication session between said delegation service (4)
and said delegator device (3).
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9. Method according to claim 7 or 8, wherein said delegation service (4)
transmits a response message to said delegate device (1) including the session
cookie.

10.  Method according to any of claims 1 to 9, wherein said service (3), upon
said delegate device (1) accessing said service (2), verifies the authentication with
said delegation service (4).

11.  Method according to any of claims 10, wherein said delegation service (4)
provides said service (2) the authentication context in accordance with the existing
authentication session between said delegation service (4) and said delegator
device (3).

12. Method according to any of claims 1 to 11, wherein the user is provided
said service through said delegate device (1).

13. Method according to any of claims 1 to 12, wherein the parameterization of
said delegation of said authentication session is specified while said delegation is
active.

14. Method according to claim 13, wherein said parameterization includes
information regarding specific services, times and/or devices.

15.  Method according to any of claims 1 to 14, wherein said user, in order to
terminate the session to said service (2), dissociates said delegation of said
authentication session from said delegator device (3).

16. Method according to any of claims 1 to 15, wherein a mobile terminal of the
user is operated as said delegator device (3).

17. Method according to any of claims 1 to 16, wherein said service (2) and
said delegation service (4) belong to the same administrative domain (5).
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18.  Method according to any of claims 1 to 17, wherein said delegation service
(4) is part of an identity provider (7) including one or more identity management
functions (6).

19. Method according to claim 18, wherein said one or more identity
management functions (6) and said service (2) are linked to each other via identity
management protocols.

20. System for supporting user authentication to a service, in particular for
executing a method according to any of claims 1 to 19, including a terminal device,
in particular a public and/or untrusted terminal device, from which the user
accesses said service,
characterized in thatthe system furtherincludes

a trusted device of the user — delegator device (3) — and a delegation
service (4), with an authentication session being established between those two
entities, wherein said delegation service (4) is configured to provide a token to said
delegator device (3), and

means that are configured to perform, upon said token being provided to
said terminal device — delegate device (1) —, delegation of said authentication
session from said delegator device (3) to said delegate device (1).
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