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(57) ABSTRACT 

Methods and devices provide a wireless communications hub 
device and services enabling remote access to electronic 
medical or fitness devices in a manner that simplifies device 
networking A wireless communication hub device may 
include a processor and wireless communication transceivers 
configured to connect to cellular and/or WiFi networks to 
access a remote server, and wired and/or wireless local net 
works for connecting to electronic medical or fitness devices. 
The wireless communication hub device may plug into a 
power source, connect to an electronic medical or fitness 
device, and communicate via a second wireless network with 
an associated server-based service. The system enables dis 
covery of the wireless communication hub device and con 
nected electronic medical or fitness devices. The associated 
remote server based service platform services may provide 
drivers for various electronic medical or fitness devices, store 
and forward data, and provide remote access to the various 
electronic medical or fitness devices. 
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TELEHEALTH WIRELESS 
COMMUNICATION HUB AND SERVICE 

PLATFORMSYSTEM 

RELATED APPLICATIONS 

0001. This application claims the benefit of priority to 
U.S. Provisional Patent Application No. 61/433,193 entitled 
“Telehealth Wireless M2M Communication Hub And Ser 
vice Platform System' filed Jan. 14, 2011, and U.S. Provi 
sional Patent Application No. 61/566,939 entitled “Tele 
health Wireless M2M Communication Hub And Service 
Platform System” filed Dec. 5, 2011. The entire contents of 
both provisional applications are hereby incorporated herein 
by reference. 

FIELD OF THE INVENTION 

0002 The present invention relates generally to computer 
networks, and more particularly to a wireless communication 
hub for coupling medical devices to remote medical service 
and Support providers by way of an intermediate server. 

BACKGROUND 

0003. There is an ever growing population of electronic 
medical devices, many of them configured for home use. 
While the capabilities of such medical devices are significant, 
little integration of Such medical devices, medical systems, 
and medical institutions have been accomplished. One of the 
challenges preventing such integration is that most electronic 
medical devices have been developed without regard to com 
munication interfaces. Thus, no standard communication 
protocols or technologies have been implemented that could 
serve as an integrating backbone. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0004 The accompanying drawings, which are incorpo 
rated herein and constitute part of this specification, illustrate 
exemplary embodiments of the invention, and together with 
the general description given above and the detailed descrip 
tion given below, serve to explain the features of the inven 
tion. 
0005 FIGS. 1A-1C are communication system block dia 
grams illustrating communication systems suitable for use 
with various embodiments. 
0006 FIG. 2 illustrates functional components of various 
embodiments. 
0007 FIGS. 3A and 3B are component block diagrams of 
a wireless communication hub device according to an 
embodiment. 
0008 FIGS. 3C and 3D are perspective views of alterna 
tive configurations of a wireless communication hub device 
according to an embodiment. 
0009 FIG. 3E is a data structure diagram illustrating 
potential configurability functions and parameters of a wire 
less communication hub device according to an embodiment. 
0010 FIGS. 4A and 4B are software/hardware module 
block diagrams of a wireless communication hub device 
according to an embodiment. 
0011 FIG. 5 is a process flow diagram of an embodiment 
method for initializing and utilizing a wireless communica 
tion hub device. 
0012 FIGS. 6A and 6B are process flow diagrams illus 
trating embodiment methods for tunneling data and com 
mands to and from electronic medical and fitness devices. 
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0013 FIGS. 7A and 7B are message flow diagrams illus 
trating messages that may be exchanged among various com 
ponents during various operations of an embodiment wireless 
communication hub device. 
0014 FIG. 8A is a process flow diagram of an embodi 
ment method for activating a wireless communication hub 
device. 
0015 FIG. 8B is a message flow diagram illustrating mes 
sages that may be exchanged among various communication 
network participants during the embodiment method illus 
trated in FIG. 8A. 
0016 FIG. 9A is a process flow diagram of an embodi 
ment method implemented in a wireless communication hub 
device for reporting data received from an electronic medical 
or fitness device. 
0017 FIG.9B is a message flow diagram illustrating mes 
sages that may be exchanged among various communication 
network participants during the embodiment method illus 
trated in FIG.9A. 
0018 FIG. 10 is a communication system block diagram 
illustrating another embodiment communication system Suit 
able for use with various embodiments. 
0019 FIG. 11 is a process flow diagram illustrating an 
embodiment method for interconnected wireless communi 
cation hub device communication. 
0020 FIG. 12 is a process flow diagram illustrating 
another embodiment method for interconnected wireless 
communication hub device communication. 
0021 FIG. 13 is a process flow diagram illustrating an 
embodiment method for generating a polling sequence. 
0022 FIG. 14 is a component block diagram of a server 
suitable for use with various embodiments. 
0023 FIG. 15 is a component block diagram of another 
server suitable for use with the various embodiments. 
0024 FIG. 16 is a component block diagram of a mobile 
device suitable for use with the various embodiments. 
0025 FIG. 17 is a process flow diagram illustrating an 
embodiment method for interacting with a wireless commu 
nication hub device via an SMS message. 
0026 FIG. 18 is a process flow diagram illustrating an 
embodiment method for maintaining a persistent wireless 
communication link. 
0027 FIG. 19 is a process flow diagram illustrating an 
embodiment method for enabling the appearance of persis 
tent connections with electronic medical or fitness devices. 
0028 FIG. 20 is a process flow diagram illustrating an 
embodiment method for downloading driver software mod 
ules. 
0029 FIG. 21 is a process flow diagram illustrating 
another embodiment method for downloading driver soft 
ware modules. 
0030 FIG.22 is a process flow diagram illustrating a third 
embodiment method for downloading driver software mod 
ules. 
0031 FIG. 23 is a process flow diagram illustrating an 
embodiment method for associating a wireless communica 
tion hub device based on location information. 
0032 FIG. 24 is a process flow diagram illustrating an 
embodiment method for electronic medical or fitness device 
data sharing. 
0033 FIG. 25 is a process flow diagram illustrating 
another embodiment method for electronic medical or fitness 
device data sharing. 
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0034 FIG. 26 is a process flow diagram illustrating an 
embodiment method for tracking data traffic through the 
wireless communication hub device. 
0035 FIG. 27 is a process flow diagram illustrating an 
embodiment method for managing electronic medical or fit 
ness device authorization. 
0036 FIG. 28 is a process flow diagram illustrating an 
embodiment method for procurement, provisioning, activa 
tion, and billing of a wireless communication hub device. 
0037 FIG. 29 is a process flow diagram illustrating 
another embodiment method for procurement, provisioning, 
activation, and billing of a wireless communication hub 
device. 
0038 FIG. 30 is a process flow diagram illustrating an 
embodiment method for authenticating an electronic medical 
or fitness device. 

DETAILED DESCRIPTION 

0039. The various embodiments will be described in detail 
with reference to the accompanying drawings. Wherever pos 
sible, the same reference numbers will be used throughout the 
drawings to refer to the same or like parts. References made to 
particular examples and implementations are for illustrative 
purposes, and are not intended to limit the scope of the inven 
tion or the claims. 
0040. As used herein, the terms “computer,” “personal 
computer and "computing device' refer to any program 
mable computer system that is known or that will be devel 
oped in the future. In a preferred embodimenta computer will 
be coupled to a network Such as described herein. A computer 
system may be configured with Software instructions to per 
form the processes described herein. 
0041 As used herein, the terms “component.” “module.” 
“system, and the like are intended to refer to a computer 
related entity, either hardware, a combination of hardware 
and software, software, or software in execution. For 
example, a component may be, but is not limited to being, a 
process running on a processor, a processor, an object, an 
executable, a thread of execution, a program, and/or a com 
puter. By way of illustration, both an application running on 
a server and the server can be a component. One or more 
components may reside within a process and/or thread of 
execution and a component may be localized on one com 
puter and/or distributed between two or more computers. 
0042. As used herein, the term “device' refers to any elec 
tronic device, several examples of which are mentioned or 
described herein. In a preferred embodiment, a device 
includes a communication port enabling the device to be 
coupled to another computing device or a network. 
0043. Various aspects will be presented in terms of sys 
tems that may include a number of components, modules, and 
the like. It is to be understood and appreciated that the various 
systems may include additional components, modules, etc. 
and/or may not include all of the components, modules, etc. 
discussed in connection with the figures. Also, it is to be 
understood and appreciated that a number of components and 
modules may be combined into integrated circuits orchipsets. 
A combination of these approaches may also be used. 
0044) The various embodiments described herein provide 
devices, systems and methods that enable connecting any 
number of a variety of electronic medical devices to remote 
medical Suppliers, services and facilities via a machine to 
machine (M2M) communication hub which communicates 
data to and from a remote service platform server in order to 
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simplify networking of personal medical devices with tele 
medicine systems and databases. The various embodiments 
include a communication hub device (referred to herein inter 
changeably as a wireless M2M communication hub, virtual 
personal hub (VPH), communication hub device, wireless 
communication hub device, and/or hub) which includes a 
processor and communication transceivers configured to pro 
vide a communication link between electronic medical and 
fitness equipment which may be in a user's home, office, or 
medical/fitness facility and an external server which can 
receive and process medical and/or fitness data. In particular, 
the wireless communication hub device is configured to con 
nect to wireless wide are networks (WWAN) (e.g., cellular 
telephone) and/or WiFi communication networks to provide 
one side of a communication link, and to medical, fitness and 
personal sensors via wireless (e.g., BlueTooth R) and wired 
(e.g., USB) local communication links to provide the other 
side of the communication link. Thus, the wireless commu 
nication hub device can serve as the connection gateway 
between a variety of different types of medical, fitness and 
personal sensor devices which can only communicate locally, 
and remote servers, remote facilities, and data server/storage 
systems which can use the data of Such devices but are only 
coupled to the Internet. In order to accommodate the different 
data structures, communication protocols, systems, and 
driver software of any of a variety of electronic devices, the 
wireless communication hub device may communicate. Such 
as via WWAN or WiFi wireless communication links, with a 
remote server that provides a service platform of functional 
ities. Such a service platform server may then facilitate the 
communication of data between users of the device data on 
one side, and the details of communicating with and control 
ling a wide variety of electronic devices on the patient's end. 
0045 Electronic medical and fitness devices have been 
developed by a large number of manufacturers who have 
focused on the medical aspects of their products, and have 
only recently considered or added communication capabili 
ties. As a result, there has been little if any cooperation on 
communication protocols and technologies. Thus, the uni 
verse of electronic medical and fitness equipment lacks any 
kind of coordination or standards that would facilitate con 
necting such devices to the facilities and services that could 
use the data. To solve this problem, the various embodiments 
provide a wireless gateway or hub that is capable of collecting 
the healthcare data from any of a variety of electronic medical 
and fitness devices, such as in the home setting, and sending 
this data over the wireless communication network, Such as a 
cellular telephone wireless network (i.e., WANN), back to a 
centralized server. The wireless communication hub device 
may include a variety of wireless communication transceiv 
ers, such as WiFi, Bluetooth, Zigbee, and ANT+ transceivers, 
in order to enable the wireless communication hub device to 
communicate with devices that do not have a standard com 
munication capability and/or do not comply with a widely 
used communication standard. In the future, electrical medi 
cal and fitness devices may be configured with a standard 
wireless data link, such as Bluetooth R, in which case the 
wireless communication hub device may be simplified to 
utilize that single standard local area wireless communication 
transceiver. 

0046. In an embodiment, the wireless communication hub 
device may be used in the home setting to enable electronic 
medical and fitness devices to communicate data regarding a 
patient in the residence to remote users of Such data. In an 
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embodiment, the wireless communication hub device may be 
plugged into a standard wall electrical Socket to receive 
power, and then search out and pair with wireless electronic 
medical and fitness devices, such as blood pressure monitors, 
glucose meters, treadmills, etc. using the wireless communi 
cation links of such devices. Such pairing and establishing the 
communication links may be accomplished automatically, 
thereby minimizing the configuration and setup burden for 
the patient. The wireless communication hub device may 
collect data provided by the various electronic medical and 
fitness devices in the home, package the data into Suitable 
packets for communication via wireless and Internet commu 
nication links, and send the data packets back to the central 
server (i.e., a service platform server or virtual personal hub 
(VPH) server) using a wireless wide area network (WWAN) 
communication link, such as an LTE, 3 G or 4 G cellular 
communication network. In order to enable the greatest ease 
of setup, lack of complexity and security for this medical 
communication system, the wireless communication hub 
device and the central server (i.e., service platform server) 
may be configured to provide for automatic device discovery, 
communication links setup, security key exchange, data 
addressing, and device configuration. Thus in an embodi 
ment, a patient may simply plug the wireless communication 
hub device into an electrical outlet to establish a communi 
cation network between the wireless electronic medical and 
fitness devices in the patient's home and those facilities and 
services that can utilize the medical and fitness data generated 
by Such devices. Using Suitable encryption mechanisms, the 
data may be transferred securely while maintaining the 
appropriate security required under government regulations 
(e.g., HIPPA). 
0047. In a simple embodiment, the wireless communica 
tion hub device may be configured as a small, integrated 
module that can be plugged into a power source, such as a 
standard utility wall socket, and attached (wirelessly or via a 
wired connection like USB) to one or more medical or fitness 
devices (e.g., a blood pressure sensor, a glucose monitor, a 
pedometer, a treadmill, etc.). The wireless communication 
hub device may be configured with processor-executable 
Software to enable connected electronic medical and fitness 
devices to be used from any computer attached to a local area 
network or the Internet. An associated Internet server-based 
service platform enables discovery of the wireless communi 
cation hub device and connected electronic medical and fit 
ness devices. The wireless communication hub device may 
also be accessed from the Internet through the associated 
server-based service. 

0.048. The various embodiments of the wireless commu 
nication hub device (“hub’ or “2net HUB' in the drawings), 
minimize the complexity of networking electronic medical 
and fitness devices by eliminating many of the requirements 
conventionally imposed on a host system and local network. 
Wireless communication hub devices can be placed in any 
location, stationary or mobile, and are configured so that the 
electronic medical and fitness devices connected to the wire 
less communication hub device appear to the accessing com 
puters as if they are locally connected. This is accomplished 
by way of intelligence and connectivity in the wireless com 
munication hub device, the associated server-based service 
and, optionally, Software that may be hosted on the accessing 
computer. 
0049. The various embodiments also simplify the tradi 
tionally challenging technical processes of networking elec 
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tronic medical and fitness devices, such as setup and initial 
ization, security, driver management, and device sharing by 
way of a server-based supporting service element. This ser 
Vice may also enable valuable communication and data utili 
Zation capabilities, such as batch operation Support; access 
via the Web and intelligent sharing across user defined and 
controlled groups. 
0050. In order to provide a “universal hub to handle 
health-sensitive data from any of a variety of electronic medi 
cal and fitness devices, a number of different radios may be 
implemented within the wireless communication hub device. 
Multiple radios each potentially serving multiple devices 
increases the complexity of design, but simplifies the process 
of establishing communication networks between electronic 
medical and fitness devices and remote users of data from 
those devices. Employing multiple radios in the wireless 
communication hub device enables manufacturers of various 
electronic medical and fitness devices to be able to pair up 
with the hub without significant changes to their devices, thus 
enabling them to avoid the need to be concerned with com 
munication protocols and data encryption. This enables the 
wireless communication hub device to function as a data-in/ 
data-out device, with its only function being to collect, pack 
age and faithfully transfer data to the service platform server. 
0051. In addition to supporting multiple radio protocols, 
including Bluetooth R. WiFi and ANT+, a software scheme 
may be implemented within the wireless communication hub 
device to accommodate a wide range of customizations. To 
Support this, the hub processor may be configured with a 
high-functionality operating system, such as the Android 
operating system. 
0.052 A wireless communication hub device may be con 
figured to use software interface models that mirror the types 
of devices that can be connected to computers via USB (Uni 
versal serial bus) or FireWire ports. In short, the wireless 
communication hub device embodiments can broaden and 
extend the value of many connected electronic medical and 
fitness devices. Employing the wireless communication hub 
device, electronic medical and fitness devices can be placed 
virtually anywhere, shared across groups, accessed via the 
Internet or local networks, and Supported by extended ser 
vices which enable new use models and revenue opportuni 
ties. 
0053. In order to comply with regulations imposed on 
medical equipment, the wireless communication hub device 
may be developed under ISO 13485 standards that are 
required for medical devices. This would enable wireless 
communication hub device systems to be sold in combination 
with one or more medical devices as a system. 
0054. In an embodiment, the wireless communication hub 
device may be configured to receive and send messages over 
a cellular wireless network, Such as simple message service 
(SMS) messages. As an example, a SMS message may be sent 
from a remote server (i.e., service platform server) to the 
wireless communication hub device, or from the wireless 
communication hub device to the remote server. The SMS 
messages may be any type SMS message. Such as SMS mes 
sages having a payload (i.e., includes payload data) and SMS 
messages that are payload-less (i.e., includes no payload 
data). In an embodiment, the receipt of an SMS message may 
trigger the wireless communication hub device to perform a 
task. In this manner, just the reception of an SMS message, 
regardless of its payload or lack of payload, triggers the 
communication hub device to takes an action which may be 
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predefined. Such as contacting the remote server for further 
instructions. In an embodiment, the remote server may send 
an SMS message to the wireless communication hub device 
to activate the wireless communication hub device. In a fur 
ther embodiment, the wireless communication hub device 
may be configured to establish a connection with the remote 
server, such as a data connection or WWAN connection, in 
response to receiving an SMS message. In an embodiment, if 
a data call between the remote server and the wireless com 
munication hub device cannot be established, the remote 
server may send an SMS message to the wireless communi 
cation hub device. In an embodiment, the remote server may 
send an SMS message to the wireless communication hub 
device if the remote server needs to immediately establish a 
data call with the wireless communication hub device. In an 
embodiment, the remote server may determine that the period 
of time since the remote server last received data from the 
wireless communication hub device has passed an estab 
lished minimum connection periodicity (i.e., a predetermined 
connection periodicity value), and may transmitan SMS mes 
sage to the wireless communication hub device to ensure 
continuity of communication with the remote server. 
0055. In the various embodiments, SMS messages may be 
sent to and from the wireless communication hub device to 
direct or manage: the updating of software, updating offirm 
ware, running diagnostics and reporting of the results of diag 
nostics, the update of pairings with the electronic medical and 
fitness devices, checks of security settings of the wireless 
communication hub device. As mentioned above, in an 
embodiment, the SMS message need not include a payload, 
and the reception alone may trigger an action. In an embodi 
ment, a payload of the SMS message may include an indica 
tion for the wireless communication hub device to execute a 
task and/or data for use by the wireless communication hub 
device. In an embodiment, the information in a payload-less 
SMS message, such as the originating phone number, may be 
an indication to the wireless communication hub device to 
execute a certain task. In this manner, different originating 
phone numbers may be indications of different tasks to be 
executed. In an embodiment, an SMS message may enable 
selective data retrieval, Such as by including an indication of 
a specific portion of stored data on the wireless communica 
tion hub device to be transmitted to the remote server. 

0056. In an embodiment, the wireless communication hub 
device may transmit a SMS message to a remote server (e.g., 
a service platform server). In an embodiment, SMS messages 
may be initiated by the wireless communication hub device in 
response to determining the unavailability of a primary net 
work connection with the remote server, such as when the 
primary data connection is lost. In an embodiment, SMS 
messages may be sent from the wireless communication hub 
device to the remote server to convey an exception within the 
electronic medical and fitness devices. In an embodiment, 
SMS messages may be sent by the wireless communication 
hub device to upload data to the remote server. In an embodi 
ment, SMS messages may be sent and/or received by the 
wireless communication hub device to troubleshoot the data 
call or network coverage issues. 
0057 FIG. 1A illustrates system components that may be 
included in the communication system that is enabled by the 
various embodiments. As illustrated in FIG. 1A, a variety of 
electronic medical or fitness devices 102, 104, 108 (e.g., a 
blood pressure sensor, a glucose sensor, and a scale) may 
transmit data via a local network 105 (such as a local area 
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wireless network (e.g., WiFi, Bluetooth, Zigbee, and ANT+) 
or wired network (e.g., USB)) to the wireless communication 
hub device 112, which packages the data encrypted and trans 
mits it via a wireless communication link, Such as a wireless 
wide area network 130 (e.g., 3G cellular wireless network), 
to a service platform server 140 where the data may be 
unpacked and stored in a database or transferred to other 
systems where the data may be stored and processed. FIG. 1A 
also provides a high-level illustration of the flow of data from 
various electronic medical and fitness devices through the 
hub over three short range radio protocols. The various 
embodiments, the data collected from each device may be 
encrypted and securely managed from end-to-end so that 
each data set is stored in its own, perhaps proprietary format, 
by the device and by technology. In this manner, the wireless 
communication hub device acts as a gateway that securely 
enables wireless transport of data or information from the 
various electronic medical and fitness devices through the 
service platform server to the caregiver or provider's servers 
and databases located in the Internet cloud. 

0.058 For example, when a medical device, such as a 
blood pressure monitor or weight scale, is in the vicinity of 
the wireless communication hub device, the data received 
from that device (e.g., blood pressure readings, wait, etc.) 
may be sent to databases within the Internet cloud. Addition 
ally, the system may enable caregivers and medical facilities 
to send a command or diagnostic message to a medical or 
fitness device within the patient's home, in which case such 
commands can be routed via the Internet to the service plat 
form server which can then transmit them via the established 
wireless communication link to the wireless communication 
hub device, which can then communicate them to the 
intended medical or fitness device. 

0059 FIG. 1B illustrates a communication network 100 
and some of the functionality and functional modules that 
may be implemented within the service platform server 140, 
as well as functions that may be accomplished by customer 
and caregiver servers 142,144 receiving data via the Internet 
114 from the service platform server 140. FIG. 1C illustrates 
the communication system in more detail. 
0060. As illustrated in FIGS. 1B and 1C, the service plat 
form server 140 may include memory and maintain its own 
database for storing or buffering data received from various 
medical and fitness devices. The service platform server 140 
may also perform some analytics on the received data, such as 
comparing data to alarm settings to determine whether any 
urgent actions or alarms should be communicated to the 
patient or to healthcare providers. The service platform server 
140 may also be configured with provisioning and device 
management Software, data plan agreement management 
Software, cellular operator connectivity interface functional 
ity, cellular billing functionality and customer Support Ser 
vices. The references to 3G cellular wireless networks herein 
are for example purposes only. In some embodiments, lower 
cost "2 G” components and networks may be utilized. How 
ever, in order to remain compatible with cellular wireless 
networks as cellular providers transition their systems to 
higher capability LTE, 3G, and 4G networks, embodiments 
may implement LTE, 3G and/or 4G radio technology and 
communication protocols. 
0061 The wireless communication hub device system 100 
may include two core elements, the wireless communication 
hub device 112 and a service platform server (2net Service 
Platform' in the figures) 140. The wireless communication 
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hub device 112 may be sold to consumers and may be 
attached by USB, FireWire or wireless communication links 
to wireless electronic medical and fitness devices 102, 104, 
108. The service platform server 140 is coupled to the Internet 
114 and provides a variety of service platform services, such 
as secure access to the wireless communication hub device 
112 to enable receiving data from and connecting to the 
electronic medical and fitness devices 102, 104,108. 
0062. The wireless communication hub device 112 may 
connect to electronic medical and fitness devices 102, 104, 
108 via direct (i.e., wired) connections, such as a USB con 
nection, a FireWire connection, or local area network con 
nection (e.g., Ethernet), as well as wireless communication 
links, such as Bluetooth, WiFi, ZigBee and ANT+ wireless 
communication networks. 
0063. The service platform server 140 may be configured 
to provide a variety of data and communication services 
related to wireless communication hub devices 112, the elec 
tronic medical and fitness devices 102,104, 108 that may be 
connected to them, and data that may be obtained from Such 
electronic medical and fitness devices 102, 104, 108. Such 
services are generally referred to herein as “service platform 
services.” One service platform service provided by the ser 
vice platform server 140 may support user-authenticated dis 
covery and communication between the electronic medical 
and fitness devices 102, 104, 108 connected to the wireless 
communication hub device 112 and remote computer(s) 138 
accessing the electronic medical and fitness devices 102,104, 
108. This capability may enable health care providers and 
medical data users to setup accounts that provide access to the 
electronic medical and fitness devices 102,104,108 coupled 
to one or more wireless communication hub devices 112 
registered to them. Authentication may be accomplished by 
the service platform server 140 with respect to the wireless 
communication hub device 112, electronic medical and fit 
ness devices 102, 104, 108 coupled to the wireless commu 
nication hub device 112, a computer 138 accessing the ser 
vice platform server 140 via the Internet 114, and/or the user 
of a computer 138 using any known device and user authen 
tication methods. This service may employ a custom protocol 
to communicate with particular electronic medical and fitness 
devices 102,104,108 connected to a wireless communication 
hub device 112. 

0064. The service platform services may also handle nor 
mal interfacing and device management issues. Such as allow 
ing wireless communication hub devices 112 to enteran idle 
mode to minimize over-the-air (OTA) usage charges, and 
waking up an idle wireless communication hub device 112 
when needed. Like the wireless communication hub device's 
112 handling of electronic medical and fitness devices 102. 
104, 108, the data protocol between the service platform 
server 140, the wireless communication hub device 112, and 
the accessing computer(s) 138 can be generic, enabling Sup 
port for almost any current and future electronic medical and 
fitness devices 102,104,108 or server based data system. The 
wireless communication hub device 112 may register con 
nected electronic medical and fitness devices with the service 
platform server 140, making electronic medical and fitness 
devices available to authorized remote servers 142, 144 and 
computers 138 (e.g., a physician's personal computer). 
0065. The service platform provides client services 
enabling access to the remote electronic medical and fitness 
devices 102, 104, 108 may be facilitated for any type of 
computer 138 capable of hosting the software necessary to 
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access the service platform server, regardless of whether that 
computer 138 has the native ability to host locally connected 
electronic medical and fitness devices 102, 104, 108. Thus, 
accessing computer(s) 138 may include mobile devices (e.g., 
phones, Smartphones, etc.) with applications capable of 
accessing the data from the service platform server 140. The 
service platform services may also include “machine to 
machine' (M2M) applications where the remotely accessing 
computer 138 Supports no direct human interaction. 
0066. Another service of service platform services may be 
the setup and configuration of the wireless communication 
hub device 112, including support for the addition and 
removal of connected electronic medical and fitness devices 
102, 104, 108, and connectivity by remote computers 138 
(e.g., the personal computer of an attending physician). For 
example, an attending physician may login to the service 
platform service, identify the position's patient, authenticate 
himself, and thereby gain access to medical data from elec 
tronic medical devices within the patient's home so as to 
determine the current condition of the patient. The various 
embodiments enable this telemedical communication system 
to be established simply by plugging a wireless communica 
tion hub device 112 into a power outlet within the patient’s 
home and providing the physician with the URL for the 
service platform server 140. 
0067. Another service of the service platform services 
may be user-based authentication using mechanisms that can 
be used to associate an authenticated user and computer 138 
with the wireless communication hub device 112 and its 
connected electronic medical and fitness devices 102, 104, 
108. Data, particularly personal information and medical 
data, transmitted between the wireless communication hub 
device 112, the service platform server 140 and computers 
138 may be encrypted by the wireless communication hub 
device 112 to enhance the privacy of the transmitted data and 
comply with the HIPPA regulations. 
0068. The service platform services may also enable 
accessing electronic medical and fitness devices 102, 104, 
108 from any Internet-connected computer (e.g., web kiosks) 
when a user is away from the user's personal computer 138. 
The service platform services may also include storage, relay 
ing and utilization of data obtained from electronic medical 
and fitness devices 102, 104, 108 connected to a wireless 
communication hub device 112. Such utilization of electronic 
medical and fitness device data made possible by the various 
embodiments may enable a variety of useful applications. 
0069. In a further embodiment, intelligence in the wireless 
communication hub device 112 and service platform server 
140 may enhance the efficiency of wireless data transmission, 
facilitating an appearance of persistence in the connection to 
the electronic medical and fitness devices 102,104,108 while 
minimizing wireless/cellular network overhead. In this man 
ner, the service platform server 140 may “host' the latest data 
or status from electronic medical and fitness devices 102,104, 
108 for access by computer(s) 138 enabling the appearance 
that the electronic medical and fitness devices 102,104, 108 
are continuously connected to a computer 138 (e.g., a physi 
cian's personal computer) accessing the electronic medical 
and fitness devices 102, 104, 108 via the service platform 
server 140. This appearance of continuous connectivity may 
be achieved without the need to maintain a constant commu 
nication link between the electronic medical and fitness 
devices 102, 104, 108, the wireless communication hub 
device 112 and the service platform server 140. Depending 
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upon the nature of the electronic medical and fitness device 
102, 104, 108, data provided by the electronic medical and 
fitness device 102,104,108, status states of electronic medi 
cal and fitness device 102,104,108, or current circumstances, 
establishment of an active communication link to transmit 
updated data from the electronic medical and fitness device 
102, 104, 108 may be accomplished on an as-needed basis. 
By configuring the wireless communication hub device 112 
and the service platform server 140 with intelligence, a wide 
variety of electronic medical and fitness device 102,104,108 
applications may be supported while minimizing communi 
cation costs. 

0070. As mentioned above, users’ personal computer(s) 
138 may be provisioned with wireless communication hub 
device driver software modules. The basic function of such 
driver Software may be to support transparent access to elec 
tronic medical and fitness devices 102,104,108 connected to 
a wireless communication hub device 112. Such driver soft 
ware may provide virtualized access to the USB or FireWire 
port across a local network or a wide area network (e.g., the 
Internet 114), and may be used to Support secure access to 
wireless communication hub devices 112 through the service 
platform server 140. Such driver software may be made avail 
able from a service platform services website (such as may be 
hosted by the service platform server 140), and may include 
the necessary encryption keys to access specific electronic 
medical and fitness devices 102,104,108 coupled to a wire 
less communication hub device 112 associated with a patient. 
Such encryption keys may be generated during the electronic 
medical and fitness device 102, 104, 108 setup, registration 
and configuration phase. 
0071. Unlike a common single physical cable connection 
between the electronic medical and fitness devices 102,104, 
108 and an attached computer 138, the virtual nature of the 
connectivity to the electronic medical and fitness devices 102, 
104, 108 via the wireless communication hub device 112 
allows more than a single computer to access the same remote 
electronic medical and fitness device 102,104,108 at a given 
time. Likewise, the electronic medical and fitness devices 
102, 104,108 connected to the wireless communication hub 
device 112 may be accessed by a number of different 
remotely accessing computers 138. Further, the connectivity 
and access permissions configuration may be changed at any 
time by remote computers 138 interfacing with the service 
platform server 140. 
0072 Third-party servers 142, 144 may communicate 
with the service platform server 140 via the Internet 114 to 
receive data from or communicate data to electronic medical 
and fitness devices 102, 104, 108 connected to a wireless 
communication hub device 112. 

0073. An example of an application of the communication 
network 100 illustrated in FIGS. 1A and 1B is the transmis 
sion of data from medical or fitness device 102 (e.g., a blood 
pressure (“BP) sensor). Once the wireless communication 
hub device 112 is installed and registered with the service 
platform server 140, it can be connected to the medical and 
fitness device. Such as a medical or fitness device 102 (e.g., a 
blood pressure (“BP) sensor), by a cable (e.g., a USB cable 
or FireWire cable) or a wireless communication link (e.g., a 
BluetoothR). Once connected, the wireless communication 
hub device 112 may report the connection with the medical or 
fitness device 102 (e.g., a blood pressure (“BP) sensor) to the 
service platform server 140 which may maintain data records 
for storing data received from the sensor, medical device or 

Jul. 19, 2012 

fitness device. Data records may be maintained in a user 
account, in an account associated with the communication 
hub device and/or each medical or fitness device. 

0074 Data packets received from the medical or fitness 
device 102 (e.g., a blood pressure (“BP) sensor) by the 
wireless communication hub device 112 may be encapsulated 
in IP packets which are relayed as cellular data communica 
tions to a cellular wireless network 130 which applies them to 
the Internet 114 for delivery to the service platform server 
140. By tunneling the data packets received from the medical 
or fitness device 102 (e.g., a blood pressure (“BP) sensor) to 
the service platform server 140 within encapsulated IP pack 
ets, the wireless communication hub device 112 does not have 
to be configured with driver software module(s) for interact 
ing with the medical or fitness device 102 (e.g., a blood 
pressure (“BP) sensor). Instead, the encapsulating IP pack 
ets from the wireless communication hub device 112 may be 
received by the service platform server 140, which unpacks 
the packets so the medical or fitness device 102 (e.g., a blood 
pressure (“BP) sensor) data may be processed by the driver 
software module appropriate for the medical or fitness device 
102 resident on the service platform server 140 and the trans 
lated data may be stored on the service platform server 140. In 
this manner the processing of the electronic medical or fitness 
device data in the service platform server 140 using a driver 
appropriate for the electronic medical or fitness device 102 
may enable storage of translated data that may be in a useful 
format to various data users. 

(0075. With the medical or fitness device 102 (e.g., a blood 
pressure (“BP) sensor) data stored on the service platform 
server 140, this medical or fitness device 102 (e.g., a blood 
pressure (“BP) sensor) data may be made accessible via the 
Internet 114 to other entities which may have use for the 
medical or fitness device 102 (e.g., a blood pressure (“BP) 
sensor) data. For example, the stored medical or fitness device 
102 (e.g., a blood pressure (“BP) sensor) data may be trans 
mitted to a doctor's computer 138 or hospital server 142 as 
hypertext transfer protocol IP (HTTP/IP) packets, such as in 
response to queries posed to a website hosted by the service 
platform server 140. In an embodiment, the doctor's com 
puter 138 may use a driver appropriate for the electronic 
medical or fitness device 102 to view the electronic medical or 
fitness device data. 

0076. The communication network 100 may also enable 
hardware manufacturers to control or limit the distribution of 
driver software in order to maintain control over the data or 
electronic medical and fitness devices for which they are 
responsible. For example, Some medical device manufactur 
ers may choose to maintain device drivers as proprietary 
software so that data from their products can only be inter 
preted by their in-house servers. Such limitations may be 
appropriate to prevent storage of sensitive patient information 
on databases accessible via the Internet 114. Such limitations 
may also be appropriate to ensure that medical devices cannot 
be reprogrammed or controlled by unauthorized individuals. 
To support Such an implementation, the service platform 
server 140 may forward unprocessed data packets received 
from Such a proprietary sensor (e.g., a blood pressure sensor) 
as encapsulated IP packets to the device manufacturer's 
server 144 via the Internet 114, or another network (not 
shown). The manufacturer's server 144 may then use its pro 
prietary driver software to interpret the data received from the 
electronic medical and fitness device. 
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0077. As noted above, the communication link to the elec 
tronic medical and fitness devices 102,104,108 (e.g., blood 
pressure sensor) enabled by the service platform server 140 
and wireless communication hub device 112 can Support 
reverse communications in a similar manner. Thus, a medical 
facility or manufacture of the electronic medical and fitness 
device may transmit settings commands to the device using 
the communication links illustrated in FIG. 1B. For example, 
a doctor receiving readings from the medical or fitness device 
102 (e.g., a blood pressure (“BP) sensor) via a medical server 
142 may transmit a message to be displayed on a screen of the 
medical or fitness device 102 (e.g., a blood pressure (“BP) 
sensor) or another electronic medical and fitness device 
coupled to the wireless communication hub device 112. 
0078. One challenge faced by those who set up local wire 
less networks involves discovering and establishing commu 
nication links with all devices that may be accessed via the 
network. This challenge is simplified by the services provided 
by the wireless communication hub device 112 and the ser 
vice platform server 140. 
0079. When the wireless communication hub device 112 

is installed and initially activated, it may report to the service 
platform server 140 all of the commercial devices coupled to 
it by wired (e.g., USB connector, FireWire) or wireless links 
(e.g., BlueToothR) link). As part of the registration process the 
service platform server 140 may assign unique IPv6 
addresses to each of the electronic medical and fitness devices 
102, 104, 108 coupled to the wireless communication hub 
device 112. These IPv6 addresses can then be used by a local 
computer 138 to access specific electronic medical and fitness 
devices 102, 104, 108 via the wireless communication hub 
device 112. Thus, to access a particular electronic medical 
and fitness device 102, 104, 108, a user may use a personal 
computer 138 coupled to the Internet 114 via a local wireless 
router to access the service platform server 140. After regis 
tering with the service platform server 140, such as by enter 
ing a username and password or exchanging verification keys, 
the user may request and receive a listing of all electronic 
medical and fitness devices 102, 104, 108 coupled to the 
wireless communication hub device 112, including their IPv6 
addresses. Once the user's personal computer 138 has the 
IPv6 addresses of the electronic medical and fitness devices 
102, 104,108, the computer 138 may then access particular 
electronic medical and fitness devices 102,104,108 via wire 
less communications through the wireless router to the wire 
less communication hub device 112. Command signals. Such 
as data access requests, transmitted by the local computer 138 
that are addressed to a particular electronic medical and fit 
ness device 102,104,108, using the IPv6 address provided by 
the service platform server 140 will be relayed by the wireless 
communication hub device 112. Thus, one of the service 
platform services enabled by the various embodiments is 
simplified networkestablishment with electronic medical and 
fitness devices coupled to the wireless communication hub 
device 112. 

0080. The various embodiments of the wireless commu 
nication hub device and the service platform services can 
enable rapid and efficient deployment of existing and future 
electronic medical and fitness devices (e.g., cameras, etc.) to 
locations and circumstances which may not currently lend 
themselves well to such deployments. For example, a battery 
powered wireless communication hub device may be coupled 
to electronic medical devices without the need for running 
cables, configuring routers and networks, or configuring the 
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devices. Connectivity and configuration, including providing 
drivers for receiving the camera imagery can be handled 
automatically by the wireless communication hub device and 
the service platform services. In this manner, a telemedicine 
communication link can be established to a patient or an ad 
hoc medical station at a scene of an accident, in a sporting 
event (e.g., a marathon) or on the battlefield without the need 
for an infrastructure any more complex than access to a cel 
lular communication network. 

I0081 FIG. 2 shows a high-level block diagram of the key 
components of the wireless communication hub device and 
the Service Platform hosted on the service platform server. 
I0082 Example components of a wireless communication 
hub device 112 embodiment are illustrated in FIGS. 3A and 
3B. The wireless communication hub device 112 may be 
configured in a case or housing 300 and may include a pro 
grammable processor 301 that is coupled to internal memory 
302, and to a WWAN transceiver 303 (e.g., a cellular tele 
phone transceiver) which is coupled to an antenna 304. A 
power supply 308 may be coupled to the processor 301 and 
other components. In some embodiments, the power Supply 
308 may include a battery. In a preferred embodiment, the 
power supply 308 may be electrically connected to a power 
plug 309 for plugging into a standard utility wall socket. The 
processor 301 may also be coupled to one or more wired 
network connection sockets, such as a USB port 310, a 
FireWire port 311 and/or an Ethernet socket 312. In a simple 
embodiment, only a single USB port 310 may be provided. In 
other embodiments, the wireless communication hub device 
112 may include multiple USB ports 310, FireWireports 311, 
and Ethernet sockets 312 to enable connecting a number of 
electronic medical and fitness devices via data cables. Pro 
viding an optional Ethernet socket 312 within the wireless 
communication hub device 112 may enable connecting the 
hub directly to a LAN or local network router. The number of 
ports may differ among the various embodiments depending 
upon the physical design of the housing and the particular 
market or application for which the wireless communication 
hub device 112 is configured. 
I0083. In preferred embodiments, the wireless communi 
cation hub device 112 may include one or more wireless local 
area network transceivers for coupling to electronic medical 
and fitness devices via wireless communication links. For 
example, the processor 301 may be coupled to a Bluetooth R. 
transceiver 314, which is connected to an antenna 316, and to 
an IEEE 802.11 (i.e., WiFi) transceiver 322, which is coupled 
to an antenna 324, for establishing wireless indication links to 
electronic medical and fitness devices. As described above, a 
WiFi transceiver 322 may also be connected to the processor 
301 for use in coupling the wireless communication hub 
device 112 to a local area wireless router. Other local wireless 
transceivers may also be included. Such as a Zigbee trans 
ceiver (not shown) for coupling to a Zigbee protocol network 
or an ANT+ transceiver 338 (FIG. 3B) for coupling to an 
ANT+ protocol network. In some embodiments, the wireless 
communication hub device 112 may include a global posi 
tioning system (GPS) receiver 326 coupled to the processor 
301 and to an antenna 328. It should be noted that instead of 
having multiple antennas 304,316, 324, 328, the wireless 
communication hub device 112 may include a single inte 
grated antenna, or two or more transceivers may share a 
common antenna. Also, in some embodiments, the wireless 
communication hub device 112 may not include wired net 
work connection sockets (i.e., USB port 310, FireWire port 
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311 and Ethernet socket 312 are optional), and instead 
include only one or more wireless local area network trans 
ceivers for coupling to electronic medical and fitness devices 
via wireless communication links. 

0084. Since the wireless communication hub device is 
intended to be simple for users to implement, it may include 
a very rudimentary user interface. For example, the processor 
301 may be coupled to one or more light emitting diodes 
(LEDs) 334 for communicating status, and to one or more 
buttons 332 for receiving simple user command inputs (e.g., 
push to activate or restart). 
I0085 While FIG.3A shows the various components of the 
wireless communication hub device 112 as separate inte 
grated circuits, several components may be integrated into a 
single very large-scale integrated (VLSI) chip or assembled 
as an integrated chipset on a single circuit board as is well 
known in the art. For example, many modern cellular tele 
phone transceivers, such as the GobiTM cellular chipset mod 
ule manufactured by QUALCOMM, Inc., include a powerful 
processor, transceivers for connecting to WiFi networks and 
Bluetooth enabled devices, a built-in GPS receiver, and cir 
cuitry for connecting to wired connections such as a data port 
for receiving USB, FireWire and/or Ethernet connections. 
Thus in an embodiment, the wireless communication hub 
device 112 may be assembled by configuring a GobiTM mod 
ule (or similar cellular transceiver) within a housing 300 with 
an appropriate power supply 308, one or more antennas 304, 
one or more LEDs 334, one or more buttons 332, and con 
nections to sockets for receiving USB, Firewire, Ethernet or 
other wired inputs. Configuring a wireless communication 
hub device around a sophisticated cellular transceiver mod 
ule, like the GobiTM module, can provide 3G cellular, WiFi, 
and Bluetooth connectivity in a single Small package. 
I0086. The processor 301 within a wireless communication 
hub device 112 may be configured with processor-executable 
instructions (which may be stored in memory 302) to enable 
the processes and communications of the various embodi 
ments described herein. Such software may include the pro 
cesses required to communicate with a cellular wireless net 
work 130 as well as establishing local networks with 
electronic medical and fitness devices. Such software may 
also include a custom protocol for managing communications 
between the wireless communication hub device 112 and the 
service platform server 140, as well as with a user's personal 
computer 138. Such software may also control processes for 
identifying and communicating with electronic medical and 
fitness devices even without having a device driver installed 
on the processor 301, including packaging received data for 
transmission to the service platform server 140 by “tunnel 
ing via the Internet. Such software may also include pro 
cesses to minimize the cost of operation or maximize battery 
life (when implemented in a battery powered configuration) 
by causing the cellular transceiver to go into an idle mode, and 
wake up in response to inputs from electronic medical and 
fitness devices or signals received from a service platform 
server 140 as described herein. For example, the service plat 
form server 140 may send an SMS message (with or without 
a message payload) to the communication hub device to 
prompt it to exit the idle mode and accomplish a predeter 
mined or specified action, Such as contacting the service 
platform server for instructions. 
0087. In an embodiment, the wireless communication hub 
device 112 may enable direct connection to a personal com 
puter 138, such as via a USB port 310 or Ethernet socket 312. 
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In this embodiment, a personal computer 138 may access 
electronic medical and fitness devices coupled to the wireless 
communication hub device 112 as though they were con 
nected directly to the computer. 
0088. As noted above, the wireless communication hub 
device 112 may be battery powered, powered by conventional 
household AC current, or powered by 12 volt DC current from 
an automobile (e.g., from a cigarette lighter). Thus, the power 
supply 308 will be configured to receive power from whatever 
form of external source the device is configured to receive, 
and configure the power as required by the processor 301 and 
transceiver circuitry. In battery powered implementations, the 
power supply 308 may also include circuitry for monitoring 
the charge of a battery (not shown separately) and providing 
charging power to the battery when the connector plug 309 is 
plugged into a power socket. Power Supply circuitries which 
can perform such functions are well-known in the electronic 
device arts. 

I0089. The wireless communication hub device 112 may 
include LEDs 334 that illuminate in different colors, such as 
a three color LED set which can emit yellow, green and red 
lights to indicate different status conditions. Such LEDs may 
be configured to flash or emit continuous light in response to 
commands from the processor 301. 
0090 The wireless communication hub device 112 may 
be configured in a variety of forms. Two examples of a basic 
Small device that plugs into a wall socket are illustrated in 
FIGS. 3C and 3D. As illustrated, the wireless communication 
hub device 112 may be packaged within a compact housing 
300 that exhibits a multicolor LED 334 and features a single 
pushbutton 332 and one or more USB ports 310 (and/or other 
ports/sockets). A unique serial number 336 may be printed on 
the housing 300 to facilitate registration of the wireless com 
munication hub device 112 with the service platform server 
140 as described more fully below. An antenna 304 may be 
provided as part of the housing 300. An electrical plug 309 
may be provided as part of the housing 300 or as a separate 
module (as shown) that is configured to plug into a standard 
wall socket 340. In some embodiments, the power supply 308 
may be included as part of a module including the plug 309. 
0091 FIG. 3E is a data structure diagram illustrating 
potential configurability functions and parameters that may 
be stored in a memory 302 resident in a wireless communi 
cation hub device 112 of the various embodiments. The 
memory 302 may contain: transaction data upload flags 352, 
Such as a flag indicating if transaction data is to be uploaded 
off-peak or not; Quality of Service (QoS) parameters, such as 
minimum QoS levels required before transmitting data; data 
call periodicity parameters 356, Such as a parameter indicat 
ing how many times a day the wireless communication hub 
device should establish a data call with the service platform 
server and/or a parameter indicating how often keep alive 
pings should be sent to the service platform server to keep a 
given communication link open (i.e., alive); URL and DNS 
port information 358, such as the URL and port for DNS 
resolution of the service platform server (e.g., www.2net. 
com/data:56) and/or a backup URL, a transaction storage 
limit parameter 360, such as a maximum threshold of number 
of transactions per customer that should be stored on the 
wireless communication hub device before uploading data to 
the service platform server, a storage limit 362. Such as an 
amount of transaction data to store (i.e., data size or total 
number of transactions) and/or a maximum storage capacity; 
security/encryption mechanisms 363 (e.g., advanced encryp 
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tion standard (AES) encryption); a time out parameter 364, 
Such as a parameter indicating how long between receiving 
electronic medical and fitness device data to wait before tim 
ing out; a configuration file 366, Such as applications or 
Software to Support electronic medical and fitness device 
discovery, pairing, and authentication; and a hub ID368. Such 
as the wireless communication hub device's identification 
code (e.g., a six-digit number printed on the housing). In the 
various embodiments, the memory 302 may contain addi 
tional parameters, functions, algorithms, software, and/or 
controls as necessary to perform the methods and functions 
discussed herein. 

0092 FIGS. 4A and 4B illustrate functional modules that 
may be implemented within a wireless communication hub 
device system 400 as software modules, hardware compo 
nents, or combinations of hardware and Software modules. A 
wireless communication hub device system 400 may include 
executive functions 402 implemented in a processor 301 
which oversee the overall processes and coordinate the other 
modules. A communication module 404 may include the 
transceivers and Software for operating the transceivers as 
well as coordinating communication functions with the 
executive functions 402. The communication module 404 
may include the processing necessary to comply with various 
communication protocols, as well as negotiating communi 
cation links, verifying data transmissions, and performing the 
other common functionality of digital communication sys 
tems. A bridging logic module 406 may also be coupled to the 
executive functions 402 and configured to perform the pro 
cesses associated with providing a communication link 
between electronic medical and fitness devices and an exter 
nal computer, such as the service platform server 140. The 
bridging logic module 406 may include the logic to package 
data received from electronic medical and fitness devices into 
IP packets for tunneling to the service platform server 140, for 
example. Similarly, the bridging logic module 406 may 
include the logic to unpack command packets received from 
the service platform server 140 and provide the embedded 
commands to the appropriate electronic medical and fitness 
device. 

0093. In various embodiments, the wireless communica 
tion hub device system 400 may include additional modules, 
such as router logic 408 to enable the device to perform 
typical processes of a conventional router. 
0094. Also, the router logic 408 may include algorithms 
and implement methods for polling connected electronic 
medical and fitness devices for data according to their respec 
tive priority, importance to the user's health, or an order 
request by the remote server. Also, the wireless communica 
tion hub device system 400 may include server logic 410 to 
enable the device to perform typical processes of a server. 
Further, embodiments of the wireless communication hub 
device system 400 may include memory and store-and-for 
ward logic 412 for receiving and storing data from electronic 
medical and fitness devices and relaying that data at a later 
time to a destination computer. Router, server and store-and 
forward processes and logic are well-known in the computer 
artS. 

0095 FIG. 4B illustrates in more detail relationships and 
interactions between hardware components and Software 
modules implemented within an example embodiment com 
munication hub device. 
0096. Initial configuration and some of the operations of 
the wireless communication hub device are illustrated in FIG. 
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5 as example method 500. A beneficial characteristic of the 
wireless communication hub device system is simple, fast 
and reliable setup. To enable simplified setup, the wireless 
communication hub device 112 may be configured with a 
single button, which when pushed initiates activation. The 
wireless communication hub device 112 may also include a 
code 336 printed on the housing 300. The wireless commu 
nication hub device 112 may be pre-configured to establish 
wireless communication links with a cellular service (e.g., a 
CDMA, 3G, 4G, etc.) and communicate directly with the 
service platform server 140 via the Internet 114. After push 
ing the activation button, a user can access an Internet web site 
of a service platform server 140 and enter the device's code 
336 into a webpage to identify the user as the owner of the 
wireless communication hub device 112. Thereafter, the ser 
vice platform server 140 may download any required driver 
software to the user's computer. 
(0097. Referring to FIG. 5, at block 502 the wireless com 
munication hub device 112 may initiate the activation process 
in response to receiving an activation indication (e.g., an 
indication of a press of the activation button). Alternatively, in 
Some embodiments activation may be initiated when the 
device is first plugged into a power Source. Such as a wall 
socket 340. As activation begins, at block 504 the wireless 
communication hub device 112 may begin to flash the LED 
334. For example, the processor 301 may flash a yellow LED 
to indicate that the wireless communication hub device 112 is 
connecting with a cellular network. Simultaneously, at block 
506 the wireless communication hub device 112 may attempt 
to make a connection with a cellular data network. At block 
508, once the processor 301 determines that the transceiver 
302 has established a connection to a cellular network, the 
processor 301 may place a data call via the cellular network to 
the service platform server (i.e., VPH-server) 140. At deter 
mination block 510, the processor 301 may monitor the cel 
lular transceiver 302 to determine if a connection has been 
established with the service platform server 140. As long as 
the transceiver 302 is in the process of establishing a commu 
nication link to the service platform server 140 (i.e., determi 
nation 510=“No”), the processor 301 continues to flash the 
yellow LED. 
0098. Once the processor 301 determines that a commu 
nication link is established with the service platform server 
140 (i.e., determination 510=“Yes”), at block 510, the pro 
cessor 301 may apply steady power to the yellow LED (e.g., 
to indicated that the registration and configuration process is 
underway). At block 514, at the same time the processor 301 
may communicate the identifier of the hub device 112 to the 
service platform server 140 to identify itself and register with 
the service platform server 140. The wireless communication 
hub device 112 may stay in this state for Some pre-configured 
period of time (e.g., 5 minutes). During this time, at block 516 
the user may access the service platform server 140 from any 
computer with a web browser and access to the Internet. At 
block 518 first time users may setup an account on the service 
platform server 140 by entering the number printed on the 
wireless communication hub device 112 along with a user 
name and password. In an embodiment, the number used to 
identify a hub device 112 to the service platform server 140 
may be a six-digit number. At block 520, the service platform 
server 140 validates the number entered by the user with the 
number provided by the hub device 112 during its own online 
registration. If the user entered code and the code communi 
cated by the wireless communication hub device 112 match, 
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at block 522 the service platform server 140 may generate 
encryption and authentication keys to be used in future com 
munications with the wireless communication hub device 
112 and the user's computer, and transmits those keys to the 
device and the user's computer to complete the registration 
process. As part of the registration process the user's com 
puter may download driver software that may be used to 
communicate with the wireless communication hub device 
112 and/or the service platform server 140. Such drivers may 
be pre-configured to enable secure communications with the 
specific wireless communication hub device 112 (i.e., the 
device with the same six-digit number received by the service 
platform server 140). Also as part of the registration process, 
the service platform server 140 may download to the wireless 
communication hub device 112 data and Software to Support 
the various functions, such as software updates for the hub 
device, appropriate peripheral drivers for interfacing with 
peripheral devices coupled to the hub device, communication 
look up tables (e.g., updated IP addresses), etc. 
0099. Once the registration and configuration process has 
been completed, at block 524 the processor 301 may illumi 
nate a steady green LED (e.g., to indicate to the user that the 
hub device 112 is registered with the service platform server 
140). 
0100. It should be noted that the registration process illus 
trated in FIG. 5 is but one example of how a wireless com 
munication hub device 112 may be set up and registered with 
a user account maintained on a service platform server 140. 
Other mechanisms for registering wireless communication 
hub devices 112 and correlating them with user accounts 
maintained on the service platform server 140 may also be 
implemented. For example, the correlation of the wireless 
communication hub device 112 (e.g., based upon its six-digit 
number) with a user account maintained on the service plat 
form server 140 may be accomplished at the point-of-sale of 
the wireless communication hub device 112. In such an 
implementation, the user information necessary to identify or 
set up a user account may be obtained by the cashier or 
entered by the user into the point-of-sale terminal which 
transmits that information along with the six-digit code to the 
service platform server 140. Thus, when the user leaves the 
store after purchasing a wireless communication hub device 
112, the system may be ready to begin services as soon as it is 
plugged into a wall socket and connected to electronic medi 
cal or fitness devices (i.e., peripheral devices). 
0101 Referring once again to FIG. 5, once the configura 
tion and registration process is completed, the wireless com 
munication hub device 112 can be moved to any location that 
has cellular wireless network connectivity. Different elec 
tronic medical or fitness devices may be plugged into the 
wireless communication hub device 112. In an embodiment, 
the wireless communication hub device 112 may discovery 
electronic medical or fitness devices plugged into or wire 
lessly linked to it, step 526. As electronic medical or fitness 
devices coupled to the wireless communication hub device 
112 are identified, the wireless communication hub device 
112 may identify the electronic medical or fitness devices to 
the service platform server 140, step 528, such as by trans 
mitting their media access control (MAC) identifier (ID). The 
service platform server 140 may store the electronic medical 
or fitness device identifier in data fields associated with the 
user or the particular wireless communication hub device 
112, step 530. The service platform server 140 may also 
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assign an IPv6 address to each electronic medical or fitness 
device which also may be stored in the data records of the 
service platform server 140. 
0102. A further feature that may be included in service 
platform services involves downloading the driver software 
appropriate for particular electronic medical and fitness 
devices to a user's computer 138. In this service, the wireless 
communication hub device 112 informs the service platform 
server 140 about the connected electronic medical or fitness 
devices during the registration and device discovery process 
described above. The service platform server 140 may be 
configured to store driver software for most electronic medi 
cal or fitness devices available in the marketplace, including 
historical versions of driver software that may be appropriate 
for older electronic medical or fitness devices. Thus, when the 
wireless communication hub device 112 identifies the con 
nected electronic medical or fitness devices to the service 
platform 140, such as by providing MAC IDs of each elec 
tronic medical or fitness device, the service platform server 
140 may identify the proper driver software stored in its 
memory or associated database and download the appropriate 
drivers to a user's computer 138 when the user accesses the 
service platform server 140. This downloading of driver soft 
ware may be accomplished when the user first registers with 
the service platform server 140 or associates a computer 138 
with the user's account and a particular wireless communica 
tion hub device 112. Also, the service platform server 140 
may keep a data record of the MAC IDs of the attached 
peripheral devices and the driver software that has been 
downloaded to particular user computers 138. Using such 
records, the service platform server 140 may determine when 
a user computer 138 requires a new or updated driver, and 
download the appropriate driver software when updates are 
received or when new electronic medical or fitness devices 
are connected to the wireless communication hub device 112. 
In this manner, users’ computers 138 can be provisioned 
automatically with the latest driver software required for the 
electronic medical and fitness devices plugged into the user's 
wireless communication hub device 112 without having to 
keep track of the driver software, download the drivers them 
selves, or bother with the CDs containing driver software that 
come with electronic medical or fitness devices. Thus, this 
service platform can help to simplify the user experience of 
using a variety of electronic medical or fitness devices. 
(0103 As mentioned above, the wireless communication 
hub device 112 can Support local network operations, such as 
when a user wishes to connect the wireless communication 
hub device 112 to their local network by way of an Ethernet or 
WiFi connection. In such embodiments, the user may provide 
the relevant information to the service platform server 140 
(e.g., by accessing the service platform server 140 via a web 
browser) which then configures the wireless communication 
hub device 112 using the entered information. If successful, 
the wireless communication hub device 112 may leverage the 
local network to access the Internet 114 and gain access to the 
service platform server 140 without using a cellular network 
130 (e.g., a 3G cellular data network). If a failure occurs in 
this registration process, the wireless communication hub 
device 112 may switch back to cellular connectivity and 
inform the service platform server 140 that the attempt to 
switch to local connectivity failed. When the wireless com 
munication hub device 112 is connected to a local area net 
work or WiFi network, locally connected computers 138 may 
directly access the wireless communication hub device 112 
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and electronic medical and fitness devices coupled to the 
wireless communication hub device 112. In an embodiment, 
this may be accomplished using IPv6 addresses provided by 
the service platform server 140. In an embodiment, additional 
computers 138 may connect to the wireless communication 
hub device 112 provided they have been granted access to the 
wireless communication hub device 112 by the user who 
performed the initial setup. 
0104 FIG. 5 also illustrates some normal operation pro 
cesses that may be conducted once the wireless communica 
tion hub device 112 has been registered with the service 
platform server 140. For example, a user may request access 
to an electronic medical or fitness device from a personal 
computer 138 by accessing the service platform server 140, 
step 532. This may be accomplished by the user accessing the 
service platform server 140 via the Internet 114 from any 
computer 138 hosting a web browser. Upon accessing a ser 
vice platform server 140 webpage, the user may be prompted 
to enter a username and password (or Some other form of 
user/account identification and verification). When the user is 
verified, the service platform server 140 may present a menu 
(e.g., in the form of an HTTP webpage) of peripheral devices 
coupled to the wireless communication hub device 112, and 
accept a data request or configuration command for a particu 
lar electronic medical or fitness device from the user's com 
puter 138. When this data request or command is received, the 
service platform server 140 may relay the data request or 
command to the wireless communication hub device, step 
534. In some cases, the request for data from a user's com 
puter 138 may require the wireless communication hub 
device 140 to use a driverfor the particular electronic medical 
or fitness device in order to format the data request or com 
mand so that it can be received and processed by the elec 
tronic medical or fitness device. In this manner, a user may be 
able to access a particular electronic medical or fitness device 
(e.g., a webcam, heart rate monitor, pedometer, etc) from any 
computer 138 with Internet access, including computers 138 
that are not equipped with the appropriate device driver Soft 
ware. The wireless communication hub device 112 receives 
the data request or commands from the server platform server 
140 and relays them on to the particular electronic medical or 
fitness device, step 536. In some cases the data request or 
command may be encapsulated within IP packets with the 
packet payload including the data request or command in the 
format required by the device driver as formatted by the 
service platform server 140. In such cases, the wireless com 
munication hub device 112 unpacks the data request or com 
mand and relays it to the electronic medical or fitness device 
via the wired or wireless connection established with the 
electronic medical or fitness device. 

0105. If an electronic medical or fitness device provides 
data for communication to the service platform server 140 or 
a user computer 138 (such as may occur in response to a data 
request messages discussed above). Such data is received by 
the hub device 112 and relayed to the service platform server 
140, step 538. In some cases, the wireless communication hub 
device 112 may encapsulate the device data within IP packets 
so that the data can be tunneled through the Internet 114 for 
processing by the service platform server 140 using an appro 
priate driver Software. As described above, the data messages 
may be transmitted to the Internet address of the service 
platform server 140 via a cellular or local area network con 
nection to the Internet 114. Electronic medical or fitness 
device data packets are received by the service platform 
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server 140, processed if necessary, and relayed to a user 
computer 138 (if appropriate) via the Internet 114, step 540. 
0106 When not actively responding to a data request or 
relaying data from an electronic medical or fitness device, the 
wireless communication hub device 112 may await messages 
from the service platform server 140 or a computer 138 
coupled to the wireless communication hub device or to a 
local area network, step 542. To minimize costs associated 
with maintaining a data connection via a cellular data net 
work, the wireless communication hub device 112 may be 
configured to terminate an active data connection when activ 
ity ceases for a predetermined amount of time ("timeout 
interval’). Thus, the processor 301 of the wireless communi 
cation hub device 112 may be configured to determine 
whether the timeout interval has transpired since a last com 
munication event, determination 544. If the timeout interval 
has not expired (i.e., determination 544=“No”), the wireless 
communication hub device 112 may continue to monitor the 
open cellular data communication link for messages from the 
service platform server 140. Once the timeout interval has 
expired (i.e., determination 544=“Yes”), the wireless com 
munication hub device 112 may terminate the open cellular 
data communication link and enter a “sleep” mode, step 546. 
In embodiments in which the wireless communication hub 
device 112 is plugged into an inexhaustible power Supply, 
Such as an AC wall Socket, the sleep mode may involve 
terminating the open cellular data communication link but 
continuing to monitor messages or telephone calls placed to 
the telephone number of the wireless communication hub 
device 112. For example, as described more fully below with 
reference to FIG. 8A, the wireless communication hub device 
112 may be configured to receive a simple message service 
(SMS) message during the sleep mode which prompts the 
wireless communication hub device 112 to place a data call to 
the service platform server 140 and initiate a new data com 
munication link. In embodiments in which the wireless com 
munication hub device 112 is battery powered, the sleep 
mode may further entail reducing processing performed on 
the wireless communication hub device in order to economize 
battery consumption. 
0107 Another example method for activating the wireless 
communication hub device 112 and associating it with a user 
wireless communication hub device account may take advan 
tage of location information from a GPS receiver that may be 
included in the device itself. In this implementation, when the 
wireless communication hub device 112 is activated, such as 
by being plugged into a wall outlet, the device determines its 
location from its GPS receiver 326. Upon establishing a com 
munication link with the service platform server 140, the 
wireless communication hub device 112 may inform the 
server of its identification code (e.g., the six-digit number 
printed on the housing) along with its precise latitude and 
longitude coordinates. Using this coordinate information, the 
service platform server 140 can identify the user from public 
information, Such as a residential address determined based 
upon the map coordinates from a map including address 
information, and then associate the wireless communication 
hub device 112 with a user account having the same residen 
tial address. 

0.108 FIG. 23 illustrates an embodiment method 2300 for 
associating a wireless communication hub device 112 with a 
service platform server 140 taking advantage of location 
information received from the wireless communication hub 
device 112. In an embodiment, the wireless communication 
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hub device 112 may include a GPS receiver 326 enabling the 
wireless communication hub device 112 to determine its loca 
tion. At block 2302 the wireless communication hub device 
112 may determine its location. As an example, the wireless 
communication hub device 112 may utilize its GPS receiver 
326 to determine the latitude and longitude at which the 
wireless communication hub device 112 may be located. At 
blocks 2304 and 2306 the wireless communication hub 
device 112 and service platform server 140 may establish a 
wireless communications link with each other. In an embodi 
ment, in establishing the wireless link, or after establishing 
the wireless link, the wireless communication hub device 112 
may transmit its identification code (e.g., the six-digit number 
printed on the housing) to the service platform server 140. At 
block 2308 the wireless communication hub device 112 may 
transmit the location information (e.g., the latitude and lon 
gitude) to the service platform server 140. At block 2310 the 
service platform server 140 may receive the location infor 
mation (e.g., the latitude and longitude), and at block 2312 the 
service platform server 140 may compare the location infor 
mation (e.g., the latitude and longitude) to public information 
to identify user information. In an embodiment, the service 
platform server 140 may compare the latitude and longitude 
to a map to determine a residential address (i.e., user infor 
mation) corresponding to that latitude and longitude. At block 
2314 the service platform server 140 may determine a user 
account containing the user information. In an embodiment, 
the service platform server 140 may search a database of user 
accounts to identify a user account with an address matching 
the address found using the received latitude and longitude. 
At block 2316 the service platform server 140 may associate 
the wireless M2M hub with the user account containing the 
user information (e.g., address). 
0109. Once the configuration and registration process is 
completed, the wireless communication hub device 112 can 
be moved to any location that has cellular wireless network 
connectivity. Different electronic medical and fitness devices 
can be plugged into the wireless communication hub device 
112. In an embodiment the wireless communication hub 
device 112 may discovery electronic medical and fitness 
devices plugged into or wirelessly linked to it. As electronic 
medical and fitness devices coupled to the wireless commu 
nication hub device 112 are identified, the wireless commu 
nication hub device 112 may identify them to the service 
platform server 140, such as by transmitting their media 
access control (MAC) identifier (ID). The service platform 
server 140 may store the electronic medical and fitness device 
identifier in data fields associated with the user or the particu 
lar wireless communication hub device 112. The service plat 
form server 140 may also assign an IPv6 address to each 
electronic medical and fitness device which also may be 
stored in the data records. 

0110. A further feature that may be included in service 
platform services involves downloading the driver software 
appropriate for particular electronic medical and fitness 
devices to a user's computer 138. In this service, the wireless 
communication hub device 112 informs the service platform 
server 140 about the connected electronic medical and fitness 
devices during the registration and device discovery process 
described above. The service platform server 140 may be 
configured to store driver software for most electronic medi 
cal and fitness devices available in the marketplace, including 
historical versions of driver software that may be appropriate 
for older electronic medical and fitness devices. Thus, when 
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the wireless communication hub device 112 identifies the 
connected electronic medical and fitness devices to the Ser 
vice platform server 140, such as by providing MAC IDs of 
each electronic medical and fitness device, the server can 
identify the proper driver software stored in its memory or 
associated database and download the appropriate drivers to a 
user's computer 138 when the user accesses the server. This 
downloading of driver software may be accomplished when 
the user first registers with the service platform server 140 or 
associates a computer 138 with the user's account and a 
particular wireless M2M communication 112. Also, the ser 
vice platform server 140 may keep a data record of the MAC 
IDs of the attached electronic medical and fitness devices and 
the driver software that has been downloaded to particular 
user computers. Using Such records, the service platform 
server 140 may determine when a user computer 138 requires 
a new or updated driver, and download the appropriate driver 
software when updates are received or when new electronic 
medical and fitness devices are connected to the wireless 
communication hub device 112. In this manner, users’ com 
puters 138 can be provisioned automatically with the latest 
driver software required for the electronic medical and fitness 
devices plugged into their wireless communication hub 
device 112 without having to keep track of the driver soft 
ware, download the drivers themselves, or bother with the 
CDs containing driver software that come with electronic 
medical and fitness devices. Thus, this service platform ser 
Vice can help to simplify the user experience of using a variety 
of electronic medical and fitness devices. 

0111 FIG. 20 illustrates an embodiment method 2000 for 
downloading driver Software appropriate for aparticular elec 
tronic medical and fitness device 102 to a user device (such as 
a user's computer 138). As discussed above, at block 1902 the 
service platform server 140 may associate an electronic medi 
cal and fitness device 102 with a communication hub device 
(such as the wireless communication hub device 112). At 
block 2002 the service platform server 140 may associate an 
electronic medical and fitness device with a user device (e.g., 
user computer 138). At block 2004 the service platform server 
140 may identify a driver associated with the electronic medi 
cal and fitness device 102. At block 2006 the service platform 
server 140 may transmit the driver to the user device (e.g., 
user computer 138). In this manner, the appropriate drivers 
for the medical and fitness device may be downloaded to the 
user computer 138 without the user needing to keep track of 
the driver software, download the driver themselves, or 
bother with physical media, such as CDs, containing the 
driver software. 

(O112 At block 2008 the service platform server 140 may 
associate a new electronic medical and fitness device 102 
with the communication hub device (such as the wireless 
communication hub device 112), and at block 2010 the ser 
vice platform server 140 may associate the new electronic 
medical and fitness device 102 with a user device. At block 
2102 the service platform server 140 may identify a new 
driver associated with the new electronic medical and fitness 
device 102. At determination block 2014 the service platform 
server 140 may determine if the new driver has been previ 
ously transmitted to the user device (e.g., user computer 138). 
In an embodiment, the service platform server 140 may main 
tain a list of drivers transmitted to and/or already stored on a 
user computer 138, and may compare the new driver to that 
list to determine if the new driver has been previously trans 
mitted to the user computer 138. If the new driver has not been 
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previously transmitted (i.e., determination block 
2014=“No”), at block 2016 the service platform server 140 
may transmit the new driver to the user device (e.g., user 
computer 138). If the new driver has been previously trans 
mitted (i.e., determination block 2014=“Yes”), at block 2018 
the method 2000 may end. In this manner, the service plat 
form server 140 may download the appropriate driver soft 
ware when new electronic medical and fitness devices are 
connected to the wireless communication hub device 112. 

0113 FIG.21 illustrates an embodiment method 2100 that 
may be used in conjunction with method 2000 discussed 
above with reference to FIG. 20 to download appropriate 
driver software to a user device (e.g., user computer 138). At 
block 2102 the service platform server 140 may receive a 
registration request from a user device (e.g., user computer 
138). In an embodiment, a registration request may be sent 
from the user device (e.g., user computer 138) when the user 
first attempts to connect with the service platform server 140. 
In an alternative embodiment, a registration request may be 
sent each time the user device (e.g., user computer 138) 
attempts to establish a connection with the service platform 
server 140. At determination block 2104 the service platform 
server 140 may determine if the user device (e.g., user com 
puter 138) has previously registered with the service platform 
server 140. If the user device (e.g., user computer 138) had 
previously registered (i.e., determination block 2104=“Yes”), 
at block 2106 the service platform server 140 may retrieve the 
previous user device information from memory 302. If the 
user device (e.g., user computer 138) had not previously 
registered (i.e., determination block 2104=“No”), as dis 
cussed above, at block 1902 the service platform server 140 
may associate an electronic medical and fitness device 102 
with a communication device (such as the wireless commu 
nication hub device 112). At block 2002 the service platform 
server 140 may associate an electronic medical and fitness 
device with a user device (e.g., user computer 138). At block 
2004 the service platform server 140 may identify a driver 
associated with the electronic medical and fitness device 102. 
At block 2006 the service platform server 140 may transmit 
the driver to the user device (e.g., user computer 138). 
0114 FIG.22 illustrates an embodiment method 2200 that 
may be used in conjunction with method 2000 discussed 
above with reference to FIG. 20 to update driver software. As 
discussed above, at block 1902 the service platform server 
140 may associate an electronic medical and fitness device 
102 with a communication device (such as the wireless com 
munication hub device 112). At block 2002 the service plat 
form server 140 may associate an electronic medical and 
fitness device with a user device (e.g., user computer 138). At 
block 2202 the service platform server 140 may receive a 
MAC ID for the user device (e.g., user computer 138). At 
block 2204 the service platform server 140 may receive a 
MAC ID for the electronic medical and fitness device 102. In 
an embodiment, the MAC ID for the electronic medical and 
fitness device 102 may be provided by the wireless commu 
nication hub device 112. As discussed above, at block 2004 
the service platform server 140 may identify a driver associ 
ated with the electronic medical and fitness device 102. At 
block 2006 the service platform server 140 may transmit the 
driver to the user device (e.g., user computer 138). At block 
2206 the service platform may maintain a record of the driver 
associated with the electronic medical and fitness device 102 
MAC ID. In an embodiment, the record may be a table of 
MAC IDs and their associated drivers stored in a memory. At 
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block 2208 the service platform may maintain a record of the 
driver associated with user device (e.g., user computer 138) 
MAC ID. In an embodiment, the record may be a table of 
MAC IDs and their associated drivers stored in a memory. In 
a further embodiment, a combined table of MAC IDs for both 
electronic medical and fitness devices 102, user devices (e.g., 
user computer 138), and individual users (e.g., a user account) 
may be stored in the memory of the service platform server 
140. 

(0.115. At block 2210 the service platform server 140 may 
receive an indication that the driver has been updated. At 
block 2212 the service platform server 140 may determine the 
user device (e.g., user computer 138) that may require an 
updated driver. In an embodiment, the service platform server 
140 may determine the user device requiring the updated 
driver using, at least in part, the record of the driver associated 
with the user device (e.g., user computer 138) MACID and/or 
the record of the electronic medical and fitness device 102 
MAC ID. At block 2214 the service platform server 140 may 
transmit the updated driver to the user device. In this manner 
the appropriate drivers may be provided to the user computer 
138 when updates are received. 
0116. If an electronic medical and fitness device provides 
data for communication to the service platform server 140 or 
a user computer 138 (such as may occur in response to a data 
request messages discussed above). Such data is received by 
the wireless communication hub device 112 and relayed to 
the service platform server 140. In some cases, the wireless 
communication hub device 112 may encapsulate the device 
data within IP packets so that the data can be tunneled through 
the Internet for processing by the service platform server 140 
using an appropriate driver software. As described above, the 
data messages are transmitted to the Internet address of the 
service platform server 140 via a cellular or local area net 
work connection to the Internet 114. Device data packets are 
received by the service platform server 140, processed if 
necessary, and relayed to other computers/servers via the 
Internet 114. 

0117. As mentioned above, the wireless communication 
hub device 112 and the service platform server 140 may be 
configured to communicate data in a format that does not 
require the wireless communication hub device processor 
301 to run a device driver for any electronic medical and 
fitness device. FIG. 6A illustrates an example method 600 for 
tunneling data and commands to and from electronic medical 
and fitness devices via the Internet. In the example method 
600, a user may access the Internet from any computer, Such 
as from a web kiosk computer, and access the service plat 
form server 140 at its URL, step 602. After the user is iden 
tified and verified to the service platform server 140, service 
platform server 140 may generate a webpage listing a menu of 
electronic medical and fitness devices coupled to the wireless 
communication hub device 112, step 603. The user may then 
request access to a particular electronic medical and fitness 
device, 102,104,108 (e.g., such as a webcam to check on the 
user's house), step 604. This request may be accomplished, 
for example, by the user selecting an electronic medical or 
fitness device 102,104,108 hyperlink (e.g., a webcam hyper 
link) on the menu list of available electronic medical and 
fitness devices listed in a webpage generated by the service 
platform server 140. For example, hyperlinks may be config 
ured so that double-clicking on a webcam hyperlink in the 
electronic medical and fitness device menu may transmit a 
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device access request to the service platform server 140, or 
transmit a code that the service platform server 140 will 
recognize as such. 
0118. In response to receiving a device or data access 
request from a user, the service platform server 140 may 
transmit a Suitable request message to the wireless commu 
nication hub device 112 to obtain the access or data requested 
by the user, step 606. Upon receiving this request, the wireless 
communication hub device 112 may query the indicated elec 
tronic medical or fitness device for the requested data, step 
608. In response, the queried electronic medical or fitness 
device may begin providing the requested data in its native 
format (i.e., in a format that requires a device driver to 
receive), step 610. For example, if the request is for images 
from an electronic medical or fitness device 102 (e.g., a web 
cam or blood pressure monitor), the wireless communication 
hub device 112 may signal the electronic medical or fitness 
device 102 (e.g., a webcam or blood pressure monitor) to 
activate and begin transmitting image data to the wireless 
communication hub device 112. In this embodiment, the 
wireless communication hub device 112 receives the native 
format electronic medical or fitness device data and packages 
the data into IP packets that can be tunneled via the Internet 
114 to the service platform server 140, step 612. Methods and 
protocols for tunneling data via the Internet 114 are well 
known in the computer communication arts. 
0119 The service platform server 140 may receive mes 
sage packets from the wireless communication hub device 
112, unpack the electronic medical or fitness device data from 
the tunneling IP packets, and use the appropriate driver Soft 
ware to process the received electronic medical or fitness 
device data, step 614. The service platform server 140 may 
then transmit the requested data on to the requester's com 
puter 138 via the Internet 114 using standard IP formats, such 
as in the form of a webpage or video feed, step 616. Thus, in 
the example of a user requesting access to video images from 
a webcam coupled to the wireless communication hub device 
112, the user may receive a video feed presented on a web 
browser without having to load the webcam driver software 
onto the computer 138. 
0120. The tunneling of data and commands may also pro 
ceed from a user's computer via the service platform server 
140 to the wireless communication hub device 112. For 
example, a user may be able to operate or configure an elec 
tronic medical and fitness device from a web kiosk computer 
(i.e., a computer that does not is not equipped with the appro 
priate device driver) using the service platform services. FIG. 
6B illustrates an embodiment method 650 for tunneling com 
mand messages to an electronic medical and fitness device via 
the wireless communication hub device 112 similar to 
method 600 described above with reference to FIG. 6A except 
the data and commands may proceed from a user's computer 
138. As described above, at block 602 a user may access the 
Internet from any computer, Such as from a web kiosk com 
puter, and access the service platform server 140 at its URL. 
After the user is identified and verified to the service platform 
server 140, as described above, at block 603, the service 
platform server 140 may generate a webpage listing a menu of 
electronic medical and fitness devices coupled to the wireless 
communication hub device 112. As described above, at block 
603 the user may then request access to a particular electronic 
medical and fitness device 104 (e.g., such as a security system 
to remotely set a particular alarm state). This request may be 
accomplished by the user selecting a hyperlink on the menu 
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list of available electronic medical and fitness devices listed in 
a webpage generated by the service platform server 140. For 
example, double-clicking on a security system hyperlink in 
the electronic medical and fitness device menu may be con 
figured as a device access request that is transmitted to the 
service platform server 140. If the selected device will accept 
user commands, the service platform server 140 may transmit 
a webpage presenting a menu of the commands available for 
the selected electronic medical and fitness device, step 652. 
The user may select a particular command, such as by click 
ing on a hyperlink associated with the command description, 
the user can signal the service platform server 140 to send the 
corresponding command to the selected electronic medical 
and fitness device via the wireless communication hub device 
112. Upon receiving Such a command request, step 654, the 
service platform server 140 may format the requested com 
mand using the appropriate device driver software, step 656, 
and encapsulate the command within IP message packets so 
that it will be tunneled through the Internet 114 to the wireless 
communication hub device 112, step 658. Upon receiving 
such IP packets, the wireless communication hub device 112 
unpacks the command data and transmits the command pack 
ets to the addressed electronic medical and fitness device, step 
660. The electronic medical and fitness device receives and 
executes the command as if it had been provided directly by 
a computer linked to the device and configured with the 
appropriate device driver, step 662. 
I0121 Example message flows the may be implemented in 
the various embodiment methods are illustrative in FIGS. 7A 
and 7B. Referring to FIG. 7A, when the wireless communi 
cation hub device 112 is activated, such as when it is plugged 
into a wall socket and the user presses the initiation button, the 
device may exchange the network signaling messages 702 
necessary to establish a cellular data communication link 
with a cellular wireless network 130. Once connected to the 
cellular wireless network 130, the wireless communication 
hub device 112 may establish a data call to the service plat 
form server 140 and transmit the device's identifier, message 
704. As described above, the wireless communication hub 
device 112 may signal to a user when a connection is made to 
the service platform server 140, such as by displaying a 
steady yellow light, at which point the user may log into the 
service platform server 140 via the Internet 114 and enter 
registration information (e.g., as the six-digit number on the 
housing of the wireless communication hub device), message 
705. Once the wireless communication hub device 112 is 
registered with the service platform server 140, it may dis 
cover the electronic medical and fitness devices 102 coupled 
to it, Such as by transmitting device discovery messages 706 
and receiving device reply messages 708. Device discovery 
and reply message formats are well-established in network 
ing protocols, such as the Bluetooth R) protocol. As the wire 
less communication hub device 112 identifies attached elec 
tronic medical and fitness devices, it may transmit 
information regarding them, such as their MAC ID, to the 
service platform server 140, message 710. 
0.122 Once the registration process is completed, a user 
may access an electronic medical and fitness device 102 from 
a computer 138 by logging on to the service platform server 
140. As discussed above, the service platform server 140 may 
send a webpage to the browser of the user's computer 138 
presenting a menu of electronic medical and fitness devices 
102 that may be accessed, message 711. Using Sucha menu or 
a direct command, the user may request access to a particular 
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electronic medical and fitness device by sending an access 
request message 712 to the service platform server 140 via the 
Internet 114. In response to receiving this message, the Ser 
Vice platform server 140 may transmit an appropriate data 
request message 714 over the open data communication link 
with the wireless communication hub device 112 via the 
Internet 114 and the cellular wireless network 130. The wire 
less communication hub device 112 relays the data request 
message 716 to the selected electronic medical and fitness 
device 102. Data generated in response to the request may be 
transmitted from the electronic medical and fitness device 
102 to the wireless communication hub device 112 via the 
established cable or wireless communication link, message 
718. The wireless communication hub device then relays the 
data, Such as in an encapsulated IP packet, to the service 
platform server 140 over the open data communication link 
via the cellular wireless network 130 and the Internet 114, 
message 720. The service platform server 140 may unpack 
the device data and process it using the appropriate device 
driver software, processing 722, and forward the data on to 
the requesting computer 138 via the Internet 114, message 
724. 

0123. As mentioned above, other data users, such as medi 
cal establishments or device manufacturers, may request data 
from electronic medical and fitness devices coupled to the 
wireless communication hub device 112. To do so, a third 
party server 142,144 controlled by the data user may transmit 
a data request message via the Internet 114 to the service 
platform server 140, message 726. If the service platform 
server 140 does not have the requested data in memory, it may 
transmit a data request message 728 to the wireless commu 
nication hub device 112. The wireless communication hub 
device 112 relays the data request message 730 to the selected 
electronic medical and fitness device 102. Data generated in 
response to the request may be transmitted from the elec 
tronic medical and fitness device 102 to the wireless commu 
nication hub device 112 via the established cable or wireless 
communication link, message 732. The wireless communi 
cation hub device then relays the data, such as in an encap 
sulated IP packet, to the service platform server 140 over the 
open data communication link via the cellular wireless net 
work 130 and the Internet 114, message 734. The service 
platform server 140 may unpack the device data and process 
it using the appropriate device driver Software, optional pro 
cessing 736, and forward the data on to the requesting server 
142, 144 via the Internet 114, message 738. In situations 
where the service platform server 140 does not possess the 
device driver for the particular electronic medical and fitness 
device. Such as when the data requester controls device driv 
ers, the service platform server 140 may simply relay the 
encapsulated device data without processing. 
0.124. The service platform services may be configured to 
deliver data generated by an electronic medical and fitness 
device 102 without receiving a data request message. For 
example, a electronic medical and fitness device 102. Such as 
a home security system, may generate a data message 740 that 
is transmitted to the wireless communication hub device 112 
by an establish communication link (e.g., a USB or FireWire 
cable or local wireless communication link). In response to 
receiving such a data message 740, the wireless communica 
tion hub device 112 may place a data call to the service 
platform server 140 and transmit the data via the cellular 
wireless network 130 and the Internet 114, message 742. The 
service platform server 140 may unpack the device data and 
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process it using the appropriate device driver Software, 
optional processing 744, and forward the data on to the appro 
priate destination computer. Such as a third-party server 142, 
144 via the Internet 114 in message 746, or to a user computer 
138 via the Internet 114 in message 748. In situations where 
the service platform server 140 does not possess the device 
driver for the particular electronic medical and fitness device, 
Such as when the data generating electronic medical and 
fitness device is controlled by the manufacturer, the service 
platform server 140 may simply relayed the encapsulated 
device data without processing. 
0.125. As mentioned above, the wireless communication 
hub device 112 may also be configured to communicate with 
the service platform server 140 via a connection to the Inter 
net 114 through a local wireless router. Example messages 
that may be transmitted among various components in Such a 
communication system are illustrated in FIG. 7B. For 
example, during the registration and configuration process 
described above with reference to FIG. 5, the wireless com 
munication hub device 112 may discover that it can gain 
access to the Internet 114 via a wireless router. In that case, 
the wireless communication hub device 112 may establish a 
wireless communication link with the router in an exchange 
of messages 703 as provided for in the wireless protocol 
implemented by the router. Once connected to the router, the 
wireless communication hub device 112 may transmit its 
identification number (e.g., a unique six-digit) to the service 
platform server 140 via the wireless router, message 704a, 
which may relay the message via the Internet 114, message 
704b. Similarly, the wireless communication hub device 112 
may transmit information about attached electronic medical 
and fitness devices 102 in a wireless message 710a to the 
wireless router which may relay the message via the Internet 
114 to the service platform server 140, message 710b. Other 
like numbered messages may be exchanged in the manner 
described above with reference to FIG. 7A. 

0.126 FIG. 7B also illustrates message flows of commu 
nications between a user's personal computer 138, the wire 
less communication hub device 112 and electronic medical 
and fitness devices 102 when a local wireless router 135 is 
available. When a user's personal computer 138 is coupled to 
the local wireless router 135, it may log in to the service 
platform server 140 with an access message 712a sent to the 
local wireless router 135. The local wireless router 135 may 
relay the access message from the personal computer 138 to 
the service platform server 140 via the Internet 114, message 
712b. Messages from the service platform server 140 to the 
wireless communication hub device 112 may be communi 
cated via the Internet 114 to the local wireless router 135, 
messages 714a, which may relay them to the wireless com 
munication hub device 112, messages 714b. Similarly, mes 
sages relaying data from electronic medical and fitness 
devices 102 may be transmitted from the wireless communi 
cation hub device 112 to the local wireless router 135, mes 
sages 720a, which routes them onto the service platform 
server 140 via the Internet 114, messages 720b. The service 
platform server 140 may process the data, processing 722, 
and forward the data on to the personal computer 138 by 
transmitting data messages via the Internet 114 to the wireless 
router, message 724a, which relays the messages to the per 
sonal computer 138, message 724b. As mentioned above, the 
wireless communication hub device 112 may also be config 
ured to communicate directly with the personal computer 138 
via a local network. Thus, messages from the wireless com 
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munication hub device 112 may be sent to the personal com 
puter 138 via the local wireless router 135, message 720c, 
which may relay the messages directly to the personal com 
puter 138, message 724d. 
0127. In an embodiment, the wireless communication hub 
device 112 may be configured to send and receive messages 
via a cellular communication network. 

0128. As described above, the wireless communication 
hub device 112 may be configured to enter an idle or “sleep 
mode” when there are no active interactions with electronic 
medical and fitness devices or with the service platform 
server 140. The purpose of such a sleep mode may be to 
minimize the operating cost of the wireless communication 
hub device. Such as by minimizing cellular wireless network 
access charges when no active data communications are tak 
ing place. In Such an implementation, the service platform 
server 140 may be configured to send a message to the wire 
less communication hub device 112 to “wake it up” when 
there is a need to communicate with the electronic medical 
and fitness devices. An example method 800 for accomplish 
ing this is illustrated in FIG. 8A and example messages that 
may be exchanged in the process are illustrated in FIG. 8B. 
0129 Referring to FIGS. 8A (for steps) and 8B (for mes 
sages), when the service platform server receives a request for 
data or access to a particular electronic medical and fitness 
device coupled to a wireless communication hub device 112, 
step 802 and messages 852, 853, the service platform server 
may transmit a wake-up message to the wireless communi 
cation hub device 112, step 804. Such a wake-up message 
may be transmitted as an SMS message which may be sent by 
conventional means to the cellular wireless network 130, 
message 854, which may deliver the message like a conven 
tional SMS message, message 856. Such an SMS message 
may be addressed to a telephone number assigned to the 
wireless communication hub device 112 and include data or 
codes which the wireless communication hub device can 
recognize as constituting a wake-up message. In an embodi 
ment, reception of an SMS without any message payload (i.e., 
no included data or codes) may prompt the communication 
hub device 112 to wake-up. Alternatively, the service plat 
form server 140 may send a paging-type message to the 
wireless communication hub device 112 which may be con 
figured with a paging receiver. 
0130. When the wireless communication hub device 112 
receives the SMS or page message, step 806, the device 
processor 301 may parse the received message to determine 
whether it includes a code indicating that the wireless com 
munication hub device 112 should wake-up, determination 
808. If the received message does not include the appropriate 
“wakeup code” (i.e., determination808="No'), the processor 
301 may simply ignore the received message, step 810. This 
test of the received code can guard against inadvertent acti 
vations of the wireless communication hub device 112, such 
as when a message is improperly routed or a wrong number is 
dialed. 

0131) If the processor 301 determines that the received 
message includes the appropriate “wakeup code' (i.e., deter 
mination 808=“Yes”), and in embodiments in which the 
device is configured to wake up in response to receiving a 
payload-less SMS message, the wireless communication hub 
device 112 may activate its cellular transceiver 303 to 
exchange the network signaling messages 702 necessary to 
establish a cellular data communication link with a cellular 
wireless network 130. If a local wireless router 135 with 
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access to the Internet 114 is available, the wireless commu 
nication hub device 112 may negotiate a communication link 
with the wireless router instead. Once connected to the cel 
lular wireless network 130 (or a local wireless router 135), the 
wireless communication hub device 112 may place a data call 
to the service platform server 140, step 506. When a connec 
tion to the service platform server 140 is established (or as 
part of establishing the connection), the wireless communi 
cation hub device may provide its unique identifier to the 
server, thereby identifying itself, step 508 and message 858. 
With a communication link established between the wireless 
communication hub device 112 and the service platform 
server 140, the server and devices may proceed with commu 
nications as described above with reference to FIGS. 5, 6A, 
6B and 7A, step 812. 
0.132. Additional methods for activating a computing 
device such as the wireless communication hub device are 
disclosed in U.S. patent application Ser. No. 12/430,642 
entitled “Apparatus and Method for Activating Computer 
Applications with SMS Messaging filed Apr. 27, 2009, the 
entire contents of which are hereby incorporated by refer 
CCC. 

0.133 FIG. 17 illustrates an embodiment method 1700 for 
transmitting a simple message service message (SMS) mes 
sage from a service platform server 140 to the wireless com 
munication hub device 112. At block 1702 the service plat 
form server 140 may determine the period of time that has 
expires since the service platform server 140 last received 
data from the wireless communication hub device 112. The 
period of time may be determined in any manner, Such as by 
comparing a time stamp in the last received data communi 
cation to a current clock time at the service platform server 
140. At determination block 1704 the service platform server 
140 may determine if the period of time is greater than a 
periodicity for which data should be received from the wire 
less communication hub device 112. The periodicity may be 
any amount of time. Such as 10 minutes, or 30 minutes, and 
may be fixed value based on communication protocol require 
ments, or service platform server 140 operator settings. In an 
embodiment, the periodicity may be a value stored in a 
memory accessible by the service platform server 140. If the 
period of time is not greater than the periodicity (i.e., deter 
mination block 1704=“No”), at block 1702 the service plat 
form server 140 may determine the period of time that has 
expires since the service platform server 140 last received 
data from the wireless communication hub device 112. If the 
period of time is greater than the periodicity (i.e., determina 
tion block 1704=“Yes”) at block 1706 the service platform 
server 140 may transmit an SMS message via the cellular 
wireless network to the wireless communication hub device 
112. At block 1708 the wireless communication hub device 
112 may receive the SMS message via the cellular wireless 
network. In an embodiment, the SMS message may be a 
payload-less SMS message. In an alternative embodiment, 
the SMS message may have a payload. 
0.134. At block 1710 the wireless communication hub 
device 112 may run a diagnostic of the data connection 
between the wireless communication hub device 112 and the 
service platform server 140. In an embodiment, the diagnos 
tic may be run in response to an indication in the received 
SMS message, such as a command in the payload of an SMS 
message, or Such as the originating phone number in a pay 
load-less SMS message. 
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0135. In another embodiment, the wireless communica 
tion hub device 112 may be configured with processor-ex 
ecutable instructions to perform operations to run a diagnos 
tic on the data connection in response to any received SMS 
messages. In a further embodiment, the wireless communi 
cation hub 112 may be configured with processor-executable 
instructions to perform operations to contact another serverto 
receive one of instructions, configuration changes, and soft 
ware updates in response to any received SMS messages. In a 
further embodiment, the wireless communication hub 112 
may be configured with processor-executable instructions to 
perform operations to transmit a log of data traffic transmitted 
from and/or received by the wireless communication hub 
device 112 to the service platform server 140 in response to 
any received SMS messages. In a further embodiment, the 
wireless communication hub device 112 may be configured 
with processor-executable instructions to perform operations 
to contact the service platform server 140 to report an oper 
ating condition of the wireless communication hub device 
112 and/or any electronic medical or fitness device 102 in 
response to any received SMS messages. In a further embodi 
ment, the wireless communication hub device 112 may be 
configured with processor-executable instructions to perform 
operations for authenticating the electronic medical or fitness 
device 102 and/or re-authenticating the wireless communica 
tion hub device 112 to the service platform server 140 in 
response to any received SMS messages. In a further embodi 
ment, the wireless communication hub device 112 may be 
configured with processor-executable instructions to perform 
operations for Verifying security settings to the service plat 
form server 140 in response to any received SMS messages. 
0136. At determination block 1712 the wireless commu 
nication hub device 112 may determine if the data connection 
with the service platform server 140 is available. In an 
embodiment, the determination that the data connection is 
available may be made based on the diagnostic run at block 
1710 or may be determined based on a connection test. If the 
data connection is available (i.e., determination block 
1712=“Yes”), at block 1714 the wireless communication hub 
device 112 may receive medical and fitness device data, Such 
as medical and fitness device data from the medical and 
fitness device 102. At block 1716, the wireless communica 
tion hub device 112 may transmit the medical and fitness 
device data to the service platform server 140. If the data 
connection is not available (i.e., determination block 
1712=“No”), at block 1718 the wireless communication hub 
device 112 may transmit an SMS message via the cellular 
wireless network to the service platform server 140. In an 
embodiment, the SMS message may include a payload, for 
example diagnostic results. In another embodiment, the SMS 
message may include medical and fitness device data. 
0137. A wireless communication hub device 112 that is in 
a deactivated, low power, idle, or sleep mode may also be 
activated in response to receiving a data message from a 
connected electronic medical and fitness device. FIG. 9A 
illustrates an example method 900 for communicating data to 
data users initiated by a electronic medical and fitness device 
data push. Example messages that may be passed among 
system components in method 900 are illustrated in FIG.9B. 
Referring to FIGS. 9A (for steps) and 9B (for messages), 
when an electronic medical and fitness device 102 determines 
that it has data that should be transmitted to an appropriate 
data user (e.g., a medical facility, a device manufacturer, a 
user, etc.) it may transmit the data to the wireless communi 
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cation hub device 112 via the established communication 
connection. Upon receiving the data message, the wireless 
communication hub device 112 may recognize the particular 
electronic medical and fitness device providing the data. This 
may be accomplished based upon the particular communica 
tion port through which the data signal was received or infor 
mation provided with the data message, such as a device 
identifier. As part of this step, the wireless communication 
hub device processor 301 may obtain the IPv6 address, MAC 
ID or other unique identifier for the reporting electronic medi 
cal and fitness device that is known to be service platform 
server 140 (i.e., the identifier that was reported to the server 
during a registration and configuration process). If a data 
connection is not already established with a cellular wireless 
network 130, the wireless communication hub device 112 
may activate the cellular transceiver 303 and exchange the 
network signaling messages 702 necessary to establish a cel 
lular data communication link with the cellular wireless net 
work 130. If a local wireless router 135 with access to the 
Internet 114 is available, the wireless communication hub 
device 112 may negotiate a communication link with the 
wireless router instead. Once connected to the cellular wire 
less network 130 (or a local wireless router 135), the wireless 
communication hub device 112 may place a data call to the 
service platform server 140. When a connection to the service 
platform server 140 is established (or as part of establishing 
the connection), the wireless communication hub device 112 
may provide its unique identifier to the server, thereby iden 
tifying itself, step 508. Once the wireless communication hub 
device 112 has registered with the service platform server 140 
it may transmit the data received from the electronic medical 
and fitness device 102. The data message also includes the 
identifier for the device providing the data. The service plat 
form server 140 may use the electronic medical and fitness 
device identifier to determine the appropriate processing and 
destination for the data. If the data is to be transmitted imme 
diately to another destination, such as a medical or device 
manufacturer server 142,144, the service platform server 140 
may contact the appropriate server and negotiate an appro 
priate encrypted communication link via the Internet 114. 
Once an appropriate communication link is established, the 
service platform server 140 may transmit the received device 
data to the destination server 142, 144 via the Internet 114. 
The destination server 142,144 receiving the data may then 
process or use the data for other purposes, such as transmit 
ting a notification message to the user's personal computer 
138 via the Internet 114. 

I0138 Referring to FIGS. 9A (for steps) and 9B (formes 
sages), when an electronic medical or fitness device 102 
determines that it has data that should be transmitted to an 
appropriate data user (e.g., a medical facility, a device manu 
facturer, a user, etc.) it may transmit the data to the wireless 
communication hub device 112 via the established commu 
nication connection, step 902 and message 952. Upon receiv 
ing the data message, the wireless communication hub device 
112 may recognize the particular electronic medical or fitness 
device 102 providing the data, step 904. This may be accom 
plished based upon the particular communication port 
through which the data signal was received or information 
provided with the data message. Such as an electronic medical 
or fitness device 102 identifier. As part of this step, the wire 
less communication hub device 112 processor 301 may 
obtain the IPv6 address, MAC ID or other unique identifier 
for the reporting electronic medical or fitness device that is 



US 2012/0182939 A1 

known to be service platform server (i.e., VPH-server) 140 
(i.e., the identifier that was reported to the service platform 
server 140 during a registration and configuration process). If 
a data connection is not already established with a cellular 
wireless network 130, the wireless communication hub 
device 112 may activate the cellular transceiver 303 and 
exchange the network signaling messages 702 necessary to 
establish a cellular data communication link with the cellular 
wireless network 130. If a local wireless router 135 with 
access to the Internet 114 is available, the wireless commu 
nication hub device 112 may negotiate a communication link 
with the local wireless router 135 instead. Once connected to 
the cellular wireless network 130 (or a local wireless router 
135), the wireless communication hub device 112 may place 
a data call to the service platform server 140, step 506. When 
a connection to the service platform server 140 is established 
(or as part of establishing the connection), the wireless com 
munication hub device 112 may provide its unique identifier 
to the service platform server 140, thereby identifying itself, 
step 508. Once the wireless communication hub device 112 
has registered with the service platform server 140 it may 
transmit the data received from the electronic medical or 
fitness device 102, step 910 and message 954. The data mes 
sage transmitted in step 910 and message 954 also includes 
the identifier for the electronic medical or fitness device pro 
viding the data. The service platform server 140 may use the 
electronic medical or fitness device identifier to determine the 
appropriate processing and destination for the data, step 912 
and processing 956. If the data is to be transmitted immedi 
ately to another destination, such as a medical or device 
manufacturer server 142,144, the service platform server 140 
may contact the appropriate server and negotiate an appro 
priate encrypted communication link via the Internet 114, 
step 914. Once an appropriate communication link is estab 
lished, the service platform server 140 may transmit the 
received device data to the destination server 142,144 via the 
Internet 114, step 916 and message 958. The server 142,144 
receiving the data may then process or use the data for other 
purposes, such as transmitting a notification message to the 
user's personal computer 138 via the Internet 114, message 
96.O. 

0.139. As noted above, the service platform services may 
betwo-way, enabling data users to also transmit commands or 
messages back through the M2M communication hub 112 to 
selected electronic medical or fitness devices. This may 
involve a data user server 142, 144 transmitting a message 
962 addressed to a particular electronic medical or fitness 
device to the service platform server 140, which receives the 
message via the Internet 114, step 918. The service platform 
server 140 re-addresses the message to the particular elec 
tronic medical or fitness device IPv6 address, step 920, and 
transmits the message to the wireless communication hub 
device 112 via the Internet 114, step 922 and message 964. 
The wireless communication hub device 112 receives the 
messages and relays them onto the addressed the electronic 
medical or fitness device, step 924 and message 966. The 
addressed electronic medical or fitness device then processes 
or displays the message, step 926. 
0140. A practical implementation example may clarify the 
processing described above with reference to FIGS. 9A and 
9B. Since sudden weight gain can be an indicator of some 
serious medical conditions, providing such information to a 
medical facility may be useful for advising patients when they 
need to take medication or see a doctor immediately. To 
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enable Such early warning with minimal effort by patients, an 
electronic bathroom scale may be configured as an electronic 
medical or fitness device with a wireless (or wired) trans 
ceiver that couples to a wireless communication hub device 
112 to transmit weight readings whenevera user starts on the 
scale. The scale, the wireless communication hub device 112, 
and/or the service platform server 140 may be configured 
(e.g., as part of a registration process) to promptly forward 
scale readings to a medical facility server 142 that is tracking 
a patient's weight. When a user steps on the scale, the weight 
reading may be automatically transmitted to a destination 
server 142 that can process the information without any 
action or involvement on the part of the user. If the medical 
facility server 142 detects a Sudden change in weight that may 
indicate a condition requiring a medical intervention (e.g., 
taking a medication or visiting a doctor), the server 142 may 
transmit a message to be displayed on an appropriate elec 
tronic medical or fitness device (e.g., the weight scale) that the 
user is likely to see. Thus, the medical facility server 142 may 
transmit a message using the service platform services so that 
it is receives by an electronic medical or fitness device (such 
as an LCD display, a digital picture frame, or other device 
with a display) informing the user to take the proper precau 
tions. 

0141 FIG. 18 illustrates an embodiment method 1800 for 
enabling the wireless communication hub device 112 to 
establish a persistent wireless communications link with the 
service platform server 140. In blocks 1802 and 1804 the 
wireless communication hub device 112 and the service plat 
form server 140 may exchange information necessary to 
establish a persistent wireless communications link between 
each other. In blocks 1806 and 1808 the wireless communi 
cation hub device 112 and the service platform server 140 
may establish a persistent wireless communications link with 
each other. A persistent wireless communications link may be 
a communications link that is kept open regardless of the rate 
of data sent over the wireless communication link. In block 
1810 the wireless communication hub device 112 may 
receive medical and fitness device data from the medical and 
fitness device 102 as discussed above. At block 1812 the 
wireless communication hub device 112 may transmit medi 
cal and fitness device data to the service platform server 140 
as discussed above. At block 1814 the service platform server 
140 may receive the medical and fitness device data. 
0142. At block 1816 the wireless communication hub 
device 112 may monitor the periodicity of data exchanges 
with the service platform server 140. As an example, the 
wireless communication hub device 112 may compare a time 
stamp associated with the last transmission of the wireless 
communication hub device 112 to the current wireless com 
munication hub device 112 time. At determination block 
1818 the wireless communication hub device 112 may deter 
mine if the periodicity is approaching a network threshold. As 
an example, the wireless communication hub device 112 may 
compare a network threshold, such as the maximum time 
allowed between transmissions before a communication link 
is deemed dormant (which may be stored in a memory 302), 
to the time period since the last data transmission. If the 
period since the last data transmission is approaching the 
network threshold (i.e., determination block 1818="Yes'), at 
block 1812 the wireless communication hub device 112 may 
transmit the medical and fitness device data to the service 
platform server 140. If the period since the last data transmis 
sion is not approaching the network threshold (i.e., determi 
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nation block 1818–“No”), at block 1816 the wireless com 
munication hub device 112 may monitor the periodicity of 
data exchanges with the service platform server 140. In this 
manner, the persistent wireless communications link may be 
maintained despite network thresholds for activity because 
the persistent wireless communications link may not be iden 
tified as dormant by a host network. By not being identified as 
dormant, the persistent wireless communications link may be 
less at risk for being automatically broken or closed by the 
host network. In an optional embodiment, if the period since 
the last data transmission is approaching the network thresh 
old (i.e., determination block 1818–“Yes”), at block 1820 the 
wireless communication hub device 112 may transmit data 
other than medical and fitness device data to the service 
platform server 140. The other data may be any data, such as 
a test message, that may serve to keep the persistent wireless 
communication link active. At block 1822 the service plat 
form server 140 may receive the other data. 
0143 FIG. 19 illustrates an embodiment method 1900 for 
enabling the appearance that the electronic medical and fit 
ness device 102 is continuously connected to another device 
(e.g., a physician's personal computer 138) accessing the 
electronic medical and fitness device via the service platform 
server 140, without the need to maintain a constant commu 
nication link between the electronic medical and fitness 
device 102 and the wireless communication hub device 112. 
At block 1902 the service platform server 140 may associate 
an electronic medical and fitness device 102 with a commu 
nication device, such as the wireless communication hub 
device 112. At block 1904 the service platform server 140 
may establish a wireless communications link with the com 
munication device (e.g., the wireless M2M communications 
hub 112). At block 1906 the service platform server 140 may 
receive the electronic medical and fitness data from the com 
munication device (e.g., the wireless M2M communications 
hub 112) via the wireless communications link. At block 1908 
the service platform server 140 may store the electronic medi 
cal and fitness device data. In an embodiment, the electronic 
medical or fitness device data may include an electronic 
medical or fitness device identifier. The service platform 
server 140 may compare the received electronic medical or 
fitness device identifier to a database of electronic medical or 
fitness device identifier associated with users to identify at 
least one of a user account, a partner account (e.g., account on 
a third party server 142) and/or a service account (e.g., a third 
party account on server 142) associated with the electronic 
medical or fitness device, and may store the medical or fitness 
data received from the communication hub device in a data 
record for the user associated with the electronic medical or 
fitness device. At block 1910 the service platform server 140 
may close the wireless communications link with the com 
munication device (e.g., the wireless M2M communications 
hub 112). 
0144. At block 1912 the service platform server 140 may 
receive a request for the electronic medical and fitness device 
data from another device (e.g., the physician's personal com 
puter 138). At block 1914 the service platform server 140 may 
update the stored electronic medical and fitness device data 
such that the electronic medical or fitness device appears to be 
continuously connected via a wireless communications link. 
As an example, the service platform server 140 may update a 
time stamp on the stored electronic medical and fitness device 
data to reflect the current service platform server 140 time. At 
block 1916 the service platform server 140 may transmit the 
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updated Stored electronic medical and fitness device data to 
the other device (e.g., the physician's personal computer 
138). In this manner, the electronic medical and fitness device 
data received may appear to be current electronic medical and 
fitness device data and it may appear that the other device 
(e.g., the physician's personal computer 138) is continuously 
connected via a wireless communications link to the elec 
tronic medical and fitness device 102, though a continuous 
wireless communications link may not be established. 
(0145 FIG. 24 illustrates an embodiment method 2400 for 
enabling two electronic medical and fitness devices 102a and 
102b to exchange data. In blocks 2402 and 2404 the first 
electronic medical and fitness device 102a and the wireless 
communication hub device 112 may establish a first commu 
nication link with each other. In block 2406 the first electronic 
medical and fitness device 102a may transmit electronic 
medical and fitness device data to the wireless communica 
tion hub device 112 via the first communication link. At block 
2408 the wireless communication hub device 112 may 
receive the electronic medical and fitness device data. At 
block 2410 the wireless communication hub device 112 may 
store the received electronic medical and fitness device data in 
a memory resident on the wireless communication hub device 
112. In an optional embodiment, at blocks 2412 and 2114 the 
wireless communication hub device 112 and the first elec 
tronic medical and fitness device 102a may close the first 
communication. At blocks 2416 and 2418 the second elec 
tronic medical and fitness device 102b and the wireless com 
munication hub device 112 may establish a second commu 
nication link between each other. At block 2420 the second 
electronic medical and fitness device 102b may transmit a 
request for the electronic medical and fitness device data to 
the wireless communication hub device 112 via the second 
communication link. In an embodiment, the request for the 
electronic medical and fitness device data may specify a 
specific type of data (e.g., weight or blood pressure data), a 
specific type of originating device (e.g., a weight scale or 
blood pressure monitor), and/or a specific originating device 
ID (e.g., the device ID for the user's specific weight scale). At 
block 2422 the wireless communication hub device 112 may 
receive the request for the medical and fitness device data. At 
block 2424 the wireless communication hub device 112 may 
transmit the electronic medical and fitness data requested, and 
at block 2426 the second electronic medical and fitness device 
102b may receive the electronic medical and fitness device 
data. In this manner, a second electronic medical and fitness 
device 102b may access data from a first electronic medical 
and fitness device 102a via the wireless communication hub 
device 112 whether the first electronic medical and fitness 
device 102a may be currently, or may have been previously 
connected to the wireless communication hub device 112. 

0146 FIG. 25 illustrates an embodiment method 2500 for 
enabling two electronic medical and fitness devices 102a and 
102b to exchange data similar to method 2400 described 
above with reference to FIG. 24, except that the wireless 
communication hub device 112 may exchange electronic 
medical and fitness data with the service platform server 140. 
At blocks 2402, 2406, 2408, 2410,2412, and 2414 operations 
of method 2400 as described above with reference to FIG. 24 
may be performed. At blocks 2502 and 2504 the wireless 
communication hub device 112 and may the service platform 
server 140 may establish a wireless communication link with 
each other. At block 2506 the wireless communication hub 
device 112 may transmit the electronic medical and fitness 
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device data to the service platform server 140, and at block 
2508 the service platform server 140 may receive the elec 
tronic medical and fitness data. At block 2510 the service 
platform server 140 may store the electronic medical and 
fitness device data. At blocks 2416, 2418, 2420, and 2422 
operations of method 2400 as described above with reference 
to FIG. 24 may be performed. At block 2512 the wireless 
communication hub device 112 may transmit the request for 
the electronic medical and fitness device data to the service 
platform server 140. In an embodiment, the request may be 
transmitted by the wireless communication hub device 112 in 
response to a determination that the previously stored elec 
tronic medical and fitness device data is no longer available to 
the wireless communication hub device 112. At block 2514 
the service platform server 140 may receive the request for 
electronic medical and fitness device data. At block 2516 the 
service platform server 140 may transmit the electronic medi 
cal and fitness device data to the wireless communication hub 
device 112. At block 2518 the wireless communication hub 
device 112 may receive the electronic medical and fitness 
device data. At block 2424 the wireless communication hub 
device 112 may transmit the electronic medical and fitness 
data requested, and at block 2426 the second electronic medi 
cal and fitness device 102b may receive the electronic medical 
and fitness device data. In this manner, two electronic medical 
and fitness devices 102a and 102b may exchange data via the 
service platform server 140. 
0147 In an embodiment, the wireless communication hub 
device may be a part of communications that may need to be 
monitored. Communications with the wireless communica 
tion hub device 112 may be carried over the cellular opera 
tor's network, and may result in a billing event for the service 
platform, retailers, customers and/or users associated with the 
wireless communication hub device 112. FIG. 26 illustrates 
an embodiment method 2600 for tracking data traffic through 
the wireless communication hub device 112. At block 2602 
the wireless communication hub device 112 may maintain a 
transmittal log. In an embodiment, the transmittal log may be 
a log of all transmissions sent from the wireless communica 
tion hub device 112. The transmittal log may be any type log, 
such as a counter for each byte of data traffic sent from the 
wireless communication hub device 112. At block 2404 the 
wireless communication hub device 112 may identify the 
origin of received data traffic. In an embodiment, the wireless 
communication hub device 112 may parse data headers to 
determine the origin of received data. In this manner, data 
originated at the service platform server 140 may be distin 
guished from data originated at a customer server but trans 
mitted via the service platform server 140. At block 2606 the 
wireless communication hub device 112 may maintain a 
receipt log. In an embodiment, the receipt log may be a log of 
all traffic received by the wireless communication hub device 
112. In an embodiment, the receipt log may distinguish data 
traffic by the origin of the data traffic (e.g., data traffic origi 
nated at the service platform server 140 may be distinguished 
in a receipt log from data traffic originated at a customer 
server). The receipt log may be any type log, Such as a counter 
for each byte of data traffic received by the wireless commu 
nication hub device 112. At block 2608 the wireless commu 
nication hub device 112 may transmit the data traffic log(s) 
(i.e., the transmittal log and/or the receipt log) to the service 
platform server 140. At block 2610 the service platform 
server 140 may receive the data traffic log(s). In this manner 
the data traffic log(s) may be utilized by the service platform 
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server to reconcile and generate reports, generate statistics, 
and/or generate and resolve billing statements. In a further 
embodiment, SMS messages (e.g., MTSMS and/or MOSMS 
messages) may be tracked in conjunction with data traffic by 
the wireless communication hub device 112. 

0148 FIG. 27 illustrates a method 2700 for managing 
device authorization which may be performed by the service 
platform server 140 or the wireless communication hub 
device 112. In an embodiment the service platform server 140 
may have stored in a memory a listing of authorized elec 
tronic medical or fitness devices. In an embodiment, the wire 
less communication hub device 112 may have previously 
received a listing of authorized electronic medical or fitness 
devices and may have stored the listing of authorized elec 
tronic medical or fitness devices in a memory of the wireless 
communication hub device 112. At block 2702 the service 
platform server 140 or the wireless communication hub 
device 112 may receive a pairing request originated from the 
electronic medical and fitness device. Such as the electronic 
medical and fitness device 102. In an embodiment, the pairing 
authorization request may include electronic medical and 
fitness device information, Such as an electronic medical and 
fitness device ID and/or an electronic medical and fitness 
device type. At determination block 2704 the service platform 
server 140 or the wireless communication hub device 112 
may determine if the electronic medical and fitness device is 
authorized to be paired with the wireless communication hub 
device 112. In an embodiment, authorization may be deter 
mined by comparing electronic medical and fitness device 
information (e.g., an electronic medical and fitness device ID) 
to a listing of authorized electronic medical of fitness devices 
(e.g., list of authorized devices). In another embodiment, 
authorization may be determined by authenticating the elec 
tronic medical and fitness device by comparing electronic 
medical and fitness device information (e.g., an electronic 
medical and fitness device ID and type) to an authorized 
electronic medical and fitness device list to determine if the 
device ID and type match the authorized list. If the electronic 
medical and fitness device is authorized (i.e., determination 
block 2704=“Yes”), at block 2706 pairing of the electronic 
medical and fitness device with the communication device 
(e.g., wireless communication hub device 112) may be 
enabled by the service platform server 140 or the wireless 
communication hub device 112. In an embodiment, the ser 
vice platform server 140 may transmit a device authorization 
message to the wireless communication hub device 112 
authorizing communication with the discovered electronic 
medical or fitness device. If the electronic medical and fitness 
device is not authorized (i.e., determination block 
2704=“No”), at block 2708 the service platform server 140 or 
the wireless communication hub device 112 may deny the 
pairing request. In an embodiment, the service platform 
server 140 may transmit an electronic medical or fitness 
device authorization message to the wireless communication 
hub device authorizing communication and/or pairing with 
the discovered electronic medical or fitness device. 

014.9 FIG. 28 illustrates an embodiment method 2800 for 
procurement, provisioning, activation, and billing of a wire 
less communication hub device according to the various 
embodiments for use with a UMTS communication network. 
At block 2810 a customer server operator 2804 may order a 
wireless communication hub device. The customer server 
operator 2804 may be a retailer of wireless communication 
hub devices, an end user of wireless communication hub 
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devices, and or the operator of a server (i.e., customer server) 
that utilizes wireless communication hub devices to receive/ 
manage electronic medical and fitness devices and/or elec 
tronic medical and fitness device data. At block 2812 a wire 
less communication hub device manufacturer 2806 may 
receive the wireless communication hub device order. At 
block 2806 the wireless communication hub device manufac 
turer 2806 may order/receive a WWAN module for the wire 
less communication hub device. At block 2816 the wireless 
communication hub device manufacturer 2806 may order a 
subscriber identity module (SIM) card for the wireless com 
munication hub device. At block 2818 the cellular operator/ 
carrier 28.08 may receive the SIM order. In an embodiment, 
the wireless communication hub device manufacturer 2806 
may order the SIM card directly from a cellular operator/ 
carrier 2808, or alternatively may order then from a SIM card 
manufacturer who may receive SIM information from the 
cellular operator/carrier 2808 for inclusion in the SIM cards. 
In an embodiment the SIM cards store the necessary creden 
tials for the wireless communication hub device to operate on 
the cellular operator/carrier's 2808 network. At block 2820 
the cellular operator/carrier 28.08 may deliver the SIM card. 
At block 2822 the wireless communication hub device manu 
facturer 2806 may receive the SIM card. At block 2824 the 
wireless communication hub device manufacturer 28.06 may 
manufacture the wireless communication hub device includ 
ing the WWAN module and SIM card. At block 2826 the 
wireless communication hub device manufacturer 28.06 may 
deliver the wireless communication hub device and at block 
2828 the customer server operator 2804 may receive the 
wireless communication hub device. 

0150. At block 2830 the customer server operator 2804 
may pre-pair the wireless communication hub device with an 
electronic medical and fitness device (e.g., a heart rate moni 
tor). At blocks 2832 and 2834 the customer server operator 
2804 and service platform server operator 2802 may activate 
the wireless communication hub device. In an embodiment, a 
customer server may communicate with the service platform 
server to authorize the wireless M2M communication huh, 
Such as by sending wireless communication hub device infor 
mation to the service platform server. At blocks 2836 and 
2838 the service platform server operator 2802 and the cel 
lular operator/carrier 28.08 may activate the SIM and/or the 
wireless communication hub device. In an embodiment, the 
service platform server may interact with a server of the 
cellular operator/carrier 2808 to activate the SIM and/or the 
wireless communication hub device. At block 2840 the cel 
lular operator/carrier 28.08 may provide a MSISDN and/or 
IMSI for the wireless communication hub device. At block 
2842 the service platform server operator 2802 may receive 
the MSISDN and/or IMSI. At blocks 2844 and 2846 the 
customer server operator 2804 and service platform server 
operator 2802 may utilize the wireless communication hub 
device, for example by sending electronic medical and fitness 
device data from the wireless communication hub device to 
the service platform server and on to the customer server. At 
block 2848 the service platform server operator 2802 may 
track cellular carrier network and data traffic usage by the 
wireless communication hub device. At block 2856 the ser 
vice platform server operator 2802 may provide a bill to the 
customer server operator 2804. In an embodiment, the bill 
may be provided through billing services, such as a carrier 
usage monitoring service, fraud monitoring service, and/or a 
billing entity. At block 2858 the customer server operator 
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2804 may receive the bill. In an optional embodiment, the 
service platform server operator 2802 may send cellular car 
rier network usage information to the cellular operator/carrier 
2808. At block 2852 the cellular operator/carrier 2808 may 
receive the cellular carrier network usage information, and at 
block 2854 the cellular operator/carrier 28.08 may provide a 
bill to the service platform server operator 2802. In an alter 
native embodiment the cellular operator/carrier 28.08 may 
directly bill the customer server operator 2804. 
0151 FIG.29 illustrate another embodiment method 2900 
for procurement, provisioning, activation, and billing of a 
wireless communication hub device according to the various 
embodiments similar to method 2800 described above with 
reference to FIG. 28, except that method 2900 may be used 
with a CDMA communication network. At blocks 2810, 
2812, and 2814, operations of method 2800 may be per 
formed as described above with reference to FIG.28. At block 
2902 the wireless communication hub device manufacturer 
2806 may send the EDF (i.e., WANN ID) to the cellular 
operator/carrier 2808. At block 2904 the cellular operator/ 
carrier 2808 may receive the EDF. At blocks 2824, 2826, 
2828, 2830, 2832, and 2834, operations of method 2800 may 
be performed as described above with reference to FIG.28. At 
blocks 2906 and 2908 the service platform server operator 
2802 and the cellular operator/carrier 28.08 may activate the 
MEID and/or the wireless communication hub device. In an 
embodiment, the service platform server may interact with a 
server of the cellular operator/carrier 2808 to activate the 
MEID and/or the wireless communication hub device. At 
block 2910 the cellular operator/carrier 28.08 may provide a 
MDN and/or MSID for the wireless communication hub 
device. At block 2912 the service platform server operator 
2802 may receive the MDN and/or the MSID. At blocks 2844, 
2846, 2848, 2856, and 2858, operations of method 2800 may 
be performed as described above with reference to FIG. 28. 
0152 FIG. 30 illustrates an embodiment method 3000 for 
authenticating an electronic medical and fitness device 102 
through a service platform server 140. At block 3002 the 
electronic medical and fitness device 102 may transmit a 
discovery beacon. In an embodiment, the discovery beacon 
may be transmitted in response to a received query or may be 
periodically transmitted by the electronic medical and fitness 
device 102. In this manner, electronic medical or fitness 
devices coupled to the wireless communication hub device 
112 may be discovered. In an embodiment, a discovery bea 
con may include electronic medical and fitness device 102 
identification information (e.g., electronic medical or fitness 
device identifier) and/or device parameters. At block 3004 the 
wireless communication hub device 112 may receive the 
discovery beacon. At determination block 3006 the wireless 
communication hub device 112 may determine if the elec 
tronic medical and fitness device 102 was previously paired 
with the wireless communication hub device 112. In an 
embodiment, the determination of previous pairing may be 
made, at least in part, on electronic medical and fitness device 
102 information contained in the discovery beacon. If the 
electronic medical and fitness device 102 was previously 
paired with the wireless communication hub device 112 (i.e., 
determination block 3006=“Yes”), at block 3020 the wireless 
communication hub device 112 may enable pairing between 
with the electronic medical and fitness device 102. At block 
3022 and 3024 the electronic medical and fitness device 102 
and the wireless communication hub device may pair with 
each other. 
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0153. If the electronic medical and fitness device 102 was 
not previously paired with the wireless communication hub 
device 112 (i.e., determination block 3006=“No”), at block 
3008 the wireless communication hub device 112 may send a 
device authentication request to the service platform server 
140. In an embodiment by sending the device authentication 
request the wireless communication hub device 112 may be 
identifying each discovered electronic medical or fitness 
device to the service platform server 140. At block 3010 the 
service platform server 140 may receive the authentication 
request. In an embodiment, the authentication request may 
include electronic medical and fitness device 102 identifica 
tion information (e.g., an identifier of the electronic medical 
or fitness device) and/or device parameters. At determination 
block 3012 the service platform server 140 may determine if 
the electronic medical and fitness device 102 is authenticated. 
In an embodiment, the service platform server 140 may com 
pare electronic medical and fitness device 102 information 
(e.g., ID and device parameter) to an authorized electronic 
medical and fitness device list (e.g., a “white list’) to deter 
mine if the electronic medical and fitness device 102 infor 
mation is on the authorized list and/or if the information 
provided matches the information on the list. Alternatively, or 
in addition, the service platform server 140 may compare 
identifier information to a list of identifiers which are specifi 
cally not authorized or precluded (e.g., a “black list’) to 
determine when the electronic or fitness device should not be 
authorized for pairing. 
0154 If the electronic medical and fitness device 102 is 
authenticated (i.e., determination block 3012=“Yes”), at 
block 3018 the service platform server 140 may send a “suc 
cess' message to the wireless communication hub device 
112. At block 3028 the wireless communication hub device 
112 may receive the “success' message. At block 3020 the 
wireless communication hub device 112 may enable pairing 
between with the electronic medical and fitness device 102. 
At block 3022 and 3024 the electronic medical and fitness 
device 102 and the wireless communication hub device 112 
may pair with each other. If the electronic medical and fitness 
device 102 is not authenticated (i.e., determination block 
3012=“No”), at block 3014 the service platform server 140 
may send an “unsuccessful message' to the wireless commu 
nication hub device 112. At block 3026 the wireless commu 
nication hub device 112 may receive the “unsuccessful' mes 
sage. At block 3016 the wireless communication hub device 
112 may disable pairing with the electronic medical and 
fitness device 102. In a further embodiment, a wireless com 
munication hub device 112 may be a “service all type hub 
and the service process server 140 may authenticate an elec 
tronic medical and fitness device 102 if simply the device type 
parameter matches an authorized device type list and/or 
authentication. 
0155 FIG. 10 is a component block diagram illustrating a 
communication system 3100 with multiple-wireless commu 
nication hub devices 112a, 112b enabled by the various 
embodiments. In a geographic location 3102 (e.g., a user's 
house) wireless communication hub devices 112a, 112b, and 
electronic medical and fitness devices 102c, 102d, and 102e 
may be operating. Electronic medical and fitness devices 
102c, 102d, and 102e may communicate with wireless com 
munication hub devices 112a, and 112b, respectively, via 
communication pathways 3104, 3106, and 3110, respec 
tively. In an embodiment, wireless communication hub 
devices 112a and 112b may communicate via communica 
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tion pathway 3112. In an embodiment, one wireless commu 
nication hub device 112a may be a master hub and wireless 
communication hub device 112b may be a slave hub. Elec 
tronic medical and fitness devices 102e may send its elec 
tronic medical and fitness data to wireless communication 
hub device 112b. In the master/slave embodiment, the wire 
less communication hub device 112b may not have a com 
munication link established with the service platform server 
140, but rather must send and/or receive data with wireless 
communication hub device 112 which may then send and/or 
receive data with the service platform server 140 via commu 
nication pathway 3108. In an alternative embodiment, wire 
less communication hub device 112b may have its own com 
munication pathway 3114 with the service platform server 
140 and may send/receive its own data with the service plat 
form server 140 via communication pathway 3114. In this 
manner, one wireless communication hub device 112a or 
112b may be a master and the other a slave, or both may be 
equals. In this manner, the communication pathway 3112 
established between the wireless communication hub devices 
112a and 112b may serve as a backup connection pathway to 
the service platform server 140 and/or enable local data shar 
ing at the geographic location 3102. In a further embodiment, 
electronic medical and fitness devices 102c, 102d, and 102e 
may be pre-paired with both wireless communication hub 
devices 112a and 112b, thus the electronic medical and fit 
ness devices 102c, 102d, and 102e may be enabled to roam 
between the wireless communication hub devices 112a and 
112b without requiring re-authentication by the service pro 
cess server 140. In a further embodiment, wireless commu 
nication hub devices 112a and 112b may not be in the same 
geographic location 3102. 
0156 FIG. 11 illustrates an embodiment method 3200 
enabling multi-wireless communication hub device 112a. 
112b multi-electronic medical and fitness device 102d, 102e 
data sharing. In method 3200 the respective electronic medi 
cal and fitness devices 102d, 102e, may have previously 
established communication pathways with their respective 
wireless communication hub devices 112a, 112b. Addition 
ally, the respective wireless communication hub devices 
112a, 112b may have previously established communication 
pathways with the service platform server 140. At block 3202 
electronic medical and fitness device 102d may transmit elec 
tronic medical and fitness device data to the wireless commu 
nication hub device 112a. At block 3204 the wireless com 
munication hub device 112a may receive the electronic 
medical and fitness device data, and at block 3206 may store 
the electronic medical and fitness device data. At block 3208 
the wireless communication hub device 112 may transmit the 
electronic medical and fitness device data to the service plat 
form server 140. At block 3212 the service platform server 
140 may store the electronic medical and fitness device data. 
At block 3214 the electronic medical and fitness device 102e 
may transmit a request for electronic medical and fitness 
device data. In an embodiment the request may identify the 
originating electronic medical and fitness device, a time 
period, quantity, etc. At block 3216 the wireless communica 
tion hub device 112b may receive the request. At block 3218 
the wireless communication hub device 112b may transmit 
the request to the service platform server 140. At block 3220 
the service platform server may receive the request. In an 
embodiment, the service platform server 140 may retrieve the 
requested electronic medical and fitness device from a 
memory. At block 3222 the service platform server 140 may 
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transmit the electronic medical and fitness device data to the 
wireless communication hub device 112b. At block 3224 the 
wireless communication hub device 112b may receive the 
electronic medical and fitness device data. At block 3226 the 
wireless communication hub device 112b may transmit the 
electronic medical and fitness device data to the electronic 
medical and fitness device 102e. At block3228 the electronic 
medical and fitness device 102e may receive the electronic 
medical and fitness device data. 

O157 FIG. 12 illustrates an embodiment method 3300 
enabling multi-wireless communication hub device 112a. 
112b multi-electronic medical and fitness device 102d, 102e 
data sharing without data sharing communications to a ser 
vice platform server. In method 3300 the respective electronic 
medical and fitness devices 102d, 102e, may have previously 
established communication pathways with their respective 
wireless communication hub devices 112a, 112b. Addition 
ally, the respective wireless communication hub devices 
112a, 112b may have previously established a communica 
tion pathway with each other. At block 3302 electronic medi 
cal and fitness device 102d may transmit electronic medical 
and fitness device data to the wireless communication hub 
device 112a. At block 3304 the wireless communication hub 
device 112a may receive the electronic medical and fitness 
device data, and at block 3306 may store the electronic medi 
cal and fitness device data. At block 3308 the electronic 
medical and fitness device 102e may transmit a request for 
electronic medical and fitness device data. In an embodiment 
the request may identify the originating electronic medical 
and fitness device, a time period, quantity, etc. At block 3310 
the wireless communication hub device 112b may receive the 
request. At block 3310 the wireless communication hub 
device 112b may transmit the request to wireless communi 
cation hub device 112a. At block 3312 the wireless commu 
nication hub device 112a may receive the request. In an 
embodiment, the wireless communication hub device 112a 
may retrieve the requested electronic medical and fitness 
device from a memory. At block 3316 the wireless commu 
nication hub device 112a may transmit the electronic medical 
and fitness device data to the wireless communication hub 
device 112b. At block 3318 the wireless communication hub 
device 112b may receive the electronic medical and fitness 
device data. At block 3320 the wireless communication hub 
device 112b may transmit the electronic medical and fitness 
device data to the electronic medical and fitness device 102e. 
At block 3322 the electronic medical and fitness device 102e 
may receive the electronic medical and fitness device data. 
0158 FIG. 13 illustrates an embodiment method 3400 for 
managing device polling by a wireless communication hub 
device. In an embodiment the method 3400 may be imple 
mented by a service platform server and the polling sequence 
may be provided to a wireless communication hub device. At 
block 3402 the service process server may receive an active 
device list. In an embodiment, an active device list may be a 
list of all active electronic medical and fitness devices paired 
with a wireless communication hub device. At block 3404 the 
service process server may determine the priority for each 
device. In an embodiment, device priority may be determined 
based on the device type (e.g., heart rate monitors may be 
given a higher priority and weight scales may be given a lower 
priority) and/or sampled data importance (e.g., glucose meter 
for a diabetic may be given the highest priority). Also, device 
priority may be specified by a user, by the service platform 
server, or a third party (e.g., a physician) accessing the service 
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platform server. At block 3406 the service platform server 
may determine the available antennas on the wireless com 
munication hub device and/or the active devices. At block 
3408, the service platform server may determine the user 
settings related to device polling. As an example, user settings 
may include user priority settings for devices, user antenna 
restrictions, user settings related to cost of transmission (e.g., 
power saving settings and/or money saving settings), preset 
polling algorithm selections, etc. At block 3410 a polling 
algorithm may be applied as a function of priority, available 
antennas, and/or user settings. Based on the applied polling 
algorithm, at block 3412 a polling sequence may be gener 
ated. In an embodiment, the service platform server may 
transmit the polling sequence to the wireless communication 
hub device for execution. In an alternative embodiment, the 
method 3400 may be implemented locally by a wireless com 
munication hub device. 

0159. In an embodiment, the wireless communication hub 
device and an electronic medical and fitness device may be 
pre-paired before registration and use with the service plat 
form server. Prior to bundling the wireless communication 
hub device and electronic medical and fitness device together 
to form a kit, the electronic medical and fitness device and the 
wireless communication hub device may be pre-paired. The 
pre-pairing registration may be performed over a short-range 
radio interface between the electronic medical and fitness 
device (e.g., a Bluetooth R connection). After pairing, each of 
the wireless communication hub device and the electronic 
medical and fitness device may be provided with each other's 
identity and may be paired if they're on and in radio-range 
proximity of each other. In an embodiment, a customer server 
may register the pairing on the customer side and may notify 
the service platform server of the pairing for storing in a 
repository and Subsequent authentication request from the 
wireless communication hub device. 

(0160. In an embodiment, a new wireless communication 
hub device may be provided to a user who already is operating 
an existing electronic medical and fitness device. The new 
wireless communication hub device retailer may determine 
from their records or from a customer server that the user 
requesting the new wireless communication hub device is 
already utilizing the existing electronic medical and fitness 
device in their home and that the existing electronic medical 
and fitness device is capable of operating with the new wire 
less communication hub device. The retailer may register the 
pairing of the user's existing electronic medical and fitness 
device and the new wireless communication hub device at a 
customer server and the customer server may notify the Ser 
Vice platform server of the pairing for storing in a repository 
and Subsequent authentication request from the wireless com 
munication hub device. The retailed may only ship the new 
wireless communication hub device (rather than a kit includ 
ing an electronic medical and fitness device) to the user. 
0.161. In an embodiment, a new electronic medical and 
fitness device not previously registered to a user may be 
registered with the service platform server, the wireless com 
munication hub device, and/or a customer server. In an 
embodiment, a user may obtain a new electronic medical and 
fitness device from an indirect channel. Such as not from a 
device/hub retailer or customer server operator. The user may 
need to resister the new electronic medical and fitness device 
to an existing wireless communication hub device. The user 
may contact the retailer/customer server operator by phone or 
web-portal to register the new electronic medical and fitness 
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device. The retailer/customer server operator may register the 
new electronic medical and fitness device. The retailer/cus 
tomer server operator may register the pairing of the new 
electronic medical and fitness device and the user's existing 
wireless communication hub device at the customer server. 
The customer server may notify the service platform server of 
the pairing for storing in a repository and Subsequent authen 
tication request from the wireless communication hub device. 
0162. In an embodiment, a new wireless communication 
hub device may be activated. The retailed/customer may reg 
ister the new wireless communication hub device at the cus 
tomer server. The customer server may notify the service 
platform server of the newly registered wireless communica 
tion hub device and provide the appropriate information to 
register and activate the new wireless communication hub 
device (e.g., the wireless communication hub device's serial 
number, SIM ID, number, etc). 
0163. In an embodiment, a wireless communication hub 
device may be deactivated. A retailer/customer server opera 
tor may determine that an existing wireless communication 
hub device in the field is not being used, or a user may request 
deactivation of the wireless communication hub device. The 
retailer/customer server operator may register the deactiva 
tion request with the customer server. The customer server 
will notify the service platform server of the deactivation. In 
an embodiment the service platform server may use an appro 
priate interface to a cellular operator to deactivate the wireless 
communication hub device. Such as by deactivating the 
WWAN module. In an embodiment, notification of deactiva 
tion may be sent back to the customer server from the service 
platform server. 
0164. In an embodiment, a previously deactivated wire 
less communication hub device may be reactivated. A user of 
a previously deactivated wireless communication hub device 
may contact the retailer/customer server operator to request 
reactivation. The retailer/customer server operator may reg 
ister a reactivation request with the customer server. The 
customer server may notify the service platform server of the 
reactivation request. The service platform server may per 
form appropriate interfaces with a cellular operator to reacti 
vate the wireless communication hub device, such as reacti 
vating the WWAN module. In an embodiment, notification of 
reactivation may be sent back to the customer server from the 
service platform server. 
0.165. In an embodiment, a user may receive a kit contain 
ing a pre-paired wireless communication hub device and an 
electronic medical and fitness device. The user may open the 
kit and plug the wireless communication hub device into a 
wall-socket. The first time the wireless communication hub 
device powers on, the wireless communication hub device 
may perform self-tests and establish a data call on the cellular 
operator's network. The wireless communication hub device 
may then perform registration operations with the service 
platform server and exchange information with the service 
platform server. After receiving an acknowledgement from 
the service platform server the wireless M2M communica 
tions hub may be ready to perform other tasks. 
0166 In an embodiment, a wireless communication hub 
device may discover a USB radio dongle (e.g., ANT+) that 
connects to a USB port of the wireless communication hub 
device. The USB radio dongle may be authenticated and if 
successful and appropriate USB interface driver may be iden 
tified by the wireless communication hub device and used 
locally. The radio dongle may now become an additional 
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short-range radio on the wireless communication hub device 
and may communicate with any registered electronic medical 
and fitness device (e.g., ANT+ weight scale). In an embodi 
ment, if registration is unsuccessful the radio dongle may be 
unusable. 

(0167. In an embodiment, an electronic medical and fitness 
device may connect to the wireless communication hub 
device USB port. The wireless communication hub device 
may discover the electronic medical and fitness device is 
connected on the USB port. An appropriate USB interface 
driver may be identified and used locally. The USB electronic 
medical and fitness device may be authenticated and if Suc 
cessful may be used as described above with the wireless 
communication hub device locally. 
(0168. In an embodiment, the wireless communication hub 
device may already be successfully registered with the ser 
Vice platform server and thru active search and/or listening 
may discover an electronic medical and fitness device in 
proximity. In an embodiment, the electronic medical and 
fitness device and the wireless communication hub device 
may have been pre-paired, and upon discovery the electronic 
medical and fitness device and the wireless communication 
hub device may immediately begin to communicate. In an 
alternative embodiment, some form of authentication of the 
electronic medical and fitness device may be performed by 
the wireless communication hub device prior to communica 
tion exchange and may be stored or sent to the service plat 
form server. In a further embodiment, once communication 
with the electronic medical and fitness device is complete, the 
wireless communication hub device may check all other 
short-range radios to determine if there are other electronic 
medical and fitness devices that may want to communicate. In 
an embodiment if none are found the wireless communication 
hub device may come back to the first radio to start the 
communication session with the next electronic medical and 
fitness device. 

0169. In an embodiment, during electronic medical and 
fitness device discover the wireless communication hub 
device may receive pairing information from the electronic 
medical and fitness device. In an embodiment the wireless 
communication hub device may determine the electronic 
medical and fitness device is not on a local paired device list. 
The wireless communication hub device may send an elec 
tronic medical and fitness device authentication request to the 
service platform server. In an embodiment, the service plat 
form server may have stored the pairing details for the elec 
tronic medical and fitness device previously received from the 
customer server. If the electronic medical and fitness device 
pairing details are stored it may send a 'successful message 
to the wireless communication hub device and the electronic 
medical and fitness device may be added to the local paired 
device list. If the electronic medical and fitness device pairing 
details are not stored on the service platform server the ser 
Vice platform server may send an "unsuccessful' message to 
the wireless communication hub device and the electronic 
medical and fitness device may be denied service by the 
wireless communication hub device. 

0170 In an embodiment, a user may be operating two 
wireless communication hub devices in their home, and two 
electronic medical and fitness devices received with each of 
the respective wireless communication hub devices. Each 
electronic medical and fitness device may be newly paired 
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with the other wireless communication hub device as if it 
were a new electronic medical and fitness device as described 
above. 
0171 In an embodiment, communications between vari 
ous electronic medical and fitness devices and the wireless 
communication hub device thru various radio links and USB 
connections may be managed by the wireless communication 
hub device either concurrently, in Some sequential round 
robin, in hybrid, or other fashion. 
0172. In an embodiment, the wireless communication hub 
device may store electronic medical device data. The wireless 
communication hub device may receive a data payload con 
taining payload data from each electronic medical and fitness 
device it is communicating with when a measurement on a 
respective electronic medical and fitness device is taken and 
may store the payload data locally. Utilizing some threshold 
and/or timer approach, the wireless communication hub 
device may then upload the data payload to the service plat 
form server. 

0173. In an embodiment, the wireless communication hub 
device may periodically receive notifications form the service 
platform server over a data call (e.g., TCP/IP) and may 
respond accordingly. In an embodiment, the wireless com 
munication hub device may periodically receive notification 
from the service platform server via a mobile terminated 
(MT) short message service (SMS) message. In an embodi 
ment, to the wireless communication hub device's immediate 
attention, the service platform server may send a MTSMS to 
the wireless communication hub device for various reasons 
(such as to run a diagnostic check, for a pairing update, 
firmware/software OTA update, security check, authentica 
tion, re-authentication, other commands, a persistent data 
connection failure, and/or communication threshold expira 
tion, etc). In an embodiment, in response to the MTSMS, the 
wireless communication hub device may immediately wake 
up and establish a data call with the service platform server, 
and process next operations as directed by the service plat 
form server. 

0.174. In an optional embodiment, the wireless communi 
cation hub device may periodically go into a low power mode. 
In an embodiment, the wireless M2M communication mode 
may not maintain a data call actively with the service platform 
server to conserve resources, but may periodically set up a 
data call with the service platform server, Such as on an ad-hoc 
basis (e.g., stored data needs to be uploaded), on an exception 
basis (e.g., when receiving an SMS message), and/or on a 
hybrid combination of approaches. 
0175. In an embodiment, the wireless communication hub 
device may receive a notification to upgrade firmware/soft 
ware. In an embodiment, the wireless communication hub 
device may establish a data call (e.g., TCP/IP) with the ser 
vice platform server and the service platform server may push 
the upgrade build file(s) to the wireless communication hub 
device. In an embodiment, the wireless communication hub 
device may receive the upgrade build file(s) and management 
Software on the wireless communication hub device may 
update the new build. 
0176). In an embodiment, an electronic medical and fitness 
device may utilize the wireless communication hub device to 
access data from other electronic medical and fitness devices 
currently, or previously, connected to the wireless communi 
cation hub device, or to other wireless communication hub 
devices (located in the same geographic location or else 
where). In an embodiment, the other electronic medical and 
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fitness devices may be owned/operated by the same user or 
may be owned/operated by different users. In an embodiment, 
the wireless M2M hub may have access to all shareable data 
on the wireless communication hub device, get data from the 
service platform server, request data from the service plat 
form server stored on other wireless communication hub 
devices, and/or a hybrid combination of all approaches. In an 
embodiment, sharing and business agreements may control 
data shareability/availability. 
0177. In an embodiment, multiple users in a household 
may utilize the same electronic medical and fitness device 
(e.g., a weight scale, blood pressure monitor, etc.). In an 
embodiment, a determination as to the user currently utilizing 
the electronic medical and fitness device may be made. In an 
embodiment, the electronic medical and fitness device may 
determine the identity of the user. In an embodiment, user 
identification data may be included in the data sent from the 
electronic medical and fitness device to the wireless commu 
nication hub device. 

0.178 In an embodiment, the wireless communication hub 
device may not include a battery backup, in this manner 
removing the wireless communication hub device from a 
power source (e.g., unplugging from the wall, power outage, 
etc) may result in all data stored on the wireless communica 
tion hub device being lost. 
0179. In an embodiment, the service platform server may 
store data received from an electronic medical and fitness 
device via a wireless communication hub device (e.g., store 
data payloads in an online transaction processing (OLTP) 
database and may upline the data (e.g., to a customer server 
over a web services API) based on registration (e.g., device, 
hub, and/or customer/user). 
0180. In an embodiment, the service platform server may 
receive single (and/or batch) events, commands, and/or mes 
sages from a customer server (or multiple customer servers) 
and forward them to an electronic medical and fitness device 
via a wireless communication hub device. In an embodiment, 
the wireless communication hub device may send a receipt 
acknowledgement to the service platform server may which 
may forward the receipt acknowledgement to the customer 
server that originated the event, command, and/or message. In 
an embodiment, if multiple events, commands, and/or mes 
sages are intended for a wireless communication hub device 
they may be batched to the wireless communication hub 
device. 

0181. In an embodiment, the service platform server may 
be enabled to direct wireless communication hub device diag 
nostic troubleshooting. In an embodiment, the troubleshoot 
ing may be accomplished remotely from the service platform 
server over a data call established between the service plat 
form server and the wireless communication hub device. In an 
alternative embodiment, a diagnostic tool may be connected 
to the wireless communication hub device's USB port to 
enable diagnostic troubleshooting. In an embodiment, the 
service platform server may perform remote diagnostics to 
determine and/or resolve data connectivity issues with the 
wireless communication hub device. In an embodiment, reso 
lution of data connectivity issues may involve the cellular 
operator interface and/or the wireless communication hub 
device operator/user interface. In an embodiment, if WWAN 
coverage is lost or coverage is spotty the service platform 
server may field the associated customer service request and 
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resolution of the issues may involve the cellular operator 
interface and/or the wireless communication hub device 
operator/user interface. 
0182. In an embodiment, the wireless communication hub 
device may encapsulate device data files in a manner Such that 
the encapsulated device data files tunnel through the gateway 
in a different protocol than they are received in the gateway. 
0183 The embodiments described above may be imple 
mented with any of a variety of server devices, such as the 
server 1400 illustrated in FIG. 14. Such a server 1400 typi 
cally includes a processor 1401 coupled to volatile memory 
1402 and a large capacity nonvolatile memory. Such as a disk 
drive 1403. The server 1400 may also include a floppy disc 
drive and/or a compact disc (CD) drive 1406 coupled to the 
processor 1401. The server 1400 may also include network 
access ports 1404 coupled to the processor 1401 for estab 
lishing data connections with network circuits 1405, such as 
the Internet. 
0184 The embodiments described above may be imple 
mented with any of a variety of server devices, such as the 
server 1500 illustrated in FIG. 15. Such a server 1500 typi 
cally includes a processor 1501 coupled to volatile memory 
1502 and a large capacity nonvolatile memory. Such as a disk 
drive 1503. The server 1500 may also include a floppy disc 
drive and/or a compact disc (CD) drive 1506 coupled to the 
processor 1501. The server 1500 may also include network 
access ports 1504 coupled to the processor 1501 for estab 
lishing data connections with network circuits 1505, such as 
the Internet. 
0185. The embodiments may also be implemented on any 
of a variety of mobile devices, an example of which is illus 
trated in FIG. 16. For example, an exemplary mobile receiver 
device 1600 may include a processor 1601 coupled to internal 
memory 1602, a display 1603, and to a network access port 
1609 (e.g., a USB port). Additionally, the mobile receiver 
device 1600 may have an antenna 1604 for sending and 
receiving electromagnetic radiation that is connected to a 
wireless data link and/or cellular telephone transceiver 1605 
and to a local area wireless transceiver 1608, both coupled to 
the processor 1601. Mobile receiver devices typically also 
include a key pad 1606 or miniature keyboard and menu 
selection buttons or rocker switches 1607 for receiving user 
inputs. 
0186. The processors 301,1401, 1501, 1601 in the various 
devices may be any programmable microprocessor, micro 
computer or multiple processor chip or chips that can be 
configured by Software instructions (applications) to perform 
a variety of functions, including the functions of the various 
embodiments described herein. In some devices, multiple 
processors 301, 1401, 1501, 1601 may be provided, such as 
one processordedicated to wireless communication functions 
and one processor dedicated to running other applications. 
Typically, software applications may be stored in the internal 
memory 301, 1401, 1501, 1601 before they are accessed and 
loaded into the processor 301, 1401. In some mobile devices, 
the processor 301, 1401, 1501, 1601 may include internal 
memory Sufficient to store the application Software instruc 
tions. In some devices, the secure memory may be in a sepa 
rate memory chip coupled to the processor 301, 1401, 1501, 
1601. In many devices the internal memory 302, 1402, 1502, 
1602 may be a volatile or nonvolatile memory, such as flash 
memory, or a mixture of both. For the purposes of this 
description, a general reference to memory refers to all 
memory accessible by the processor 301, 1401, 1501, 1601, 
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including internal memory 302, 1402, 1502, 1602 removable 
memory plugged into the device, and memory within the 
processor 301, 1401, 1501, 1601 itself. 
0187 Further details regarding the various embodiments 
are provided in the drawings that are included in the drawings 
but not described above, and in the technical specifications 
which are attached hereto as Attachment A. Attachment A and 
all drawings of this application, including those not discussed 
above are part of this provisional application. 
0188 The foregoing method descriptions and the process 
flow diagrams are provided merely as illustrative examples 
and are not intended to require or imply that the steps of the 
various embodiments must be performed in the order pre 
sented. As will be appreciated by one of skill in the art the 
order of steps in the foregoing embodiments may be per 
formed in any order. Words such as “thereafter,” “then.” 
“next,” etc. are not intended to limit the order of the steps: 
these words are simply used to guide the reader through the 
description of the methods. Further, any reference to claim 
elements in the singular, for example, using the articles “a. 
“an or “the' is not to be construed as limiting the element to 
the singular. 
0189 The various illustrative logical blocks, modules, cir 
cuits, and algorithm steps described in connection with the 
embodiments disclosed herein may be implemented as elec 
tronic hardware, computer Software, or combinations of both. 
To clearly illustrate this interchangeability of hardware and 
Software, various illustrative components, blocks, modules, 
circuits, and steps have been described above generally in 
terms of their functionality. Whether such functionality is 
implemented as hardware or Software depends upon the par 
ticular application and design constraints imposed on the 
overall system. Skilled artisans may implement the described 
functionality in varying ways for each particular application, 
but such implementation decisions should not be interpreted 
as causing a departure from the scope of the present invention. 
0190. The hardware used to implement the various illus 
trative logics, logical blocks, modules, and circuits described 
in connection with the aspects disclosed herein may be imple 
mented or performed with a general purpose processor, a 
digital signal processor (DSP), an application specific inte 
grated circuit (ASIC), a field programmable gate array 
(FPGA) or other programmable logic device, discrete gate or 
transistor logic, discrete hardware components, or any com 
bination thereof designed to perform the functions described 
herein. A general-purpose processor may be a microproces 
Sor, but, in the alternative, the processor may be any conven 
tional processor, controller, microcontroller, or state machine 
A processor may also be implemented as a combination of 
computing devices, e.g., a combination of a DSP and a micro 
processor, a plurality of microprocessors, one or more micro 
processors in conjunction with a DSP core, or any other Such 
configuration. Alternatively, Some steps or methods may be 
performed by circuitry that is specific to a given function. 
0191 In one or more exemplary aspects, the functions 
described may be implemented in hardware, software, firm 
ware, or any combination thereof. If implemented in soft 
ware, the functions may be stored on or transmitted over as 
one or more instructions or code on a computer-readable 
medium. The steps of a method or algorithm disclosed herein 
may be embodied in a processor-executable software module 
executed which may reside on a non-transitory, tangible com 
puter-readable storage medium. Non-transitory computer 
readable media include any available computer storage media 
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that may be accessed by a computer. By way of example, and 
not limitation, such non-transitory computer-readable media 
may comprise RAM, ROM, EEPROM, CD-ROM or other 
optical disk storage, magnetic disk storage or other magnetic 
storage devices, or any other medium that may be used to 
carry or store desired program code in the form of instructions 
or data structures and that may be accessed by a computer. 
Disk and disc, as used herein, includes compact disc (CD), 
laser disc, optical disc, digital versatile disc (DVD), floppy 
disk, and blu-ray disc where disks usually reproduce data 
magnetically, while discs reproduce data optically with 
lasers. Combinations of the above should also be included 
within the scope of computer-readable media. Additionally, 
the operations of a method or algorithm may reside as one or 
any combination or set of codes and/or instructions on a 
non-transitory processor-readable medium and/or non-tran 
sitory computer-readable medium, which may be incorpo 
rated into a computer program product. 
0.192 The preceding description of the disclosed embodi 
ments is provided to enable any person skilled in the art to 
make or use the present invention. Various modifications to 
these embodiments will be readily apparent to those skilled in 
the art, and the generic principles defined herein may be 
applied to other embodiments without departing from the 
spirit or scope of the invention. Thus, the present invention is 
not intended to be limited to the embodiments shown herein 
but is to be accorded the widest scope consistent with the 
following claims and the principles and novel features dis 
closed herein. 

What is claimed is: 
1. A method for communicating data from an electronic 

medical or fitness device, comprising: 
associating the electronic medical or fitness device with a 

communication hub device; 
receiving electronic medical or fitness device data from the 

electronic medical or fitness device in the communica 
tion hub device; 

receiving in the communication hub device a simple mes 
Sage service (SMS) message from a remote server; and 

taking an action in the communication hub device in 
response to the received SMS message. 

2. The method of claim 1, wherein taking an action in the 
communication hub device in response to the received SMS 
message comprises one or more of 

activating the communication hub device in response to 
receiving the SMS message when the communication 
hub device is in a deactivated, low power, or idle mode: 

transmitting the electronic medical or fitness device data to 
the remote server; 

contacting the remote server to receive instructions; 
contacting another server to receive one of instructions, 

configuration changes and Software updates; 
contacting the remote server to report an operating condi 

tion; 
running a diagnostic; 
Verifying security settings; 
re-authenticating the communication hub device to the 

remote server; 
authenticating the electronic medical or fitness device; 
re-authenticating the electronic medical or fitness device; 
transmitting a log of data traffic transmitted from and 

received by the communication hub device to the remote 
SeVe. 
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3. The method of claim 1, further comprising: 
determining a period of time since the remote server last 

received data from the communication hub device; 
comparing the period of time to a predetermined connec 

tion periodicity value; and 
transmitting the SMS message from the remote server to 

the communication hub device if the period of time 
exceeds the predetermined connection periodicity 
value. 

4. The method of claim 1, further comprising: 
receiving a request for data from or access to the commu 

nication hub device at the remote server; and 
transmitting the SMS message from the remote server to 

the communication hub device in response to the 
request. 

5. The method of claim 1, wherein the SMS message 
includes no payload data. 

6. The method of claim 1, wherein the SMS message 
includes payload data including an indication of a task to be 
executed by the communication hub device, and wherein 
taking an action in the communication hub device in response 
to the received SMS message comprises executing the task 
indicated in the SMS message. 

7. The method of claim 1, further comprising: 
transmitting the electronic medical or fitness device data 

from the communication hub device to the remote server 
as encapsulated internet protocol (IP) packets via an 
Internet; 

receiving the encapsulated IP packets at the remote server, 
unpacking the encapsulated IP packets to obtain the elec 

tronic medical or fitness device data; and 
processing the electronic medical or fitness device data in 

the remote server using a driver appropriate for the elec 
tronic medical or fitness device. 

8. The method of claim 1, further comprising: 
transmitting the electronic medical or fitness device data 

from the communication hub device to the remote server 
as encapsulated internet protocol (IP) packets via an 
Internet; 

receiving the encapsulated IP packets at the remote server, 
forwarding the encapsulated IP packets from the remote 

server to a second server via the Internet; 
unpacking the encapsulated IP packets at the second server 

to obtain the electronic medical or fitness device data; 
and 

processing the electronic medical or fitness device data in 
the second server using a driver appropriate for the elec 
tronic medical or fitness device. 

9. The method of claim 1, further comprising: 
discovering electronic medical or fitness devices coupled 

to the communication hub device; and 
identifying each discovered electronic medical or fitness 

device to the remote server. 
10. The method of claim 1, further comprising: 
determining whether a primary network connection 

between the remote server and the communication hub 
device is unavailable; and 

transmitting the electronic medical or fitness device data to 
the remote server from the communication hub device in 
response to the received SMS message via SMS mes 
Sages in response to determining that the primary net 
work connection is unavailable. 

11. A method for providing access to an electronic medical 
or fitness device, comprising: 
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associating the electronic medical or fitness device with a 
communication hub device; 

receiving electronic medical or fitness device data from the 
electronic medical or fitness device in the communica 
tion hub device; 

establishing a first wireless communications link between 
the communication hub device and a remote server, 

transmitting the electronic medical or fitness device data to 
the remote server from the communication hub device 
via the first wireless communications link; and 

storing the electronic medical or fitness device data at the 
remote Server. 

12. The method of claim 11, wherein establishing a first 
wireless communications link between the communication 
hub device and a remote server comprises maintaining the 
first wireless communications link as a persistent wireless 
communication link. 

13. The method of claim 12, wherein maintaining the first 
wireless communications link as a persistent wireless com 
munication link comprises: 

monitoring a periodicity of data exchanges between the 
communication hub device and the remote server, and 

transmitting the electronic medical or fitness device data or 
other data to the remote server from the communication 
hub device at a periodicity necessary to maintain the 
persistent wireless communication link. 

14. The method of claim 11, further comprising: 
receiving a request for the electronic medical or fitness 

device data in the remote server from another computing 
device; and 

transmitting the stored electronic medical or fitness device 
data to the another computing device Such that the elec 
tronic medical or fitness device appears to the another 
computing device to be continuously connected to the 
remote Server. 

15. The method of claim 11, further comprising: 
identifying a driver software module associated with the 

electronic medical or fitness device; and 
transmitting the driver Software module to the communi 

cation hub device to facilitate communications with the 
electronic medical or fitness device. 

16. The method of claim 11, further comprising: 
transmitting the electronic medical or fitness device data 

from the communication hub device to the remote server 
in a native format as encapsulated Internet protocol (IP) 
packets via an Internet; 

receiving the encapsulated IP packets at the remote server, 
unpacking the encapsulated IP packets to obtain the elec 

tronic medical or fitness device data; and 
processing the electronic medical or fitness device data in 

the remote server using a driver software module appro 
priate for the electronic medical or fitness device to 
translate the data into a format which can be accessed 
without the need for the driver software module, 

wherein storing the electronic medical or fitness device 
data at the remote server comprises storing the translated 
electronic medical or fitness data. 

17. The method of claim 11, further comprising: 
transmitting the electronic medical or fitness device data 

from the communication hub device to the remote server 
in a native format as encapsulated Internet protocol (IP) 
packets via an Internet; 

receiving the encapsulated IP packets at the remote server, 
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forwarding the encapsulated IP packets from the remote 
server to a second server via the Internet; 

unpacking the encapsulated IP packets at the second server 
to obtain the electronic medical or fitness device data; 
and 

processing the electronic medical or fitness device data in 
the second server using a driver software module appro 
priate for the electronic medical or fitness device. 

18. The method of claim 11, wherein storing the electronic 
medical or fitness device data at the remote server comprising 
storing the electronic medical or fitness device data in a native 
format, the method further comprising: 

receiving in the remote server from a computing device a 
request for data from the electronic medical or fitness 
device; 

transmitting the stored electronic medical or fitness device 
data from the remote server to the requesting computing 
device in the native format; and 

transmitting from the remote server to the computing 
device a driver software module associated with the 
electronic medical or fitness device to enable the 
requesting computing device to process the native for 
mat electronic medical or fitness device data locally. 

19. The method of claim 18, further comprising: 
receiving a registration request from the computing device; 

and 
determining in the remote server whether the computing 

device has previously registered with the remote server, 
wherein transmitting from the remote server to the com 

puting device a driver Software module associated with 
the electronic medical or fitness device is accomplished 
when the remote server determines that the computing 
device has not previously registered with the remote 
Sever. 

20. The method of claim 11, further comprising: 
maintaining a log of data traffic transmitted from and 

received by the communication hub device; and 
transmitting the log of data traffic to the remote server. 
21. The method of claim 11, further comprising: 
the communication hub device discovering each of a plu 

rality of electronic medical or fitness devices which can 
be coupled to the communication hub device; 

establishing a communication link between the communi 
cation hub device and one or more of the plurality of 
discovered electronic medical or fitness devices; and 

identifying each discovered electronic medical or fitness 
device to the remote server. 

22. The method of claim 21, further comprising: 
receiving from a first one of the plurality of electronic 

medical or fitness devices a request for medical or fitness 
data stored in a second one of the plurality of electronic 
medical or fitness devices; 

receiving in the communication hub device the requested 
medical or fitness data from the second one of the plu 
rality of electronic medical or fitness devices; and 

transmitting the requested medical or fitness data from the 
communication hub device to the first one of the plural 
ity of electronic medical or fitness devices. 

23. The method of claim 21, further comprising: 
receiving in the communication hub device a listing of 

authorized electronic medical or fitness devices; and 
storing the listing of authorized electronic medical or fit 

ness devices in the communication hub device; 
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comparing an identifier of each discovered plurality of 
electronic medical or fitness devices to the listing of 
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authorized electronic medical or fitness devices, 
wherein establishing a communication link between the 

communication hub device and one or more of the plu 
rality of discovered electronic medical or fitness devices 
is accomplished for those discovered electronic medical 
or fitness devices whose identifiers is included in the 
listing of authorized electronic medical or fitness 
devices. 

24. The method of claim 21, wherein identifying each 
discovered electronic medical or fitness device to the remote 
server comprises transmitting an identifier of each discovered 
electronic medical or fitness device to the remote server, the 
method further comprising: 

comparing the identifier of each discovered plurality of 
electronic medical or fitness devices to a listing of autho 
rized electronic medical or fitness devices maintained in 
the remote server; and 

transmitting a device authorization message to the commu 
nication hub device authorizing communication with 
one of the discovered plurality of electronic medical or 
fitness devices when the identifier of the electronic 
medical or fitness device is included in the listing of 
authorized electronic medical or fitness devices, 

wherein establishing a communication link between the 
communication hub device and one or more of the plu 
rality of discovered electronic medical or fitness devices 
is accomplished by the communication hub device in 
response the device authorization message. 

25. The method of claim 21, further comprising: 
discovering a new electronic medical or fitness device with 

the communication hub device; 
receiving an identifier of the new electronic medical or 

fitness device in the communication hub device; 
transmitting the new electronic medical or fitness device 

identifier to the remote server; 
comparing, in the remote server, the new electronic medi 

cal or fitness device identifier to a database of the new 
electronic medical or fitness device identifier associated 
with users to identify at least one of a user account, a 
partner account and a service account associated with 
the electronic medical or fitness device; and 

storing medical or fitness data received from the commu 
nication hub device in a data record for the user associ 
ated with the electronic medical or fitness device. 

26. The method of claim 21, further comprising: 
establishing a third communication link between the com 

munication hub device and a second communication 
hub device; 

receiving medical or fitness data from the second commu 
nication hub device via the third communication link; 
and 

relaying the received medical or fitness data from the com 
munication hub device to the remote server. 

27. The method of claim 21, further comprising: 
determining a location of the communication hub device; 
transmitting location information from the communication 
hub device to the remote server; and 

associating the communication hub device with at least one 
of a user account, a partner account and a service 
account based, at least in part, on the location informa 
tion. 
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28. The method of claim 27, wherein the location informa 
tion is a latitude and longitude determined with a global 
positioning system (GPS) receiver within the communication 
hub device, wherein associating the communication hub 
device with the user account based, at least in part, on the 
location information comprises: 

comparing the latitude and longitude to public information 
to identify user information with the latitude and longi 
tude; 

determining the user account containing the user informa 
tion; and 

associating the communication hub device with the user 
account containing the user information. 

29. The method of claim 28, wherein the public informa 
tion is a map including address information and wherein the 
user information is an address. 

30. A method for communicating data from an electronic 
medical or fitness device, comprising: 

associating the electronic medical or fitness device with a 
communication hub device, wherein the communication 
hub device is configured to receive electronic medical or 
fitness device data from the electronic medical or fitness 
device; and 

transmitting a simple message service (SMS) message 
from the remote server to the communication hub 
device, the SMS message directing the communication 
hub device to take an action. 

31. The method of claim 30, further comprising: 
receiving the electronic medical or fitness device data from 

the communication hub device at the remote server as 
encapsulated internet protocol (IP) packets via an Inter 
net; 

unpacking the encapsulated IP packets to obtain the elec 
tronic medical or fitness device data; and 

processing the electronic medical or fitness device data in 
the remote server using a driver software module appro 
priate for the electronic medical or fitness device. 

32. A method for providing access to an electronic medical 
or fitness device, comprising: 

establishing a first wireless communications link between 
the communication hub device and a remote server, 

receiving electronic medical or fitness device data from the 
communication hub device at the remote server in a 
native format as encapsulated Internet protocol (IP) 
packets via an Internet; 

unpacking the encapsulated IP packets to obtain the elec 
tronic medical or fitness device data; 

processing the electronic medical or fitness device data in 
the remote server using a driver software module appro 
priate for the electronic medical or fitness device to 
translate the data into a format which can be accessed 
without the need for the driver software module; and 

storing the translated electronic medical or fitness data at 
the remote server. 

33. The method of claim 32, further comprising: 
receiving location information from the communication 
hub device at the remote server; and 

associating the communication hub device with at least one 
of a user account, a partner account and a service 
account based, at least in part, on the location informa 
tion. 

34. The method of claim 33, wherein the location informa 
tion is a latitude and longitude determined with a global 
positioning system (GPS) receiver within the communication 
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hub device, wherein associating the communication hub 
device with the user account based, at least in part, on the 
location information comprises: 

comparing the latitude and longitude to public information 
to identify user information with the latitude and longi 
tude; 

determining the user account containing the user informa 
tion; and 

associating the communication hub device with the user 
account containing the user information. 

35. The method of claim 34, wherein the public informa 
tion is a map including address information and wherein the 
user information is an address. 

36. A communication hub device for communicating data 
from an electronic medical or fitness device, comprising: 

a wireless wide area network (WWAN) transceiver; 
a first antenna coupled to the WWAN transceiver; 
a memory; and 
a processor coupled to the memory, and the WWAN trans 

ceiver, wherein the processor is configured with proces 
Sor-executable instructions to perform operations com 
prising: 
associating with the electronic medical or fitness device; 
receiving electronic medical or fitness device data from 

the electronic medical or fitness device; 
receiving a simple message service (SMS) message 

from a remote server via the WWAN transceiver; and 
taking an action in response to the received SMS mes 

Sage. 
37. The communication hub device of claim 36, wherein 

the processor is configured with processor-executable 
instruction to perform operations such that taking an action in 
the communication hub device in response to the received 
SMS message comprises one or more of 

activating the communication hub device in response to 
receiving the SMS message when the communication 
hub device is in a deactivated, low power, or idle mode: 

transmitting the electronic medical or fitness device data to 
the remote server; 

contacting the remote server to receive instructions; 
contacting another server to receive one of instructions, 

configuration changes and Software updates; 
contacting the remote server to report an operating condi 

tion; 
running a diagnostic; 
Verifying security settings; 
re-authenticating the communication hub device to the 

remote server; 
authenticating the electronic medical or fitness device; 
re-authenticating the electronic medical or fitness device; 
transmitting a log of data traffic transmitted from and 

received by the communication hub device to the remote 
SeVe. 

38. The communication hub device of claim 36, wherein 
the processor is configured with processor-executable 
instructions to perform operations such that the SMS message 
includes no payload data. 

39. The communication hub device of claim 36, wherein 
the SMS message includes payload data including an indica 
tion of a task to be executed by the communication hub 
device, and wherein the processor is configured with proces 
sor-executable instructions to perform operations such that 
taking an action in response to the received SMS message 
comprises executing the task indicated in the SMS message. 
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40. The communication hub device of claim 36, wherein 
the processor is configured with processor-executable 
instructions to perform operations further comprising: 

transmitting, via the cellular transceiver, the electronic 
medical or fitness device data from the communication 
hub device to the remote server as encapsulated internet 
protocol (IP) packets via an Internet. 

41. The communication hub device of claim 36, wherein 
the processor is configured with processor-executable 
instructions to perform operations further comprising: 

discovering electronic medical or fitness devices coupled 
to the communication hub device; and 

identifying each discovered electronic medical or fitness 
device to the remote server via the WWAN transceiver. 

42. The communication hub device of claim 36, wherein 
the processor is configured with processor-executable 
instructions to perform operations further comprising: 

determining whether a primary network connection with 
the remote server is unavailable; and 

transmitting the electronic medical or fitness device data to 
the remote server in response to the received SMS mes 
Sage via SMS messages via in response to determining 
that the primary network connection is unavailable. 

43. The communication hub device of claim 36, further 
comprising a first radio coupled to the processor, wherein the 
first radio is a BlueTooth R radio. 

44. The communication hub device of claim 43, further 
comprising: 

a second radio coupled to the processor, wherein the sec 
ond radio is a WiFi radio. 

45. The communication hub device of claim 44, further 
comprising: 

a third radio coupled to the processor, wherein the third 
radio is a ANT+ radio. 

46. The communication hub device of claim 45, further 
comprising: 

a USB interface coupled to the processor. 
47. The communication hub device of claim 46, further 

comprising a power socket configured to connect the com 
munication hub device to an alternating current (A/C) power 
SOUC. 

48. A communication hub device for communicating data 
from an electronic medical or fitness device, comprising: 

a wireless wide area network (WWAN) transceiver; 
a first radio; 
a first antenna coupled to the WWAN transceiver; 
a memory; and 
a processor coupled to the memory, the WWAN trans 

ceiver, and the first radio, wherein the processor is con 
figured with processor-executable instructions to per 
form operations comprising: 
associating with the electronic medical or fitness device; 
receiving electronic medical or fitness device data from 

the electronic medical or fitness device; 
establishing a first wireless communications link with a 

remote server via the WWAN transceiver; and 
transmitting the electronic medical or fitness device data 

to the remote server via the first wireless communi 
cations link. 

49. The communication hub device of claim 48, wherein 
establishing a first wireless communications link with a 
remote server via the WWAN transceiver comprises main 
taining the first wireless communications link as a persistent 
wireless communication link. 
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50. The communication hub device of claim 48, wherein 
maintaining the first wireless communications link as a per 
sistent wireless communication link comprises: 

monitoring a periodicity of data exchanges between the 
communication hub device and the remote server, and 

transmitting the electronic medical or fitness device data or 
other data to the remote server from the communication 
hub device via the WWAN transceiver at a periodicity 
necessary to maintain the persistent wireless communi 
cation link. 

51. The communication hub device of claim 48, wherein 
the processor is configured with processor-executable 
instructions to perform operations further comprising: 

maintaining a log of data traffic transmitted from and 
received by the communication hub device; and 

transmitting the log of data traffic to the remote server. 
52. The communication hub device of claim 48, wherein 

the processor is configured with processor-executable 
instructions to perform operations further comprising: 

discovering each of a plurality of electronic medical or 
fitness devices which can be coupled to the communi 
cation hub device; 

establishing a communication link with one or more of the 
plurality of discovered electronic medical or fitness 
devices via the first antenna; and 

identifying each discovered electronic medical or fitness 
device to the remote server via the WANN transceiver. 

53. The communication hub device of claim 52, wherein 
the processor is configured with processor-executable 
instructions to perform operations further comprising: 

receiving a listing of authorized electronic medical or fit 
ness devices; 

storing the listing of authorized electronic medical or fit 
ness devices; and 

comparing an identifier of each discovered plurality of 
electronic medical or fitness devices to the listing of 
authorized electronic medical or fitness devices, 

wherein establishing a communication link with one or 
more of the plurality of discovered electronic medical or 
fitness devices via the first antenna is accomplished for 
those discovered electronic medical or fitness devices 
whose identifier is included in the listing of authorized 
electronic medical or fitness devices. 

54. The communication hub device of claim 52, wherein 
the processor is configured with processor-executable 
instructions to perform operations further comprising: 

establishing a third communication link via the first radio 
with a second communication hub device; 

receiving medical or fitness data from the second commu 
nication hub device via the third communication link; 
and 

relaying the received medical or fitness data to the remote 
server via the WWAN transceiver. 

55. The communication hub device of claim 48, wherein 
the first radio is a BlueTooth R radio, the communication hub 
device further comprising: 

a second radio coupled to the first antenna and the proces 
sor, wherein the second radio is a WiFi radio. 

56. The communication hub device of claim 55, further 
comprising: 

a third radio coupled to the first antenna, wherein the third 
radio is a ANT+ radio. 
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57. The communication hub device of claim 56, further 
comprising: 

a USB interface coupled to the processor. 
58. The communication hub device of claim 57, further 

comprising a power socket configured to connect the com 
munication hub device to an alternating current (A/C) power 
SOUC. 

59. A server for processing data from an electronic medical 
or fitness device, comprising: 

a network interface; 
a memory; and 
a processor coupled to the network interface and the 

memory, wherein the processor is configured with pro 
cessor-executable instructions to perform operations 
comprising: 
maintaining a data file associated with the electronic 

medical or fitness device; 
transmitting a simple message service (SMS) message 

to a communication hub device in communication 
with the electronic medical or fitness device; 

receiving electronic medical or fitness device data from 
the communication hub device as encapsulated inter 
net protocol (IP) packets via an Internet; 

unpacking the encapsulated IP packets to obtain the 
electronic medical or fitness device data; and 

processing the electronic medical or fitness device data 
in the remote server using a driver software module 
appropriate for the electronic medical or fitness 
device. 

60. The server of claim 59, wherein the processor is con 
figured with processor-executable instructions to perform 
operations further comprising: 

receiving location information from the communication 
hub device; and 

associating the communication hub device with at least one 
of a user account, a partner account and a service 
account based, at least in part, on the location informa 
tion. 

61. The server of claim 60, wherein the location informa 
tion is a latitude and longitude determined with a global 
positioning system (GPS) receiver within the communication 
hub device, wherein associating the communication hub 
device with the user account based, at least in part, on the 
location information comprises: 

comparing the latitude and longitude to public information 
to identify user information with the latitude and longi 
tude; 

determining the user account containing the user informa 
tion; and 

associating the communication hub device with the user 
account containing the user information. 

62. The server of claim 61, wherein the public information 
is a map including address information and wherein the user 
information is an address. 

63. A non-transitory processor-readable medium config 
ured with processor-executable instructions to cause the pro 
cessor of a communication hub device to perform operations 
comprising: 

receiving electronic medical or fitness device data from the 
electronic medical or fitness device; 

receiving a simple message service (SMS) message from a 
remote server; and 

taking an action in response to the received SMS message. 
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64. The non-transitory processor-readable medium of 
claim 63, wherein the stored processor-executable instruc 
tions are configured to cause the processor of a communica 
tion hub device to perform operations such that taking an 
action in response to the received SMS message comprises 
one or more of: 

activating the communication hub device in response to 
receiving the SMS message when the communication 
hub device is in a deactivated, low power, or idle mode: 

transmitting the electronic medical or fitness device data to 
the remote server; 

contacting the remote server to receive instructions; 
contacting another server to receive one of instructions, 

configuration changes and Software updates; 
contacting the remote server to report an operating condi 

tion; 
running a diagnostic; 
Verifying security settings; 
re-authenticating the communication hub device to the 

remote server; 
authenticating the electronic medical or fitness device; 
re-authenticating the electronic medical or fitness device; 
transmitting a log of data traffic transmitted from and 

received by the communication hub device to the remote 
SeVe. 

65. The non-transitory processor-readable medium of 
claim 63, wherein the SMS message includes no payload 
data. 

66. The non-transitory processor-readable medium of 
claim 63, wherein the SMS message includes payload data 
including an indication of a task to be executed by the com 
munication hub device, and wherein the stored processor 
executable instructions are configured to cause the processor 
of a communication hub device to perform operations such 
that taking an action in response to the received SMS message 
comprises executing the task indicated in the SMS message. 

67. The non-transitory processor-readable medium of 
claim 63, wherein the stored processor-executable instruc 
tions are configured to cause the processor of a communica 
tion hub device to perform operations further comprising: 

transmitting the electronic medical or fitness device data 
from the communication hub device to the remote server 
as encapsulated internet protocol (IP) packets via an 
Internet. 

68. The non-transitory processor-readable medium of 
claim 63, wherein the stored processor-executable instruc 
tions are configured to cause the processor of a communica 
tion hub device to perform operations further comprising: 

discovering electronic medical or fitness devices coupled 
to the communication hub device; and 

identifying each discovered electronic medical or fitness 
device to the remote server. 

69. The non-transitory processor-readable medium of 
claim 63, wherein the stored processor-executable instruc 
tions are configured to cause the processor of a communica 
tion hub device to perform operations further comprising: 

determining whether a primary network connection with 
the remote server and the communication hub device is 
unavailable; and 

transmitting the electronic medical or fitness device data to 
the remote server in response to the received SMS mes 
Sage via SMS messages in response to determining that 
the primary network connection is unavailable. 
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70. A non-transitory processor-readable medium having 
stored thereon processor-executable instructions to cause a 
communication hub device processor to perform operations 
further comprising: 

receiving electronic medical or fitness device data from the 
electronic medical or fitness device; 

establishing a first wireless communications link with a 
remote server; and 

transmitting the electronic medical or fitness device data to 
the remote server via the first wireless communications 
link. 

71. The non-transitory processor-readable medium of 
claim 70, wherein the stored processor-executable instruc 
tions are configured to cause the processor of a communica 
tion hub device to perform operations such that establishing a 
first wireless communications link with a remote server com 
prises maintaining the first wireless communications link as a 
persistent wireless communication link. 

72. The non-transitory processor-readable medium of 
claim 71, wherein the stored processor-executable instruc 
tions are configured to cause the processor of a communica 
tion hub device to perform operations further comprising: 

monitoring a periodicity of data exchanges with the remote 
server; and 

transmitting the electronic medical or fitness device data or 
other data to the remote server at a periodicity necessary 
to maintain the persistent wireless communication link. 

73. The non-transitory processor-readable medium of 
claim 70, wherein the stored processor-executable instruc 
tions are configured to cause the processor of a communica 
tion hub device to perform operations further comprising: 

maintaining a log of data traffic transmitted from and 
received by the communication hub device; and 

transmitting the log of data traffic to the remote server. 
74. The non-transitory processor-readable medium of 

claim 70, wherein the stored processor-executable instruc 
tions are configured to cause the processor of a communica 
tion hub device to perform operations further comprising: 

discovering each of a plurality of electronic medical or 
fitness devices which can be coupled to the communi 
cation hub device; 

establishing a communication link with one or more of the 
plurality of discovered electronic medical or fitness 
devices; and 

identifying each discovered electronic medical or fitness 
device to the remote server. 

75. The non-transitory processor-readable medium of 
claim 70, wherein the stored processor-executable instruc 
tions are configured to cause the processor of a communica 
tion hub device to perform operations further comprising: 

receiving a listing of authorized electronic medical or fit 
ness devices; 

storing the listing of authorized electronic medical or fit 
ness devices; and 

comparing an identifier of each discovered plurality of 
electronic medical or fitness devices to the listing of 
authorized electronic medical or fitness devices, 

wherein establishing a communication link with one or 
more of the plurality of discovered electronic medical or 
fitness devices is accomplished for those discovered 
electronic medical or fitness devices whose identifier is 
included in the listing of authorized electronic medical 
or fitness devices. 
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76. The non-transitory processor-readable medium of 
claim 70, wherein the stored processor-executable instruc 
tions are configured to cause the processor of a communica 
tion hub device to perform operations further comprising: 

establishing a third communication link with a second 
communication hub device; 

receiving medical or fitness data from the second commu 
nication hub device via the third communication link; 
and 

relaying the received medical or fitness data to the remote 
SeVe. 

77. A non-transitory processor-executable medium having 
stored thereon processor-executable instruction configured to 
cause a server processor to perform operations comprising: 

maintaining a data file associated with the electronic medi 
cal or fitness device; 

transmitting a simple message service (SMS) message to a 
communication hub device; 

receiving electronic medical or fitness device data from the 
communication hub device as encapsulated internet pro 
tocol (IP) packets via an Internet; 

unpacking the encapsulated IP packets to obtain the elec 
tronic medical or fitness device data; and 

processing the electronic medical or fitness device data in 
the remote server using a driver software module appro 
priate for the electronic medical or fitness device. 

78. The non-transitory processor-readable medium of 
claim 77, wherein the stored processor-executable instruc 
tions are configured to cause the server processor to perform 
operations further comprising: 

receiving location information from the communication 
hub device; and 

associating the communication hub device with at least one 
of a user account, a partner account and a service 
account based, at least in part, on the location informa 
tion. 

79. The non-transitory processor-readable medium of 
claim 78, wherein the location information is a latitude and 
longitude determined with a global positioning system (GPS) 
receiver within the communication hub device, the stored 
processor-executable instructions are configured to cause the 
server processor to perform operations such that associating 
the communication hub device with the user account based, at 
least in part, on the location information comprises: 

comparing the latitude and longitude to public information 
to identify user information with the latitude and longi 
tude; 

determining the user account containing the user informa 
tion; and 

associating the communication hub device with the user 
account containing the user information. 

80. The non-transitory processor-readable medium of 
claim 79, wherein the public information is a map including 
address information and wherein the user information is an 
address. 

81. A communication hub device, comprising: 
means for receiving electronic medical or fitness device 

data from the electronic medical or fitness device; 
means for receiving a simple message service (SMS) mes 

Sage from a remote server; and 
means for taking an action in response to the received SMS 

message. 
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82. The communication hub device of claim 81, wherein 
means for taking an action in response to the received SMS 
message comprises one or more of: 
means for activating the communication hub device in 

response to receiving the SMS message when the com 
munication hub device is in a deactivated, low power, or 
idle mode; 

means for transmitting the electronic medical or fitness 
device data to the remote server; 

means for contacting the remote server to receive instruc 
tions; 

means for contacting another server to receive one of 
instructions, configuration changes and Software 
updates; 

means for contacting the remote server to report an oper 
ating condition; 

means for running a diagnostic; 
means for verifying security settings; 
means for re-authenticating the communication hub device 

to the remote server; 
means for authenticating the electronic medical or fitness 

device; 
means for re-authenticating the electronic medical or fit 

ness device; 
means for transmittingalog of data traffic transmitted from 

and received by the communication hub device to the 
remote Server. 

83. The communication hub device of claim 81, wherein 
the SMS message includes no payload data. 

84. The communication hub device of claim 81, wherein 
the SMS message includes payload data including an indica 
tion of a task to be executed by the communication hub 
device, and wherein means for taking an action in response to 
the received SMS message comprises means for executing 
the task indicated in the SMS message. 

85. The communication hub device of claim 81, further 
comprising: 
means for transmitting the electronic medical or fitness 

device data to the remote server as encapsulated internet 
protocol (IP) packets via an Internet. 

86. The communication hub device of claim 81, further 
comprising: 
means for discovering electronic medical or fitness devices 

coupled to the communication hub device; and 
means for identifying each discovered electronic medical 

or fitness device to the remote server. 
87. The communication hub device of claim 81, further 

comprising: 
means for determining whethera primary network connec 

tion with the remote server is unavailable; and 
means for transmitting the electronic medical or fitness 

device data to the remote server in response to the 
received SMS message via SMS messages in response to 
determining that the primary network connection is 
unavailable. 

88. A communication hub device comprising: 
means for receiving electronic medical or fitness device 

data from the electronic medical or fitness device in the 
communication hub device; 

means forestablishing a first wireless communications link 
with a remote server; and 

means for transmitting the electronic medical or fitness 
device data to the remote server via the first wireless 
communications link. 
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89. The communication hub device of claim 88, wherein 
means for establishing a first wireless communications link 
with a remote server comprises means for maintaining the 
first wireless communications link as a persistent wireless 
communication link. 

90. The communication hub device of claim 89, further 
comprising: 

means for monitoring a periodicity of data exchanges 
between the communication hub device and the remote 
server; and 

means for transmitting the electronic medical or fitness 
device data or other data to the remote server at a peri 
odicity necessary to maintain the persistent wireless 
communication link. 

91. The communication hub device of claim 88, further 
comprising: 

means for maintaining a log of data traffic transmitted from 
and received by the communication hub device; and 

means for transmitting the log of data traffic to the remote 
SeVe. 

92. The communication hub device of claim 91, further 
comprising: 

means for discovering each of a plurality of electronic 
medical or fitness devices which can be coupled to the 
communication hub device; 

means for establishing a communication link with one or 
more of the plurality of discovered electronic medical or 
fitness devices; and 

means for identifying each discovered electronic medical 
or fitness device to the remote server. 

93. The communication hub device of claim 91, further 
comprising: 

means for receiving a listing of authorized electronic medi 
cal or fitness devices; 

means for storing the listing of authorized electronic medi 
cal or fitness devices; and 

means for comparing an identifier of each discovered plu 
rality of electronic medical or fitness devices to the 
listing of authorized electronic medical or fitness 
devices, 

wherein means for establishing a communication link with 
one or more of the plurality of discovered electronic 
medical or fitness devices comprises means for estab 
lishing a communication link with those discovered 
electronic medical or fitness devices whose identifiers is 
included in the listing of authorized electronic medical 
or fitness devices. 

94. The communication hub device of claim 88, further 
comprising: 

means for establishing a third communication link with a 
second communication hub device; 

means for receiving medical or fitness data from the second 
communication hub device via the third communication 
link; and 

means for relaying the received medical or fitness data to 
the remote server. 

95. A server comprising: 
means for maintaining a data file associated with the elec 

tronic medical or fitness device with a communication 
hub device; 

means for transmitting a simple message service (SMS) 
message to the communication hub device; 
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means for receiving electronic medical or fitness device 
data from the communication hub device as encapsu 
lated internet protocol (IP) packets via an Internet; 

means for unpacking the encapsulated IP packets to obtain 
the electronic medical or fitness device data; and 

means for processing the electronic medical or fitness 
device data using a driver Software module appropriate 
for the electronic medical or fitness device. 

96. The server of claim 95, further comprising: 
means for receiving location information from the commu 

nication hub device; and 
means for associating the communication hub device with 

at least one of a user account, a partner account and a 
service account based, at least in part, on the location 
information. 

97. The server of claim 96, wherein the location informa 
tion is a latitude and longitude determined with a global 
positioning system (GPS) receiver within the communication 
hub device, wherein means for associating the communica 
tion hub device with the user account based, at least in part, on 
the location information comprises: 
means for comparing the latitude and longitude to public 

information to identify user information with the lati 
tude and longitude; 

means for determining the user account containing the user 
information; and 

means for associating the communication hub device with 
the user account containing the user information. 

98. The server of claim 97, wherein the public information 
is a map including address information and wherein the user 
information is an address. 

99. A system for communicating data from an electronic 
medical or fitness device, comprising: 

a communication hub device, comprising: 
a wireless wide area network (WWAN) transceiver; 
a first radio; 
a first antenna coupled to the WWAN transceiver; 
a first memory; and 
a processor coupled to the first memory, the WWAN 

transceiver, and the first radio; and 
a remote server, comprising: 

a database; and 
a server processor, 

wherein the communication hub device processor is con 
figured with processor-executable instructions to per 
form operations comprising: 
receiving electronic medical or fitness device data from 

the electronic medical or fitness device; 
receiving a simple message service (SMS) message 

from the remote server; and 
taking an action in response to the received SMS mes 

Sage. 

100. The system of claim 99, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations such that taking an action 
in response to the received SMS message comprises one or 
more of: 

activating the communication hub device in response to 
receiving the SMS message when the communication 
hub device is in a deactivated, low power, or idle mode: 

transmitting the electronic medical or fitness device data to 
the remote server; 

contacting the remote server to receive instructions; 
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contacting another server to receive one of instructions, 
configuration changes and Software updates; 

contacting the remote server to report an operating condi 
tion; 

running a diagnostic; 
Verifying security settings; 
re-authenticating the communication hub device to the 

remote server; 
authenticating the electronic medical or fitness device; 
re-authenticating the electronic medical or fitness device; 
transmitting a log of data traffic transmitted from and 

received by the communication hub device to the remote 
SeVe. 

101. The system of claim 99, wherein the server processor 
is configured with processor-executable instructions to per 
form operations comprising: 

determining a period of time since the remote server last 
received data from the communication hub device; 

comparing the period of time to a predetermined connec 
tion periodicity value; and 

transmitting the SMS message to the communication hub 
device if the period of time exceeds the predetermined 
connection periodicity value. 

102. The system of claim 101, wherein the server processor 
is configured with processor-executable instructions to per 
form operations further comprising: 

receiving a request for data from or access to the commu 
nication hub device; and 

transmitting the SMS message to the communication hub 
device in response to the request. 

103. The system of claim 99, wherein the SMS message 
includes no payload data. 

104. The system of claim 99, wherein the SMS message 
includes payload data including an indication of a task to be 
executed by the communication hub device, and wherein the 
communication hub device processor is configured with pro 
cessor-executable instructions to perform operations such 
that taking an action in the communication hub device in 
response to the received SMS message comprises executing 
the task indicated in the SMS message. 

105. The system of claim 99, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations further comprising: 

transmitting the electronic medical or fitness device data to 
the remote server as encapsulated internet protocol (IP) 
packets via an Internet, 

wherein the server processor is configured with processor 
executable instructions to perform operations compris 
ing: 
receiving the encapsulated IP packets; 
unpacking the encapsulated IP packets to obtain the 

electronic medical or fitness device data; and 
processing the electronic medical or fitness device data 

using a driver appropriate for the electronic medical 
or fitness device. 

106. The system of claim 99, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations comprising: 

discovering electronic medical or fitness devices coupled 
to the communication hub device; and 

identifying each discovered electronic medical or fitness 
device to the remote server. 
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107. The system of claim 99, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations further comprising: 

determining whether a primary network connection with 
the remote server is unavailable; and 

transmitting the electronic medical or fitness device data to 
the remote server in response to the received SMS mes 
Sage via SMS messages in response to determining that 
the primary network connection is unavailable. 

108. The system of claim 99, wherein the first radio is a 
BlueTooth R radio, the communication hub device further 
comprising: 

a second radio coupled to the processor, wherein the sec 
ond radio is a WiFi radio. 

109. The system of claim 99, further comprising: 
a third radio coupled to the processor, wherein the third 

radio is a ANT+ radio. 
110. The system of claim 109, further comprising: 
a USB interface coupled to the processor. 
111. The system of claim 110, further comprising a power 

Socket configured to connect the communication hub device 
tO 

an alternating current (A/C) power source. 
112. The system of claim 99, wherein the server processor 

is configured with processor-executable instructions to per 
form operations comprising: 

receiving a request for the electronic medical or fitness 
device data in the remote server from another computing 
device; and 

transmitting the stored electronic medical or fitness device 
data to the another computing device Such that the elec 
tronic medical or fitness device appears to the another 
computing device to be continuously connected to the 
remote Server. 

113. The system of claim 112, wherein the server processor 
is configured with processor-executable instructions to per 
form operations comprising: 

identifying a driver software module associated with the 
electronic medical or fitness device; and 

transmitting the driver Software module to the communi 
cation hub device to facilitate communications with the 
electronic medical or fitness device. 

114. The system of claim 112, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations further comprising: 

transmitting the electronic medical or fitness device data 
from the communication hub device to the remote server 
in a native format as encapsulated Internet protocol (IP) 
packets via an Internet, 

wherein the server processor is configured with processor 
executable instructions to perform operations further 
comprising: 
receiving the encapsulated IP packets; 
unpacking the encapsulated IP packets to obtain the 

electronic medical or fitness device data; and 
processing the electronic medical or fitness device data 

using a driver Software module appropriate for the 
electronic medical or fitness device to translate the 
data into a format which can be accessed without the 
need for the driver software module, 

wherein storing the electronic medical or fitness device 
data comprises storing the translated electronic medical 
or fitness data. 



US 2012/0182939 A1 

115. The system of claim 112, wherein storing the elec 
tronic medical or fitness device data comprises storing the 
electronic medical or fitness device data in a native format, 
wherein the second processor is configured with processor 
executable instructions to perform operations further com 
prising: 

receiving from a computing device a request for data from 
the electronic medical or fitness device; 

transmitting the stored electronic medical or fitness device 
data to the requesting computing device in the native 
format; and 

transmitting to the computing device a driver Software 
module associated with the electronic medical or fitness 
device to enable the requesting computing device to 
process the native format electronic medical or fitness 
device data locally. 

116. The system of claim 112, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations further comprising: 

maintaining a log of data traffic transmitted from and 
received by the communication hub device; and 

transmitting the log of data traffic to the remote server. 
117. The system of claim 112, wherein the communication 

hub device processor is configured with processor-executable 
instructions to perform operations comprising: 

discovering each of a plurality of electronic medical or 
fitness devices which can be coupled to the communi 
cation hub device; 

establishing a communication link with one or more of the 
plurality of discovered electronic medical or fitness 
devices; and 

identifying each discovered electronic medical or fitness 
device to the remote server. 

118. The system of claim 117, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations comprising: 

receiving from a first one of the plurality of electronic 
medical or fitness devices a request for medical or fitness 
data stored in a second one of the plurality of electronic 
medical or fitness devices; 

receiving in the communication hub device the requested 
medical or fitness data from the second one of the plu 
rality of electronic medical or fitness devices; and 

transmitting the requested medical or fitness data to the 
first one of the plurality of electronic medical or fitness 
devices. 

119. The system of claim 117, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations comprising: 

receiving a listing of authorized electronic medical or fit 
ness devices; 

storing the listing of authorized electronic medical or fit 
ness devices; and 

comparing an identifier of each discovered plurality of 
electronic medical or fitness devices to the listing of 
authorized electronic medical or fitness devices, 

wherein establishing a communication link with one or 
more of the plurality of discovered electronic medical or 
fitness devices is accomplished for those discovered 
electronic medical or fitness devices whose identifier is 
included in the listing of authorized electronic medical 
or fitness devices. 

120. The system of claim 117, wherein the communication 
hub device processor is configured with processor-executable 
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instructions to perform operations such that identifying each 
discovered electronic medical or fitness device to the remote 
server comprises transmitting an identifier of each discovered 
electronic medical or fitness device to the remote server, 

wherein the server processor is configured with processor 
executable instructions to perform operations further 
comprising: 
comparing the identifier of each discovered plurality of 

electronic medical or fitness devices to a listing of 
authorized electronic medical or fitness devices main 
tained in the remote server; and 

transmitting a device authorization message to the com 
munication hub device authorizing communication 
with one of the discovered plurality of electronic 
medical or fitness devices when the identifier of the 
electronic medical or fitness device is included in the 
listing of authorized electronic medical or fitness 
devices, and 

wherein the communication hub device processor is 
configured with processor-executable instructions to 
perform operations such that establishing a commu 
nication link between the communication hub device 
and one or more of the plurality of discovered elec 
tronic medical or fitness devices is accomplished in 
response to the received device authorization mes 
Sage. 

121. The system of claim 117, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations further comprising: 

discovering a new electronic medical or fitness device; 
receiving an identifier of the new electronic medical or 

fitness device; and 
transmitting the new electronic medical or fitness device 

identifier to the remote server, 
wherein server processor is configured with processor 

executable instructions to perform operations further 
comprising: 
comparing the new electronic medical or fitness device 

identifier to a database of the new electronic medical 
or fitness device identifier associated with users to 
identify at least one of a user account, a partner 
account and a service account associated with the 
electronic medical or fitness device; and 

storing medical or fitness data received from the com 
munication hub device in a data record for the user 
associated with the electronic medical or fitness 
device. 

122. The system of claim 117, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations comprising: 

establishing a third communication link with a second 
communication hub device; 

receiving medical or fitness data from the second commu 
nication hub device via the third communication link; 
and 

relaying the received medical or fitness data to the remote 
Sever. 

123. The system of claim 117, wherein the communication 
hub device processor is configured with processor-executable 
instructions to perform operations further comprising: 

determining a location of the communication hub device; 
and 

transmitting location information to the remote server, 
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wherein the server processor is configured with processor 
executable instructions to perform operations further 
comprising associating the communication hub device 
with at least one of a user account, a partner account and 
a service account based, at least in part, on the location 
information. 

124. The system of claim 123, wherein the location infor 
mation is a latitude and longitude determined with a global 
positioning system (GPS) receiver within the communication 
hub device, wherein the server processor is configured with 
processor-executable instructions to perform operations such 
that associating the communication hub device with the user 
account based, at least in part, on the location information 
comprises: 
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comparing the latitude and longitude to public information 
to identify user information with the latitude and longi 
tude; 

determining the user account containing the user informa 
tion; and 

associating the communication hub device with the user 
account containing the user information. 

125. The system of claim 124, wherein the public informa 
tion is a map including address information and wherein the 
user information is an address. 

c c c c c 


