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(57) Abstract: The present invention provides a system for preemptive address contlict resolution in heterogeneous network envir -
onment, comprising a user device and a contlict resolver communicating with the user device. The conflict resolver comprises of a
network address conflict verification and detection unit for detecting address conflicts between network, address of newly joined net-
work device and existing addresses, wherein during verification, the network address of newly joined network device is veritied
against a network database storing all existing network addresses, including both active and non-active network address. The contlict
resolver further comprises a conflict analysis list that stores all detected contlict information. The system is operationally adapted to
preemptively resolve any potential contlict address. Method for preemptive address conflict resolution is also provided herewith.



WO 2014/007604 PCT/MY2013/000126

System and Method for Pre-emptive Address Conflict Resolution in

Automatic Device Address Assignments

Field of the Invention

[001] ~ The present invention in general relates to device address assignments
5 methodology in a network. In particular, the present invention relates to system and
method for pre-emptive address conflict resolution for automatic device address

assignments by maintaining the address uniqueness in a network,
Background

[oa2] With rapid development of Internet, different type§ of communication
10  platforms are emerging in the market. International Telecommunication Unién T
has proposed [oT (Internet of Things) as next wave of new Internet. With IoT, it is
expected that society composed by devices and people, with most communication

done by devices themselves, are built ubiquitously.

{003} To achieve the above objectives, zero configuration addressing
15  methodology performed by a cievipe itself is very critical. One solution for such
methodology has been proposed by IEEE 802.15.4 standard. In the proposed
solution, each device scans their neighboring reachable network and discovers
existing network address. Based on this scanned information, each device then
configures themselves by assigning their network address, eliminating human
20 intervention, and at the same time, achieving zero configuration state to maintain its

uniqueness.
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[004] Besides the above solutions, there are many other standard protocols
available for connecting heterogeneous network to the Internet, either for Wireless
Personal Area Network (WPAN), Home Network, or other device networks. The
devices and networks may use different protocol standards such as IEEE802.15.4,

5 Homeplug, [Pv4, IPv6, LonWorks etc. However, regardless of unique addressability
of these devices in the Internet or within a specific heterogeneous network domain,
co-existence of multiple types of network devices in one network is unavoidable. For
example, in hdme, office buildings or school, heterogeneous network environment,
multi-protocol devices co-exist, and this may result in address conflicts. As such,

10 unique addressability and address conflicts avoidance/resolution are very criticél in
both active and non-active network. Active network is the network which has
constant communication with available devices in the network. ‘The devices also
respond constantly to the network probing or communication. On the ofher hand
non-active network covers networks and/or devices which do not constantly

15  communicate with each other. Their presences in the network are made known to
others in periodic manner. For example, one device may go into ‘sleep’ state for long
period, some devices are moved around from area to area, or due to battery outage,

one device is disconnected from the network for a period ended until battery

replacement is done.

20  [005] US 7,633,855 implements a system for effectively resolving
conflicting network-device addresses in accordance with network priorities. The
system includes an %nterface-monitoring module for providing a signal when an-
address conflict involving plural address occurs in a network. The system further

includes a conflict-resolution module that selectively terminates one or more device
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interfaces associated with the conflicting plural address in response to the signal and

based on one or more precedence rules.

{006] Existing solutions of address conflicts resolution adopt corrective
methods, whereby addresses are often assigned to devices being connected to a
5 network first, and upon assignments, the network is accordingly scanned to detect any

address conflicts. If address conflicts exist, new address will accordingly be allocated.

[oo7] - While existing solutions adopt corrective method to resolve address
conflicts, thete is no unified approach for avoiding address conflicts, for either active
or non-active networks or devices having different addressing method in
10 heterogeneous network environment. In the event that the network scan'is done when
one of the networks is not active or device connected to that particular network is in
hibernation mode, there will be no network address conflicts detected, and the
network address coordinator may use that particular address. However, as the
hibernating device awakes and the non-active network turns active, address conflict
15 will happen. Accordingly, new address reassignment is required, yet cost of address

reassignment is always much costlier after conflict being detected.
Summary

[oosj] In one aspect of the present invention, there is provided a method for
preemptive network address conflict resolution for a newly joined network device to
20 maintain address uniqueness in heterogeneous network. The method comprises the
steps of requesting address conflict detection/verification for network address of the
newly joined network device, performing conflict detection/verification for network

address of the néwly joined network device, and responding with address
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detection/verification result. When network address conflict is detected, a different new
unique network address is generated and assigned to the newly joined network device,
and the conflicting address as well as the newly generated unique network address are

deprecated.

5  [009] In a further embodiment of the present invention, the steps of
performing detection/verification for the network address of the newly joined network
device further comprises the steps of classifying type of the network address of the
newly joined network device in heterogeneous network environment, extracting partial
or full information of the network address of the newly joined network device for the

10  specific network type, and performing a look-up of the information of the network
address of the newly joined network device in a database storing all existing network
addresses, including both active and non-active network addresses, received from
neighboring network devices for identification of conflict. When network address
conﬂict is detected, the address conflict is being recorded in a conflict list storing

15  detected network address conflict information, and when no address conflict is
detected, the conflict list is referred to further verify uniqueness of the network address '

of the newly joined network device.

[0010] In another further embodiment of the present invention, the steps of
network address deprecation comprising the steps of receiving trigger of address
20  conflict detection, referring to the database for identification of conflict address type,
broadcasting address deprecation message to the newly joined network device
informing theﬁ' address conflict is detected, starting timer for deprecation completion,

sending unicast message to the conflicting addresses informing status of the network
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address deprecation, awaiting response from the conflicting addresses; and notifying

completion of deprecation process.

{0011} In still another further embodiment of the present invention, the steps of
broadcasting deprecation message further comprises the steps of receiving trigger of
5  address deprecation instruction, removing current conflicting network address from the

database, and requesting for new address assignment detection and verification.

[0012] In yet another further embodiment of the present invention, the method
for preemptive nvetwork address conflict 1'e50111ti0n for a newly joined network device
further comprises the step of database synchronization. The database synchronization
10  comprises the steps of receiving trigger to perform database synchronization, receiving
new network address information to be added or deleted from the database, performing
a look-up in the database and identifying changes in address entries, and updating the

database. The database stores device address from same or heterogeneous networks.

[0013] In another embodiment of the present invention, the newly generated
15 unique network address is generated through a method for generating a unique network
address, wherein the method comprises the steps of receiving request for new full
network address or partial netwérk address generation, referring to the conflict list and
extracting network address conflict field, allocating new full network address or partial
network address, and perfornﬁng a look-up for the new full network or partial network

20  address.

[0014] Another aspect of the present invention provides a system for
preemptive network address conflict resolution. The system comprises a user device

assigned with a network address and a conflict resolver operationally communicating
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with the user device. The conflict resolver comprises a network address conflict
verification and detection unit for detecting address conflicts between the network
address of the user device and existing addresses from neighboring network devices.
The network address conflict verification and detection unit includes a network address
conflict detection and verification request receiver unit for receiving request of conflict
detection and verification for the network address of the user devicé, a network
database storing all existing network addresses from neighboring network devices, the
existing addresses including both active and non-active network addresses of
heterogeneous network. Upon receipt of conflict detection and verification request, the
network address is verified against the network database, thereby identifying any
address conflict between the user device network address and the all existing network
addresses. The network address conflict verification and detection unit further includes
a network address conflict registration unit for registering address conflict information
detected between the network address of the user device and the existing network

addresses to a conflict list database. The conflict database stores the address conflict

- information detected.

[0015] In another embodiment of the present invention, the conflict resolver

further comprises a unique address range generation unit operable for generating new

unique network address range to be assigned to _the user device when there is address
conflict detected. The new unique network address is generated with reference to the
network database to avoid any conflict between the new unique network address and
the existing network addresses. This allows the device to use either one of the address

or address range allocated to it.
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[0016] In another embodiment of the present invention, the conflict resolver
may further comprise a network address deprecation unit for deprecating the network

address contlict detected and the newly generated unique network address.

[0017] In yet another further embodiment of the present invention, the network
5 database further comprises information on devices protocol type, Layer 1 or Layer 2

address, aﬁd MAC address or EUI Type of each devices, and deprecated addresses.
Brief Description of the Drawings

{0018} This invention will be described by way of non-limiting embodiments

of the present invention, with reference to the accompanying drawings, in which:

10  [0019] Fig. 1 is a diagram illustrating a system for preemptive address conflict
resolution, for both active and non-active network-device addresses in accordance with

one embodiment of the present invention;

[0020] Fig. 2 illustrates a diagram of the preemptive address conflict resolution
process performed by the system of Fig. 1, in accordance with one embodiment of the

15  present invention;

[0021] Fig. 3 illustrates a diagram of device address or device address
prefix/range conflict detection/verification process according to another embodiment of

the present invention;

[0022] Fig. 4 is a flowchart illustrating a new address reassignment procedure

20  according to one embodiment of the present invention;
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[0023] Fig, § is a flowchart illustrating a new device address or device address

prefix/range generation process according to one embodiment of the present invention;

{0024} Fig. 6 is a flowchart illustrating a NAMS Database/Table
synchronization process occurring when there is device address or device address

5. prefix/range conflict detected;

{o025] Fig. 7 illustrates a diagram of NAMS Table synchronization process as

one embodiment of the present invention;

[0026] Fig. 8 illustrates a flowchart of address deprecation process according to

one embodiment of the present invention;

10 [0027] Fig. 9 illustrates a diagram of address deprecation process according to a

further embodiment of the present invention;

[0028] Fig. 10 illustrates an exemplary format of NAMS Database/Table in

accordance with one embodiment of the present invention; and

[0029] Fig. 11 illustrates an exemplary format of Conflict Analysis List/Table

15 in accordance with one embodiment of the present invention.
Detailed Description

{0030} The following descriptions of a number of specific and alternative
embodiments are provided to understand the inventive features of the present invention.
It shall be apparent to one skilled in the art, however that this invention may be
20  practiced without such specific details. Some of the details may not be described in

length so as to not obscure the invention. For ease of reference, common reference
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numerals will be used throughout the figures when referring to same or similar features

common to the figures.

[0031] The present invention provides a system and method for preemptive
address conflict resolution, for both active and non-active network and/or devices
having different addressing method in heterogeneous network environment. The system
and method utilize addresses that are not used by both active and non-active network
and/or device to preemptively resolve address conflicts. This is the advantage of the
present invention that even non-active networks or hibernating devices are being
considered so as to preemptively resolve address conflicts. The present invention is .
also cost-advantageous for preemptively resolve address conflicts, since address
conflict resoluﬁon or address reassignment is much costlier after conflict occurs and

being detected.

[0032] Fig. 1 is a diagram illustrating a system 10 for preemptive address
conflict resolution, for both active and non-active network-device addresses in
accordance with one embodiment of the present invention. The system 10 can be
implemented for both EUI48/64 and non-EUI48/64 group of devices for preemptive
network addresses conflict resolution, covering heterogeneous network. The system 10
avoids address conflicts at Layer 2 and enables unique communication at Layer 2 or

Layer 3 of a network architecture.

[0033] The system 10 utilizes Network Address Management Scheme
(NAMS), which comprises two different entities, i.e. NAMS Conflict Resolver (NCR)

11 and NAMS User Device (NUD) 12. The NUD 12 communicates with the NCR 11,
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[06034] The NUD 12 comprises a unique device address creation unit 12A. The
unique device address creation unit 12A is responsible to generate a network address or
range of network addresses assigned to a newly joined node/device. The NCR 11 is to
detect and verify whether the network address generated by the unique device creation
unit 12A is conflicting with any existing network address and to resqlve the conflict

detected, if any.

[0035] Still referring to Fig. 1, the NCR of the system 10 further comprises a

unique address or address range generation unit 13 for generating new unique address

or address range and a network address conflict detection/verification unit 14 for

detecting address conflicts between new address and existing address.

[0036] The netWork address conflict verification and detection uhit 14 fusther
comprises a network address conflict detection and verification request receiver unit 15
for receiving request from the NUD 12 for a specific network address verification, a
network address conflict registration unit 16 for communicéting and registering any full
or partial addréss conflict information to a network address Conflict Analysis List 18
which stores the inférmation accordingly, and a NAMS Database/’fable 17 which is a
database storing all addresses assigned to neighboring network-devices. The NAMS
Database/Table 17 is updated and synchronized by a NAMS Database/Table
synchronization unit 19 upon receipt of synchronization request from the NUD 12. The
NAMS Database/Table synchronization is performed between local NAMS

Database/Table and neighboring NAMS Database/Table.

[0037] The unique address or address range generation unit 13 is configured to

generate new unique address or address range with reference to the NAMS
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Database/Table 17 of the address conflict detection/verification unit 14. A network
address confirmation unit 13A further confirms that the newly generated address or
address range is unique based on the verification result received from the address

conflict verification/detection unit 14.

[0038) Still referring to Fig. 1, the NCR 11 further comprises a network address
deprecation enforcement unit 13B. The network address deprecatioh enforcement unit
13B performs deprecation upon request from the NUD 12 when there is conflict
detected. The network address deprecation enforcement unit 13B further updates the
Network Address Conflict Analysis List 18 and ensure that all conflicts are well

recorded in Conflict Analysis List 18.

[0039] The preemptive address conflict resolution process using the system 10
is described as follows. Fig. 2 illustrates a diagram of the preemptive address conflict
resolution process 20 performed by the system 10 of Fig. 1, in accordance with one

embodiment of the present invention.

[0040] Referring to Fig. 2, at step 21, the NUD sends 1‘equeéts for device
address or device address prefix/range contlict detection/verification for a new device
address or dévice address prefix/range assigned to a newly joined node. At step 22, the
NCR receives requests for the device address or device address prefix/range conflict
detection/verification. At step 23, the new device address or device address
prefix/range is verified for any address conflict against local NAMS Table. At step 24,

the NCR replies the NUD with the detection/verification results.

[0041] If no conflict is detected, the process 20 is terminated.
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[0042] If the device address or device address prefix/range assigned to the
newly joined node is in conflict with existing address, a new address reassignment

procedure and an address deprecation procedure will be invoked.

[0043] Fig. 3 illustrates a diagram of device address or device address

prefix/range conflict detection/verification process 30 according to another

“embodiment of the present invention. The device address conflict verification/detection

method comprises the steps as follows. At step 31, the network-devices address conflict
verification/detection unit of the NCR receives request for device address or device

address prefix/range conflict detection/verification from NUD. Thereafter, at step 32,

- type of address to be analyzed is classified. Upon address classification, device address

details are extracted at step 33 for detail analysis. The address details may include
network prefix and device address. Subsequently at step 34, the address details are
looked-up in the local NAMS Database/Table for conflict detection until end of the
table entry is reached. If there is address conflict, then the details of the conflict will be
stored in Conflict-Analysis list with conflict analysis information at step 35, and
eventually a new address reassignment procedure and an address deprecation procedure

will be invoked at step 36.

{o044] - Still referring to Fig. 3, if there is no network-address conflict with all
current entries in the local NAMS Table, then Conflict-Analysis list is referred for final
verification of the device address or device address prefix/range at step 37. If there is
no conflict occurring, no conflict (success) status \%/ill be returned at step 38 to NUD. If
there is a conflict occurring, the conflicting portion of the‘ device address or network
address prefix/range is identified at step 39 and conflict (fail) status will be returned to

NUD at step 40.
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[0045] Fig. 4 is a flowchart illustrating a new address reassignment procedure
40 according to one embodiment of the present invention. As discussed above, the new
address reassignment procedure 40 will be invoked when the device address or device
address prefix/range assigned to the newly joined node is in conflict with existing
address. At step 41, the NCR detects that the device address or device address
prefix/range o_f the newly joined node is in conflict with existing address. At step 42,
the NCR assigns another new device address or device address prefix/range to the
newly joined node, and thereafter at step 43, the NCR updates the newly assigned
device address or device address prefix/range to local NAMS Database/Table and
invokes synchronization with neighboring NAMS Database/Table for only the updated
part of NAMS Database/Table. The synchronization can be done in predetermined

periodic manner.

[00.46] When there is conflict of address between the address assigned to the
newly joined node with the existing device address or device address prefix/range, the
NCR is to generate another new address for the newly joined node. Fig. 5 is a
flowchart illustrating a new device address or device address prefix/range generation
process 50 according to one embodiment of the present invention. According to this
embodiment, the new address generation method comprises the steps as follows. At
step 51, trigger for new address or device address prefix/range generation is received.
At step 52, a new address is generated. At step 53, Conflict Analysis List will be
referred and device-network address of the newly generated address will be extracted
for comparison. Since the Conﬂiét Analysis List records all history of conflicting
address, this step is ensures that the newly generated address does not conflict with any

existing address. The conflict is also detected at partial address level, e.g network
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prefix/s or node address/ID (some devices may use its node ID to generate an address).
When the newly generated address conflicts with a device address or device address
prefix/range belongs to an existing device, whether the existing device is active or
hibernating, the newly generated address should not be allocated to the newly joined
device. Accordingly, new full device address (i.e., both network address and device
address) or new partial address (i.e., either network address or device address) will be
allocated at step 54 or step 56 respectively. At step 55, local NAMS Database/Table
will be referred to confirm that there is no address conflict with the newly generated
full address, while at step 57, the local NAMS Database/Table will be referred to
confirm that there is no address conflict in the newly generated partial address. Upon
confirmation, new full or partial address is accordingly formed at step 58, after which

the procedure terminates.

[0047] Fig. 6 is a flowchart illustrating a NAMS. Database/Table
synchronization process 60 occurring when there is device address or device address
prefix/range conflict detected. At step 61, request for NAMS Database/Table
synchronization with neighboring NAMS Database/Table is received from the NCR. At
step 62, the NAMS Database/Table synchronization with the neighboring NAMS
Database/Table is performed. At step 63, the local and the neighboring NAMS

Database/Table is updated.

[0048] Fig. 7 illustrates a diagram of NAMS Database/Table synchronization
process 70 as 6116 embodiment of the present invention. According to this embodiment
of the present invention, NAMS Database/Table synchronization process starts at step
70A, at which trigger for NAMS Database/Table synchronization is received. The

trigger received can be either a timer trigger to perform synchronization received at
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step 71, or a trigger to add/delete new address entries to the NAMS Database/Table
received at step 72. At step 73, Jocal NAMS Database/Table is referred and changes in
address entries are identified. At step 74, partial NAMS Database/Table is sent to
existing joined devices, while at step 75, entire NAMS Database/Table is sent to newly

5  joined node,

[0049] Fig. 8 illustrates a flowchart of addressv deprecation process 80
according to one embodiment of the present invention. The address deprecation process

80 will be invoked when there is device address or device address prefix/range conflict
detected by the NCR. The network-device address deprecation method 80 comprises
10  the following steps. At step 81, trigger of address conflict detection is received. As the
address conflict _is detected, at step 82, local NAMS Database/Table is referred for
identifying the type of the address conflict. At step 83, address deprecation message is
broadcasted to newly joined node sé that the newly joined node does not use the
conflicted device address or device address prefix/range. At step 84, timer for network-
15 device address deprecation process completion is started, The timer is required so as to
notify the newly joined node and other nodes communicating with the newly joined
node regarding the address deprecation process. At step 85,.unicast message regarding
the address conflict is sent to the existing node using the conflicting device addresses or
device address prefixs/ranges and the newly joined node, respectively. Reply message
20 from the existing node acknowledging that the existing nodes can keep using
conflicting addresses is‘ awaited. Simultaneously, rep]y message from the newly joined
v node acknowledging that the newly joined node is to use another new address is also
awaited. If the reply message is not received, address deprecation message 1is

broadcasted again. If the reply message is received, the deprecation process is
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completed and notification of deprecation completion is delivered to the existing node

and the newly joined node, respectively, at step 86.

[0050] Fig. 9 illustrates a diagram of address deprecation process 90 according

to a further embodiment of the present invention. In this further embodiment, as the

- deprecation message is broadcasted to newly entered joined node, deprecation process

is invoked. The deprecation process is initiated by receiving a trigger of address
deprecation process instruction at step 91. Then at step 92, a look-up is performed for
the specific conflicting address in the local NAMS Database/Table, and subsequently at
step 93, the current conflicting address is removed from loéal NAMS Database/Table.
At step 94, the Conflict Analysis List is updated with regards to the conflicting address
to ensure that all conflicts are well recorded in Conflict Analysis List. The Conflict
Analysis List keeps the information of all occurring conflicts. At step 95, it is
confirmed that the conflicting address from the NAMS Database/Table is removed and
the Conflict Analysis List is updated with regards to the conflicting address are
confirmed. At step 96, new address reassignment and conflict detection/verification
process are requested for to assign new address to the newly joined node and to ensure
that the newly assigned address is unique and is not in conflict with existing addresses.
The new address reassignment and conflict detection/verification process can be

performed according to the procedures elaborated above.

[0051] Fig. 10 illustrates an exemplary format of NAMS Database/Table in
accordance with one embodiment of the present invention. In this embodiment, the
NAMS Database/Table includes information on devices protocol type, devices

addresses of all neighboring devices, Layer 1 or Layer 2 address, and MAC address or
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EUI Type of each device. The NAMS Database/Table further includes information on

whether a particular address being a deprecated address.

[0052] Fig. 11 illustrates an exemplary format of Conflict Analysis List/Table
in accordance with one embodiment of the present invention. The Conflict Analysis
List/Table records all history of address conflict information. It is widely known to the
person skilled in the art that a full format of a device address comprises at least one
network prefix/address and‘device address, wherein the network prefix/address may
change vax.‘iably but device address remains the same. As such, it is preferable that
when being recorded to the Conflict Analysis List/Table, all details of a device address,
i.e. the network prefix/address and the device address, are being extracted and recorded
separately. In this exemplary_embodiment, the Conflict Analysis List/Table is used to
record address conflict information, which format of the full address be xxx:yy:zzz.
xxx is first network prefix/range, yy is second network prefix/range, and zzz is device
address. The Conflict Analysis List/Table comprises five fields, wherein one field
stores full address, two fields separately stores information of first and second network
prefix/range, and one field stores information of device address. Such Conflict Analysis
List/Table thus allows detailed look-up and analysis for address conflict

detection/verification.

[0053] The system and method of the present invention can be deployed for,
but not limited to, group of devices with protocol type of Ethernet, IEEE 802.15.4,

group of devices of MAC/ EUI (64 bits/48 bits); groilp of devices of non- EUI, ec.

[0054] The system and method of the present invention provides solution for

address conflicts by preemptively resolve address conflict, particularly at Layer 2 of a



WO 2014/007604 PCT/MY2013/000126
18

network architecture as well as enabling unique communication at Layer 2 or Layer 3
of a network architecture. The present invention also allows multi-protocol type

devices to be present in one network without conﬂicting each other.

[0055] The system and all processes or mvethodologies‘ disclosed herein provide
5  preemptive address conflicts resolution in various heterogeneous networks and network
devices, such as WPAN, Home Network, and many other heterogeneous networks. The
devices and networks may use different protocol standards such as IEEE802.15.4,

Homeplug, IPv4, IPv6, LonWorks etc.

[0056] With the system of the present invention, each device can scan their
10  neighboring reachable network and discover existing network address, and most
importantly it is able to cover both active and non-active network and/or device
address. Based on this information, the device is able to automatically configure their
own unique address and connect themselves to the network while avoiding any address
conflict. The system and method of the present invention thus eliminates any human
15  intervention, provides devices zero configuration state, and incréases efficiency on

network devices communication.

[0057] The above description illustrates various embodiments of the present
invention along with examples of how aspects of the present invention may be
implemented. While specific embodiments have been described and illtls&ated it is
20  understood that many changes, modifications, variations and combinations thereof
could be made to the present invention without departing from the scope of the
present invention. The above examples, embodiments, instructions semantics, and

drawings should not be deemed to be the only embodiments, and are presented to
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illustrate the flexibility and advantages of the present invention as defined by the

following claims:
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Claims

1. A method for preemptive network address conflict resolution for a newly joined

network device, comprising the steps of:

requesting address conflict detection/verification for network address of the

5 newly joined network device;

performing conflict detection/verification for network address of the newly

joined network device; and

responding with address detection/verification result, wherein when network
address conflict is detected, a new unique network address is generated and assigned to
10  the newly joined network device and the conflicting address as well as the newly

generated unique network address are deprecated.

2. The method according to claim 1, wherein the steps of performing
detection/verification for the network address of the newly joined network device

further comprises the steps of:
15 classifying type of the network address of the newly joined network device;

extracting partial or full information of the network address of the newly joined

network device; and

performing a look-up of the information of the network address of the newly
joined network device in a database storing all existing network addresses, including
20  both active and non-active network addresses, received from neighboring network

devices for identification of conflict, wherein when network address conflict is
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detected, the address conflict is being recorded in a conflict list storing detected
network address conflict information, and wherein when no address conflict is
detected, the conflict list is referred to further verify uniqueness of the network address

of the newly joined network device.

5 3. The method according to claim 1, wherein the steps of network address

deprecation comprising the steps of:
receiving trigger of address conflict detection;
referring to the database for identification of conflict address type;

broadcasting address deprecation message to the newly joined network device

10 informing that address conflict is detected;
starting timer for deprecation completion;

sending unicast message to the conflicting addresses informing status of the

network address deprecation;
awaiting response from the conflicting addresses; and
15 notifying completion of deprecation process.

4, The method according to claim 3, wherein the steps of broadcasting deprecation

message further comprises the steps of:
receiving trigger of address deprecation instruction;

removing current conflicting network address from the database; and
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requesting for new address assignment detection and verification.

S. The method according to claim 1, further comprises the step of database

synchronization, the step of database synchronization comprising the steps of:
receiving trigger to perform database synchronization;

5 . receiving new network address information to be added or deleted from the

database;

performing a look-up in the database and identifying changes in address entries;

and
updating the database.

10 6. The method according to claim 1, wherein the newly generated unique network
address is generated through a method for generating a unique network address

comprising the steps of:

receiving request for new full network address or partial network address

generation;

15 . referring to the conflict list and extracting network address conflict field;
allocating new full network address or partial network address; and
performing a look-up for the new full network or partial ﬁetwork address.

7. A system for preemptive network address conflict resolution comprising:

a user device assigned with a network address;
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a conflict resolver operationally communicating with the user device, the

conflict resolver having:

a network address conflict verification and detection unit for detecting
address conflicts between the network address of the user device and existing addresses
5 from neighboring network devices; wherein the network address conflict verification

and detection unit includes:

a network address conflict detection and verification request receiver
unit for receiving request of conflict detection and verification for the network address

of the user device;

10 a network database storing all existing network addresses from
neighboring network devices, the existing addresses including both active and non-
active network addresses, wherein upon receipt of conflict detection and verification
request, the network address is verified against the network database, thereby
identifying any address conflict between the user device network address and the all

15 existing network addresses;

a network address conflict registration unit for registering address
conflict information detected between the network address of the user device and the
existing network addresses to a conflict list database, wherein the conflict database

stores the address conflict information detected.

20 8. The system of claim 7, wherein the conflict resolver further comprises a unique
address range generation unit operable for generating new unique network address

range to be assigned to the user device when there is address conflict detected, wherein
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the new unique network address is generated with reference to the network database to
avoid any conflict between the new unique network address and the existing network

addresses.

9. The system of claim 7, wherein the conflict resolver further comprises a
5 network address deprecation unit for deprecating the network address conflict detected

and the newly generated unique network address.

10.  The system of claim 7, wherein the network database further comprises
information on devices protocol type, Layer 1 or Layer 2 address, and MAC address or

EUI Type of each devices, and deprecated addresses.
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