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DESCRIPTION

OBJECT OF THE INVENTION

[0001] This invention relates to a method to automatically personalize, in terms of security,
mobile device software applications. This invention also relates to a system, a server and a
mobile device suitable for carrying out such a method.

BACKGROUND ART

[0002] Microprocessor smart cards have been commonly used to protect keys and secret data
of given applications from service providers. Being considered as a "tamper resistant" device,
the smart cards have been used to protect payment applications from banks, ticketing
applications from transportation authorities or biometric data for access control purposes.

[0003] Mobile contactless technologies offer a tremendous opportunity to deploy service
provider's applications and services via a new form factor token, and secure elements such as
SIM cards, micro-SD cards or mobile phone embedded chips has been looked during quite a
long time as the right place to securely store the most sensitive part of mobile applications of
the service providers.

[0004] In spite of the huge potential of the secure elements in terms of secure storage
capabilities, several barriers - mostly related to business models and ecosystems complexity -
have limited their possibilities to exploit in areas such as mobile contactless payments.

[0005] To occupy such space new emerging technologies are coming up, some of them
relaying on a new security paradigms, different than traditional secure storage. In current state
of the art technology it is possible to "emulate” a smart card by software and to use it in the
context of contactless transactions, using the so called "Host Card Emulation” (HCE)
technology, currently supported in Blackberry and Android devices; so it is possible to perform
NFC payments by using such a software smart card emulation into an smartphone.

[0006] Technology exists today to protect the mobile device software applications for
payments, transportation, access control, couponing, mobile banking, mobile
trading/brokerage, etc., using a combination of techniques for logical security protection.

[0007] It is presumed that attacks to gain access to e.g. secret data into software mobile
device applications will become more severe in the next coming future, as far the incentive for
an attacker to profit from the stored data is currently becoming higher. So it is expected that
mobile device software applications, and in particular mobile contactless software applications,
will require to gradually incorporate the above referred security protection technologies.
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[0008] Main weakness of current technologies to protect mobile software applications relates
to the fact that they provide the same protection for all replicas (e.g. one per user and per
mobile device) of an executable protected application to be delivered to end users, so an
attacker may still have the incentive to crack one to then, using the same logic, crack many.

[0009] It can therefore be of interest for service providers to have available mechanisms for
deploying a different security personalization for each user utilizing a given mobile software
application.

[0010] Document WO2008/34900 A1 discloses a method for protecting a computer program
against manipulation and for shielding its communication with other programs against
eavesdropping and modification.

[0011] Document EP1505794 A2 discloses a client application having embedded or hard-
coded code or instructions customized for a pre-determined user. The customised code or
instructions may include personalised information relating to financial services, and the
nicknames may be allocated to specific financial instruments such as a bank account.

DISCLOSURE OF THE INVENTION

[0012] So a first aspect of the invention is to provide a new automated and personalized
protection method for mobile software applications, such a method requiring different entities
to interact to secure and consistently deliver to each user of a given mobile device software
application (and typically for each one of his devices) a different "tamper resistant” solution in
terms of logical security, this system drastically decreasing to incentive for an attacker to try to
get secret data from even one single user mobile device.

[0013] This object is achieved through a method to automatically generate mobile device
software applications as defined in claim 1.

[0014] While most of the embodiments into de description of this invention refer to the set of
input registries being sent from the first entity to the second entity comprised into one or
several input files, those registries can also be sent directly from one table or data base of the
first entity to another one of the second entity, or using other transmission mechanisms.

[0015] In a particular embodiment the protected mobile software application is inputted to a
quality control system of the second entity, in charge to determine whether the security
parameters and/or the obfuscation rules have been properly personalized into the protected
mobile software application. So in this manner e.g. an electrical failure occurring during the
security personalization may be identified before the second entity sends a protected mobile
software application to the first entity.
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[0016] In a particular embodiment, the second entity stores the output registries in at least one
output file and stores the at least one output file into its systems.

[0017] In another particular embodiment, the at least one output file is sent by the second
entity to the first entity, and the first entity stores it into its systems. So in this manner the first
entity has available at its systems the information about the security protection that at least
partly applies to each one of the replicas of a given mobile software application.

[0018] In a particular embodiment, the first entity assigns the at least one unique identifier of
the input registry to a particular user before sending the set of input registries to the second
entity, thus the protected mobile software application is already assigned to a given user when
received by the first entity from the second entity.

[0019] In another particular embodiment, the same protected mobile software application is
assigned to all user mobile devices. In this way the mobile software application protection is
applied per user, and not per device, but making still difficult enough for an attacker to attack
many protected mobile software applications if he has succeed in cracking the security of one.

[0020] In another particular embodiment, a different protected mobile software application is
assigned to each one of the user mobile devices. Advantageously this approach provides a per
user and per device protection to a given mobile software application.

[0021] In a particular embodiment, the first entity assigns the at least one unique identifier of
the input registry, and the protected mobile software application, to a particular user after
having received the corresponding protected mobile software application from the second
entity and after the user has successfully become registered into a service of the service
provider by using the protected mobile software application. So the assignment is performed
as a result of the user interest in receiving services through the protected mobile software
application.

[0022] In another particular embodiment, the first entity assigns the at least one unique
identifier of the input registry, and the protected mobile software application, to a particular
mobile device of a user after having received the corresponding protected mobile software
application from the second entity and after the user has successfully become registered into a
service of the service provider by using the protected mobile software application. So in this
case the assignment is also performed as a result of the user interest in receiving services
through the protected mobile software application, but it is made on per user mobile device
basis.

[0023] In a particular embodiment, some of the security parameters personalized into the
protected mobile software application are sent to the first entity in the context of an on-line
connection from the mobile software application, and the first entity validates the security
parameters. Advantageously, the first entity is able to determine whether those parameters are
valid and, if not, disable the protected mobile software application into the first entity system.
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[0024] In a particular embodiment, the protected mobile software application is downloaded to
the user mobile device as a result of another application, that is previously installed into said
user mobile device, addressing a particular remote address, and at least one of the on-line
services is not available for the protected mobile software application if a successful
registration process that requires the user entering an activation code into the protected mobile
software application has not been completed within a given time period after the protected
mobile software application has been downloaded to the user mobile device, such time period
being defined by the first entity. The referred another application may be e.g. a "launcher”
application (able to link to a particular e.g. web address) or a browser at the mobile.

[0025] A first advantage of this embodiment is that the protected mobile software application
can only be downloaded from remote address/es defined by the first entity. In some
embodiments the user must login and sign the remote request to make the protected mobile
application being downloaded to the mobile device.

[0026] A second benefit of this embodiment is that there is a limited time period for the user to
complete the registration process, thus there is limited time period for a hacker to attack the
application before the registration process ends. If that time period is exceeded one or several
on-line services will not be available through the protected mobile software application. This
countermeasure may be of major interest for a service provider in connection to e.g. on-line
services where payments are involved (e.g. NFC or ecommerce payments performed using
the protected mobile software application), that may be restricted if the registration is
performed out of the defined time window. In a particular implementation, if the time period is
exceeded the first entity disables the protected mobile software application at its systems so no
on-line services will be available through the mobile application.

[0027] In a particular embodiment, the protected mobile software application is used to provide
a set of on-line services to the user and at least one of those on-line services is not available
for the protected mobile software application until it has been registered into the first entity
systems by the user entering an activation code at the mobile device and selecting a PIN, the
PIN being required to have access to the at least one on-line service.

[0028] In a particular implementation the user selects the PIN by entering it into the mobile
device, as part of the protected mobile software application registration process.

[0029] So in this embodiment usage of the protected mobile software application may be
restricted until the user successfully performs a secure registration process (e.g. the activation
code is obtained after the user has logged into the service provider web page and has signed
the request, and it has a limited time validity).

[0030] In another particular embodiment, the protected mobile software application is used to
provide on-line mobile contactless payment services to the user and those payment services
are not available for the protected mobile software application until the first entity downloads to
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the protected mobile software application at least a part of at least one credential to be used
for the on-line contactless payment services. In a particular example the at least a part of the
at least one credential is downloaded during the protected mobile software application
registration process, after the user enters an activation code at the mobile device and selects a
PIN, the PIN being required to make on-line mobile contactless payments. In another example
it is downloaded after the registration process, as a result of the user inserting the PIN at the
mobile application and the first entity verifying it is correct.

[0031] So in this embodiment usage of the protected mobile software application may be also
restricted until at least a part of at least one credential is available into the protected mobile
payment application (and receiving such at least a part of at least one credential at the
protected mobile software application typically requires the user inserting an activation code -
e.g. obtained through other channel - and/or inserting a PIN - to be verified by the first entity -).

[0032] In a particular embodiment, at least one data of the output personalization registry was
not used to generate the protected mobile software application that is associated to the output
registry and to the at least one unique identifier, and at least part of those data are sent to the
first entity, and the first entity at least partly re-personalizes the protected mobile software
application, in terms of at least part of the security parameters and/or the obfuscation rules,
using at least part of those data. So using this embodiment the security parameters and/or
obfuscation rules may be renewed in the protected mobile software application when the
current security personalization expires or is close to expire.

[0033] In a particular embodiment, a new output personalization registry, associated to the at
least one unique identifier, is generated by the second entity during the life cycle of a given
protected mobile software application, and at least part of this new output registry is sent to the
first entity, and the first entity at least partly re-personalizes the protected mobile software
application, in terms of at least part of the security parameters and/or the obfuscation rules,
using data included into the new output registry. So if security personalization data into the
previous output registry has been consumed or has expired, the second entity may generate
new data and send them to the first entity to re-personalize the protected mobile software
application in terms of security parameters and/or obfuscation rules.

[0034] In a particular embodiment, one or several processes belonging to the domain of the
first entity are provided by the second entity, or by a trusted third party, on behalf of the first
entity. In a particular example the user requests of a replica of the mobile software application
is received by the second entity, that downloads a protected mobile software application, and
assigns it to a given user mobile device, on behalf of the first entity. In other example the
assignment is made by a trusted third party, on behalf of the first entity, after the user has
successfully become registered into a service of the service provider by using the protected
mobile software application.

[0035] In a particular embodiment, one or several processes of the second entity are provided
by the first entity or by a third party, on behalf of the first entity. In a particular example the first
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entity is the security personalizer of mobile phone software applications.

[0036] A second aspect of the invention is directed to a system to automatically generate
mobile device software applications as defined in claim 20.

[0037] Patent document US 2013/0042300 describes a method to provide a given security
level to an application into an end device but such a method is only to be applied after the
application has already been downloaded to such end device, as the query for a new security
level is in fact made from the application itself. On the contrary, in the context of the invention,
a security protection is provided to the mobile software application before the application is
downloaded to the mobile device, thus the security process is entirely managed at a central
level and the security is applied at that level, before application downloading. Advantageously,
in comparison with US 2013/0042300, the invention allows applying the security protection a
priori, thus the application downloaded to the mobile device is already protected.

[0038] Furthermore, US 2013/0042300 refers to a central place assigning, as a result of a
query from the application in the end user device, a predefined security configuration from a
limited set of possible configurations for that type of end-device. Thus US 2013/0042300
relates to a set of possible application security configurations, not to a per user application
security personalization. There is no hint in US 2013/0042300 about applying a different
application security personalization per user, or per user device. On the contrary, the invention
refers to the user requesting a replica of the mobile software application, and a protected
mobile software application, that is different in terms of security parameters and/or obfuscation
rules than any other, is downloaded to the user mobile device. Thus the invention provides
mechanisms to deliver a security protection to the application that is different per user (thus
preventing a massive attack to the mobile software application)

[0039] Last, but not less important is the fact that US 2013/0042300 indicates that one or
several functions of the application are configured on the basis of the applied security
configuration (e.g. as a result of the new security configuration a PIN is now required to access
to a given feature). So in US 2013/0042300 the application functionally is directly affected by
the new security configuration. On the contrary, in the context of the invention the applied
protection does not affect to the application functionality, but simply provides a per user
protection, based on obfuscation techniques, to the mobile software application. In other
words, the protection does not have any impact on the functionality provided by the application
to the end user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0040] In the following detailed description of some possible embodiments, other features and
advantages of the invention will appear, each description being made with reference to the
following drawings:
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Figure 1 is a schematic diagram illustrating several embodiments of an automated and
personalized protection system for mobile applications according to the invention.

Figure 2 is a schematic diagram illustrating other embodiments of an automated and
personalized protection system for mobile applications according to the invention.

Figures 3a-3cillustrate a part of several embodiments according to the invention.

DETAILED DESCRIPTION

[0041] Figure 1 is a schematic diagram illustrating an embodiment of an automated and
personalized protection system for mobile applications according to the invention.

[0042] This figure shows the system (100) of a first entity, that is a service provider, and the
system (200) of a second entity, that is a security personalizer of mobile software applications.
Both of them are prepared to execute a method according to the invention.

[0043] In step (1) the first entity generates an input file comprising a set of input registries,
each input registry containing at least a unique identifier. Figure 1 illustrates a particular
example where there is a single unique identifier (i) associated to each input registry (i). This
unique identifier may be a unique transaction code associated to the input registry. Still in step
(1), the input file is stored into the databases (DDBB) of the first entity that relates to mobile
software applications security protection, according to the invention.

[0044] In step (2) the first entity sends the input file, and the second entity receives it.

[0045] In step (3) the second entity generates an output personalization file from data included
in the input file, generating an output registry on the output file for each one of the input
registries into the input file. The unique identifier (i) of input registry (i) is used to generate the
output registry (i). In a particular example the unique identifier (i) is simply part of the output
registry (i); in another example the unique identifier (i) is also used to calculate personalization
data of the output registry (i). Still in step (3) both the input file and the output personalization
file are stored into the DDBB of the second entity that relates to mobile software applications
security protection, according to the invention.

[0046] So in this embodiment, the second entity stores the output registries in at least one
output file and stores the at least one output file into its systems.

[0047] The personalization data of a given output registry (i) are calculated in step (3) to be
different that the personalization data of another output registry (j). In a particular
implementation it is achieved by using the unique identifier (i) as input for calculation of output
registry (i) personalization data and the unique identifier (j) as input for calculation of output



DK/EP 3120280 T3

registry (j) personalization data.

[0048] In the context of the invention each output registry contains data that will be later used,
at least partly, to protect a mobile software application. In this embodiment those data would be
used as security parameters, and also to define obfuscation rules, to protect a mobile software
application. To achieve that, the data will be inputted to a generic replica of a given mobile
phone software application.

[0049] So in this embodiment a second entity, being a security personalizer of mobile device
software applications, receives the input file and uses the at least one unique identifier included
in an input registry to generate an output personalization registry, where this output registry is
different than another output registry, generated from another input registry, in terms of
security parameters and/or obfuscation rules for personalization, and the data of the output
registry is to be at least partly inputted to a generic replica of a mobile device software
application.

[0050] In step (4) the second entity uses the security personalization data into output registry 1
as data to be inputted to obfuscation software, able to obfuscate a generic replica of the mobile
software application by using the referred output registry 1 personalization data. The result of
the obfuscation process is a protected mobile software application that is associated to the
output registry 1 and to the related unique identifier 1, the protection being related to
personalized security parameters and obfuscation rules. The process is repeated for each one
of the output registries of the output personalization file, so N protected mobile software
applications are generated, each one associated to its corresponding output registry and
unique identifier. Still in step (4) the N protected mobile software applications and the
association of each one to the corresponding output registry and unique identifier are stored
into the DDBB of the second entity that relates to mobile software applications security
protection, according to the invention.

[0051] As described above, the personalization data of a given output registry (i) are
calculated to be different that the personalization data or another output registry (j). So the
protected mobile software application associated to the output registry (i) and to the related
unique identifier (i) will be different, in terms of personalized security parameters and/or
obfuscation rules, than the protected mobile software application associated to the output
registry (j) and to the related unique identifier (j).

[0052] So in this embodiment the second entity uses the at least part of the output registry, a
generic replica of the mobile device software application and obfuscation software to generate
a protected mobile software application that is associated to the output registry and to the at
least one unique identifier, being this protected mobile software application different in terms of
security parameters and/or obfuscation rules than another one obtained using at least part of
another output registry.

[0053] In step (5) the second entity sends the protected mobile software applications to the
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first entity, each one associated to the corresponding unique identifier from the corresponding
input registry, and the first entity receives and stores them into the DDBB of the first entity that
relates to mobile software applications security protection, according to the invention.

[0054] So the second entity sends the protected mobile software applications to the first entity,
each one associated to one or several unique identifiers from the corresponding input registry,
and the first entity stores them and the association to at least one of the unique identifiers.

[0055] In a particular implementation the second entity also sends to the first entity in step (5)
the output personalization file. So in this particular implementation, the at least one output file
is sent by the second entity to the first entity, and the first entity stores it into its systems.

[0056] In this embodiment, the first entity assigns the unique identifier of each input registry to
a particular user in step (1), before sending the input file to the second entity, so the DDBB of
the first entity that relates to mobile software applications security protection would have this
assignment stored from step (1).

[0057] So in this embodiment, the first entity assigns the at least one unique identifier of the
input registry to a particular user before sending the set of input registries to the second entity,
thus the protected mobile software application is already assigned to a given user when
received by the first entity from the second entity. And the same protected mobile software
application will be assigned to all user mobile devices.

[0058] In step (6) a user (300) requests a replica of the mobile software application to the first
entity. In this embodiment the user has previously downloaded into his mobile device (400) an
installer application from an applications store, and sends a request to receive a replica of the
mobile software application by using the installer application into the mobile device. The
request is sent to the server of the first entity associated to protected mobile software
applications. The first entity searches into the DDBB for the protected mobile software
application assigned to the user in step (1) and the applications server downloads it to the user
mobile device.

[0059] So in this embodiment, a user requests a replica of the mobile software application to
the first entity and a protected mobile software application is downloaded to a user mobile
device.

[0060] Figure 1 also illustrates other embodiment according to the invention, where the
assignment of the unique identifier of each input registry to a particular user is not made in
step (1), but after the user has successfully become registered into at least part of the services
of the service provider that relates to the usage of the protected mobile software application.

[0061] In this embodiment once the protected mobile software application has been
downloaded in step (6), in step (7) the user obtains an activation code via the web page of the
service provider, after successful login and transaction signature.
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[0062] As a result of the user inserting the activation code into the protected mobile software
application, the application initiates (e.g. via https) a secure registration process onto the
referred services via the server of the first entity associated to protected mobile software
applications, the process including sending the activation code from the mobile software
protected application to the server of the first entity, and once the registration has been
successfully completed, the first entity assigns, into the DDBB for the protected mobile software
applications, the protected mobile software application to the user. Therefore the assignment is
performed as a result of the user interest in receiving services through the protected mobile
software application.

[0063] So in this embodiment, the first entity assigns the at least one unique identifier of the
input registry, and the protected mobile software application, to a particular user after having
received the corresponding protected mobile software application from the second entity and
after the user has successfully become registered into a service of the service provider by
using the protected mobile software application.

[0064] Figure 1 also illustrates another embodiment according to the invention, where the
assignment of the unique identifier of each input registry to a particular user is not made in
step (1), but after the user has successfully become registered into at least part of the services
of the service provider that relates to the usage of the protected mobile software application.

[0065] In this embodiment once the protected mobile software application has been
downloaded in step (6), in step (7) the user obtains an activation code via the web page of the
service provider, after successful login and transaction signature.

[0066] As a result of the user inserting the activation code into the protected mobile software
application, the application initiates (e.g. via https) a secure registration process onto the
referred services via the server of the first entity associated to protected mobile software
applications, the process including sending the activation code and at least one unique mobile
device identifier from the mobile software protected application to the server of the first entity,
and once the registration has been successfully completed, the first entity assigns, into the
DDBB for the protected mobile software applications, the protected mobile software application
to the user mobile device. Therefore in this case the assignment is also performed as a result
of the user interest in receiving services through the protected mobile software application, but
it is made on per user mobile device basis.

[0067] So in this embodiment, the first entity assigns the at least one unique identifier of the
input registry, and the protected mobile software application, to a particular mobile device of a
user after having received the corresponding protected mobile software application from the
second entity and after the user has successfully become registered into a service of the
service provider by using the protected mobile software application.

[0068] Considering that in this embodiment the assignment of the protected mobile software
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application is per user device, if the same user would later request a replica of the mobile
software application to be downloaded to another one of his mobile devices, the downloaded
protected mobile software application would be different, in terms of security parameters
and/or obfuscation rules, than any other one previously downloaded into another device of that
user.

[0069] Therefore, in this embodiment a different protected mobile software application is
assigned to each one of the user mobile devices.

[0070] The first three embodiments above may be used to highly protect a multiplicity of
mobile software applications on per user or per user mobile device basis. The embodiments
could be applied to trading/broker applications from banks, multimedia messaging applications
from telecoms or smartphone vendors, couponing applications from merchants, applications
from transport operators offering routes discovery to its users or mobile social media
applications.

[0071] In the context of any of those exemplary embodiments a protected replica of a mobile
software application into a mobile device of a user is always different than another protected
replica of the same mobile software application into a mobile device of another user, in terms
of security parameters and/or obfuscation rules.

[0072] So implementing any of those embodiments implies that, in connection to certain types
of attacks, a hacker trying to get unauthorized control of a first protected mobile software
application replica into a mobile device of one user would need to dedicate the same effort to
get unauthorized control of another protected mobile software application replica into a mobile
device of another user, and successively, so the incentive for a massive attack is reduced
drastically. As a particular example, if an attacker has been able to obtain a secret data
obfuscated into the code of a protected replica of a mobile software application into one device
of a user, as a result of having obtained the obfuscation rule for that application replica and
that secret data, he will need to dedicate the same time again to obtain the equivalent secret
data obfuscated into the code of another protected replica of the same mobile software
application into a mobile device of other user.

[0073] On top of the above protection, it is also possible to add additional [per user / per user
device] protection to mobile software applications, in terms of whether giving or not to those
applications the right to access to certain on line services. Giving the protected mobile software
application access to certain on-line services only as a result of the user having successfully
selected a PIN via the application, or having completed the application registration process
within a limited predefined time period, or having obtained certain credentials that are required
for on-line services, provides to the service provider with additional security protection and
higher control. This additional protection level may be adequate for protected mobile software
applications handling either payment or ticketing services.

[0074] Figure 1 also illustrates another embodiment according to the invention, where the user
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has downloaded into his mobile device, before step (6), an installer application from an
applications store. Within this embodiment the user will have a limited period of time to register
his protected mobile software application.

[0075] In step (6) the user request a replica of the mobile software application to the first entity
by using the installer application into the mobile device. As in some of the previous
embodiments, in this exemplary embodiment the assignment of the at least one unique
identifier of the input registry, and the protected mobile software application, to a particular
mobile device of a user is made after the user has successfully become registered into at least
part of the services of the service provider that relates to the usage of the protected mobile
software application.

[0076] In this embodiment once the protected mobile software application has been
downloaded in step (6), in step (7) the user obtains an activation code via the web page of the
service provider, after successful login and transaction signature.

[0077] As a result of the user inserting the activation code into the protected mobile software
application, the application initiates (e.g. via https) a secure registration process onto the
referred services via the server of the first entity associated to protected mobile software
applications, the process including sending the activation code and at least one unique mobile
device identifier from the mobile software protected application to the server of the first entity,
and once the registration has been successfully completed, the first entity assigns, into the
DDBB for the protected mobile software applications, the protected mobile software application
to the user mobile device.

[0078] In this embodiment there is a predefined and limited period of time after the protected
mobile software application has been downloaded to the user mobile device for the registration
process to be completed; if the predefined period of time is exceeded, then the first entity will
disable certain on-line services for the protected mobile software application.

[0079] So in this embodiment, the protected mobile software application is downloaded to the
user mobile device as a result of another application, that is previously installed into said user
mobile device, addressing a particular remote address, and at least one of the on-line services
is not available for the protected mobile software application if a successful registration process
that requires the user entering an activation code into the protected mobile software
application has not been completed within a given time period after the protected mobile
software application has been downloaded to the user mobile device, such time period defined
by the first entity.

[0080] In this embodiment the protected mobile software application can only be downloaded
from remote address/es defined by the first entity.

[0081] Advantageously, the first entity may use at least part of the security parameters,
obfuscated into the mobile software application, to verify the authenticity of the application
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during the registration process.

[0082] And there is a limited time period for the user to complete the registration process, thus
there is limited time period for a hacker to attack the application before the registration process
ends. As a particular example a bank service provider may block NFC or ecommerce on-line
mobile payments at the payments server, when those are made via a protected mobile
software application that was not registered within the predefined period of time.

[0083] Figure 2 illustrates another embodiment according to the invention. For better
understanding, this embodiment is described in connection to document W02014/029620,
which belongs to the same applicant as the present application. Document WO02014/029620
relates to a method to enable mobile contactless ticketing/payments via a mobile phone
application. In particular, figure 2.b of document WO02014/029620 shows an exemplary
payment system to enable mobile contactless payments via a mobile phone application where:

« In step (5) an activation code is generated. In step (7) the user inserts the activation
code into the mobile phone payment application and in step (8) the mobile phone sends
to the payments server module, e.g. via https, the [activation code and the hash(mobile
device identity number & activation code)].

» In step (10) card "A" is pre personalized at the mobile phone application. When step (10)
ends the user is already registered into the system of the invention.

e In step (11) the user is prompted to select a Personal Identification Number (PIN) for
mobile contactless payment services. The PIN value is not stored at the mobile phone
payment application but is securely sent in step (12) to the payments server module,
together with a One-Time-Password (OTP) calculated using the PIN value (and the
Activation Code and hash(AC&ID) values). In step (13) the PIN is stored at the payments
server module data base, together with the keys and parameters to calculate a PIN-
based OTP result.

« Still in step (13), the payments server module calculates an OTP result using the stored
user PIN and OTP keys and parameters, and compares the result with the one received
from the mobile phone payment application. If validation is successful then payment
credentials can be sent to the mobile phone payment application. So the payments
server module send credentials to the registered user mobile phone after successful
validation of a One Time Password (OTP) received from the mobile phone payment
application.

» In step (14) a first set of credentials (e.g. credentials from i=1 to i=j, j<n) are sent to the
mobile phone payment application; the user mobile phone receives the credentials and
stores them for use at merchant locations equipped with contactless Point of Sale
Terminals.

 The registered user can in step (15) use the mobile phone to pay at merchants
equipped with contactless Point of Sale Terminals. In step (15) the user shall insert his
PIN code at the mobile phone payment application before trying to pay at the contactless
Point of Sale Terminal 4000.
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[0084] So in the previous exemplary payment system of W02014/029620, the mobile phone
application registration process start in step (5) (when an activation code is generated) and
ends in step (14) (after the user has selected a PIN for mobile contactless payments and a first
set of credentials for mobile contactless payments has been stored into the mobile phone
payment application).

[0085] In the context of the present invention to provide an automated and personalized
protection for mobile software applications, and in connection to the above exemplary payment
system of W02014/029620, if may be of interest for the first entity to restrict on-line mobile
contactless payments through the mobile device application until the user has not successfully
finalize the secure registration process (that comprises the user selecting a PIN to be used for
mobile contactless payments).

[0086] In as particular implementation where the first entity is a Bank, the payments server
module of WO2014/029620 could even be the same server that the one referred to in this
invention, associated to the protected mobile software applications. So in this case it would be
easy to restrict on-line mobile contactless payments until the protected mobile software
application (named as mobile phone application in WO02014/029620) has been registered into
the first entity systems by the user entering an activation code at the mobile device and
selecting a PIN, the PIN being required to make mobile contactless payments.

[0087] Now, Fig. 2 of the present invention combines the system disclosed in Fig. 1 of the
present invention with the system disclosed in Fig. 2b of WO02014/029620. To facilitate
understanding, the processes illustrated in figure 2.b as steps (5) to (14) are named herein as
step (7) in the context of figure 2. That is, step (7) of this embodiment of the invention refers to
the process of registering the mobile software application, selecting a PIN for on-line mobile
contactless payments, and getting the credentials for mobile contactless payments.

[0088] So in this embodiment, the protected mobile software application is used to provide a
set of on-line services to the user and at least one of those on-line services is not available for
the protected mobile software application until it has been registered into the first entity
systems by the user entering an activation code at the mobile device and selecting a PIN, the
PIN being required to have access to the at least one on-line service.

[0089] Also, as another particular implementation where the first entity is a Bank and the
payments server module of WO02014/029620 is the same server that the one of the first entity
referred to in this invention, the on-line mobile contactless payments are restricted until the
protected mobile software application has been registered into the first entity systems by the
user entering an activation code at the mobile device and selecting a PIN, the PIN being
required to make mobile contactless payments, and until the first entity downloads to the
protected mobile software application a set of credentials to be used for the on-line contactless
mobile payment services.
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[0090] To make understanding easier, the processes illustrated in figure 2.b as steps (5) to
(14) are named as step (7) in the context of figure 2. It is, step (7) of this embodiment of the
invention refers to the process of registering the mobile software application and getting the
credentials for mobile contactless payments

[0091] So in this embodiment, the protected mobile software application is used to provide on-
line mobile contactless payment services to the user and those payment services are not
available for the protected mobile software application until the first entity downloads to the
protected mobile software application at least a part of at least one credential to be used for
the on-line contactless mobile payment services.

[0092] Figures 3a-3c illustrate a part of another embodiment according to the invention. In this
part of an embodiment, only part of the output personalization registry is used to generate the
protected mobile software application and another part is used for future security re-
personalizations of the protected mobile software application.

[0093] So using this embodiment the security parameters and/or obfuscation rules may be
renewed in the protected mobile software application when the current security personalization
expires or is close to expire.

[0094] In the context of this embodiment, figure 3.a shows an output personalization file with N
output registries, each one with one unique identifier.

[0095] Output personalization registry 1 contains a first set of security parameters [sp11a,
SP11b: SP11c,-.- SP11n] associated to a first set of obfuscation rules [or{13, Or11p, Or11c,... Or11nl, @

second set of security parameters [Sp125, SP12b, SP12¢c.-.- SP12m] associated to a second set of
obfuscation rules [0r{2a, OF12p, OF12c,... OF12m] ... and a n' set of security parameters [spina,

SP1nbs SP1nc:-.- SP1ni] @ssociated to a nt" set of obfuscation rules [0r{ng, Or1pp, OMnc,... Or1y] and
[SP11a: SP11bs SP11cs--- SP11n] @nd [0r{1a, ©r11p, Of11c,... Or11n] are used to initially personalize, in
terms of security parameters and obfuscation rules, the protected mobile software application;

[SP12a, SP12b: SP12c,--- SP12m] and [0rq2g, Orq2p, Or12¢,... OF12m] Will be used to perform a first re-
personalization of the protected mobile software application, in terms of security parameters
and obfuscation rules; ... ... ... ... ...

[SP1na: SP1nb: SP1nc,--- SP1nil @and [0rina, Or1np Ormc,... orqy] will be used to perform a (n-1) re-
personalization of the protected mobile software application, in terms of security parameters
and obfuscation rules;

and [sp1¢i-fya; SP1(i-1)b» SP1(i-1)c .-~ SP1¢-1)k] @and [0r{i.1)a, Or(i-tyb, OF(1(i-1)c,--- Or1(-1)k] are
replaced by [sp1ia, SP1ib, SP1ic:--- SP1ij] @and [0r4ja, Or4jp, OFyjc,... Oryjj] in the context of (i-1)
security re-personalization process. The same logic may be applied to output personalization
registries 2 to N.

[0096] In this particular implementation a set of "empty” registers has been personalized into
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the protected mobile software application at first security personalization such that at least part
of those can be used in the context of future security re-personalization processes.

[0097] In this embodiment, some of the security parameters personalized into the protected
mobile software application are sent to the first entity in the context of an on-line connection
from the mobile software application, and the first entity validates the security parameters. In a
particular example [sp11a, SP11p: SP11¢] are sent from the protected mobile software application
to the first entity during the application registration process, after the application has obtained
those values applying [orq1a, Or11p, Or11c]- If the values are not correct, the first entity will not
allow the registration process to be completed, and will disable the protected mobile software
application into its systems. The rest of the security parameters will be sent during the life cycle
of the application, for validation by the first entity; if not correct, the application will be disabled
at the first entity systems.

[0098] Figure 3.b shows how spq53 has been divided in 4 parts and obfuscated into different
locations into the protected mobile software application. The obfuscation rule orq153 has been
divided in two parts: a first part orqiastart), that allows to address spiigparty from the
application code, and a second part orqq5(part1) that allows to address from the application code
de following part of sp115. Each part refers to the next one until the one that is labeled as the

end part in the obfuscation rule. Figure 3.b also shows the empty locations where future
security parameters and obfuscation rules can be placed. Figure 3.c shows the result of a
security re-personalization process where spq24, associated to the first re-personalization of

output registry 1, is now divided in 5 parts and obfuscated into different locations into the
protected mobile software application. Again, the obfuscation rule orq25 has been divided in two

parts: a first part orq2a(start), that allows to address spq2a(part1) from the application code, and a
second part orqzapart1) that allows to address from the application code de following part of
sp124. The same logic may be applied to each one of the parameters/obfuscation rules and to
each one of the output registries.

[0099] Figure 3 is an illustrative example about using security parameters and obfuscation
rules to protect the mobile software application, and many variances are possible without
departing from the principles of this invention. As a particular example, depending on the value
of a parameter that is included into the code of the protected mobile software application, the
code could use Orqyqa(starty 0 address spq1a(partry When the security personalization is the initial

one, and changing the value of that parameter, at the first security re-personalization, the code
could later use orq2a(start) to address spq2a(partt) When the security personalization is the one of

the first re-personalization. The obfuscation rules may be different than those in these
examples, as defined by the first issuer. And also some of the security parameters of the initial
security personalization could be used, together with parts of the application code, to create a
network of code checksums during the generation of the protected mobile software application,
those checksums being embedded and obfuscated into the code at the time of generation of
the protected mobile software application, and the code checksums being different than those
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of another protected mobile software application calculated upon the different security
parameters of the first security personalization of the another protected mobile software
application.

[0100] Advantageously, it shall be noted that before a re-personalization is made the related
data are completely unknown by the protected mobile software application, as those
obfuscation rules, and the related new security parameters, are at that time only available at
the service provider systems (and sometimes at the second entity secured systems).

[0101] So in this embodiment, at least one data of the output personalization registry was not
used to generate the protected mobile software application that is associated to the output
registry and to the at least one unique identifier, and at least part of those data are sent to the
first entity, and the first entity at least partly re-personalizes the protected mobile software
application, in terms of at least part of the security parameters and/or the obfuscation rules,
using at least part of those data.

[0102] In a different scenario, new output personalization registries are generated by the
second entity during the life cycle of the protected mobile software applications and are sent to
the first entity. Therefore, using this embodiment the security parameters and/or obfuscation
rules may be renewed by the first entity into the protected mobile software application when all
the parameters of the previous output registry have either been user or expired.

[0103] So in another embodiment, a new output personalization registry, associated to the at
least one unique identifier, is generated by the second entity during the life cycle of a given
protected mobile software application, and at least part of this new output registry is sent to the
first entity, and the first entity at least partly re-personalizes the protected mobile software
application, in terms of at least part of the security parameters and/or the obfuscation rules,
using data included into the new output registry.

[0104] In a particular implementation of any of the previous two embodiments, it is required
that the user will insert his PIN into the protected mobile software application, and the security
re-personalization is performed when the first entity verifies that the user entered a correct PIN
value. So when the user inserts the PIN to have access to a remote service from the service
provider (e.g. via a Web Service) the first entity may take advantage of that on-going process
to re-personalize the protected mobile software application in terms of security parameters
and/or obfuscation rules.

[0105] In another particular implementation the security re-personalization process is initiated
by the first entity in the context of an on-line request to the first entity initiated from the
protected mobile software application. In this implementation the re-personalization process is
initiated by the first entity without requiring the user inserting the PIN, thus the first entity may
decide making the re-personalization e.g. based on risk management criteria.

[0106] Figure 1 also illustrates a part of another embodiment according to the invention. In this
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part of an embodiment, there is a quality control system in charge to verify whether the security
parameters and/or the obfuscation rules into the output registries has been properly
personalized into the corresponding protected mobile software applications. This quality control
system is targeted to identify any personalization error on the protected mobile software
application as result of e.g. an electrical failure occurring during the security personalization
process. The target is to be able identify it before the second entity sends a protected mobile
software application to the first entity.

[0107] Figure 1 illustrates how a protected mobile software application is generated in step (4).
According to this embodiment, the generated application is sent to the quality control system of
the second entity (figure 1.a) in charge to determine whether there is any security
personalization error. In the context of this process the quality control system will also verify
whether the "empty" registers have been properly personalized into the protected mobile
software application. If there was a personalization error, it is reported to the system of the
obfuscation software such that the security personalization process will be repeated. If the
personalization was correct, step (4) finalizes by sending the protected mobile software
application, and the association to the corresponding output registry and unique identifier to
the DDBB of the second entity, according to the invention.

[0108] So in an embodiment, the protected mobile software application is inputted to a quality
control system of the second entity, in charge to determine whether the security parameters
and/or the obfuscation rules have been properly personalized into the protected mobile
software application.

[0109] Although the present invention has been described in detail for purpose of illustration, it
is understood that such detail is solely for that purpose, and variations can be made therein by
those skilled in the art without departing from the scope of the invention. Thus, while the
preferred embodiments of the method and of the mobile system have been described in
reference to the environment in which they were developed, they are merely illustrative of the
principles of the invention. Other embodiments and configurations may be devised without
departing from the scope of the appended claims.

[0110] Further, although the embodiments of the invention described with reference to the
drawings comprise computer apparatus (a computer apparatus is herein understood to be any
electronic processing means capable of executing a sequence of steps encoded as a program)
and processes performed in computer apparatus, the invention also extends to computer
programs, particularly computer programs on or in a carrier, adapted for putting the invention
into practice. The program may be in the form of source code, object code, a code
intermediate source and object code such as in partially compiled form, or in any other form
suitable for use in the implementation of the processes according to the invention. The carrier
may be any entity or device capable of carrying the program. For example, the carrier may
comprise a storage medium, such as a ROM, for example a CD ROM or a semiconductor
ROM, or a magnetic recording medium, for example a floppy disc or hard disk. Further, the
carrier may be a transmissible carrier such as an electrical or optical signal which may be
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conveyed via electrical or optical cable or by radio or other means. When the program is
embodied in a signal which may be conveyed directly by a cable or other device or means, the
carrier may be constituted by such cable or other device or means. Alternatively, the carrier
may be an integrated circuit in which the program is embedded, the integrated circuit being
adapted for performing, or for use in the performance of, the relevant processes.
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PATENTKRAYV

1. Fremgangsmade til automatisk at generere mobilapparat-softwareapplikationer, hvor

hver enkelt er forskelligt personaliseret udtrykt ved sikkerhedsparametre og slerings-

regler, hvilken fremgangsmade omfatter felgende trin:

a)

b)

c)

d)

en farste enhed (100), som er en tjenesteudbyder, genererer et saet indgangs-

registre, idet et indgangsregister indeholder i det mindste en unik identifikator;

en anden enhed (200), som er en sikkerhedspersonaliseringsenhed for mobil-
apparat-softwareapplikationer, modtager seettet af indgangsregistre og anvender
den i det mindste ene unikke identifikator inkluderet i et indgangsregister til at
generere et udgangspersonaliseringsregister, som omfatter sikkerhedsparametre
og sleringsregler, hvor udgangsregisteret er forskelligt fra et andet udgangs-
register, som er genereret ud fra et andet indgangsregister, udtrykt ved sikker-

hedsparametre og slaringsregler for personalisering;

den anden enhed (200) anvender i det mindste en del af dataene i udgangs-
registeret, hvilken del omfatter i det mindste en del af sikkerhedsparametrene og
slgringsreglerne, en generisk kopi af mobilapparat-softwareapplikationen og
slgringssoftware til at generere en beskyttet mobilsoftwareapplikation, som er
knyttet til udgangsregisteret og til den i det mindste ene unikke identifikator,
hvilken beskyttet mobilsoftwareapplikation er forskellig udtrykt ved sikkerheds-
parametre og slaringsregler i forhold til en anden opnaet under anvendelse af i
det mindste en del af et andet udgangsregister, og den beskyttede mobile
softwareapplikation omfatter de tilsvarende sikkerhedsparametre og sl@rings-
regler, hvor hver personaliseret sikkerhedsparameter er slgret under anvendelse

af en slgringsregel;

den anden enhed (200) sender de beskyttede mobile softwareapplikationer til den
ferste enhed (100), idet hver enkelt er knyttet til en eller adskillige unikke
identifikatorer fra det tilsvarende indgangsregister, og den fgrste enhed (100)

lagrer disse og associationen til i det mindste en af de unikke identifikatorer; og
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e) en bruger (300) anmoder om en kopi af mobilsoftwareapplikationen til den ferste
enhed (100) og en beskyttet mobilsoftwareapplikationen hentes ned til et

brugermobilapparat (400).

2. Fremgangsmade ifglge krav 1, hvor nogle af sikkerhedsparametrene i udgangs-
personaliseringsregisteret anvendes, sammen med dele af mobilsoftwareapplikationen,
til at danne et netveerk af kodekontrolsummer under genereringen af den beskyttede
mobilsoftwareapplikation, hvilke kontrolsummer indlejres i koden pa tidspunktet for
generering af den beskyttede mobilsoftwareapplikation, og kodekontrolsummerne er
forskellige fra de for en anden beskyttet mobilsoftwareapplikation, beregnet pa for-

skellige sikkerhedsparametre fra et andet udgangspersonaliseringsregister.

3. Fremgangsmade ifelge krav 2, hvor i det mindste en del af de personaliserede
sikkerhedsparametre og netveerket af kodekontrolsummer sl@gres under anvendelse af i

det mindste en del af de personaliserede sl@ringsregler.

4. Fremgangsmade ifglge ethvert af kravene 1-3, hvor den beskyttede mobil-
softwareapplikation indgives til et kvalitetskontrolsystem i den anden enhed (200), som
er ansvarlig for at bestemme, om slgringsreglerne eller sikkerhedsparametrene og

slgringsreglerne er korrekt personaliserede i den beskyttede mobilsoftwareapplikation.

5. Fremgangsmade ifelge ethvert af kravene 1-4, hvor den anden enhed (200) lagrer
udgangsregistrene i i det mindste en udgangsfil, og lagrer den i det mindste ene

udgangsfil i sine systemer.

6. Fremgangsmade ifglge 5, hvor den i det mindste ene udgangsfil sendes af den anden
enhed (200) til den fgrste enhed (100), og den f@rste enhed (100) lagrer denne i sine

systemer.

7. Fremgangsmade ifglge ethvert af kravene 1-3, hvor nogle af sikkerhedsparametrene,
personaliserede i den beskyttede mobilsoftwareapplikation, sendes til den farste enhed
(100) i forbindelse med en on-line forbindelse fra den beskyttede mobilsoftware-

applikation, og den f@rste enhed (100) validerer sikkerhedsparametrene.

8. Fremgangsmade ifglge ethvert af kravene 1-7, hvor den beskyttede mobilsoftware-

applikation indleeses i brugermobilapparatet (400) som et resultat af en anden
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applikation, som tidligere er installeret i brugermobilapparatet (400), som adresserer en
bestemt fjerntliggende adresse, og i det mindste en af on-line tjenesterne ikke er
tilgeengelig for den beskyttede mobilsoftwareapplikation, hvis en succesfuld
registreringsproces, som kreever, at brugeren (300) indfgrer en aktiveringskode i den
beskyttede mobilsoftwareapplikation, ikke er afsluttet inden for en given tidsperiode
efter, at den beskyttede mobilsoftwareapplikation er indleest i brugermobilapparatet
(400), hvilken tidsperiode er defineret af den ferste enhed (100).

9. Fremgangsmade ifglge ethvert af kravene 1-8, hvor den beskyttede mobilsoftware-
applikationen anvendes til at tilvejebringe et saet af on-line tjenester for brugeren (300)
og i det mindste en af disse on-line tjenester ikke er tilgaengelig for den beskyttede
mobile softwareapplikation, fer den er blevet registreret i systemerne for den ferste
enhed (100) af brugeren (300) ved indfering af en aktiveringskode ved mobilapparatet,
og udveelgelse af en PIN, hvilken PIN kreeves for at have adgang til den i det mindste

ene on-line tjeneste.

10. Fremgangsmade ifglge ethvert af kravene 1-9, hvor den beskyttede mobilsoftware-
applikation anvendes til at tilvejebringe on-line mobile kontaktl@se betalingstjenester for
brugeren (300), og disse betalingstjenester ikke er tilgaengelige for den beskyttede
mobile softwareapplikation, fgr den ferste enhed (100) til den beskyttede mobile
softwareapplikation indleeser i det mindste en del af i det mindste en akkreditering, som

skal anvendes for de naevnte on-line mobile kontaktlgse betalingstjenester.

11. Fremgangsmade ifelge ethvert af kravene 1-10, hvor i det mindste en dataenhed i
udgangspersonaliseringsregisteret ikke blev anvendt til at generere den beskyttede
mobilsoftwareapplikation, som er knyttet til udgangsregisteret og til den i det mindste
ene unikke identifikator, og i det mindste en del af disse data sendes til den fgrste enhed
(100), og den ferste enhed (100) i det mindste delvis repersonaliserer mobilsoftware-
applikationen, udtrykt ved i det mindste en del af slgringsreglerne eller sikkerheds-
parametrene og sl@ringsreglerne, under anvendelse af i det mindste en del af disse

data.

12. Fremgangsmade ifglge ethvert af kravene 1-11, hvor et nyt udgangspersonali-
seringsregister, knyttet til den i det mindste ene unikke identifikator, genereres af den
anden enhed (200) under livscyklussen for en given mobilsoftwareapplikation, og i det

mindste en del af dette nye udgangsregister sendes til den anden enhed (200), og den
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ferste enhed (100) i det mindste delvis repersonaliserer den beskyttede mobilsoftware-
applikation, udtrykt ved i det mindste en del af slgringsreglerne eller sikkerheds-
parametrene og slgringsreglerne, under anvendelse af data inkluderede i det nye

udgangsregister.

13. Fremgangsmade ifelge ethvert af kravene 11-12, hvor et seet af tomme registre er
tilvejebragt i den beskyttede mobilsoftwareapplikation ved udfegrelse af den ferste
sikkerhedspersonalisering, som tillader, at i det mindste en del af de tomme registre

anvendes i forbindelse med fremtidig sikkerhedsrepersonaliseringsprocesser.

14. Fremgangsmade ifglge ethvert af kravene 1-13, hvor den fgrste enhed (100) tildeler
den i det mindste ene unikke identifikator i indgangsregisteret til en bestemt bruger
(300), far sending af saettet af indgangsregistre til den anden enhed (200), hvorved den
beskyttede mobilsoftwareapplikation allerede er tildelt en given bruger (300), nar den

modtages af den farst enhed (100) fra den anden enhed (200).

15. Fremgangsmade ifglge ethvert af kravene 1-13, hvor den fgrste enhed (100) tildeler
den i det mindste ene unikke identifikator i indgangsregisteret, og den beskyttede
mobilsoftwareapplikation, til en bestemt bruger (300), efter at have modtaget den
tilsvarende beskyttede mobilsoftwareapplikation fra den anden enhed (200), og efter at
brugeren (300) med succes er blevet registreret i en tjeneste for tjienesteudbyderen ved

anvendelse af den beskyttede mobilsoftwareapplikation.

16. Fremgangsmade ifglge ethvert af kravene 1-13, hvor den fgrste enhed (100) tildeler
den i det mindste ene unikke identifikator i indgangsregisteret og den beskyttede
mobilsoftwareapplikation til et bestemt brugermobilapparat (400), efter at have
modtaget den tilsvarende beskyttede mobilsoftwareapplikation fra den anden enhed
(200), og efter at brugeren (300) med succes er blevet registreret i en tjeneste for

tienesteudbyderen ved anvendelse af den beskyttede mobilsoftwareapplikation.

17. Computerprogram omfattende programinstruktioner til at forarsage, at en computer

udever fremgangsmaden ifelge ethvert af kravene 1-16.

18. Computerleesbart lagringsmedie, som derpa har lagret computerprogrammet ifslge
krav 17.
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19. Databeerersignal, som beerer computerprogrammet ifglge krav 17.

20. System til automatisk at generere mobilapparat-softwareapplikationer, hvor hver
enkelt er forskelligt personaliseret udtrykt ved sikkerhedsparametre og sl@ringsregler,

hvilket system omfatter:

- genereringsorganer til at muligggre, at en fgrste enhed (100) genererer et saet
indgangsregistre, idet hvert indgangsregister indeholder i det mindste en unik

identifikator;

- sikkerhedspersonaliseringsorganer til at muligggre, at en anden enhed (200)
personaliserer mobilapparat-softwareapplikationer, efter modtagelse af saettet af
indgangsregistre, under anvendelse af den i det mindste ene unikke identifikator
inkluderet i et indgangsregister, til at generere et udgangspersonaliserings-

register;

- transmissionsorganer for den anden enhed (200), som sender de beskyttede
mobilsoftwareapplikationer til den f@rste enhed (100), idet hver enkelt er knyttet til

en eller adskillige unikke identifikatorer fra det tilsvarende indgangsregister;

- lagringsorganer for den ferste enhed (100), som lagrer de beskyttede mobil-
softwareapplikationer og associationen til i det mindste en af de unikke identi-

fikatorer,

- brugerskillefladeorganer til at gere det muligt for en bruger (300), at anmode om

en kopi af en af mobilesoftwareapplikationerne til den farste enhed (100); og

- transmissionsorganer for kopien af den beskyttede mobilsoftwareapplikation, som

indlaeses af den fagrste enhed (100) til et brugermobilapparat (400),

hvor udgangsregisteret er forskelligt fra et andet udgangsregister, genereret fra et andet
indgangsregister, udtrykt ved sikkerhedsparametre og slgringsregler for personalise-
ring, og dataene for udgangsregisteret skal i det mindste delvis indgives til en generisk
kopi af en mobilapparat-softwareapplikation, og sikkerhedspersonaliseringsorganerne
er konfigurerede til at anvende den i det mindste en del af udgangsregisteret, hvilken

del omfatter i det mindste en del af sikkerhedsparametrene og slgringsreglerne, den
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generiske kopi af mobilappparat-softwareapplikationen og slgringssoftwaren for at
generere en beskyttet mobilsoftwareapplikation, som er knyttet til udgangsregisteret og
til den i det mindste ene unikke identifikator, hvilken beskyttet mobilsoftwareapplikation
er forskellig udtrykt ved sikkerhedsparametre og slaringsregler i forhold til en anden
tilvejebragt under anvendelse af i det mindste en del af et andet udgangsregister, og
den beskyttede mobilsoftwareapplikation omfatter de tilsvarende sikkerhedsparametre
og slaringsregler, hvor hver personaliseret sikkerhedsparameter er slgret under

anvendelse af en slgringsregel.

21. System ifglge krav 10, hvor nogle af sikkerhedsparametrene i udgangspersonali-
seringsregisteret anvendes, sammen med dele af mobilsoftwareapplikationen, til at
generere et netveerk af kodekontrolsummer under genereringen af den beskyttede
mobile softwareapplikation, hvilke kontrolsummer er indlejrede i koden pa tidspunktet
for generering af den beskyttede mobilsoftwareapplikation, og kodekontrolsummerne er
forskellige fra de for en anden beskyttet mobilsoftwareapplikation beregnet pa basis af

forskellige sikkerhedsparametre for andre udgangspersonaliseringsregistre.

22. System ifglge krav 21, hvor i det mindste en del af de personaliserede sikkerheds-
parametre og netveerket af kodekontrolsummer slgres under anvendelse af i det mindste

en del af de personaliserede slgringsregler.
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