wo 20187164955 A1 | 0E 0000 I O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

World Intellectual P <
O remiation = O 00 O ¢
International Bureau = (10) International Publication Number
(43) International Publication Date -—-/ WO 201 8/ 1 64955 Al

13 September 2018 (13.09.2018) WIPQ | PCT

(51) International Patent Classification: (72) Inventors: SPRAGUE, Steven;, 1209 Orange Street,
HO4L 9/08 (2006.01) HO041 9/32 (2006.01) Wilmington, DE 19801 (US). SPRAGUE, Michael; 1209

(21) International Application Number: Orange Street, Wilmington, DE 19801 (US).

PCT/US2018/020659 (74) Agent: FESSENDEN, Giovanna, H. et al,; Hamilton,
Brook, Smith & Reynolds, P.C., 530 Virginia Rd., P.O. Box

(22) International Filing Date: 9133, Concord, MA 01742-9133 (US).

02 March 2018 (02.03.2018)
(81) Designated States (unless otherwise indicated, for every

kind of national protection available). AE, AG, AL, AM,
(26) Publication Language: English AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA,CH,CL,CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,

(25) Filing Language: English

(30) Priority Data:

62/467,678 06 March 2017 (06.03.2017) us HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KII, KN, KP,
(71) Applicant: RIVETZ CORP. [US/US]; 1209 Orange KR,KW,KZ,LA,LC,LK,LR,LS,LU, LY, MA, MD, ME,
Street, Wilmington, DE 19801 (US). MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

(54) Title: DEVICE ENROLLMENT PROTOCOL

[20[}

USER o
DEVICE ff \

T e 205
e SERVICE ™ \
/ PROVIDER %
/ aH Y
/ !
f = = Pree appLer”
\ 240-~d ENCODER Lt 208
\, / o ®©
\\\ /’lv “
\\ //
NS S AUTHENTICATION
WEBSITE
\\WWS@WWMM
\~295
FIG. 2A

(57) Abstract: A device enrollment method and system comprising trusted application code that is executed in isolation from the
primary OS of'a hosting device and an access control mechanism that manages access to this code. The trusted application code provides
hardware-backed cryptographic and authentication services to multiple third party applications. The value of these services is dependent
on the integrity of both the trusted application and the third party service applications that access the trusted application. To assert
trust, the trusted application may be installed in the device's TEE per existing industry TEE provisioning mechanisms. The process may
involve the generation of a unique device key within the trusted application that is signed by a provisioning agent. Through this device
key, the access control mechanism obtains cryptographic assurance of the integrity of the trusted application when controlling access
to the host device in transactions with online service providers.

[Continued on next page]



WO 2018/164955 A1 |00V 0 0 0 0O

SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

—  with international search report (Art. 21(3))

—  before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))




WO 2018/164955 PCT/US2018/020659

DEVICE ENROLLMENT PROTOCOL

RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Application No.
62/467,678 filed on March 6, 2017. This application is related to U.S. Application No.
15/074,784, filed March 18, 2016, which claims the benefit of U.S. Provisional Application
No., 62/136,340 filed on March 20, 2015 and U.S. Provisional Application No., 62/136,385
filed on March 20, 2015. The entire teachings of the above applications are incorporated

herein by reference.

BACKGROUND

[0002] The advent of decentralized transaction systems (such as Bitcoin) has provided the
Internet with a reliably secure protocol for recording ownership over digital value, known as
the block chain. The system is rooted in cryptographic keys that enable people to exercise
that digital value. However, when these keys are stored digitally, and particularly when they
are transacted, they are vulnerable to theft which can'result in substantial losses. Industry has
- for years anticipated a need for-high-assurance operations in endpoint devices. Already
deplbyed hardware security can be used to enhance the security and privacy on endpoint
devices for interactions between people and the block chain.

[0003] The block chain behind Bitcoin, the common ledger that is built on the backs of
thousands of peered servers, is d_evised to be mathvemvatically imﬁenetrable. Aslongas a
majority of participating peers act in support of the community, one cannot leverage enough‘
compute power to edit records lof the past and thus steal value. With such a large community
maintaining the integrity of the block chéin, only vulnerability in elliptic curve cryptography
could compromise the block chain. However, while the block chain itself is well secured, the
manner that an individual must transact with the block chain is either very complex or subject
to a number of well-known malware attacks. The result is that the quality of the instructions -

to the block chain is critical to assuring the quality of the protected transaction ledger.

SUMMARY

[0004] Most of the transactions captured in the block chain (e.g., Bitcoin block chain)
record a transfer of value from one person to another. Cryptographic public keys represent

the participants involved in the transfer and corresponding cryptographic private keys are
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' applied to sign a transfer request and enable a-participant to'claim the transfer result in the
"bloc.k chain. " As there is no other method of oversight or control in the block chain, it is
paramount that the keys (particularly the private keys) be secured for use in transfers of
‘value. F urther the block chain is an ephemeral construct, and a person can only interact with
the block chaln to.record a transfer through the person’s control of a nétwork connected.
device. Broadly speakmg there are three ways in which the block chain transfer request or -
1n§tmct}on can take place. First, a person (user) controls the device (machine), which is itself
~apeer 'of the block chain and writes directly into the block chain. Second, the person (user),
via the dev_ifce, accesses a web site or mobile app to ipst-ruct a server acting on the person’s
behalf to writ_e to the block chain. ‘Third, the person (user), via a device, accesses a web site
‘or app to prc;pz.igateto the block chain a transaction that is locally form’ed.on the devie,e.
[0005]  To secure the cryptographic keys and associated transactions, embodiments of the
present'inventipti leverage device identity. -In embodiments, an important step in leveraging
device id_entity;is device enrollment. In an example embodiment, device enrollment may be
enacted under the oversight of some trustéd entity. For example, enrollment of a phone could
take place e{tﬁthe ‘point of sale, where binding between the end user and the device identity can
be established by physical presence of the device user. However, in many cases this level of
person-to-device assoc1at10n is neither necessary nor desired. For example, attributes that
: _could be con31dered personally 1dent1fy1ng information (PII) should not be inextricably linked
'to the device 1dent1ty Rather; basic device identity should be purely anonymous. To rehably
enroll a device, two criteria ate required: (1) the ability to generate adi g1ta1 crypto graphlc
' ‘key pa1r (w1th a pubhc and private portion) that is locked fo the device, and (2) assurance of
the provenance and quality of the generated key pa1r. The latter may be pr0v1ded either by
social'engi‘heer‘ing, supply cheih cryptography; or such. ‘For example,v a device identity |
registered in the presence of a respected purveyor is likely to i{e a real dekiice, as the purveyor
~ would likely want to preserve the purveyor’s reputation. Similarly, trust in a device that is
keyed on a manufacturmg floor and can be confirmed with an OEM certificate authorlty that
is built on the reputation of that manufacturer.:
[0006] In some embodiments, enrollment involves establishing uniqueness aesoeiated to
" the device, which can be queried but not spodfed. For this, a trusted execution ‘envjronment
(or.siniilar hardware root of trust) installed on the device may be used. A trusted applicatiofi
executmg in the trusted execution environment (e.g., Trusted Platform Module (TPM) chlp)

may generate the digital cryptographlc key pair on the device, and sends the pubhc portion
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of the key pair to a device client, which in turn posts it to an authentication (access control)
website or application. The authentication application may generate a random identifier for
the device and then generate a device record containing the random identifier and public key,
which is recorded in a block chain (e.g., Namecoin or similar block chain, or block chain
method, devised to record named data). Once recorded in the block chain, the device record
can be extended and modified with attributes, such as platform configuration register (FCR)
quotes, associated service provider (e.g., Bitcoin) accounts, or any other data related to
authentication of the device identity. -

'[0007] In some embodiments, large device records are referenced with a hash and
Uniform Resource Locator (URL) in the block chain, rather than directly recorded. The
authentication application (or other enrollment agent), in conjunction with the user device,
controls the block chain account that can access and update this device record. Other
embodiments include self-enrolled devices, where the authentication application is replaced
or executed by a trusted application on the device. Once enrolled, a service provider can
access the public keys of the device (via the authentication applica‘;ion) to validate, encrypt,
and sign communications'with cryptographic assurance that the aséociated communication
attributes emanated from the device.

[0008] In some embodiments, in the truéted execution environment (TEE) of the device,
the features of device identity are pro'ﬁded, while further extendihg the ability to execute
code in isolation from the rest of the system. Example embodiments provide a service
componeﬁt or application (e.g., Bitcoin service component) that is packaged for deployfnent
by a service provider in a variety of TEE environments, such as configured on the user
device. The service component or application deployed in the TEE provides critical
enhancements to the execution of a transaction, for eXample: (1) the service provider
application (code) executed in the TEE may be signed and authenticated by a third-party
trusted application manager (TAM), thereby preventing the code from being tamper; (2) thev ’
service provider application executed in the TEE is executed outside the host operating
environment and, thus, is protected from malware; and (3) data from the executed service
provider application, including the generated key pair, are never exposed outside of the TEE..
[0009] An enrolled device can build up a record of attributes that enable service providers
to verify the current state and context of the enrolled device. Device attributes need not
include any PII to be useful for verification. For example, a recent statement from the device

declaring a clean boot sequence can give a service provider some confidence that the machine
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s not compromised. Attributes that provide singular assertion of a fact, without divulging
much PII, can also be useful, such as the device operator being validated as over 21, or as a
French citizen or member of an affinity club. A service provider (or authenticatio;l |
application/website) may interact with the enrolled device to collect a statement of the
device’s boot integrity (e.g., quotes from platform configuration registers (PCRs)). The
device’s boot integrity may be formatted as collection of hashes that can be compared against
the last boot statement saved for the device. A device that booted in a predictable way is
believably more reliable than has a changed BIOS or OS. _Invadditiorn to PCR quotes,
participating anti-virus software can deliver a statement thvatv the machine was cleared as of
the last virus scan.

[0010] The execution environment of the enrolled device is résponsible for.detennining
the accuracy of a transfer request and protecting the device key (in particularly the private
portion). The Internet is largely accessed by multi-purpose devices, such as PCs, tablets, and
phones, that may host hundreds of applications (apps) in the device’s execution environment,
and the vibrant market for new applications drive a very open environment. The hosting of
the service provider applications (apps) on the device is user friendly until one of the hosted
apps disguises a malicious intent and b‘e:gins to vandalize or steal from the other apps hosted
on the user device‘. To prevent such vandalism and theft, a service provider associated with a
hosted application should not only check if the correct device is executing the service, but
request if the device is in the same health and integrity state as when the hosted application
was installed on the device (e. g.,.BIOS not changed). When significant changes in the device
state haye' occurred, the change can indicate a potential threat to the service provider.
Knowable of this changed state (potential threat) enables the service provider to take
remedial actions, or at least request further confirmation from the device or device operator
that the device is indeed safe for providing the service. Such check of dev1ce state may be
performed by an authentication apphcatlon or website commumcatlvely coupled to the device
and the service provider.

[0011] In some embodiments, integration of the principles of Trusted Network Connect
(TNC) would allow a full validation of a device prior to a service provider accepting a
transaction with the device. The device being in a known good condition or state prior to the
acceptance of a transaction is based on statement by the authentication application (or other

third-party application) that the device is configured correctly. This type of validation
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addresses a broad range of cyber security controls that may be preferébly required as part of
any transaction processing.

[0012] Embodiments of the present invention are directed to computer methods, systems,
and program products for controlling access between a computing device with a service
provider. The computer program products comprise a non-transitory computer-readable
storage medium having code instructions stored thereon, the storage medium operatively
coupled to a processor to execute the computer method embodiments. The systems may
include a trusted application executing in an environment on a computing device and an
access control application executing in an environment on or communiéatively coupled to the
computing device facilitating access control to the computing device. The access control
application may also be communicatively coupled to an access control server, authentication
website, and service provider. The system may also include a serVice provider application
executing in an environment on or communicatively coupled to the computing device to
execute instructions related to a service provider. The service provider Iﬁay include a service
provider server executing an encoder, the service provider server also communicatively '
coupled to the access control servA‘er.‘

[0013] The methods and systems execute the trusted application in an environment on a
computing device in isolation from the prifnary operating system (OS) of the cbmpuﬁng
device. The methods and systems (via the trusted application) generate a unique device key
(or multiple device keys in some embodiments) for the computing device within the executed
trusted application and register the 2éénerated unique device key forthe computing device
with an access control service. The methods and systems (via the access control application)
pair the computing device with a service provider‘registered with the access control service.
The pairing includes the access control application sending: (i) the unique device key to the
service provider and (ii) a uniqué service key of the service provider to the Qomputing device:
[0014] In some embbdiments, the methods and systems then proceed to perform a service
transaction (e.g., transfer for value). The methods and systems (via the encoder) sign an
instruction using the unique service key, and send the signed instruction to the computing
device. In some embodiments, the methods and systems (via the encoder) also encrypt the
instruction using the unique device key prior to sending the instruction. The methods and
systems (e.g., via the trusted application) Vefify the signature of the instruction matches the

unique service key. In embodiments where the instruction is encrypted, the methods and
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systems (e.g., via the trusted ‘application) also decrypt the si gned instruction using the unique
device key pr1or ‘to executing the instruction within the trusted apphcat1on '
[0015] If the instruction signature is ver1ﬁed the methods and systems (e.g., viathe
trusted application in communication with the service provider appllcatron) execute the
instruction within the trusted enVironment of the computing device to generate instruction
results, and record the executed instruction on thejblock ,chain‘ The metho_ds and systems
(e.g., via the trusted application) slgn the instruction results using the unique device key, and
send the signed instruction results to the service provider. The methods and systems (e.g., via- |
the encoder) verify the signature of the instruction results matches the unique device key. If .
instruction results signature is verified, the methods and systems (e.g., via the encoder)_r.ecord
the instruction results on the block chain. . :
- 10016} In some embodlments the methods and systems (e g., via the trusted apphcatron
in communication with the service prov1der appl1cat10n) accumulate in memory local to thé -
computing device instructions received at_the computing device from the service provider.
The methods and systems (e.g., via the trusted application) record the accumulated
: 1nstruct1ons (or aright granted based on the accumulated 1nstruct10ns) on the block chain
~once the accumulated 1nstruct10ns meet a threshold cond1t1on record
. [0017] ln some embodrments the methods and systems (e 2 via the access control
.. apphcat1on) maintain an access control l1st for the pa1r1ng that includes at least one of: the
unique device key, the umque service key, an effectrve date when the instruction is allowed
to be executed. by the trusted application, an expiration date when the instruction is no longer
allowed to be executed by.the trusted application, whether the instruction is within a hmlt on -
a set number of executions, and whether the 1nstruct10n is w1th1n an external condition
requiring positive Verrﬁcatlon prior to execution of-the» mstruct10n In example embodrments
the methods and systems (e.g., via the trusted apphcat10n in communication with the access
control application) verify the instruction agamst the access control list prior to executmg the
instruction. - In somie of these example embodiments, the methods and systems (e.g., via the
trusted appl1cat10n in commun1cat1on with the access control apphcat1on) assure complet1on
of Ver1ﬁcat1on against the access control list by an access. control system using a PKI
challenge response. In some embod1ments the methods and systems (e.g.; via the trusted
application in commumcatlon with the access control appllcatlon) provide evidentiary proof
of state of the access control list by associatingan external time stamp or an external block

chain registration event with the access control list. In some embodiments, the methods and
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system (e.g., via the access control application) backup at least a portion of the access control
list in a manner such that the backed-up access control list is recoverable. Certain secure
elements of the access control list may be excluded from the backed-up access control list. In
some embodiments, the methods and systems (e.g., via the access control application) :
'maintain one or more logs associated with the access control list containing at least one of:
number of times a given instruction is executed and specific functions of the given
instruction.

[0018] In some embodiments, the methods and systems (e.g., via the trusted application
or third party service communicatively coupled to the computing device) measure current
health and integrity of the computing device. The methods and systems (e.g., via the trusted
application or third party service communicatively coupled to the computing device) further
verify the current measured health and integrity against a stored reference value of the
measurecl health and integrity of the computing device in a known good state. The methods
and systems (e.g., via the encoder) then send the signed instruction to the computing device,
only if the current measured health-and integrity of the computmg device is verified. In
example embodiments, the methods and systems (e.g., via the trusted application or third
party service communicatively coupled to the computing device) measure and store the
reference value when the computrng device powers on and when a change is detected in an
environment of the computing device. In example embodiments the measured health and
integrity includes one or more of: platform configuration registers (PCRs) generated by the
boot process, BIOS Version, OS Versmn, GPS location, manufacturing company name,
device make, and device model. In some embodiments, the methods and systems (e.g., via |
the trusted application or access control application) integrate the current state of an access |
control list into the device health and integrity measurement, and exclude dynamic data
capable of modifying the device health and integrity measurement from the health and
integrity measurement. In example embodiments, the methods and systems at least one of: (i)
sign (via the encoder) the instruction by both the unique device key and a hash of the current
measured health and integrity and (ii) sign (via the trusted application) the instruction results
by both the unique ser_vi_ce provider key and a hash of the current measured health and
integrity.

[0019]  Insome embodlments the methods and systems require a new application
installed on the computing device to regrster with the trusted appllca‘non prior to the trusted

application allowing an instruction to be executed by the new application. In example
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embodiments, the methods and systems revoke the trusted application from the user device
by either setting a revocation flag or removing the trusted application. In some embodiments,
the methods and system (e.g., via a ring manager) group multiple computer devices operated
by the user of the computing device into a single entity and generate one unique device key
for the group. In example embodiments, the unique device key and the unique service key
are each a public key of a digital cryptographic public and private key pair. In example
embodiments, the methods and systems (e.g., via the trusted application) register an operator
of the computing device within the trusted application (e.g., associated with a username,
password, PIN, biometrics, and such). _
'[0020] Embodiments of the present invention are directed to computer methods, systems,
and program products for determining digital ownership fights. The computer program
products comprise a non-transitory computer-rcadablé storage medium having code
instructions stored thereon, the storage medium’ operati\}ely coupled to a processor to execute
the computer method embodiments. The systems include an account associated with an
application configured on a block chain communication network. The account including a
wallet coupled to an address on the bloqk chain communication network. The systems also
include a transaction record associated with the blockchain account and communicatively
coupled to the block chain application. In some embodiments, the block chain application
and transaction record are included in a smart contract. The systems further include a service
provider application communicatively coupled to the block chain applicatibn over the block
chain communication network.
‘[0021] The methods and systems send (e.g., via the service provider application) to a
block chain account a series of transactions related to one or more specific items provided by
a service provider. The methods and systems receive (e.g., via the block chain application) a
current transaction of the series of transactions and recording the current transaction in a
transaction record coupled to the block chain account. The methods and systems (e.g., via the
block chain application) check the transaction record for a previous transaction associated
~with the block chain account and service provider.
[0022] If a previous transaction exists, the methods and systems (e.g., via the block chain
application) proceed as follows. The methods and systems obtain an accumulation attribute
attached to the previous transaction, the accumulation attribute indicating an accumulation of
transactions of the one or more specific items. In some embodiments, the accumulation

attribute is one of: an accumulated value or a count of transactions. The methods and
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systems increment the accumulation attribute based on a specific item of the current
transaction. If the incremented accumulation attribute meets a deﬁhed threshold, the methods
and systems determine an ownership right related to the series of transaction and record the
ownership right in the block chain communication network associated to the block chain
wallet address. Otherwise, the methods and systems attaching the incremented accumulation

attribute to the recorded current transaction in the transaction record.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] The foregoing will be apparent from the following more particular description of
example embodiments of the invention, as illustrated in the accompanying drawings in which
like reference characters refer to the same parts throughout the different views. The drawings
are not necessarily to scale, emphasis instead being placed upon illustrating embodiments of
the present invention.

[0024] FIG. 1A is an example digital processing environment in which embodiments of
the present invention méy be implemented. 7 '

[0025]  FIG. 1Bis a block vdiégram of any internal structure of a computer/computing
node.

[0026] FIG. 2A is a block diagram showing an example device aﬁthentication system in
an embodiment of the present invention. |

[0027] FIG. 2B is a diagram showing an example set of components of a device
authentication system according in an embodiment of the present invention.

[0028] FIG. 2C is a diagram of another example set of components in an embodiment of
the present invention.

[0029] FIG.Y 2D is a diagram of an adaptor cdmponent of a device authentication system
in an embodiment of the present invention. - |

[0030] FIG. 3A is a diagram of an example protocol for enrolling a device in an
embodiment of the present invention. _ |

[0031] FIG. 3B is a diagram of an example protocol for pairing a device in an
embodiment of the present invention. _

[0032] FIG. 3C is a diagram of an example protocol for procéssirig an transaction
instruction in embodiments of the present invention. '

[0033]  FIG. 4 is a flow chart of an example method of access control for a device in

embodiments of the present invention.
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. DETAILED DESC'RIlPTIQ\I.\I'AOFETHE. INVENTION

[0034] A description of ekample embodiments of the invention follows.
» [0035] - Some elements described herein may be further described in U.S. Patent
* Application No., 15/074,784, filed March 18, 2016, U.S. Provisional Application No.,
62/ 136,340, ﬁlect_ on March 20, 2015, U.S. Prorzisional Application No.,”- 62/136,385, filed on
March 20, 2015, U.S. Patent No. 6,092,202, issued on July 18, 2000, and U.S. Patent No. -
6,138,239, issued on October 24, 2000, which are herein inoorporated by reference in their

entirety.

Drgltal Processing Env1ronment _
[0036]  An example 1mp1ementat10n of a device authentication system 100 accordlng to
" an embodiment of the invention for enrolling a device to perform service transactions may be
implemented in‘a software, firmware, or hardware environment. FIG. 1A illustrates one such
example digital .pr'oceSSing environment in which embodiments of the present invention may
be implemented. Client computers/devices 150 and server computers/devices 160 provide
proceéeing; storage, and input/output devices executing application programs and the like.
[0037] Client cornputers/devices 150'may be l.inked dire'otlvy or through communications
network 170 to other computing devices, including other elient computers/devices 150 and
server computer/devices 160. The communication network 170 can be part of a wireless or

| wired network, temote access network, a global network (i.e. 'Internet), a worldwide |
collection of oompnters, local ‘area or wide areé networks, and gateways, routers, and

switches that currently use a variety of protocols (e.g. TCP/IP, Blvuetootn® VRTM etc.) to
communlcate w1th one another The communication network 170 may also be a virtual

| \vprlvate network (VPN) or an out-of-band network or both The communication network 170
may takc a varlety of forms, 1nclud1ng, but not limited to, a data network voice network (e.g.
land-line, mobile, etc.), aud10 network,’ VldGO network, satellite network, radlo network, and
pager network. . ‘ Other electronic device/computer networks etrchitectures are also suitable..
[0038] Server computers 160 of the device authentlcatlon systern 100 may be configured
to provide an access control:server executlng an authcntrcatlon apphcatlon or website which
communicates with computing devices and server provider platforms. The server computers
160 may register a cornputing device using an established identity (e.g., cryptographic public
key of a public/privaté ke'y pair) of the device, and register a service provider using an

established identity (e.g., cryptographic public key of a public/private key pair) of the service
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_provider. The server computeérs 160 may also pair the deQiée and service provider using the
established identities, including providing the service provider identity (public key) to the
device and providing the device identity to the service provider. The server computers 160
may also mbnitor access control behavior within the pairing based on an access control list or
a méasured-reference value indicating a known good condition or state of the device. The
server computers 160 may also record the registration, pairing, access control list, and
measured reference value in a block chain or other secure global memory. The server
computers may not be separate server computers but part of cloud network. ‘

[0039] Client computers 150 of the device authentication system 100 may"be computing
devices configured with a trusted execution environment (TEE) and trusted appljcation to .'
generate the established identity (public/private key pair) of the device. The Clie.ht
computers 150 may also compute signatures, encrypt/decrypt, and execute instructions and
instruction results as part of a transaction with a service provider.

[0040] FIG. 1B is a block diagram of any internal structure of a computer/computing
node (e.g., client processor/ device 150 or server computers 160) in the processing
environment of FIG. 1A, which may be used to facilitate displaying audio, image, video or
data signal information. .Each computer 150, 160 in FIG. 1B contains a system bus 110,
where a bus is a set of actual or virtual hardware lines used for data trénsfér amdng ‘fhe
components of a computer or processing system. The system bus 110 is essentially a shared
conduit that connects different elements of a computer system (é. g., processor, disk storage,
memory, input/output porfs, etc.) that enables the transfer of data between elements.

[0041] Attached to the system bus 1 10 is an /O device interface 82 for connecting
various input and output devices (e.g., keyboard, mouse, ‘_pduch screen igterface, displays,

- printers, épeakers, audio inputs and outputs, video inputs and outputs, microphone jacks, etc.)

to the computer 15 0, 160. A network interface 113 allows the computer ‘;ovconnect to various

other devices attached to a network (for example the network illustrated at 170 of FIG. 1A).

Memory 114 provides volatile storagé for computer software instructions 115 and data 116

used to implement software implementations of authentication components of some

embodiments of the present invention (as shown in FIGs. 2A—2D). Such device

authentication software components 115, 116 of the user authentication system 100 (e.g.

encoder 210, Trusted Execution Environment (TEE) applet 208, and authentication website

206 of FIG. 2A) described herein may be conﬁgﬁred using any programming ~1'anguage,

including any high-level, obj ect-ofier_lted pro gramming language, such as Python.
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10042] = In an example mobiie implémentation, a mobile agent implementation of the
invention may be provided. A client server environment can be used to enable mobile
security services using the server 160. It can use, for example, the XMPP protocol to tether
a device authentication engine/agent 115 on tl.l.e device 150 to a server 160. The server 160
can then issue commands to the mobile phon&; on request. The mobile user interface |
framework to access certain components of the system 100 may be based on XHP, Javelin
and WURFL. In another example mobile implementation for OS X and iOS operating
systems and their respective APIs, Cocoa and Cocoa Touch may be used to implement the
client side components 115 using b,bjective-C or any other high-level programming language
that adds Smalltalk-style messaging to the C programming language.

[0043] The system 100 mé.y also include instances of server processes on the server
computers 160 that may conibfise an authentication application, service provider application,
or TEE applet 208 (FIG. 2A), which allow generating keys for a device, registering a device,
pairing a device to a service provider, verifying an instruction of a service transaction against
an access control list or reference value of health and integrity of the device, signing the
instruction, encrypfing/decrypting the instructions, and exécuting the instruction.

-[0044] Disk storage 95 provides non-volatile storage for computer software instructions
92 (equivalently “OS program”) and data 94 used to irhplement embodiments of the system
100. The system may include disk storage accessible to the servef computer 160. The server
computer can maintain sécure access to records in the block chain related to the device,
service provider, pairing of the device and service provider, and access control at the dévic_é.
Central processor unit 84 is also attached to the system bus 110 and provideé for the
execution of computer instructions at the device (e.g., in the TEE of the device).

[0045] In aﬁ example embodiment, the processor routines 92 and data 94 are computer
program products. For example, if aspects of the authentication system 100 may include both
server side and client side components.

[0046] In an ekample embodiment, service providers may communicate with a device via
instant messaging applications, video conferencing systems, VOIP systems, email systems,
etc., all of which may be implemented, at least in part, in software 115, 92. In example
embodiments, the authentication application/website 206 or trusted application (TEE applet
208) of FIG. 2A may be implemented as an application program interface (API), executable
software component, or integrated component of the OS configured to authenticate users ona -

Trusted Platform Module (TPM) executing on a client computer 150.

RECTIFIED SHEET (RULE 91) ISA/EP



WO 2018/164955 , PCT/US2018/020659
-13-

[0047] Software implementations 115, 92 may be implemented as a computer readabler
medium capable of being stored on a storage device 95, which provides at least a portion of
the software instructions for the user authentication system 100. Executing instances of
respective software components of the user authentication system 100, such as instances of
the authentication application/website and TEE applet 208, may be implemented as computer
- program products 115, and can be installed by any suitable software installation procedure, as
* is well known in the art. In another embodiment, at least a portion of the system software
instructions 115 may be downloaded over a cable, communication and/or wireless connection
via, for example, a browser SSL session or through an app (whether executed from a mobile
or other computing device). In other embodiments, the system 100 software components
115, may be implemented as a computer program propagated signal product embodied on a
propagated signal on a propagation medium (e.g. a radio wave, an infrared wave, a laser
wave, a sound wave, or an electrical wave propagated over a global network such as the
Internet, or other networks. Such carrier medium or signal provides at least a portion of the
software instructions for the present user device authentication system 100 of FIG. 2A.
[0048] Certain example embodiments of the invention are based on the premise that
online services may be 51gn1ﬁcantly enhanced when a device can be trusted to be what it says
it is and to execute instructions exactly as asked. A service provider generally has confidence
in its servers because they are under administrative control and usually protected physically.
However, nearly all of the service provider’s services are delivered to users through devices
the service provider knows very little about and over which it rarely exerts any control.
[0049] Through the use of Trusted Execution technology, certain inventive embodiments
are able to provide a service provider with an oasis of trust in the unknown world of
consumer devices. Basic capabiliﬁes such as "sign this", or "decrypt this" are executed
outside the murky world of the main OS. Keys can be generated and applied without ever
being exposed in memory and can be attested to through a chain of endorsements traced back
to the device manufacturer.

[0050] Certain aspects of the in{/ention enable trust in devices. Some embodiments
operate on the fundamental premise that a reliable relationship with a device can make for a
much safer, easier and stronger relationship with an end user. Achieving this requires
knowing with confidence that a device involved in a current transaction is the same device it
was in previous transactions. It also requires assurance that a device will not leak protected

information if it is requested to perform sensitive operations such as decryption or signing.
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”'[0051] One example preferred embodiment 1ncludes device code executed in n the Trusted
Executron Envrronment (TEE). The TEE preferably is a hardware environment that runs

small applets outsrde the main OS Thls protects sensitive code and data from malware or

) * - snooping w1th purpose- burlt hardware governed by an ecosystem of endorsements begrnmng

- with the dévice manufacturet.-

Device Authentication System _

[0052] FIG. 2A is a block dragram 1llustrat1ng an example devrce authentrcatron system

- 200 according to embodiments of the present mventlon ‘

[0053]  The system 200 includes a user computing devrce 205 (e. g mobile device, IoT,
PC, and the like) configured with a.tru_sted executlon en,v1rorrment (TEE) applet 208, also
referred to as a Device Rivet, trusted application, and trusted ap'plication code, configured in
the TEE of the computing device 205. The user device 205 is communicatively coupled over
a computer. network to a service provider 204 configured with an éncoder 210. The sérvice
provider 204 may be executed on a web—based ser\_/ice platform, which may include one or

- more of an application server, web server, and database servers. A secure socket may be

_ configured to maintain a perSistent connection, between the user device 205 and service
provider 204. The TEE applet 208 of the user device 205 provides hardware-backed ‘
cryptographic and authentication services in process trahSactiohs with the servic‘e provider

~ 204. The value of these servlces is dependent on the trltegrity v‘of both the TEE applet 208 and
the service provider 204 which accesses the TEE applet 208. |

User Computing Device of System ‘ ,

[0054] To provide such integrity, the user device 205 is conﬁgured with the TEE. The
TEE is a hardware environment where applications (apps) or-applets, such as the TEE applet
208 and sert/ice provider applications, can be deployed and 'executed outside, and in isolation
from, the primary OS (e.g., Rich OS) on the user device 205. The TEE offers an execution .
space that provides a higher level of -security than the primary OS of the user-device 205.
Deploying an applet in the TEE of the user device 205 is akin to delivering the applet toa
dedicated hardware device. For example, executlon and data of the appletis
cryptographlcally isolated from any other function of the user devrce 205. In an example
embodiment, the TEE executmg the TEE applet 208 may be 1mplemented on the user dev1ce

205 as a mobile phone hardware security chip separate execution enyrronment that runs
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alongside the primary OS and provides security services to the primafy .O'S environment. In
another exarhple embodiment,. the TEE may be implemented on the ﬁser device 205 as a
virtual machine. v | !

[0055] There is 4 class of applications/applets that benefit greatly from the TECC
strongly assuring their origin and opéque éeparation“ from the execution of other apps, such as
block chain (e.g., B”itcoin) related applications. Unlike an application running on the primary
OS and memorylstack of the user device 205, an application executing in the TEE.has access
to crypto graphic primitives that can be exercised without snooping by the primary OS. On
certain platfbrms, the application also has direct access to user input and display to ensure a
private interaction with the user of the user device 205. While a TEE is not as secure as a
‘Secure Element (SE) or subscriber identification module (SIM), the securify offered by the
TEE is sufficient for many applicationé executed by the user device 205. In this way, the
TEE can deliver a balance allowing for greater security than a primary OS environment, with
considerably lower cost than an SE or SIM.. While TEE technology has been in development
for well over a decade, it is only recently that devices configured with a TEE have become
available. For example, Intel began delivery of commercial solutions in 2011, and the joint
venture of Trustonic launched in 2013. While most applications of the TEE technology have
been concerned with enterpfise security or DRM, an embodiment of the invention instead
provides an applet that is focused on the needs of common web services.

-[0056] As with many TEE applets, TEE applet 208 is installed and initialized with a
Trusted Application M'ainager (TAM). The TAM plays a role akin fo a certification authority
(CA). A TAM secures a relationship with the manufacturer of the user device 205, and also
signs all applications that may be loaded onto the user device 205. In this bway the TAM
provides assurance on the provenance and integrity of both the TEE applet 208, other
applications executing on the device in communication with the TEE applet 208, and the

TEE.

Authentication Website (Access Control Server) of System

[0057] To further provide such integrity, the user device 205 and service provider 204 are
cdmmunicatively coupled over a computer network by an authentication website (or other
authentication application) 206. The authentication website 206, which may be an API (e.g.,
JSON API written in Python) to the TEE applet 208 (or other application on or

communicatively coupled to the user device 205) comprise several sub-component. The

RECTIFIED SHEET (RULE 91) ISA/EP



WO 2018/164955 PCT/US2018/020659
6. N _

authentication website 206 may comprise a registration agent that enables the user device 203
to register through the authentication website 206. The registration agent may create a
unique identifier (e.g., a universal unique identifier (UUID)) and an ephemeral device pointer
to the user device 205 that can be requested by a service provider appliéation. The device
pointer may be used to identify a current socket session to the authentication website 206
from a service provider application. The current socket session can, in turn, be used fo
establish a device coinmunication channel to the authentication website 206 from the service
provider application and look up the unique device identifier of the user device 205.

[0058] The registration agent may also register a block chain account key (a digital
cryptographic public/private key pair) for the user device 205 that can be referenced as a
signatory in transactions on thé'block chain. In some embodiments, multiple block chain
account keys may be registered. The registration agent may call the TEE applet 208 to create
hardware keys, such as the block chain account key, at the user device 205; Different types
of hardWare keys are available depending on the purpose for creating the hardware keys, such
as for crypto-coins or data encryption. The creation of the hardware keys by the registration
agent are governed by simple usage rules established during creation. For example, a
hardware key may require that usage requests are signed by the service provider 204 that
created the key, or that thé user confirms access through a Trusted User Interface (TUI')V. The
registration agent may also create a unique device identifier for referencing the user device. |
[0059] In some embodiments, the unique device identifier and block chain account keys
are stored locked in the TEE of the user device 205, in other embodiments, the unique device
identifier and block chain account key are stored in another secure memory location
accessible to the registration agent. In example'embodiments, a signatory value represented
in the block chain transaction cannot be spent or transferred unless co-signed by the registrar
agent using the block chain account key (in particular the private key). The device
registration may include the unique device identifier, the device pointer, a registration date,
the public key paired of the user device 205, and an endorsement signature from the
registration agent. This information is recorded in a device registration Vrecqrd accessible by
the registration agent. The registration agent, through the authentication v'x;ebsite 206, may
similarly enable the service provider 204 to register with the authentication website 206,
including creating a block chain account key (a public/private key pair) for the service

provider 204 and recording a registration record for the service provider 204.
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[0060] Through the registration, the authentication website 206 is the first application
(provider of a service) associated with the TEE applet 208 of the user device 206. The
authentication website 206 (via the registration agent or other agent cQuplevd to the
authentication website 206) has the special capability of being able to act as a broker and
associate (pair) service providers, such as service provider 204, with that user device 205.
The authentication website 206 is able to conduct the pairing because it can confirm the
integrity and identity of both the user device 205 and the service provider 204 using their
device registration records. As part of the pairing, the authentication website 206 may load
the user device 205 with the public key of the service provider 204 and of the user device
205, which may be stored by the user device 205 in the TEE. By storing the public keys of
the service provider 204 at the TEE, the TEE applet 208 of the user device 205 can validate

. the origin of an instruction received from the service provider 204, and if needed, decrypt the
contents of a received instruction from the service provider 210. ‘

[0061] The authentication website 206 may also provide the service provider 204 with the -
unique device identifier and pliblic key of the user device 205, which the service provider 204
may store in memory communicatively éoupled to the platform of the service provider 204
In some embodiments, the authentication website 206 may also format the pairing as a
pairing registration record, including the unique device identifier and public key of the user
device 205 and public key of the service provider 204. The authentication website 206 may
then record the pairing registration record in the block chain (aésociated to the block chain
public key of the user device 205 and service provider 204) or other secure memory |
communicatively coupled to the platform of the authentication website 206. In other

~ embodiments, the authentication website 206 instead updates the device registration record
with the pairing information.

[0062] The authentication website 206 may also generate an access control list (also
referred to as a trusted execution list) through an access control application, where controls
related to the execution of a received instruction within the pairing can be configured and
verified. The digital cryptographic keys that have been previously registered with the TEE
applet 208 mayzbe stored in an access control list. Specific controls may be associated with a
~ particular registered cryptographic key. For example, the access control list may indicate the
authorized period of time for executing an instruction, whether the instruction is within a
limit on the numbgr of executions, and whether the instruction is associated with an external

condition (factor) that must be verified prior to execution of the instruction. The
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-authentication website 206 may also maintain log data on whether a _receivedinstructieﬁ is
executed, the number of times an instruction is executed wit}ii‘n a pairing, reasons for an - -
instruction failing to be executed by the user device 205, and such. The authentication
website 206 may tlien record the access control list e.rid log in the block chain (associaied to
the block chain public key of the user device 205 and service provider 204) or other secure |

memory communicatively coupled to the platfcrrn of the autheriticatio_n website 206.

Commumcatlon and Execution of System

[0063] Once the, authentication website 206 pairs the user device 208 with the serv1ce
provider 2045,the service provider 204 may send instructions to the user device 208 for
performing transactions (e.g., transfers of value, such as a purchase). The service provider
204 prepares an instruction (e.g., at the application server of the service provider plaitform)
for execution by the user device 205. The instruction may iriclude the instruction type, the
user device (e.g., device identifier), and payload of the instruction. The service p‘rovider 204,
'usmg the encoder 210, 51gns the 1nstruct10n usmg the public key of the service provider 204.
1In some embodiments the service prov1der 204 usmg the encoder 210, also (or instead)
encrypts the 1nstruct10n using the public key of the user device 205. In embodiments, the

© signing ceremony is executed in secure hardware such that the key is never - exposed to
normal processing envrronment of the device. An encryptic_)n key can be generated on

~ rerluest and applied to any portion of data. Encryption and decryption may be triggered
locally and take place within the secure execution environment so as to protect the key. In
‘Bitcoin embodiments, in creating a Bitcoin account, the device can be requested (e.g., by that
aiithenticatioii website 206) to generate anew Bitcoin account using the random number
generator (RNG) built into the TEE. The device can veipply its private Bitcoin account key to
sign a transaction and then return the transaction to the service provider.

[0064] In some of these embodiments, the service provider may retrieve the public key of
the user devrce 205 stored in memory communicatively coupled to the platform of the service
provider 204. In other of these embodiments, the service provider may request the public key
of the user device 205 from the authentication website 206; which retrieves this public key
(e.g., using. the device identifier) from the device registratio‘n record for the pairing stored in
the block chain or other secure memory communicatively coupled to the platform of the
authentication website 206. Inother example embodiments, the service provider 204

* communicates the instruction to the authentication website 206, which sign and/or encrypts
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the instruction by retrieving (e.g., using the deﬁce identifier) the device registration record
for the pairing stored ixi the block chain or other secure memory communicatively coupled to
the platform of the authentication website 206. '
[0065] The service provider 204 then sends the signed and/or encrypted instruction to the
user device 205. In some embodiments, the service provider 204 sends the signed and/or
encr);pted instruction to the authentication website 206, which may perform validation on the
instruction, prior fo sending the instruction to the user device 205 based. on information stored
for the user device 205 during registration. For example, the authentication website 206 may
perform health and integrity checks on the user device 205 prior to sending to the user device
205, verify that the signature matches the service providér 204, verify external conditions
specified in the access control list, and such. In other embodiments, the service provider 204
may directly transmit the instruction to the user device 205. " The user device 205 receives the
signed and/or encrypted instructions and the TEE applet 208, and may verify the instruction
based rules (e.g., internal and external device conditions) in the access control list for the
pairing, including rules attached to the service provider key used to sign the instruction.
[0066] Once any attached rules are verified, if the instruction is sigﬁed, the TEE applet
208erifies that the signature of the instruction matches the public key of the paired service
provider 204. The TEE applet 208 may access this public key stored in vthe TEE of the user
device 205 or request this public key from the authentication website 206. If the instruction
is encrypted, the TEE applét..208 may also decrypt the instruction using the public key of the
user device 205. The service provider key 204 used to sign the instruction may be,
| encumbered with restriction_s (as specified in the access control list), such as requiring user
acknowledgement or authorization from a remote process prior to execution of the
instruction. The restrictions may be coupled to the public key of the user device. Without
passing these encumbrances, the TEE applet 208 cannot execute the instruction. Access to
the TEE applet 208 (trusted appl1cat10n) may be further controlled by business rules (external
conditions) imposed by the authentication website 206 (e.g., in the access control list), such
as number of executions allowed or active time period. If all encumbrances/rules are met, the
TEE applet 208 may then egecute the instruction within the TEE (or primary OS) of the user
device 205 and generate execution results.
[0067] The user device 205 signs the execution results using the public key of the user
device 205. In some embodiments, the user device 205, also (or instead) encrypts the

execution results using the public key of the service provider 204. In some of these
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embodiments, the user device 205 may retrieve the public key of the service provider 204
stored in memory at the TEE of the user device 205. In other of these embodiments, the user
device 205 may request the public key of the service provider 204 from the authentication
website 206, which retrieves this public key from the device registration record for the
pairing stored in the block chain or other secure memory communicatively coupléd tothe -
platform of the authentication website 206. In other example embodfments, the péer device
205 communicates the instruction to the authentication website 206, which sign and/or A
encrypts the instruction by retrieving (e.'g., using the unique device identifier) the device
registratioﬁ record for the pairing stored in the block chain or other secure memory
communicatively coupled to the plétform of the authentication website 206.

[0068] The user device 205 then sends the signed and/or encrypted execution result to the
service provider 204. In some embodiments, the user device 205 sends the signed and/or
encrypted execution result to the authentication website 206 as a broker. The authentication
website 206 may update in the maintained log data record in the block chain or other secure
memory communicatively coupled to the platform of the authentication website 206 to |
indicate successfully execution of the instruction. The authentication website 206 may also
perform validation on the in’struétion, prior to sending the execution result to the service
provider 204 based on information stored for the service provider 204 during registration.
For example, the authentication websité 206 may pérform health and integrfty checks on the
user device 205 prior to sending to the service provider 204, verify that the signature matches
the user device 205, and such. In other embodiments, the user device 205 may directly
transmit the execution result to the service provider 204. The service provider 204 ';eceives
the execution (instruction) results}and may apply rules attached to the sighed public key prior
to processing the execution results. The service provider 204 receives the sigﬂéd and/or
encrypted execution result, and if the execution result is signed, verifies that the signéture of
the execution results matches the public key of the paired user device 205. The service
provider 204 may access this public key stored in secure memory communicatively coupled
to the platform of the service provider 204, or request this public key fromi the authentication
website 206. If the execution result is encrypted, the service provider 204 may also decrypt
the insfrgction using the public key of the service provider 204. The service provider 204
may notify the authentication website 206 of the successful receipt of the execution results,

which the authentication website 206 updates in the maintained log data record in the block
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~ chain or other secure memory cdmmunicatively coupled to the platform of the authentication
website 206.

[0069] In other embodiments, the user device 205 may instead prepare, sign, and encrypt
an instruction, which is sent to the service provider for execution. In these émbodiments, the
service provider 204 may verify the signature, decrypt, execute, and returns execution results

(signed and decrypted) to the user device 205.

First Example Device Authentication Components

[0070] FIG. 2B is a block diagram illustrating compbnents of the device authentication
system 200 according to an example embodiment of the present invention. In the
embodiment of FIG. 2B, the service provider 204 cor;lprises a service provider website 204a
and a service provider client application (app) 204b, which may be executed on a web server,
appli(;ation server, or such of thé service provider platform. The service provider website
204a is communicatively coupled to the authenticatioh website 206 (configured at an access
control server) over a secure socket connection. This secure connection is used for pairing
and other administrative functions. The service provider 204, via the service provider
website 204a, may register (enroll) with the authentication website 206, which may create a
block chain account key (public and private key pair) for the service provider 204. The -
authentication website 206 may store the block chain account key in secure memory
communicatively coupled to the authentication website 206 (configured at an access control
server). The authentication website 206 may also return the block chain account key to the .
service provider website 204a, which may store.the block chain account key in secure
memory communicatively coupled to the service provider 204. The authentication website
206 may perform the recordation using a device registration record that contains a unique,
anonymous identifier, a registration date, the public. key held in the device hardware, and an
endorsement signature from the authentication website 206. |

[0071].  In the embodiment of FIG. 2B, the user device 205 comprises an adapter 214 and
TEE applet 208. The adapter 214 is communicatively coupled to the authentication website
206 (configured at an access control server) over a secure socket connection. This secure
connection is used for pairing and other administrative functions. The adapter 214 is a
software service running on the endpoint user device 205 that provides an interface to the
service provider 204 application and integrates with the TEE applet 208. The adapter 214 is
- configured as the interface between the TEE applet 208 installed at the TEE of the user
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device 205 and the external applications and online services. The TEE applet 208 isa
software program that exécutes in a hardware secured TEE -environment of the user device
205 (in isolation from the primary OS of the user device 205). The TEE apﬁl_et 208 embodies
the bindiri_g between the physical and digital works. The TEE applet 208-is ‘specfall}? designed
to securely execute cryptographic functions without t_hé functions being ’combro_niise from
malware or the device operator. The TEE applet 208 locks features of identity, transaction
and attestation to hardware of the user device 205. ) |

[0072] When the adapter 214 first initializes, the adapter 214 registers (enrolls) the user
device 205 with the authentication website 206, which may create a block chain aécount key
(public and private key pair) and unique device identifier for the user device 205. The
authentication website 206 may also return the block chaiﬁ account key and unique device
identifier to the service provider website 204a, which may store the blo_gk chain account key
in securc memory corhrhﬁniéatively, coupled to the service provider 204. The authenticatidn
- website 206 may also record the block chain account key and device identifier in the block
chain or other secure memory commumcatlvely coupled to the authentlcatlon website 206. In
other embodlments when the adapter 214 first initializes, the adapter 214 requests the TEE
N applet 208 to generate a public and private key pair and/or unique device 1dent1ﬁer for the
E'userA device 205. In these embodiments, the adapter 214 registers the asef device 205 with the
authentication website 206 by providing the generated public and private key pair and/or
unique device identifier to the authgntication website 206. The TEE appl'et 208 may also
store the public and private key pair and/'or unique devicé -iciéhtiﬁe} at the hardware of the
user device 205. The authenticaﬁoh website 206 rﬁay record the block chain account key and
device identifier in the block chain or other secufe menmory communlcatlvely coupled to the
authentication website 206. The authentication website 206 may perform the recordation
using a device registration record that may contain a unique, anonymous identifier, the
unique device identifier, a reglstra‘uon date, the public private key pair, an endorsement
signature from the authentication website 206, and the like.

[0073] | Other user devices may similarly register with the authcntiéation website 206. For
example, a user may possess multiple user devices that may each be similarly registered with
the authentication website 206. | '

[0074] The authentication website 206 may then act as a broker and palrs the user device
205 to the service provider 204. As part of the pairing, the authentication website 206 may
provide the user device 205 with the public key of the service provider 204, which may be
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stored by the user device 205 in the TEE. The authentication website 206 may also provide
the service provider 204 with the unique device identifier and public key of the user device
205, which the service provider 204 may store in secure memory communicatively coupled to
the platform of the service provider 204. In some embodiments, the authentication website

" 206 may also format the pairing as a pairing registration record, which the authentication
website 206 records in the block chain or other secure memory communicatively coupled to
the authéntication website 206. The authentication website 206 may also create an access
control list for the pairing that specifies the authorized périod of time for executing an
instruction, whether the instruction is within a limit on the number of executions, and whether
the instruction is associated with an external condition (factor) that must be verified prior to
execution of the instruction, and such. The authentication website 206 may also maintain log
data on whgther a received instruction is executed, the number of times an instruction is
executed within a pairing, reasons for an instruction failing to be executed by the user device
205, and such. |

[0075].  The authentication website 206 is communicatively coupled over a secure
connection to a ring manager 212, which may be imple_mented as a service provided to end-
users for managing collections (or rings) of user devices registered with the authentication .
website 206. Preferably, every user device 205 should present unique identity credentials,
but the user devices of 4 given user 205 may join a ring to act as a singular entity. Device can
be joined to share and backup identities, as i*nost users have several devices. Certain
embodiments enable multiple dévices to‘"be bound into a ring so the devices can
interchangeably present themselves to a.service providerf)n behalf of the user.

[0076]  In eﬁibodinients, the ring manager 212 groups (or pairs) these devices of the given
user into a single idéntity (e.g., ring key), and the user devices use that single identity to
backup and endorse each other (e.g., the group may share block chain accounts and
associated wallets). The ring manager 212 may further associate a ring of user devices with
rings of other devices to create a network of devices. In some embodiments, the ring
manager 212 may identify a ring of user devices as a collection of individual device public
keys (as opposed to generating a new ring key). If there are not many shared devices in the
environment, the group of devices may be short because of the potential for increased
computaﬁoﬁal and bandwidth resources expended and time cost introduced in order to
encrypt a message with all of the public keys of the device group. In an example

embodiment, a ring may be implemented as a shared private key on top of the unique private
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‘key of each user device. It should be noted, however, it is not typical to share a private key,
nor would it be desirable to have a long-lived shared symmetric key. The authentication
website 206 or ring manager 213 may record a grouped ring of user devices at the block
chain, or other secure memory communicatively coupled to the authentication website 206
élnd/or ring manager 213. ‘
[0077] In one embodiment, a user device 205 can support group identifiers that are
locally stored as a liét,' but publicly translate into cross-platform authentication. In
implementation, it can manifest in one or more diverse forms, which would be at least
partially dictated by the basic capabilities across devices, hardware support and 0S
architecture..
[0078]  The service provider 204, via the service provider website 204a, may consiruct an
instruction (e.g., value transfer for a purchase) for execution by the TEE applet 208 of the
. user device 205. The instruction may contain the instruction type, device identifier, and
payload of the instruction. The service provider website 204a signs the instruction using the
service provider’s public key, and may also encrypt the instruction with the user device’s
public key. The service prdvider website 204a accesses library (encoder) 209 may for
simplifying the construction and signing of an instruction. This library 209, for example,
could be implemented in a programming language, such as.an obj ect-oriented, high-level
programming language with dynamic semantics like Python. In some embodiments, the
" service provider website 204a communicates the signed/encrypted instructio;l to the
authentication server 206, which may perform verification (e.g., check an external condition
in the -acc-ess‘ control list) on the signed/encrypted instruction, and accesses a pairing
registration record (e.g., using the device identifier). Based on the pairing registration record,
' fhe authentication server 206 sends the instfuction to the adapter 214 of the user device 205.
In other embodiments, the service provider client app 204b sends the instruction directly to
the adapter 214 of the user devic_é 205 bésed on the device identifier. ‘
[007 9] The adapter 214 passes the signed/encrypted instruction to the TEE applet 208.
The TEE applet 208 will only execute and respond to an instruction from a service provider
that has been paired with the user device 205, such as service provider 204 of FIG. 2A. The
TEE applet 208 verifies any rules (e.g., internal or external conditions) associated to the
public key, or other ruies in the access control list. The TEE applet 208 verifies the signature
.of the TEE applet 208 uéi’ng the public key of the service provider either stored at the TEE or

requested from the authentication website 206 based on the pairing. If the instruction is
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encrypted, the TEE applet 208 decrypts the instructions using the public key .of the user
device 205. Once the instruction is verified and decrypted, the TEE applet 208 executes the
instruction within the TEE of the user device to generated execution results. The TEE applet
208 may sign and/or encrypt the execution results, and send the execution results (via the
édapter 214) to the service 'provider 204.

[0080] Inventive API's enable secure execution of a number of sensitive device-side
transactions, including: getting a reliable and anonymous device id - on request, an
embodiment of the invention will generate a signing key for adevice. These APIs may
include features such as to create a device key, delete a device key, attach rules to a device
key, sign a device key, and encrypt a de{/ice key. An embodiment of the invention provides a
native API that translates calls into a secure environment. While different TEE environments
follow very different architectures, the API of an embodiment of the invention is designed to

present a uniform interface to the application.

Second Example Device Authentication Components

[0081] FIG. 2C is a block diagram illustrating components of the device authentication
system 200 éccording to another example embodiment of the present invention. In the
embodiment of FIG. 2C, the adapter 214 is a software service running on the endpoint user
device 205 that provides an interface to the service provider 214. The service provider 204 is |
an application executing on a web-based platform and seeking to conduct a transactidn (e.g.,
value fransfer) with the user device 205. The adapter 214 integrates With the TEE applet 208
of the user device 205. The TEE applet 208 is a software program that executes in a
hardware-secured TEE of the user device 205 and is specially designed to execute
cryptographic functions without beiflg compromised from malware or even the device
operator. In the embodiment of FIG. 2C, the adapter 214 is further integrated with a registrar
221 of the user device 205, which is a service that registers a device into a communicatively
coupled block chain 222. The registrar 221 uses the block chain 222 both to store device
registration and attributes and to execute transactions. In some embodiments, the registrar
may be communicatively coupled to one or more different block chains.

[0082] The registrar 221 and TEE applet 208 are communicatively coupled to an Original
Equipment Manufacturer (OEM) 223, which is the entity that built the user device 205 and/or
a Trusted Application Manager (TAM) authorized to cryptographically vouch for the

provenance of the user device 205. The TAM plays a role akin to a certification authority
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: (CA). A TAM secures a relationship with the manufacturer of the -u_sé} 'device 205, and also

signs all applications that may be loaded onto the user device 205. In this way the TAM

' provides assurance on the provenance and integrity of both the TEE applet 208 and the TEE.
[0083] In FIG. 2C vyhen the device adapter 214 executes for the first time, it will request
the TEE applet 208 to génerate a public/pnvate key pair for the block chain 222 The TEE
applet 208 generates the public key and signs the generated public’ key by an endorsement

key established during device manufacturing (e.g., by the OEM). ,

[0084] The TEE applet 208 (via the adapter 214) sends the srgned public key to the
reglstrar 221 Wthh validates the signed public key with the OEM 223 to ensure provenance.

The reglstrar 221 may also record the context of the registration to ensure that trust 1s being .

f .extended For example the registrar 221 testing an OEM endorsement key makes 1t Vastly
more certain that the TEE applet 208 is operating in a proper. TEE _
[0085] The reglstrar 221 may then register the signed public key for association with the . -
user device 205. The registrar 221, or another trusted integrity server may flirther create a
block chain account key (the public key and an associated private key pair) that can be
referenced as a s1gnatory in a multi- srgnature transaction on the block chain 222. A signatory -
of Value represented in a block chain transaction,cannot be spent or transferred unless co- .
signed by the régistrar 221. The registration may also 1nvolve confirmation from the devrce
operator (use€) and endorsement at the point of sale in the presence of a clerk. The reglstrar
221 may then hash the pubhc key 1nto a string that can be used to 1dent1fy and commumcate
with the user device 205, and store the pubhc key at the block chain or other secure memory

: communicatively coupled to the registrar 221. The pnvate key paired with the pubhc key of -
the user device 205 remains locked in the hardware (TEE) and can only be applied by the . |
TEF applet 208 oni behalf of the paired service prov1der 204. _
[0086] The registrar 221, as part of the registration, may also request a device

: measurement record from the user device 205 which includes one or more of the following
data a compos1te ‘value of platform configuration registers (PCRS) generated by the boot
process BIOS Version, OS Version, GPS location. The public key is signed by an
endorsement key established during device manufacturrng. The TEE_adapter 214 srgnsthe
data using the private key and the registrar 221 further signs the data. The resulting signed
data set becomes the gold reference or reference yalue for ﬁiture integrity -checks o:fthe‘juser
device 205. The registrar 221 may require con_ﬁrmaion from the device operator in colleCting

the gold reference or reference value. The registrar 221 then records the data set in the block
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chain 222 (or other public cryptographic ledger, such as Namecoin). The public record
establishes cryptographic proof of the time of registration of the user device 205, along with
the endorsement of the registrar 221 to the recording. The public record may further include
attribute data of the user device 205, such as location or company name or device
make/model. The registration of the user device 205 may further reference a signed document
that sets out the policy terms of the registrar at the time of registration.

[0087] Enrollment enables the TEE applet 208 to pair a user device 205 with a service
provider 204. The result of pairing is that a user device 205 has a service public key, which
may be endorsed by a third party provisioning agent, and can therefore respond to service
provider 204 instructions. L

[0088] The registrar 221 or TEE applet 208 pairs the user device 205 to the service
provider 204, which includes the device adapter 214 providing the hashed public key to the
» service provider 204 to verify signed meséages received from the user device 205. The user
device 205 (via the device adépter 214) also receives the hashed public key of the service
provider 204, which is stofed'in the TEE accessible to the TEE applet 208. The result of
pairing is that the user device 205 possesses the public key of the service provider 204,
endorsed by a third- party agent/process (e.g., the device registrar 221) and can therefore
respond fo iﬁstructions (transactions) from the service provider 204.

[0089]‘ The service provider 204 may then send transaction requests (instructions) to the
user device 205 (via the device adapt‘ér 214) signed with the public key of the service
proyi&er 204. While third-party agént/process may be used locally to generate the transaction
reqﬁest, ideally all transactions (instructions) are signed by the service provider 204. This

- protects a device key frb‘m_ being applied by a rogue application. .
. ‘[0_090] The TEE applet 208 receives the transaction from the adapter 214 and verifies,
-using the stored public key of the service provider 204, the signature of the transaction. Once
N Veriﬁed; the TEE applet may proceed to execute the transaction.

[0091] The registrar 221 may further provide device integrity attestation by automating
the assurance of device integrity against a known state as a signatory on a block chain
transaction. In particular, the registrar 221, or another trusted integrify server, may sign the
transaction using the private key to prove that the user device 205 was involved in the
execution of the transaction. The registrar 221 may then record the signed (proven)
transaction in the block chain 222. To sign the transaction, registrar 221 requires a current

measurement from the user device 205. The registrar 221 may request the current
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measurement directly from the adapter 214 or fetched the current measurement through a ‘
persistent sockets connection with the TEE applet 208. The reQuésted/fetched current
measurement is compared against the gold measurement or reference value for the user
device 205 recorded in the block chain. If the current measurement matches the recorded
measurement, the registrar 221 signs the executed transaction. If the measurements match
but the current measurement is older than a speciﬁe'd:time window, or the measurement do
not match, the registrar 221 rejects the transaction. The registrar may be configured with
policy rules to accept a measurement which does not match, if the rules indicate that the
. rejection is not deemed severe in light of other matching measurements or attributes. For
-example, if the transaction is rejected, the transaction may have been prepared with another
manual signatory that can be asked to override the rejection. If the measurements do not
match, the device may also be put through a registration renewal where a new measurement
is gathered by the registrar 221. Every time a measurement matches, the device registration
record may be updated with a success count. (
[0092] - In some embodiments, the registrar (integrity server) 221 may be replaced with a
collection of trusted devices rathér, that functions to match device measurements (current and
recoded) and sign the transaction. The registrar 221 (or collection of trusted devices) may
match integrity measurements directly during transaction p'roce'séing using features (e.g.,
smart contracts) built into a smart block chain system, such as that be{ng developed by

. Ethereum.

Third Example Device Aufhentication Components
[0093] FIG. 2D is a block diagrém illustréting components of the device authentication
system 260 abcording to a further example embodiment of the pres’eht invention. In FIG. 2D,
the adaptor 214 is composed of outwafd and inward looking interfac_ﬁes. The inward looking

» interface, the TEE adapter 216, handles 'propriétary communicatio_né with the TEE applet
208. The TEE adaptor 216 component is the proprietary glue that pipes commands into the -
TEE applet\ 208. A first outward Iooking interface, the host adaptor 217, exposes services to
third-party applications. The host adaptor 217 presents the ipterface of the adaptor 214
through different local contexts, such as browsers or system services. The host adapter 217
may be an Android service, a windows .com process, or such. A second outward look
interface, _the socket adaptor 215, c'onhects‘th_‘e client environment of the user device 2015-to

the authentication web site 206.
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[0094] In an Android implementation, the adaptor 214 may manifest as an Android NDK
service app and may be configured to launch at boot. The adaptor 214 prepares message
buffers that are piped to the TEE applet 208 and then synchronously awaits notification of a
response event. The host adaptor 217 is primarily there to isolate the TEE adapter 216 from '
the host environment. The host adaptor 217 operates in a potentially hostile environment.
There will therefore typically be limited assurance that the usér device 205 has not been
compromised. The role of the host adapter 217 is therefore primarily to facilitate easy access
to the TEE applet 208. Instructions received from a third-party component (e.g., service
provider 204) intended for the TEE applet 208 are signed/encrypted by the third-party
component and then passed through the host adapter 217 to the TEE adapter 216 and TEE
applet 208. '

[0095] Communications with the authentication website 206 may be handled through the
* web API and should be authenticated. In one example, this is implemented with an API key.
In a preferred example embodiment, this is implemented using an SSL key swap. In some
embodiments, all requests will be signed. The relationship with devices may be dependent on
being able to sign instructions with the private key. Such a private key is highly sensitive and -
is protected. Preferably, the private key is encased in an HSM. In some embodiments,
multiple keys are used, such that if one is compromised the whole system is not lost. This
should, for example, should make it more difficult for an attacker to know which devices are
connected with a compromised key. Furthermore, the system 200 is preferably in near
constant contact wi“ch all user devices 205 through the socket adapter 215 shown in FIG. 2C,

which can facilitate frequent rotation.

Protocol for Emolliﬂg Device

[0096] FIG. 3A is a diagram of an example protocol for enrolling a device in example
embodiments of the present invention. The enrollment protocol enables a service provider
1204 to obtain and confirm the identity of the user device 205.

[0097] FIG. 3A includes a service user 201 associated with a user device 205 configured
with a TEE environment. The service provider 204 offers 301 the service user 201 (e.g., via

a web browser interface configured on the user device 205) security. In response, the service
user 201 accepts the offer, installs 302 (via the service provider app 204b executing a sihgle
installer) components of the client at the device TEE 202, including the adapter 214 and TEE
applet 208 of the user device 205. The TEE applet 208 may comprise application code that isl
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| executed in iSol_ation (in'the TEE 202) from the primary OS of the user device 205. This*TEle
applet 208 (trusted device appllcation code or trusted application) provides hardware-backed
cryptographic and authentication services to multiple third party applications, i_ncldding
- service provider 204. The value of these services is dependent on the integrity of both the .
TEE applet 208 (trusted appli'ca'tion) and the third party applications (e.g., service provider
204) that access the trusted application. To assert trust, the trusted applic_atior_r may be
install.ed in the device’s TEE per existing industry TEE provisioning mechanisms.’
[0098] The service provider app 204b then launches 303 an application (app) at the
adapter 214 of the user device 205, which causes the adapter 214 to conduct 304 load
authorization by communication with the TEE ecosystem 219 that governs the device TEE .
1202, including loading 305 the TEE applet 208. The device TEE 202 notifies that adapter
214 of the loaded applieation and the adapter 214 initiates 306 the device enrollment process
(protocol) at the device TEE 202 (via the TEE applet 208). Device enrollment (or.
‘registration) with the service provider 204 (via the authentieation website 204) is essential"in
example embodiments of the invention. The device enrollment process is hassle free or even
transparent to the user.
[0099] As part of the enrollment protocol; the first t1me the adapter 214 software runs, the
adapter 214 requests the TEE applet 208 (w1th1n the device TEE 202) to generate a device
key 307 (d1g1tal cryptographlc public and private device key pairing) and a un1que devrce
1dent1ﬁer 308 for the user device 205. In some embodiments, multiple device keys: and/or
. 1dent1ﬁers may be generated In some embodrments the TEE applet 208 may commumcate
with a third- -party service to generate the dev1ce keys and device 1dent1ﬁer The TEE applet
208, ora prov1510n1ng agent configured in the TEE envrronment may srgn the publlc key by
~an endorsement key ‘established during device manufacturing. The TEE applet 208 passes
308 the | generated public device key of the device key pair and the generated _deviée identifier
to the ‘adapter '2::"14. The adapter 214, inturn, transmits 310 an enrollment r“e‘gistrati_on reduest
transaction to the authentication website 206 (as described in reference to FIG. 2A) that
includes the generated public device key'and device ldentiﬁer. ’ .
[00100] " The authentication website 206 receives the enrollment registration request |
transaction, performs any necessary verification related to the transaction, such as validating
the public key with the OEM,‘and submits (records) the transaction to the block chain. The
‘anthentication website 206 may record (submit) 311 the transaction at the block chain as a |

" device registration record that may include the device identifier, a device pointer; a )
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registration date, the public key of the user device 205, and an endorsement signature from
the authentication website 206. The authentication website 206 further confirms 312 that the
transaction (device registration record) is recorded at the block chain. The authentication
website 206 then reports 313 that the registration of the user device 205 was successful to the
adapter 214 of the user device. The authentication website 206 (access control server) can

manage access to the TEE applet 208 (trusted application) by the service provider-204.

Protocol for Pairing Device

[00101] FIG. 3B is a diagram of an example protocol for pairing a device to service
providers 300 in example embodiments of the present invention.

[00102] A given service provider (service prévider 204) sends 321 a request to the

- authentication website (Application.net) 320 to register and pre-authorize with one or more
user devices (units), including user device 205. The service provider 204 has already
registered its cryptographic identity (e.g., digital cryptographic public key) with the
authentication website 320 (access control server). The authentication website 320 executes
a service provider application 306 that checks 322 its récords or communicates with the user
device 205 to determine if the user device 205 is configured with a TEE applet 208 (i.e., a
device Rivetz) for securely generating and protecting ¢ryptographic keys. If not, the service
provider applicéﬁon 306 checks 323 its records or communicates with the user device 205 to
determine if the user device 205 is capable of being configured with the TEE applet 208. If
the user device 205 is determined to be capable of being configured with the TEE applet 208,
the service provider application 306 sends 324 a message to the service user 201 (e.g., via a
web browser interface of the user device 205), asking if the end user 201 would like to use
the TEE applet (Rivetz) to protect the end user’s keys. If so, the end user 201 may click 325
an install option in the message, which launches an application (e.g., via Google Play) to
install the adapter 214 and TEE applet at the user device 205, such as in the TEE of the user
device 205. In some embodiments, the install option may proceed to install the user device
205 at the user device TEE as shown in FIG. 3A.

[00103]  After installation, the service provider application 204b sends 326 a message
(INSTRUCT PAIR_DEVICE) containing the service provider identifier (SPID), service
provider cryptographic key (e.g., public key), and other service provider information to the
adapter 214 of the user device 205. The adapter 214 sends 327 a request (GetSUID) to the
TEE applet 208 to return the identifier (SUID) binding the end user 201 to the usér deVice
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205; rvhich_is securel_y recorded in the TEE of the user device 205. The TEE applet 208
r_'esponds 328 to t}relr.equest with the end user identifier (SUID), which the adapter 214 sends
32’9'-to the authentication website 320 in a registration ‘message (REGISTER_DEVICE)

o containing the service 'provider identifier (SPID) and the d'ev'ic.e identifier (SUID). The
arlthentication website 320 performs any necessary Veriﬁcatior'r on the registration and
responds 330 to the adapter 214 confirming the registration (e.g., with a p.urchase receipt). In
response the adapter 214 requests the TEE applet 208 to create 331 an instance with a TAM
to s‘igns‘app;lications (such as the application of the service provider 204) that may be loaded
onto the user device 205, loadsa TA, and such. The TEE applet 208, in communication with
the TAM generates 332a unlque devrce identifier (Rivet ID), a device-key (public’ prrvate
key parrlng) and returns to the adapter 214 the unlque device identifier (Rivet ID), the public
'devrce key (Rivet key), and signature with public (personalized) key of the end user 201.
[00104] In response, the adapter 214 transmits 333 a command (SETUP_RIVET__KEY)
containing the end user identifier (SUID), unique device identifier (Rivet ID), public device

‘ key (Rivet key), arrd signature to the authentication website 320. Through this public device -
key (Rivet key), the authentication website 204 (access control server) obtains cryptographic
assurance of the integrity of the instance of the TEE applet 208 (trusted application) The
-authentication websrte 320 performs any necessary actions on the request (e.g., record a
device registration record at the block chain for the regrstratron), and responds 334 to the

: adapter 214 that the registration has succeeded The adapter 214 then sends 335 a command

(PAIR DEVICE TO  SP) containing the unlque devrce identifier (Rivet ID) and the serv1ce '

‘ provrder 1dent1ﬁer (SPID) The authentlcatron ‘Website 320 generated a device 1dent1ﬁer \

| "(DEV ID) for the pairing and responds 336 to the adapter 214 with a pairing ticket containing

the pairing device identifier (DEV ID), the service provider identifier (SPID), and the:service
provider key (public key) signed by the authentication website 320 (access contro! server).

[00105] The adapter 214 trarlsmits 337 a command (Pair SP) C‘Ontaim'ng the pairing ticket

and other service provider’irrformation to the TEE applet 208 to store the pairing information

in the TEE of the user device 205. Once the pairing is successfully stored, the TEE applet

208 responds 338 to the adapter 214 that the pa'rvring isa succe_ss. . The adapter 214, in turn,

responds 339 to the INSTRUCT_PAIR_DEVICE of the service provider application 204 b

that the pairing is a success'. The service provider 204 can access the services of the trusted

application only after the authentication website 320 (executing on an access.'chtrol server)

pairs the user device 205 with the service provider 204.
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Protocol for Processing Instructions

[00106] FIG. 3C is a diagram of an example protocol (sequence) for processing an
instruction in embodiments of the present invention. In FIG. 3c, the service provider 204
includes an encoder 210.configured in a secure environment on the platform (e.g., at an
application server, web server, or such) of the service provider. In FIG. 3C, the user device
205 is used by service user 201 and includes an adapter and a TEE applet 208 configured at
the TEE of the user device 205 (as described in reference to FIG. 2B). In some aspects, the
encoder 210 is the counterpart service provider component to the device TEE applet 208.
During a previous enrollment ceremony, the user device 205 registered with the service
provider application 204a of the authentication website 204 (e.g., as shown in FIG. 3A).
Dmiﬁg a previous pairing ceremony (e.g., as shown in FIG. 3B), the authentication web site
206 (or registrar 221) paired the user device 205 to the service provider 204, which included
preloading the user device 205 with the public keys of tﬁe service provider 204 and
preloading the service provider 204 with the public keys of the user device 205. With a
brokered trust in plaée through the pairing, the authentication website 206 can send
instructions to thelTEE applet 208 of the user device 205 that are only executed if signed by a
paired service (e.g., service provider 204). In this way, the pairing allows the TEE applet 208
to Validate the origin of the request, and if needed decrypt the contents of the instruction,
prior to executing, displaying, and such Results of the execution are returned signed by the
service provider key, assigned thiough the pairing, giving the service provider 204
confidence in the integrity of the execution.

[00107] In FIG. 3C, the service provider 204 prepares 380 an instruction or command
(e.g., as part of a value transfer, such as a purchase) to the service user 201 of the user device
205. The instruction is formatted into an instruction record structure (e.g., C structure)
acceptable for processing by the user device 205. The structure may contain the instruction
type, the instruction code, version data, the user device identifier, instruction payload, and
such. The service provider 204 passes the instruction to the encoder 210, which packages
381 the entire instruction structure for transmission to the user device 205 using functions
from the encoder library. As part of packaging the instruction, the encoder 210 encrypts 382
the instruction using the preloaded public key of the user device 205, and signs 382 the
instruction with the public key of the service provider 204. The encoder 210 may access the

public key of the user device 205 from the authentication web site 206, directly from the
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block chain by locatmg the device reglstratlon record reglstered by the authentlcatron website
206, or stored locally in secure memory of the service provrder ‘platform.
[00108] The service prov1der 204 then delivers (pushes) 334 the srgned/encrypted
instruction to the device adapter 214 by calling a device local command or API. The device
adapter 214, in turn, passes 385 the instruction to the TEE‘ applet 208 for processing. The
TEE applet 208 decrypts 386 the instruction using the public key of the user device 205, and
checks 386 the signature of the instruction against the public key of the service provider 204
preloaded at the user deyice TEE during the pairing ceremony, and any rules attached to.the
public key or in the access control list for the pairing. The TEE applet 208 thenl"securely'
d1splays 387 the instruction to the service user 201 via a user device 1nterface and, in |

- response, receives secure 1nput 388 from the service user 201 via the user device 1nterface
Newer TEE environments support trusted drsplay and 1nput in addrtron to trusted executron

Trusted display enables a 51mple conﬁrmat1on message such as conﬁrm transaction

: amount to be presented to an end user. The TEE applet 208 then. packages 389 the received

1nput as a reply to the instruction and s1gns 390 the reply with the pubhc key of the user _
device 205 (and may also- encrypt the reply with the pubhc key of the service prov1der 204)
The TEE applet 208 transmits 391 the reply (response) to the adapter 214 whrch in turn,

. transmits 392 the response to the service prov1der 204.

' [00109] The service prov1der 204 decodes and vahdates 343 the response usmg the public
~ key of the service provider 204. The servrce provrder 204 passes the response to-the encoder
210 to check 394 the signature of the 1 response against the public key of the ‘user device 205.
o The encoder 210 ‘may acce'ss.the publ'lc _key of the user device 205 from.the authentication :

web site 206, directly from the block chain by locating the device reglstration record .

registered by the authentication website 206:or stored locally in secure memory of the

service provider platform. | | , o

[00110] In other embod1ments the user dev1ce 205 may instead prepare s1gn and encrypt

an instruction, which is sent to the service provider for execution. In these embodlments the
| service provider 204 may verify the signature, decrypt, exécute, and returns executlon results

(signed and decrypted) to the user deV1ce 205.

Method of Enrolhng and Verifying a Device .
[00111] An embodiment may’ be a computer-rmplement method/system 400 of enrolhng

and ver1fy1ng a user dev1ce in a block cham commun1cat1on network (or other

~
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communication network). In some embodiments, the method/system rr‘lxay provide enrollment
of the device as a service. ,

[00112] The method, at step 405, establishes a device identity for the user device in a
communication network (e.g., block chain network) by generating a public/private key }iair
that is locked to the user device (e.g., within a TEE of the user device). The method (step)
may also create a uﬁique device identifier for the user device that is locked to the user device
associated with the public/private key pair. In some example embodiments, the device user
(operator) requests to perform transactions with a service (which may include installing an

-application associated with the service provide on the user device), and the‘ server provider

’ reques%s the user to generate the public/private key pair prior to engaging in such
transactions. The service provider may further requiré the user device to enroll/register with
an access control server (aﬁthenticaﬁon website), including providing the generated publi¢
key to the access control server, prior to engaging in transactions. The
enrollment/registration may include the user device installing a trusted application associated
with the access control server or service provider at the user device (e.g., in the TEE of the
user device). .

100113] Iﬁ‘other example embodiments, the user device may contact the access control
server prior té fequesting transactions with the service provider, and the access control server
may have the user device install a trusted application at the device TEE to generate the
public/private key pair. In some embodiments, the registration» with the access control server
may be revoked by either setting a revocation flag or uninstalling the trusted application. The
revocation of the registration may include deletion of the associated user device keys, and roll
back to a previous state of the user device is prevented by enabiing a one direction logging
mechanism, which prevents the user device from accessing logs, measurements, access
control lists, and such during previous states. In some example embodiments, the method (at
step 405) may also create a user identity for authenticating the user,b such as username,

“password, PIN, associate with a service for second factor veriﬁcatioh, biometrics, and such.
[00114] In some embodiments, the user device signs the public key of the device’s
public/private key pair using an endorsement key established during: (i)' manufacturing or
creation of the device, (ii) manufacturing or creation of the executior_l environment of the

. device, and/or (iii) manufacturing or creation of an application on the device. The trusted .
application may generate a device registration record containing a device identifier generated

by the trusted a'pp_lication, the registration date, the public key locked in the user device
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hardware‘ and'an endorsement signature by the trusted application The trusted application
1nay record the device registratlon record in the block chain, or other secure memory
communicatively coupled to the access control server. The ser vice pr0v1der in which the user
would like to perform transactions (or otherwise communicate) is also registered with the
access control server. The access control server may also generat_e and record a registration
record for the service provider. "
[00115] The method, at step 410, records a device measurement record of the user device.
The user device (e.g., by the tru'sted access contrOI server application or other application
executing at the user device, ‘such as in the TEE) takes a series of measurements (e.g., health
and 1ntegr1ty measurements) related to the user device, 1nclud1ng measurements of the
Platform Configuration Reg1sters (PCRs) BIOS 0S, GPS, and such, which are formatted
into a device measurement record... The devrce measurement records may further contain
~ location, manufacturing company name, “device make/model, and such of the user device. In
some embodiments, prior to. tak1ng the measurements, the trusted application‘or other |
application commumcatlvely coupled to the user device may perform tests on the user device
to determine that the user‘device is in a good condition or state (e.g., compare against known.
manufacturmg conﬁgurations and data, run virus scans, and such) In some embod1ments
the user device takes the measurements When the user device powers on and when a change 1S
_detected inan env1ronment of the user device v _
[00116] The trusted apphcatlon executing in the TEE of the user devrce endorses (e.g.,as a |
serv1ce) the dev1ce measurement record. The trusted appllcatlon calculates a hash value for
the endorsed device measurement record and signs the endorsed device measurement record
usrng the pubhc key or the prlvate key of the user device depending on the embod1ment The :
trusted application (or another third- party service commumcatively coupled to the user
device) records the s1gned hash value in the block chain other public cryptographlc ledger
(e.g., Namecoin), or other secure global memory communrcatrvely coupled to th_e user device
and/or a:ccfess control server. The recorded signed hash value represents a reference Valuef
indicating a known good condition or state of the user deviéew . ‘
[00117] The method, at step 415, pairs the service provider to the user devrce As part of.
enabling transactions between the service pr0V1der and user device, the trusted apphcatlon
executing in the device TEE, generates a pa1r1ng between the service provrder and user-
device. In generating the pairing, the trusted applicationrnay generate a pairing regiStration

record, including a unique device identifier for the pairing, the public ‘key of the user device,
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and the public key of the service provider. The trusted application may record the pairing
registration record in the block chain or other secure memory communicatively coupled to
the trusted application. The trusted application also provides the public key of the user
device to the service provider, and the public key of the service provider to the user device,
which is locked in the TEE of the user device. In some example embodiments, as part of the
pairing, the service provider may install a service provider application (in communication
with the trusted application) at the user device (e.g., in the TEE) for facilitating transactions
with the service provider.

[00118] The trusted application (or service provider application in communication with the
trusted application) may generate an access control list (also referred to as a trusted execution
list), where controls related to the execution of a instruction within the pairing can be
configured, referenced, and updated. The public keys of the user device and service provider
may be stored in an access control list, and particular controls associated with a particular
key. The access control list may have default control rules that must be satisfied prior to
executing an instructions communication within the pairing. The access control list may also
be updated by the trusted application to indicate control rules and conditions in relation to a
particular instruction (e.g., as requested by the service provider or user device), and to record
data related to a current instruction of the pairing. The access control list may, for example,
indicate the authorized period of time for executing an instruction, an effective date when the
instruction is allowed to be executed by the trusted application, an expiration date when the
instructién is no 1ongér allowed to be executed by the trusted application, maintain count.on
the number of executed instructions, whether an instruction is within a limit on the number of
executions, and whether the instruction is associated with an external condition (factor) that
must be verified prior to execution of the instruction. The access control list may be-
associated with an external timestamp that may provide evidentiary proof of state of the
access control list.

[00119] In some embodiments, the current state of an access control list is integrated into
the device health and integrity measurement, and dynamic data of the access control list
capable of modifying the device health and integrity measurement is excluded from the
health and integrity measurement. The trusted application may also maintain log data on
whether a received instruction is executed, the number of times an instruction is executed
within a pairing, functions associated with the instruction, and reasons for an instruction

failing to be executed by the user device, and such. The trusted application may then record
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and update the access control list and log hashed in the block chain, or other secure memory
* communicatively coupled to the trusted application, to provide evidentiaryv proof of state of
the access control list. Further, in some example embodiments, at least a portion of the
access control list is backed up in memory communicatively coupled to the user device and
access control server, and the backed-up access control list is recoverable. Certain secure
elements of the access control list excluded from the hacked—up acc_ess control list.
[00120] The method, at step 420, initiates an instruction by the service pro{/ider as part of
a transaction with the user device. The service provider prepares the instructions and formats
the instruction‘into an instruction record structure (e.g., C structure) acceptable for processing
,- ;by the user device. The structure may contain the instruction typ'e,-the instruction code,
version data, the user device identifier, instruction payload, and such.. The service provider
may include an encoder which packages the instruction structure for transmission to the user -
“device. As part of packaging the instruction, the encoder ‘may encrypt the instruction usmg
the publrc key of the user device, and signs the mstruct1on with the public key of the service
prov1der The service provrders transmit the signed (poss1b1y encrypted) instruction to the
user dev1ce (trusted apphcatron)
[00121] The method at step 425, verifies that the user devrce 18 allowed to execute the
mstructron In some embod1ments pnor to the trusted application or service prov1der
applrcatron proce_ssmg the mstructron, the trusted application (or other thlrd-party
application) must generate a current de\}ice measurement record on the health and integrity of
the device that is'compared to the reference hash Value recorded for the user device. The
dev1ce measurement record is calculated usmg the same. measurements as the reference value
on the current state or condition of the user device, and compared against the recorded
reference hash Value In some embodlments the access control list prov1des an entry for
generating and companng the current dev1ce measurement record. In some embod1ments the
trusted application must provide the current device measurement to the service provider,
which verifies the current device measurement against the reference value storedr-m the block
chain or such; prior to sending the instruction to the user device or nrior to approving ' YA
execution of the instruction at the user device. In some embodiments, the tru’sted.application ,
signs instruction results returned to the service provider with a hash of the-device |
measurement record, which the service provider may verification against the recorded

reference value prior to processing the instruction results. In some embodiments,
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confirmation by the device operator (end user) is required to prior to the trusted application
sending the deicé_measuremmf record ‘fI'OITtl the user device.

[00122]  Prior to the trusted applicatioh or service provider application processing the
instruction, the trusted application may also perform actions and check internal and external
conditions (rules) for the instruction as indicated in the access control list, which may be
stored in-the access control list or other format attached to the service provider and user
device keys. For example, the trusted application may confirm that the instruction is being
processed before a specified expiration time (i.e., not older than a specified time window) of
the instruction and that the instructions and that the instruction does not exceed a count of
instructions allowed for the pairing. In some embodiments, the trusted application may
secure completion the external condition by the use of a public key infrastructure (PKI)
challenge response that may be returned to the service provider. The trusted application may
also log data related to the instruction in the access control list (e.g., instruction count,
matching health/integrity measurement, PKI challenge response, and the like) or other
maintained log, which may be updated at the block chain or such.

[00123] If the instruction is verified for processing, the method, at step 430,

' processeé/executes the instruction at the user device. Prior to processing, the trusted
application may sign the instruction with the hash of the current measurements (which has a
multi-signature of the measurements and service provider public key) and record the
instruction in the block chain or other secure memory. In processing the method, the trusted
application or service provider application may decrypt the instruction using the user device
public key and confirm the signature of the instruction against the service provider public
key. The trusted application or service provider application may then execute the instruction
to generate instruction results, or display the instruction to the device operator for input, or
such. The trusted application or service provider application rhay then encrypt the execution
results; operator input, or such with the key of the service provider (in some embodiments)
and then sign with the key of the user device. The trusted application or service provider
application may also s.ign the execution results, operator input, or such with the hash of the
current device measurement. ' |

[00124]  The trusted application or service provider application sends the signed execution

results, operator input, or such as a message to the service provider. The service provider,

using the encoder, may check the current device measurement hash of the message against

~ the reference hash recorded on the block chain, decrylbt the mcssage (if encrypted) using the
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service provider key, and check the si gnature of the message against the user device key If
all signatures match, then service prov1der may process the execution results uset input, and *
_such to complete or continue the transaction with the user dev1ce.. The service provider may

also record the message at the block chain or other secure memory.

Securing Transactions Using Device Authentication »
[00125] Embodlrnents of the present 1nvent1on execute service provider apphcatlons ina
sectire executlon environment on a user device. The secure execut1on environment also
execute code that generates and stores device keys (e.g., public and prlyate key pairings)
applied in transactions using the service provi'der apphcatiops in this secure execution

- environment. The secure execution env_i;enrrient‘allows authenticatien by the user device,
rather than, or in addition to, authentication by a service provider' end user.

' [00126] Unlike mobile telephony or cable television, for example where a serv1ce is
customarily authentlcated by an enabhng device of the service, the web instead- customarlly
requires that end-users of the enabling device conduct authentication, such as enter a
J“username and pessword-. In circumstances, portabihty in the form of username/pass,word has

a ro~le to play_; ‘While there are benefits to the portability of end-user authentication, this
authehtication method is dangerously .susceptible to issues in practice. For example, 'use"rsare

terrible at fe‘tnemb'er_ing complex passwords and irritated by repetifiVe _fequests. As aresult,
users creal_te-passwords like “GoYanks” and allow web session keys to persist for days.
[00127] The irrfpréved method of second fect»‘or authentication, which is well established -
though in limited use, does not addr'ess these issues with end-user authentication. Second -
factor authentication is perhaps utilized most prominently by Bitcoin services, where

a breaching a login can provide immediate and iiteversible theft of funds. Second factor

authent1cat10n is eommonly implemented in the form of a Short Message Service (SMS)

conﬁrmatmn or key fob. Second factor authentication i requires an end user logging into a

service provider to enter a username and password, and then enter a code messaged (e g., via

SMS) to the reglstered phone of the end user, or pr0v1ded via the key fob, by the service

provider. Second factor authentication is an improved step for login security; however,

second factor 7aut‘henﬁcatio_n burdehs the user with additional requirements. End users’
resistahce to see_end factor authentication is evidenced by the fact that when a service allows
end users to opt out of such repeated confirmations, many users _readilyi select to opt out

(choosing time saving degradation of security). -
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[00128] Embodiments of the present invention provides authentication by the device of the
end user, réther than (or addition to) authentication by the end user. A device, unlike an end
user, can engage without irritation in a cryptographic authentication well beyond the capacity
of any human end-user authentication and using any of thousands of credentials that can be
stored in the device’s hardware. The device can also engage in the cryptographic
authentication over and over without fatigue. Further, such device authentication can be
transparent to the user (or further secured with a PIN) and provides a level of assurance that
enables bypassing hassling the end user for identity and authentication credentials. Moreover,
most of the time end users engage with the same devices they own for the same interactions.
By leveraging these devices to conduct authentication, user interaction consistency can be
rewarded with immediate access for users and increased assurance for service providers.
[00129] In addition, a device (machine) generated cryptographic authentication (proof)
tends to be far more reliable than a username and password, both of which are probably based
on memorable facts attributed to the user. The end user is best relegated to the job of simply
protecting the device that performs the authentication, as ten thousand years of evolution has
trained people to protect such valuable objects. That is, although people are so trained to
protect value objects (e.g., devices), people find it hard to remember even a ten digit phone
number. Devices, on the other hand, are purposely-built for reliably fast computations. In
some embodiments, if the end user is without the end user’s regularly used '_device, the service
can still resort, via the service provider application, to requesting user authentication.

* Further, in an atypical situation, such as being without a regularly used device, an end user is
often more acceptable to a more onerous authenticatidn (e.g., enter username/password).
{00130] There are a number of widespread tools used in different embodiments of the
present invention to facilitate authentication by a device of an end user. These tdols ranges
from hardware backed device identity to full trusted execution environments.

[00131] A trusted execution environment or TEE is a tool configured on the user device to
execute applications (e.g., service provider application). The installation and execution of
applications (apps) on the user device is meant to be very simple. However, there is a class of
apps that can benefit greatly from strong assurance of their origin and opaque separation from
the execution of other apps, as provided by a TEE. Unlike an app running on the primary OS
(Rich OS) and memory stéck of the user device, an app running in the TEE of the user device

has access to cryptographic primitives that enable the app to be executed without snooping by
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the OS. Inideal circu'rrtstances; the app executing in the TEE also has direct accese to user
inbut aﬁd display to ensure a private interaction with the opefator of the user device.
[00132] . Both proprletary and standards based solutions i in support of a trusted execution
env1r0nrnent for a user device have worked their way into the supply’ cham and may be used
in embodiments of the present-inverntion. The Trusted Platform Module, or TPM, for
instance, is a security chip embedded on the motherboard of most modern PCs. The TPM
technology is specified by the Trusted Computing Group (TCG), a non-profit consortium of
dozens of major vendors. The TPM technology was designed largely in support of enterprise
network security, but has played a huge Tole to play in simplifying the consumer web TPM’s:
have been used in enterprise security for approximately half a dozen years and are now
widely prevalent in modem Pbé Microsoft logo combliance beginning in 2015 may be
| ensured by dehvermg all devices with a TPM. ‘
[00133] A further example method, may be to first validate w1th the device from which the
.~ authentication request is sent. Using a'TPM or any other secure source of cryptographic key
~ sets, a web service can ask the device to:p;reve it is the same device it was before.
[00134] A TPMisa relatiy.el’yv simple technology that serves three ba_s_ic pﬁr_pés’es: PKI,V
BIOS integrity, and encryptiotl.' While the TPM techn'olo gy has been pursued fer well over a
decade, only recently have devices conﬁgured with TEE have become available. For
example, Intel began delivery of ¢ommercial solutions in 201 1 and Trustomc launched a
commercial solution in 2013 The TPM platforms and assoc1ated tools are now reachmg the
level of maturity »requ1red for consumer use (in consumer dev1ces). Deploylng an app into the
" TEE of a device is akin to*deliveringe dedicated hardware device, as execution and-data in
the TEE are crypte:graphic‘ally _isolated from any other functions ef the device in the primary
o8, e .. : 4 ,
[00135] The TPM secure chip has no idéﬁtity of its own, but can be configured to generate
the key pairs (public and private keys) of example embodiments of the present itlverition‘. In
. example embodiments, these key pairs, also fefe’fred- to as attesteition- identity keys (AiKs),
can be marked as “non- mlgratable so that the private half of the key palr will never be
visible-outside the hardware (TEE environment). This prov1des an opportunity to estabhsh a
device (machine) 1dent1ty that cannot be cloned by other device or apphcatlons Currently
deployed TPMs (vers1on 1.2) are limited to RSA and SHA 1 wh11e TPM (Versmn 2. 0) are

more aglle
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[00136] A TPM implements an Endorsement Key (EK). The EK 1s in‘stalled. during
manufacture and can be used to prove that the TPM is in a fact a real TPM. A device
configured with a TPM loads Platform Configuration Registers (PCRs) during its ;b'oot
sequence. During the boot sequence, beginning with the firmware of the device, each
component in the.boot process measures its state and the state of the next process, and
records a PCR value for the measurement. As the PCRs are captured in the tamperproof
TPM of the device, a reliable quote or measurement of the system’s BIOS integrity can
subsequently be requested. A PCR does nof capture what actually happens to the device
components during execution, but only captures, through a series of hashes, that the state of
these components have not changed over time. These captured hashes are particularly
important for protection against the most serious and otherwise undetectable attacks, where a
hacker compromises the device Bios or installs a secret hypervisor. Combined with an
assurance signature from virus scanning s_oftwaré, a fhe device or system controlling aécess to
the device (e.g., access control system or authentication server) can establish a reliable state
of health of the device. . |

[00137]. TPMs may also provide bulk encryption services in example embodiments of the
present invention. In example embodiménts, encryption keys may be generated by the deyic'e
in the TPM, but the encryption keys not stored in the TPM. Instead the keys‘are encrthed
with a TPM bound Storage Root Key and returned to the requésting process (e.g., éxecuting
at the service provider, a{ccess control 's_erver, or the device) for storage. When the process
nce&s to encrypt or decrypt data, the process first retrieves and mounts the stored ehcryption ‘
key. The process then decrypts the encryption key in the hardwaxg executing thé process, and
makes the key available for ciphering. As with most TPM keys, the eﬁCryption keys can be
further protected with a password if desired. |

[00138] Trustonic provides a trusted execution envirbnmept across a broad array of smart
devices, which may be used in example embodiménts of the ﬁresent invention. Trustonic
(http://www.trustonic.com) is a joint venture of ARM, G+D and Gemalto. The goal of
Trustonic is to enable the secure execution of sensitive application services. Trustonic is an
implementation of the Global Platform standard for Trusted Execution Environments. Apps
configured and loaded for execution in the Trustonic TEE are signed and measured. Devices
supporting Trustonic provide an isolated execution kernel, so that a loaded app on these’
devices cannot be spied én by any other process running on the devices, including debug

operations on a rooted device. Trustonic was formed in 2012 and now ships to approximately
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" halfa dozen device manufactures and supports a dozens of service p10v1ders Over 200
million devices are now shlpped wrth Trustoni¢ support
~ [00139] Intel vPro also prov1des a trusted executlon env1ronment Wthh may be used in
exaimple embodiments of the present invention. Intel vPro is collectlon of technologies built
into modern Intel Chlp set. New devices/machines marketed with vPro support the Intel TXT }
Trusted Execution technology. Intel vPro offers a secure processmg environment in the . .
management engine (ME) of a device that enables protected execution of numerous
cryptographic functionsQ The Intel vPro oépabilities included in the deployment of TPM 2.0
- functionality implemented as an app in the ME ' The ME also supports secure display
functions for conducting fuliy isolated communieeti‘ons with the user-of the device. In this
manner an app executing in the ME can be controlled by the user with a substantially reduced
risk of compromise. ] . ' ’

[00140] ARM TrustZone also provides a trusted execution:environment, which may ble
used in example embodiments of the. presenf invention. ARM TrustZone provides the silicon
‘foundations'(primitives) that are available on all ARM processors. These primitives isolate a
. secured world of execution"from the common execution space of a dex}ice. ARM proVides
' the designs that are then built into a number of standard processors. To use the TrustZone v '
primitives, apps can either be deployed at the,device as part of systern firmware by the
manufacturer or can be delivered after the fact through third party tools like Trustonic, Linaro
or Nvidia’s open»soilrce micro kernel. |
[00141] Some embodiments of the present in'ventic)n epply such trusted execution
technologies (e.g., Trustonic, Intel vPro, Trusthne) into a set of services for enhancing the

‘transaction environment that connects people and the block chain.

Birth Certificate for the Device ,

[00142] Embodiments of the present invention attest to device health and integrrty prior'to |

engaging in electronic transactions.

[00143] Block chain transactions do not have verification or cyber security controls on an

unknown device performmg the transactions. Therefore, embodiments provide a full - |

validation of an unknown client device prior to acceptanc’e'ofa block chain tr'a’n_saction or

other service transaction to achieve further security for bl'ock chain transactions. “‘Example
"embodiments use the principles of the Trnstedi'Network Connee_t»(TN_C) standards under - -

which the integrity of a device may be verified prior to actual enablement of the eonneotion
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toa network switch. Before connecting a device to a network switch for the first time (when
the device is known to be in a good condition or state), the device performs a series of '
measurements on the state of the device, which are calculated into a hash. The measurements
typically would include validation of the BIOS image of the device, the operating system
(OS) of the device, and any applications on the device that could be altered. The device or an
access control server in communication with the device may securely record the measurement
hash as a reference hash value on the block chain or other secure memory communicatively
coupled to the device or access control server. Before further connections to the network, the
device would perform the same series of measurements on the current state of the device,
which are also calculated into a hash. Upon connection to the network, the network switch
checks if the current hash value matches the stored reference hash value to determine if the
device is in a known good condition or state. As such, the network switch checks the current
health and integrity of the device. The Trusted Execution Environment (TEE) is also capable
of self-measurement processes and remote attestation of the health and integrity of the device.
In some preferred embodiments, the TNC system is based on the Trusted Computing Group
(TCG) standards and typically the Trusted Platform Module (TPM) chip is integrated.
[00144]) Duringa block chain transaction or other service provider transaction with the
device, the device, with or without user input, creates or executes an instruction within the
measured execution environment of the device (e.g., TEE). The device would sign the
instruction using the public key of the device (referred to as the verification signature). The
device also performs the series of measurements on the current state of the device, calculate a
hash on the measurements, and sign the instruction using the hash (referred to as the integrity
| signatﬁre) The device, or access control server in communication with the device, sends the
signed instruction to the block chain network for processing. The block chain network
requires the multiple signatures to accept the transaction. The block chain network verifies
the verification signature based on the public key stored for the user in the block chain. The
block chain network then verifies the integrity signature of the execution environment by
comparing the integrity signature to the reference has value previously recorded on block
chain indicating the known good condition or state of the device. If the signature matches the
reference hash value the instruction is allowed to proceed (be executed or transmitted as part
of the transaction).
[00145]  If the integrity signature and reference hash value do not match then the system

will require a third out of band process to be completed to verify that the transaction is
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allowed to proceed even though the execution environment isnot ina known good condition. -
Because, the transaction may not have any verification or cyber security controls on an_
unknown device perfonning a transaction, embodiments may require a full validation of an
unkiiown device being in a lmown good condition. This full validation may comprise a third
party’s statement that the device is configured correctly prior to the acceptance of a
transaction. Some embodiments of the present invention, therefore, can address a broad range
of cyber security controls that should be required as part of any block chain transaction '
processing system.

[00146] The validation of device health and integrity in a block chain or other transaction
is further described in U.S. Patent Application No., 15/07_4,784, filed March 18, 2016, U.S.
Provisional Application -l\Io., 62/136,340, filed on March 20, 2015, and U.S. Provislonal
Application No., 62/136,385, filed on March 20, 2015, which are herein incorporated by

reference in their entirety.

Using Transactions on the Block Chain to Accumulate Ownership Rights |

[00147] A wallet is a component rof ‘t‘he account of a bitcoin user that functions similarly to
a bank account The brtcom wallet can be used to receive and store bitcoins for a user, as
well as transfer brtcoms to one or mere other users in the form of electronic transact1ons in
the bitcoir block cham communication network, A bitcoin address is a unique identifier
-associated with a brtcom wallet, and allows the transfer (send1ng/rece1v1ng) and storage of
bitcoins. The transactions in the brtcom block chain commumca‘uon network are usually free;
however transactions that send and receive bitcoins usmg a large number of b1tc01n '
addresses will usually ihcur a transaction fee The bitcoin wallet coupled to a user’s b1tc01n
account also stores the private keys of the user, S0 that the user can access bitcoin block cham '
records assoc1ated w1th the bitcoin walled.
.[00148] in embodimenis of the- present 1nvention,va transaction on the block chain network
may accumulate or achieve an ownership right in a service. For example, a user purchases,

' through an online service provider, a gwen number of download of a video may achieve a
- new ownershrp (e.g., license for free’ replay) rlght in the downloaded V1deo A b1tcorn
appl1cat10n (viaa transact1on 1nterrogat10n process 1mplemented as.a part of executrng the
 clectronic transac‘uon) may be provided whereby bitcoin transactrons assoc1ated with a )
bitcoin wallet address accumulates the 0wnersh1p right. Some embodrments may conﬁrm the

health and integrity of the user device belng used to facilitate the electronic transactlons prior
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to the bitcoin application or smart contracts engaging in the transactions to accumulate the
ownership right.

[00149] In some embodiments, the bitcoin application logs bitcoin transactions associated
with a bitcoin wallet address in a transaction record associate with the bitcoin account. The
bitcoin application identifies in the log a chain of bitcoin transactions between the bitcoin
wallet address and a service provider. In some embodirhents, the bﬂitcoivn
application/transaction record comprises a smart contract associated with the bitcoin bl(;ck
chain that includes the attribute information identifying each transaction in the bitcoin
transaction record. In other embodiments, the transaction record may be an access control list
generated based on a pairing between the user device and the service provider, as describe
with reference to FIG. 4. In these embodiments, the access control list 1ncludes the attribute
information identifying each transaction.

[00150] In some embodiments, the transactions in the transaction record associated with
the bitcoin wallet address may form a chain with cryptographic assurance. The smart
contract or bitcoin application (via the transaction interrogation process) allows a user to
query the last transaction recorded in the transaction ‘recordvassociated with the bitcoin
account. The smart contract or bitcoin applicatibn calculates a level of expenditure fora
specific item (or items) based on crypto graphic assurance of the formed chain.

[00151]  The transaction interrogation process by the smart contract or bitcoin application
in the bitcoin block chain network monitors the transaction record. Every time a spec1ﬁc
item is purchased from the service provider (or in some embodiments a 11st of service .
providers) in a small (micro) transaction associated with the bitcoin wallet address, the smart
contract may incorporate (apply) the attribute data of the last transaction as part of the

: attnbute data of the current transaction. Similarly, in other embodlments the bitcoin
apphcatlon on or commumcatlvely coupled with the dev1ce of the bitcoin user may
incorporate (apply) the attribute data of the last transactlon as part of the attribute data of the
current transaction in an access control list. In some embodiments, the smart contract or
bifeoin application, checks the transaction record for the existence of a previous associated
transaction.. Based on the existence of the previous transaction, the smart contract/bitcoin
application obtains an accumulated value (e.g., attribute information) attached to the previous
transaction. The smart contract/bitcoin application increments the obtained aceumulated
value and attaches the incremented accumulated value to the current transactioh ih the -

transaction record. The smart contract/bitcoin application applies the incremented
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accumulated value to the current transaction. In other embodiments, the srnart contract or
bitcoin application may accumulate transactions'in any. manner known in the art without
limitation. ‘ | _ |

- [00152] In Some 'ernbod'iments,. applyin‘gthe scoumulated value.to the previous transaction
may include the smart contract or bitcoin application as‘sociating an achievable ownership_
right with a cryptographic key and storing the key in a tamper resistant storage. The smart
contract or bitcoin application then obtains a .set of transactions contributing to the .-

accurnulated value associated with the achievable ownership right, and vetifies the set of .
transactions‘prior to applying the accumulated value to the current transaction.

[00153] = A specific item or list of specific items of the service provider qualifying for the
accumulat1on of transactions may. be specified in the smart contract or access control list.
‘Incorporatmg the last transaction to the attribute data in this manner assures that the
accumulation of transactions is quickly and efficiently verified by reading the 1nforrnatlon on
the\ block chain. In this way, the smart contract or bitcoin application can easily accumulate
many $mall transactions associated with a bitcoin wallet address and service provider in the
smart contract or an access control list in a secure memory local or remote from the device of
the bitcoin user.

[00154]  Once the smart contract or bitcoin application (via the transaction interrogation
process) determines that specific level (e.g., number of transactions, amount of transactlons
and such) of transactions is reached, the smart contract or bitcoin application stops
accumulation of transactions in the attribute data and determlnes a persistent ownershxp right
or replay right associated w1th the bitcoin wallet address. The smart contract or bitcoin
application records the persistent ownership/replay right to the bitcoin block chain bound to .
the bitcoin wallet address of the user. In other embodiments, the smart contract or bitcoin
application create a new transaction record associated with the bitcoin account; and stores an
indication of the achieved persistent ownership/replay right ln the newly created transaction
record. | : ' ,
[00155]  In other embodiments, the smart contract/bitcoin application (via the transaction
interrogation process) sets a plurality of charges incurred for executing the electronic
transaction to zero. The smart contract/bitcoin application then détermines the a"chi‘eVeme‘n-t'
ofa persrstent ownership r1ght associated with the b1tco1n account based on the incremented
accumulated Value reachlng or exceedmg a predeterrmned max1rnum accumulated transactlon

value.
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[00156] In some example embodiments, the set of transactions to accumulate the
ownership right must be completed within a specific period of time in order to contribute to
the achievement of the ownership right. In some example embodiments, the achieved
ownership right may expire after a specific period of time and/or expires based on the lack of
use of the ownership right. In some example embodiments, the achieved ownership right is
used as part of a multiple signature transaction to enable the purchase of additional
transactions requiring an indication of the achieved ownership right. In some example
embodiments, the transaction is associated with a single item and involves two achieved
ownership rights (e.g., associated ;Nith the same or different bitcoin account), and the
accumulated values associated with the ownership right are cryptographically merged to
result in a single accumulated value toward the ownership right.

[00157] The describes embodiments of accumulating ownership rights speciﬁcally
reference the bitcoin protocol, but may also be implemented in any other block chain related

protocol without limitation.

Assured Computer Instructions to Cloud Services and Peer Services

[00158] The current state of computing is based on an authentication model in which
devices connect to a cloud service (like Twitter) and then assume that the follow-on data
exchanged over the connection is correct. In the current state, encrypted transport is
commonly used and the authentication model is based on authentication (assuring) the entire
complex device/computer that sends/receives the data to/from the cloud service.
Technologies like anti-virus and integrity validation are provided for authenticating
(assuring) the condition of the device/computer. Once authenticated, an assumption is then
made that the entire complex device/computer is in a safe condition and that the critical data
delivered from the device/computer can be trusted.

[00159] In a general purpose computing device, authentication is typically used to connect
to critical services. However, even with strong authentication, there is no assurance that the
information sent to the cloud service is the information the user intends. Malware can find
many ways to alter the data and result in the theft or compromise of sensitive data.
Embodiments collect a number of sources of both local and remote data to assure that the
information provided to the cloud service is the data that is intended. In embodiments,
certain data may be locally unmasked at the cloud servicé to assurc a procés§ has been

completed but the detailed private information remains masked. The cloud services may the
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used the _unm’aiskéd data to Vérify the transactions are intende(i and incorporate a number of
additional process steps internally and externally that are controlled by fhe_user. These steps
can assure logging and additional verification to assure the transaction is hcorrec’t.
Embodifnen_ts may be used in financial systems, tc; contro] the internet of things from door
locks to medical de;/ices;; and such.
[00160] ‘In éomg embodiments of the present inventibn, thé current authentication of a
device connected to a cloud service (or other web-based service) is augmented with secure
(assured) computer instructions. The secure instructions are formed within the local
environment of the device for delivery to a computer of the cloud service to assure these
instructions are correct. For example, the instructions may be formed in a trusted execution
environment (TEE) of the device By a trusted application. The trusted application may
. collect and append-verification information, such as time, location,' identity, compliance or
other critical data locally or fémotely, and such to the secure instruction, and provide the user
a mechanism to securely confirm the instruction is part of an intended transaction prior to the
instruction being signed and sent. A trusted application (on or communicatively coupled to
the device) may collect the verification information from user input, local device input and
state, remote system input and state, and such. The authentication may also include local or
: reméte approvals prior to the secured instruction being released. The device then'delivers
these securé ihstructjons to remote vclo’ud services for processing.
_[00161] In some. syst:e‘ms,'" l‘ocal data related to the secure instruction is tokenized in the
 attachied verification infdfmation to pr“otec't*privacy. For example, the phone number of the
device user may be used to indicate that the device user is a specific cloud service provider’s.
customér and in good standing. However, the 6nly verification information that is passed on
eittachéd‘ to the insfruction is the good standing status (not the uéer’s name or phone number).
The tokénizegtion_. may be pérforfned b.y‘ contactif;g_thc cloud service provider locally using the
- phone nuianr' and instead conﬁgufing. the Conﬁrmat_ioh data to ‘in'chkid_e a provider transaction
identity assoéi‘ated locally to the phone number that can be réfhotely verified by the éloud
service provider.
,[00162] The cloud service receives the secured instru'ction'and verifies (via'a verifying
device of the cloud service platforrr_i) that the secure igs_truétions (and other elements of the
‘ -tranSactionA)‘arle; accurate prior to the instructions being. accepted for processing the secure
instructions. The Vériﬁcation process executed by the verifying device miay impose local or

remote policies that verify local and remote date of the attached yeriﬁcétion?-information ofan: -
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ins_truction prior to accepting the instruction for processing. The verification process may
include user verification, confirmation or checking signatures from loggiﬁg systems,
verifying location, time, and such of the secured instruction, and other critical process steps.
The verification process may also assure that the transaction came from a known source that
meets the minimum number of parameters.
[00163] . The verifying device may be configured with a logic script that is
cryptographically assured to provide the local and remove policies required for verifying
instructiohs of a specific transaction. The script validation may be included as part of the
attached Veriﬁcafion information of an instruction configured by the sending device. The
cloud service ﬁay receive the instruction as real time data that is locally assured by the cloud
| service and then modified by the cloud ser\}ice SO fhe.inétruction is a delta to a real time state,
for example, to increase speed of a pump. - |
[00164] _ In some embodiments, the cloud service may leverage the local data of the
attached verification information to assure the isolated execution environment of the sending
device is in a proven known condition at the time of sending the secured ihstructilon.. The
cloud service may also log the resuiting data from the instruétion, such as in a block chain or-
" other secure memory. - ' B
[00165] The teachings of all patents, published applications and references cited herein aré |
incorporated by reference in their entirety. o ' '
[00166]  While thisinvention has been particularly shown and described with references to -
example embodiments thereof, it will be understood by those skilled in the art that:x}ariogs
changes in form and details may be made therein without deparﬁng from the scope of the

invention encompassed by the appended claims.
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CLAIMS

What is claimed is:

1. A computer-implemented method of controlling access between a computing device

with a service provider, the method comprising:

executing a trusted application in an environment on a computing device in
isolation from the primary operating system (OS) of the computing device;

generating a unique device key for the computing device within the executed
trusted application;

registering the generated unique device key for the computing device with an
access control application; and

pairing, by the access control application, the computing device with a service
provider registered with the access control service, the pairing including the access
control service sending: (i) the unique device key to the service provider and (ii) a

unique service key of the service provider to the computing device.

2. The method of Claim 1, further comprising:

signing, by the service provider, an instruction using the unique service key,
and sending the signed instruction to the computing device;

verifying, by the trusted application, the signature of the instruction matches
the unique service key;

if the instruction signature is verified, executing the instruction within the
trusted application to generate instruction results, wherein recording the executed
instruction on the block chain;

signing, by the trusted application, the instruction results using the unique
device key, and sending the signed instruction results to the service provider;

verifying, by service provider, the signature of the instruction results matches
the unique device key; and

if instruction results signature is verified, recording the instruction results on

the block chain.

3. The method of Claim 2, further comprising:
encrypting, by the service provider, the instruction using the unique device

key, and sending the signed instruction to the computing device; and
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decrypting, by the trusted application, the signed instruction using the unique

device key prior to executing the instruction within the trusted application.

The method of Claim 2, wherein instructions received at the computing device from
the service provider are accumulated in memory local to the computing device, the
accumulated instructions being recorded on the block chain once the accumulated

instructions meet a threshold condition.

The method of Claim 2, wherein maintaining an access control list for the pairing that
includes at least one of: the unique device key, the unique service key, an effective
date when the instruction is allowed to be executed by the trusted application, an
expiration date when the instruction is no longer allowed to be executed by the trusted
application, whether the instruction is within a limit on a set number of executions,
and whether the instruction is within an external condition requiring positive

verification prior to execution of the instruction.

The method of Claim 5, wherein verifying the instruction against the access control

list prior to executing the instruction.

The method of Claim 6, wherein assuring completion of verification against the

access control list by an access control application using a PKI challenge response.

The method of Claim 5, further comprising: providing evidentiary proof of state of
the access control list by associating an external time stamp or an external block chain

registration event with the access control list.

The method of Claim 5, wherein at least a portion of the access control list is backed

up, and the backed-up access control list is recoverable.

The method of Claim 9, wherein certain secure elements of the access control list are

excluded from the backed-up access control list.

The method of Claim 5, further comprising maintaining one or more logs associated
with the access control list containing at least one of: number of times a given

instruction is executed and specific functions of the given instruction.
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The method of Claim 5, wherein the deletion of the access control requirements
includes: deleting the generated unique device key and the service key, and
preventing roll back of the device to a previous state by enabling a one direction

logging mechanism.

The method of Claim 2, further comprising:

measuring current health and integrity of the computing device;

verifying the current measured health and integrity against a stored reference
value of the measured health and integrity of the computing device in a known good
state; and

sending the signed instruction to the computing device, only if the current

measured health and integrity of the computing device is verified.

The method of Claim 13, wherein the reference value is measured and stored when
the computing device powers on and when a change is detected in an environment of

the computing device.

The method of Claim 13, wherein the measured health and integrity includes one or
more of: platform configuration registers (PCRs) generated by the boot process, BIOS
Version, OS Version, GPS location, manufacturing company name, device make, and

device model.

The method of Claim 13, wherein current state of an access control list is integrated
into the device health and integrity measurement, and dynamic data capable of
modifying the device health and integrity measurement is excluded from the health

and integrity measurement.

The method of Claim 13, wherein at least one of: (i) signing the instruction by both
the unique device key and a hash of the current measured health and integrity and (i1)
signing the instruction results by both the unique service provider key and a hash of

the current measured health and integrity.

The method of Claim 13, where the verification of the current measured health and

integrity is performed by a third-party application.
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The method of Claim 1, further comprising: requiring a new application installed on
the computing device to register with the trusted application prior to the trusted

application allowing an instruction to be executed by the new application.

The method of Claim 1, wherein the trusted application can be revoked from the user

device by either setting a revocation flag or removing the trusted application.

The method of Claim 1, where multiple computer devices operated by the user of the
computing device are grouped into a single entity and one unique device key is

generated for the group.

The method of Claim 1, wherein the unique device key and the unique service key are

each a public key of a digital cryptographic public and private key pair.

The method of Claim 1, further comprising registering an operator of the computing

device within the trusted application.

A computer system for controlling access between a computing device with a service
provider, the method comprising:

a trusted application executing in an environment on a computing device in
isolation from the primary operating system (OS) of the computing device, the trusted
application configured to:

generate a unique device key for the computing device within the
executed trusted application;

register the generated unique device key for the computing device with
an access control application; and

the access control application executing in an environment communicatively
coupled to the computing device, the access control application configured to:

pair the computing device with a service provider registered with the
access control service, the pairing including the access control service
sending: (1) the unique device key to the service provider and (ii) a unique

service key of the service provider to the computing device.

The computer system of Claim 24, further comprising:
an encoder configured on a server in the environment of the service provider,

the encoder configured to:
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sign an instruction using the unique service key, and send the signed
instruction to the computing device;
the trusted application, in communication with a service provider application

configured on the computer device, further configured to:

verify the signature of the instruction matches the unique service key;

if the instruction signature is verified, execute the instruction within
the environment of the computing device to generate instruction results, the
executed instruction being recorded the executed instruction on the block
chain;

sign the instruction results using the unique device key, and sending
the signed instruction results to the service provider;
the encoder further configured to:

verify the signature of the instruction results matches the unique
device key; and

if instruction results signature is verified, record the instruction results

on the block chain.

26. The system of Claim 25, wherein:
the encoder is further configured to:
encrypt the instruction using the unique device key, and sending the
signed instruction to the computing device; and
the trusted application is further configured to:
decrypt the signed instruction using the unique device key prior to

executing the instruction within the trusted application.

27. The system of Claim 25, wherein instructions received at the computing device from
the service provider application are accumulated in memory local to the computing
device, the accumulated instructions being recorded on the block chain once the

accumulated instructions meet a threshold condition.

28. The system of Claim 25, wherein the access control application is further configured
to maintain an access control list for the pairing that includes at least one of: the
unique device key, the unique service key, an effective date when the instruction is
allowed to be executed by the trusted application, an expiration date when the

instruction is no longer allowed to be executed by the trusted application, whether the
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instruction is within a limit on a set number of executions, and whether the instruction
is within an external condition requiring positive verification prior to execution of the

instruction.

The system of Claim 28, wherein the access control application is further configured
to verify the instruction against the access control list prior to allowing the trusted

application to execute the instruction.

The system of Claim 29, wherein assuring completion of verification against the

access control list by access control application using a PKI challenge response.

The system of Claim 28, further comprising: providing evidentiary proof of state of
the access control list by associating an external time stamp or an external block chain

registration event with the access control list.

The system of Claim 28, wherein at least a portion of the access control list is backed

up, and the backed-up access control list is recoverable.

The system of Claim 29, wherein certain secure elements of the access control list are

excluded from the backed-up access control list.

The system of Claim 28, further comprising the access control application configured
to maintain one or more logs associated with the access control list containing at least
one of: number of times a given instruction is executed and specific functions of the

given instruction.

The system of Claim 24, wherein the deletion of the access control requirements
includes: deleting the generated unique device key and the service key, and
preventing roll back of the device to a previous state by enabling a one direction

logging mechanism.

The system of Claim 25, wherein:

the trusted application is further configured to measure current health and
integrity of the computing device;

the control access application is further configured to: verify the current
measured health and integrity against a stored reference value of the measured health

and integrity of the computing device in a known good state; and
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the encoder is further configured to send the signed instruction to the
computing device, only if the current measured health and integrity of the computing

device is verified.

The system of Claim 36, wherein the reference value is measured and stored by the
trusted application when the computing device powers on and when a change is

detected in an environment of the computing device.

The system of Claim 36, wherein the measured health and integrity includes one or
more of: platform configuration registers (PCRs) generated by the boot process, BIOS
Version, OS Version, GPS location, manufacturing company name, device make, and

device model.

The system of Claim 36, wherein current state of an access control list is integrated
into the device health and integrity measurement, and dynamic data capable of
modifying the device health and integrity measurement is excluded from the health

and integrity measurement.

The system of Claim 26, wherein at least one of’ (1) the encoder signs the instruction
by both the unique device key and a hash of the current measured health and integrity
and (i1) the trusted application signs the instruction results by both the unique service

provider key and a hash of the current measured health and integrity.

The system of Claim 24, further comprising: requiring a new application installed on
the computing device to register with the trusted application prior to the trusted

application allowing an instruction to be executed by the new application.

The system of Claim 24, further comprising attaching local and remote verification

information related to the computing device to the execution results.

The system of Claim 24, wherein the trusted application can be revoked from the user

device by either setting a revocation flag or removing the trusted application.

The system of Claim 24, wherein a ring manager groups multiple computer devices
operated by the user of the computing device into a single entity and generates the

unique device key for the group.
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The system of Claim 24, wherein the unique device key and the unique service key

are each a public key of a digital cryptographic public and private key pair.

The system of Claim 24, wherein an operator of the computing device is registered

within the trusted application.

The system of Claim 24, wherein at least one of the instruction or instruction results
are:

attached with local and remote verification information related to the
environment of the computing device, and the service provider applies rule-based
policies to the verification information to confirm condition of the computing device
prior to executing an instruction or instruction results received from the computing
device, or

attached with local and remote verification information related to the
environment of a sending device of the service provider, and the trusted application
applies rule-based policies to the verification information to confirm condition of the
service provider device prior to executing an instruction or instruction results received

from the service provider.

A computer-implemented method of determining digital ownership rights, the method
comprising:

an account associated with an application configured on a block chain
communication network, the account including a wallet coupled to a block chain
address;

sending to a block chain account a series of transactions related to one or more
specific items provided by a service provider, the block chain account including a
wallet coupled to a block chain address;

receiving a current transaction of the series of transactions and recording the
current transaction in a transaction record coupled to the block chain account;

checking the transaction record for a previous transaction associated with the
block chain account and service provider;

if a previous transaction exists:

obtaining an accumulation attribute attached to the previous
transaction, the accumulation attribute indicating an accumulation of

transactions of the one or more specific items;
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incrementing the accumulation attribute based on a specific item of the
current transaction; and

if the incremented accumulation attribute meets a defined threshold,
determining an ownership right related to the series of transaction and record
the ownership right in the block chain communication network associated to
the block chain wallet address, or

otherwise, attaching the incremented accumulation attribute to the

recorded current transaction in the transaction record.

The method of Claim 46, wherein block chain application and transaction record are

included in a smart contract.

The method of Claim 46, wherein the accumulation attribute is one of: an

accumulated value or a count of transactions.

A computer system of determining digital ownership rights, the system comprising:

an account associated with an application configured on a block chain
communication network, the account including a wallet coupled to a block chain
address;

a service provider application communicatively coupled to the block chain
application, the service provider application configured to send a series of
transactions to a user related to one or more specific items provided by a service
provider;

a transaction record associated with the blockchain account and
communicatively coupled to the block chain application, the block chain application
configured to:

receive a current transaction of the series of transactions and records
the current transaction in the transaction record;

check the transaction record for a previous transaction associated with
the block chain account and service provider;

if a previous transaction exists:

obtain an accumulation attribute attached to the previous transaction,
the accumulation attribute indicating an accumulation of transactions of the

one or more specific items;
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increment the accumulation attribute based on a specific item of the
current transaction; and

if the incremented accumulation attribute meets a defined threshold,
determine an ownership right related to the series of transaction and record the
ownership right in the block chain communication network associated to the
block chain wallet address, or

otherwise, attach the incremented accumulation attribute to the

recorded current transaction in the transaction record.

52. The system of Claim 50, wherein the block chain application and transaction record

are included in a smart contract.

53.  The system of Claim 50, wherein the accumulation attribute is one of: an accumulated

value or a count of transactions.
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