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(57) ABSTRACT 

Aspects relate to authorizing mobile devices for PBX-based 
voice services. A mobile device calls a PBX over a voice 
channel, and phone number identifier information is obtained 
and matched to identifier information for devices that known 
(authorizeable) to use the PBX. If there is one incoming call 
that matches to a given device, and an authentication token 
provided over a data channel matches an authentication token 
associated with that device, then the device is authorized for 
voice services. Where there are multiple matching calls, those 
devices are instructed to provide authentication tokens over 
their voice channels. The devices can detect absence of a data 
channel and provide authentication tokens over the Voice 
channels; the devices also can wait to receive a call connected 
response and in the absence of such provide their authentica 
tion tokens over the Voice channel. Tokens can be requested 
and downloaded for storage at the devices. 

19 Claims, 6 Drawing Sheets 
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US 8,301,117 B2 
1. 

AUTHENTCATING VOICE CALLS FROM 
MOBILE DEVICES 

BACKGROUND 

1. Field 
The following relates to data and voice-enabled devices, 

Such as data-enabled mobile phones, digital assistants, and 
Smartphones, and more particularly to authentication of Such 
devices for access to Voice services. 

2. Related Art 
Although much emphasis has been placed, of late, on pro 

viding data communication capabilities on mobile phones, 
Voice services and Voice communications remain an impor 
tant feature to be made available on mobile devices. In cor 
porate networks, Voice services can include Voice conferenc 
ing services, for example. Mobile devices may be used for 
“dialing in' to such voice conferences. However, authenticat 
ing a mobile device over a voice channel is different from 
authenticating that device over a secure data channel. For 
example, caller ID information may be available for the 
mobile device, but such information can be spoofed and 
Sometimes is not available. In the case of conference calls, a 
number can be distributed with a meeting invitation to allow 
users to dial in. However, Voice channels are prone to eaves 
dropping, and if the number were intercepted or captured, 
then it could be used for dialing into the conference. Also, 
other voice services may be available from or through a 
Private Branch eXchange (PBX), to which mobile devices 
should be given conditional access. Therefore, advances in 
authentication of mobile devices for use of services available 
over voice channels continue to be desirable. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 depicts an example system view where a mobile 
device authorizes for using PBX services using a token 
obtained over a data channel and presented over a voice 
channel; 

FIG. 2 depicts an example of a form factor for a device that 
can be used in the system of FIG. 1; 

FIG. 3 depicts a method for authentication devices to use 
Voice services in a system according to FIG. 1; 

FIG. 4 depicts a method that can be implemented by a 
device authorizing to use voice services in the system of FIG. 
1; 

FIG.5 depicts a method for obtaining authorization tokens 
for use in authorizing in the systems and methods depicted; 

FIG. 6 depicts a functional module view of a mobile device 
that can request and use authentication tokens for Voice 
resource access according to these examples; 

FIG.7 depicts functional module aspects of a portion of the 
mobile device view of FIG. 6; 

FIG. 8 depicts a physically-oriented view of a mobile 
device that can function according to these examples; 

FIG. 9 depicts functional module components of an 
authentication token generator as described herein; and 

FIG. 10 depicts aspects of a user interface that can be 
provided on a mobile device for these examples. 

DESCRIPTION 

The following description provides examples and other 
disclosure, which teach those of ordinary skill in the art how 
to practice implementations and embodiments of inventive 
aspects described herein. As such, the description is not lim 
iting, but rather is exemplary. 
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2 
For convenience, in this description, the terms “mobile 

device' and “mobile communications device’ generally are 
used to refer to any portable or mobile network-enabled 
device that has capabilities to send and receive Voice calls and 
to send and receive data, Such as data generated by web 
browsing, e-mail, SMS, instant messaging, and the like. As 
will become clear, a variety of devices in a variety of form 
factors can meet Such a definition, including, for example, 
Smartphones, laptops configured with appropriate network 
connections and user input devices, tablet computers, navi 
gation devices embedded in automobiles, and netbooks. 

In some cases, services available over a voice network are 
sensitive, and should be secured to reduce or prevent unau 
thorized access. Such services can be sensitive, because they 
can be expensive to provide. Some services, if compromised, 
can cause privacy breaches, and losses of confidential or 
proprietary information. In other cases, it would be desirable 
to have better confidence in the identity of who or what 
devices are using particular resources, or even to track usage 
of such resources by certain devices. 
By contrasting example, in a corporate setting, a telecon 

ference bridge can be arranged for a teleconference that is 
intended to involve a group of participants; a bridge token can 
be disseminated for access to the teleconference, as well as 
other information such as a number to dial. However, depend 
ing on how the token is disseminated. Such as via a calendar 
ing program that sends meeting invites, that token can be 
easily distributed beyond its intended audience. Further, 
when attendees join the conference, an undifferentiated token 
does not provide a means to audit who attended and who did 
not. Using caller identification information is less than perfect 
for these purposes, because it can be spoofed and is not 
necessarily available. Also, when a user joins a conference 
with Such an undifferentiated token, an eavesdropper can 
learn the token and either join that conference, or in some 
cases, save that token for future use. 

Further, other services that can be made available through 
a Private Branch exchange (PBX) include allowing dial-out 
from the bridge by mobile devices. For example, if a user 
desires to avoid disclosing his mobile number to a called 
party, and instead appear to be calling from a corporate PBX. 
then the user can call into the PBX, have the PBX dial a 
particular number and join the user call to the PBX with the 
PBX call to the called party. Since such approaches can incur 
toll charges, and for other reasons, access to such services by 
unauthorized devices or persons ideally should be prevented. 
The term PBX is used hereinto refer to one or more servers 

and related equipment that provides capabilities associated 
by those of ordinary skill in the art with a PBX. A PBX need 
not be a physically separate item of equipment, as Such capa 
bilities can be implemented using Software and add-in cards 
on a computer. The computer can be a computer physically 
located at a site owned by a given entity (e.g., a company), 
which is provided such PBX capabilities thereby. However, 
Such computer can also be hosted at another location, and 
PBX capabilities can be provided as a service to the entity. As 
such, the usage of the term PBX and the depicted of a PBX in 
the referenced figures is used for ease of explanation and 
reference to PBX functions, rather than by way of implied 
limitation concerning how Such functions are provided in a 
given implementation. 

In some aspects herein, a PBX can be used as a focal point 
for establishing communications between two parties. For 
example, a call can be placed by a calling party to a phone 
number that the calling party associates with an authorized 
user of the PBX (e.g., an employee of the company to which 
the PBX is associated). The calling party may believe that the 
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number dialed is an office number, or it may be a sole contact 
number provided to the calling party. The PBX can indicate to 
the device associated with the authorized user that a call was 
incoming for the user. The called device can be made to call 
the PBX, and the PBX can connect the two calls, thus estab- 5 
lishing voice communication between the calling party and 
the authorized user of the PBX. In such aspects, authenticat 
ing the device calling into the PBX is desirable. 

Such authentication in the above examples is desired to 
prevent unauthorized eavesdropping, abuse or unauthorized 
use of PBX services, or even interception of calls intended for 
a given authorized user. 

Such authentication, in one example herein, is provided in 
a system comprising a PBX and one or more mobile devices 
that can communicate with the PBX over a data channel 
receiving authentication tokens over the data channel that can 
be used for authenticating the mobile device during establish 
ment of a Voice channel. In a more particular example, a 
system can provide Voice services to mobile devices, for 20 
which data can be carried over switched circuit voice chan 
nels, and data communication that can be carried by data 
channels, such as packet networks that use Internet Protocol 
(IP) addressing and transport layers such as Transport Control 
Protocol (TCP) and/or User Datagram Protocol (UDP). 25 

These aspects relate to a mobile device requesting an 
authentication token over a data channel to be used for 
authenticating over the Voice channel. Examples of proce 
dures as to how the authentication token can be used for 
authenticating the mobile device are provided. In one 30 
example, the authentication token is presented on the data 
channel by the mobile device after establishing a voice chan 
nel connection. The token also can be presented over that 
established Voice channel as a series of audible tones that can 
be carried on the voice channel, preferably when automatic 35 
number identification information does not identify a sole 
Voice channel that can be associated with a given device. 

Preferably, the token is associated with permissions that 
allow the token to be used only once to authenticate. A data 
base of issued and valid tokens can be maintained by a token 40 
issuer for use in comparisons to Verify authenticity of devices 
presenting information as valid tokens. For example, a set of 
possible tokens can be established, and upon provision of a 
token of the set for use by a particular mobile device, that 
token can be indicated as being unavailable until after it either 45 
expires or is used for authentication. Preferably, no single 
token is issued to more than one device or user at any given 
time, such that the token can be used as a basis both for 
identification (in embodiments that track to which user or 
device a given token was issued) and authentication. 50 

In a more-specific example, FIG. 1 depicts a system archi 
tecture 100 in which a data and voice-enabled mobile device 
107 can operate. A Radio Access Network (RAN) 105 pro 
vides broadband wireless access to device 107. Radio access 
network (RAN) 105 communicates wirelessly with device 55 
107, and connects device 107 via a circuit 122 with a voice 
quality network channel 103. Voice-quality network 103 can 
serve as a bearer channel for voice calls in which mobile 
device 107 participates, and can comprise portions of the 
Public Switched Telephone Network (PSTN). 60 
RAN 105 also can connect through an IP link 124 to private 

network(s) 112 and through an IP link 126 with public net 
work(s) 111. Usage of IP is exemplary and other addressing 
systems can be provided. For example, private networks 112 
can use X.25 addressing and also can be implemented using 65 
Virtual Private Network (VPN) technology to carry data over 
public networks 111. 
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Mobile device 107 also can have an interface for commu 

nication using local area wireless network technologies, such 
as 802.11 series technologies. When using Such technologies 
for communication, mobile device 107 typically interfaces 
with a wireless LAN access point 114, which can communi 
cate over public network(s) 111, Such as through a router (not 
depicted). Communications on this medium also can be 
addressed using IP as depicted by labeling the link IP link 
128. 

Preferably, these data interfaces are used to carry encrypted 
communications. For example, authentication token genera 
tor 123 can encrypt token information using a public key 
associated with mobile device 107. In other cases, a link 
between authentication token generator 123 and mobile 
device 107 (or another suitable device in a network trusted by 
authentication token generator 123) can be ciphered using 
bulk encryption with a shared secret key. However, voice 
communications (e.g., carried on circuit 122 and Voice-qual 
ity network channel 103) typically are not encrypted and a 
token provided from authorization server 123 to mobile 
device 107 on that medium could be more easily intercepted. 

Each voice call in which mobile device 107 is terminated at 
a far end, and in the present example of FIG. 1, calls that are 
directed to a PBX 118 can be terminated by PBX 118, or 
optionally by an authentication module 117. If calls are ter 
minated by PBX 118, then an authentication module 121 can 
be provided for communication with PBX 118 (although 
separately identified. Such an authentication module can also 
be integrated into PBX 118). Either authentication module 
117 or 121 can communicate with an authentication token 
content generator 123. Token content generator 123 can com 
municate with a router 119, which in turn can communicate 
with a firewall 115. Although separately identified for discus 
sion purposes authentication token content generator 123 can 
be integrated with PBX 118, or with authorization module 
121 Firewall 115 can direct communicate to and receive 
communication from public network(s) 111 and private net 
work(s) 112. Examples of communications that may be car 
ried over the depicted Voice and data communication chan 
nels is further described with respect to FIG. 2. 

FIG. 1 also depicts the existence of other networks 193 and 
other devices 192, which can call into PBX 118. The exist 
ence of such other devices 192 is for setting context that PBX 
118 may be getting any number of incoming Voice calls at a 
given time. For example, a larger PBX, for a company or 
company site with several thousand employees would be 
expected to have a large number of calls incoming to the PBX 
in any given period of time. Thus, PBX 118 desirably should 
be able to authenticate these devices, and also to match Such 
devices with the appropriate service (for example, if there was 
a call incoming to the PBX for a particular device, PBX 118 
should voice call from the correct and authenticated device to 
that incoming call). 

Referring to FIG. 2, there is depicted an example of mobile 
device 107. Mobile device 107 comprises a display 212 and 
the cursor or view positioning device 214 shown in this 
embodiment is a trackball 214, which may serve as another 
input member and is both rotational to provide selection 
inputs and can also be pressed in a direction generally toward 
housing to provide another selection input. Trackball 214 
permits multi-directional positioning of a selection cursor 18, 
such that the selection cursor 218 can be moved in an upward 
direction, in a downward direction and, if desired and/or 
permitted, in any diagonal direction. The trackball 214 is in 
this example situated on a front face (not separately num 
bered) of a housing 220, to enable a user to manoeuvre the 
trackball 214 while holding mobile device 107 in one hand. 
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The display 212 may include a selection cursor 218 that 
depicts generally where the next input or selection will be 
received. The selection cursor 218 may comprise a box, alter 
ation of an icon or any combination of features that enable the 
user to identify the currently chosen icon or item. The mobile 5 
device 107 in FIG.3 also comprises a programmable conve 
nience button 15 to activate a selected application Such as, for 
example, a calendar or calculator. Further, mobile device 107 
can include an escape or cancel button 216, a camera button 
217, a menu or option button 224 and a keyboard 220. Camera 10 
button 217 is able to activate photo-capturing functions when 
pressed preferably in the direction towards the housing. Menu 
or option button 224 loads a menu or list of options on display 
212 when pressed. In this example, the escape or cancel 
button 216, menu option button 224, and keyboard 220 are 15 
disposed on the front face of the mobile device housing, while 
the convenience button 215 and camera button 217 are dis 
posed at the side of the housing. This button placement 
enables a user to operate these buttons while holding mobile 
device 107 in one hand. The keyboard 220 is, in this example, 20 
a standard QWERTY keyboard. 
Now turning to FIG. 3, an example method is depicted in 

which a PBX (e.g., a computer system implementing PBX 
type functionality) can embody aspects disclosed herein. A 
PBX can receive (302) a voice call which is for a mobile 25 
device which is to be allowed access to services provided 
through the PBX. For example, the mobile device can be 
associated with an employee of a company owning the PBX. 
and the voice call can be at the PBX, which is currently 
configured to follow the user from an office phone to the 30 
mobile device. The PBX can send (304) to the mobile device 
an authentication token over a data channel. This authentica 
tion token preferably is unique among the authentication 
tokens issued to a given pool of devices at any time. Such pool 
can be all mobile devices that can be authorized (authorize- 35 
able devices). The PBX also can indicate (306) to the mobile 
device to call a telephone number, such as a Dialed Number 
Identification Service (DNIS) number, which can be pre 
stored on the mobile device, or it can be specified in the 
indication. The indication can be provided with the authenti- 40 
cation token (or implied based on receipt of the authentication 
token). The indication can be provided from time to time, 
Such as daily, weekly, monthly, or on another schedule. 

Subsequently, PBX 118 can receive (308) any number of 
voice calls at the DNIS number (e.g., there can be received an 45 
arbitrary number of calls, at least one of which may be the 
mobile device which is intended to call in, while the others 
can be other authorized mobile devices, which are attempting 
to access different Voice services, or attackers attempting to 
gain unauthorized access to PBX 118, or to connect to PBX 50 
118 and impersonate mobile device 107 for the purposes of 
the particular connection being built. As each call is received, 
a timeout process can be started (309), which can run concur 
rently with the other call processing elements disclosed. Such 
that if the timeout process indicates that timeout has occurred, 55 
then that call can be disconnected, and restarted. In other 
examples, such timeout processes can be started at 302. Such 
that when PBX 118 begins interaction with a mobile device, 
a timer can begin countdown. 
PBX 118 parks (310) each of the calls, e.g., PBX 118 60 

answers the calls and then puts the calls in a wait state. PBX 
118 is programmed to receive Automatic Number Identifica 
tion (ANI) information obtained from the calls: ANI infor 
mation also can be referred to as calling party identification 
information. ANI information may be unavailable for some 65 
calls, and PBX 118 may treat those calls differently, as 
explained in the examples that follow. The ANI information 

6 
obtained is compared with a database of numbers associated 
with mobile devices that are authorizeable to use PBX 118 
(e.g., these are the mobile devices which have been registered 
with the database. Such as by issuance to employees of a 
company owning PBX 118). Caller ID information can be 
used in addition or in substitution for ANI information; how 
ever, using ANI information is preferred, as it generally is 
more available and more difficult to spoof than caller ID 
information. 
The depicted method then includes several decisions based 

on the results of the comparison of the ANI information for 
the calls, and the database entries. These decisions are exem 
plary, and a person of ordinary skill would be able to construct 
a different set of decisions that would be logically equivalent 
to those presented here. For ease of explanation, the depicted 
decision points in FIG.3 may contain a plurality of elements. 
Decision 314 includes these elements: (1) whether there is a 
matching entry between the ANI information for one call, (2) 
that no incoming call had that same ANI information, and (3) 
that no other incoming call had ANI information which failed 
to match a database entry (i.e., each incoming call was asso 
ciated with some identifier information in the database). If 
these elements of decision 314 were all true, then the income 
voice call from mobile device 107 is considered matched 
316). 
The method can continue with receiving (318) a call con 

nect message over the data channel from mobile device 107. 
with data for an authentication token that was previously sent 
to mobile device 107. The method preferably would include 
receiving Such a call connect message, but depends on con 
tinued availability of the data channel from mobile device 
107. 
On the data channel, a robustencryption and authentication 

mechanism can be employed between mobile device 107 and 
PBX 118. For example Advanced Encryption Standard 
(AES) can be used for bulk encryption, while symmetric keys 
can be shared using an asymmetric encryption scheme, where 
PBX 118 encrypts a proposed symmetric key using a public 
key associated with mobile device 107. Other authentication 
measures can be employed, such as a secure ID application, 
with settings shared between mobile device 107 and PBX 
118. 

In one example, it was disclosed that the authentication 
token can be provided over the data channel in a call con 
nected message from a device making a voice call (e.g., 
device 107) to PBX 118, embodiments need not provide the 
authentication token in Such a message. However, such token 
need not be provided in preferred embodiments that comprise 
a secure/trusted data channel between PBX 118 and device 
107, because the secure/trusted channel itself provides the 
authentication of device 107 to PBX 118. In such cases, the 
call connected message can instead function primarily as an 
alert to PBX118that the mobile device sending such message 
is attempting to make a Voice call. 

For each call connected message received, a decision can 
be made as to whether the call connected message was 
received timely (e.g., within a certain number of seconds from 
receipt of a voice call, or within a defined number of seconds 
from sending a call indication to mobile device 107). A deci 
sion also can be made as to whether the authentication token 
is valid. If the message was timely received and the token was 
valid, then voice services to the matched voice call can be 
allowed (322). To summarize, in this portion of the depicted 
method, it was determined that there was a single Voice call 
coming into PBX118 which matched given ANI information, 
and that there were no remaining voice calls, for which ANI 
information yielded no matches. Upon receiving call connect 
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message over a data channel, which can be authenticated with 
reasonably high confidence to have originated from a mobile 
device associated with the matching ANI information, voice 
service can be provided on the voice channel which was 
matched. 

So, in this method portion, because there was no call that 
was either potentially claiming to have the same ANI infor 
mation, or for which ANI information was unclear, the 
method did not proceed to further steps to disambiguate or 
verify which voice call was from mobile device 107 (if any). 
The following disclosure relates to a portion of the depicted 

method where there is one or more of duplicate calls with the 
same ANI information or calls that did not match to any 
identifying information. In such a circumstance, PBX 118 
sends (326) requests over the data channel to devices, request 
ing that they provide an authentication token over their 
respective voice channel. The devices to which the request 
would be sent include devices identified based on ANI infor 
mation and devices for which a call connect message was 
received. In other words, it is contemplated that call connect 
messages from mobile devices would be received in time for 
PBX 118 to be able to understand that particular devices are 
attempting to call in, and then PBX 118 would attempt to find 
a call (matched or matched), which belongs that each device. 
Other embodiments can send the request over the voice chan 
nel to all unmatched devices, but in large systems, such 
embodiments are not preferred. 

If a valid authentication token was received (328) over a 
single Voice channel, then Voice services can be allowed 
(322). If there was not such a token received, then the method 
can proceed (330) to an authentication failure procedure, an 
example of which is described below. 
The depicted method also includes that the timer (timouts) 

set at 309 can be checked and a timeout can occur upon 
expiration of Such timers. In the absence of Such expiration, 
the method can be continued (334). If a timeout occurs, then 
a failure procedure can begin (illustrated as failure procedure 
330). 

In the alternative, if there were no duplicates or unmatched 
calls (see 324), then the method can proceed to a time out 
determination, where if excessive time has elapsed (332), the 
method performs the authentication failure procedure (330). 
Pending the elapse of sufficient time, PBX 118 can wait 
(334), during which time it can receive further call connect 
messages, which can be processed according to the above 
description (see 320). Because this portion of the method is 
for situations where there is no call that matching ANI infor 
mation, PBX118 also can listen on unmatched voice calls for 
an authentication token that can be used to identify a mobile 
device (328) and responsively allow voice services to be 
provided on that voice call. 

To sum, the depicted method addresses three possible 
Voice call scenarios: (1) where there is a single Voice call that 
matches identification data for a given authorizeable device, 
(2) there is at least one voice call that matches identification 
data for a given device, but there is either a presently 
unmatched call or there are more than one matching Voice 
calls, and (3) there is no matching call. The method does not 
rely solely phone number identification information that can 
be obtained from the voice call, but instead also requires an 
authentication token to be timely received, which can be 
inferred to have originated from the desired mobile device, 
Such as by receiving it in a message sent over a secure and 
authenticated data channel. 

FIG. 4 depicts a method that can be implemented by mobile 
device 107, to participate with PBX118 the method of FIG.3. 
FIG. 4 depicts that an indication can be received (402) at a 
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8 
mobile device (e.g., device 107) over a data channel to initiate 
a new Voice call; Such instruction can include an authentica 
tion token, or can be implied by receipt of an authentication 
token. As further explained above, the indication can include 
a number to be dialed. As an alternative way to initiate the 
method aspects described below, mobile device 107 also can 
receive (405) input indicative of a user command to access 
PBX-hosted voice services, such as to place a PBX-anchored 
call. Device 107 can request 408 an authentication token over 
a data channel responsive to an access command. In either 
case, device 107 can receive (411) an authentication token 
over the data channel, and call (414) PBX 118, thus estab 
lishing a voice channel with PBX 118. 
Upon connection, and depending (420) on whether there is 

a data channel available, a call connect message can be sent 
from device 107 to PBX 118, which contains the authentica 
tion token that was provided to device 107. 

However, if there is no data channel available (420), then 
the authentication token can instead be provided (423) as 
audible tones over the voice channel established. Device 107 
also can provide (423) the authentication token as audible 
tones responsive to a request by PBX118 to do so (see above). 
Absent Such a request, after sending the call connect message 
with a valid authentication token, device 107 can expect to 
receive a call connected response within a time limit (can be 
pre-determined), and if Such a call connected response is 
received (432), then device 107 can proceed (435) with voice 
Service usage. 

If the call-connected response was not received within the 
time limit, then device 107 can provide (423) the authentica 
tion token over the Voice channel, and proceed with Voice 
service usage (435), typically upon receiving a call connected 
response (432). The method depicted in FIG. 4 shows that 
device 107 can supply the authentication token more than 
once, depending on whether a call connected response was 
received. In another example, device 107 can hang up the 
voice call and attempt to establish a new voice call. A new 
authentication token can be requested, or an authentication 
token can be obtained from a local storage of previously 
downloaded authentication tokens. 

FIG. 5 depicts a method relating to providing authentica 
tion tokens to devices, which can be used for authentication 
procedures according to these disclosures. Such method 
includes receiving (501) a request for one or more authenti 
cation tokens at a server (e.g., at a server implementing PBX 
118, or as shown in FIG. 1 at an authentication token genera 
tor 123. The device requesting the token(s) can be authorized 
by the authentication token generator 123 to determine one or 
more of whether, how many, and what kind of authentication 
token should be provided to the requesting device. 
To perform such authorization (503), the device itself can 

beauthenticated (505), such as by use of a certificate stored on 
the device. Calling party information derived from Caller ID 
services or ANI information also can be obtained or used 
(506) in such authorization. 

In addition (or substitution) to device-based authentica 
tion, a user of mobile device 107 can be authenticated (507). 
For example, a password, PIN, or other user credential can be 
supplied by the user through mobile device 107. By further 
example, an algorithmically-generated token can be used to 
authenticate on the data channel (e.g., using an RSA dongle). 
Once a user or device is identified and/or authenticated, 

token generation policies for that device, user, or combination 
of device and user can be accessed (509). Such accessed token 
generation policies can be used to determine whether a token 
should be issued. Such a determination can be based on a 
variety of conditions or parameters. For example, a token 
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request can be accompanied by a request for a particular 
service, and the accessed policies can be used to determine 
whether that service is within authorization for the device or 
the user. Other aspects of such policies can include whether 
multiple tokens can be generated, if requested. 

Such token generation policies can be associated with one 
or more of the device and the user. These policies can be used 
to determine what access should be granted based on a token 
issued to a particular device or user of a device, including 
Voice services resource access. Such access can be specified 
as to which resources of a number of resources are to be 
accessible as well as how many times a given token can be 
used for authentication. Still further examples can be to allow 
a given token to provide accessibility to more sensitive 
resources for a single use and to less-sensitive resources for 
multiple times. Still other access policies can include an 
expiration time for the token. Of course, such policies can be 
used in a mixture, if desired. Still further, different policies 
can be applied to different devices and different users, and 
different combinations of users and devices. 
One or more tokens, as determined according to the above 

description, can be generated (511). These generated tokens 
can be provided over the data channel to mobile device 107. 
These tokens can be stored in a storage facility available to 
PBX 118, or to a computation resource programmed to 
authenticate tokens (such as token storage 124). An access 
policy also can be stored (5231) with such tokens, which can 
be used in determining what type of access should be autho 
rized based on each Such token. 

FIG. 6 depicts an example functional module organization 
of mobile device 107. Call module 601 identifies a logical 
organization of modules which can be used for implementing 
aspects described herein. A token request module 604 inter 
faces with a data channel processing layer 616 to request 
tokens for use in Voice channel authentication. Token request 
module 604 can operate responsively to input from a user 
interface 614, which is received by a control module 606. 
Data descriptive of authentication tokens that have been 
received can be stored in storage 602, and Such data can be 
received from token request module 604. 
The FIG. 6 example of device 107 also depicts a speech 

coder 610, which receives input from a microphone 612, and 
a tone injection module 608. Where there is token data stor 
age, storage 602 can communicate with tone injection module 
608. Token request module 604 also can communicate data 
for a received token directly to tone injection module 608 (can 
be temporarily buffered, the example relating to a sequence of 
call establishment, which desirably is transparent and prompt 
from a user perspective). Speech coder 610 and tone injection 
module 608 both can provide inputs to a voice channel pro 
cessing layer 618. 

Both data channel processing layer 616 and Voice channel 
processing layer 618 can send and receive data to and from 
transport protocol(s) layer 620, which in turn communicates 
with MAC/PHY 622. 

FIG. 7 depicts in more detail example components of tone 
injection module 608. A DTMF synthesizer 702 can be used 
for producing DTMF audible tones based on received authen 
tication token data. For example, if the token comprises a 
series of numbers from 0-9 (or a subset thereof), or letters, or 
a combination thereof, then those numbers and letters can be 
mapped to DTMF tones normally associated with them in the 
PSTN and on standard PSTN devices. Such a DTMF synthe 
sizer typically would be provided with a device capable of 
communicating on the PSTN, so that it can indicate to the 
switches what number is to be dialed. 
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10 
In other implementations, a separate tone synthesizer 706 

can be provided, which can receive generalized inputs for a 
token, which can be translated into audible tones according to 
a predetermined format. Thus, the tone injection capability 
can be provided in a number of ways on mobile device 107. 
The functional modules presented in FIGS. 6 and 7 can be 
implemented in a device having componentry according to 
the example of FIG. 8. 
The device depicted may have a variety of components by 

which user input can be received, including a camera 825, a 
keyboard 827, a touchscreen 829, and a microphone 831 that 
can be used for speech recognition, for example. These ways 
of receiving user input can be processed and ultimately 
couple with processing resource 819 that can be comprised of 
a plurality of components, such as a programmable processor 
845, one or more ASICs 847, as well as other co-processors 
849. For example, an ASIC or co-processor may be provided 
for implementing graphics functionality, encryption and 
decryption, audio filtering, and other such functions that often 
involve many repetitive, math-intensive steps. Processing 
resource 819 also may interface with one or more network 
interfaces 817, each of which may be comprised of one or 
more Media Access Controllers (MACs) 851, which in turn 
interface with physical layers 853. 

Processing resource 819 also may interface with a memory 
resource 818 which may be comprised of a plurality of memo 
ries, including a RAM 855, and a non-volatile memory 857. 
which can be implemented with one or more of Flash 
memory, PROM, EPROM, and so on. Non-volatile memory 
857 can be implemented as flash memory, ferromagnetic, 
phase-change memory, and other non-volatile memory tech 
nologies. Non-volatile memory 857 also can store programs, 
device state, various user information, one or more operating 
systems, device configuration data, and other data that may 
need to be accessed persistently. Processing resource 819 also 
may interface with user output 820 components, which can 
include a display 841, as well as a speaker 843, which can be 
used for text to speech or for performing audio, more gener 
ally. 

FIG. 9 depicts example functional modules that can be 
implemented for an authentication token generator 123 that 
can be used in example systems according to these disclo 
sures, such as that of FIG.1. Token generator 123 comprises 
a controller module 911 provided for controlling operation of 
other modules of token generator 123. Token generator 123 
comprises random number generating module 903, which 
can be used for generating random numbers that can be used 
as authentication tokens for Voice channel authentication 
(and more generally, random number generating module 903 
may be configured to output random Strings of alphanumeric 
characters, or random binary numbers). 

FIG. 10 depicts a simplified view of an example user inter 
face 1000 that can be provided for allowing a user to control 
usage of some aspects described herein. FIG. 10 depicts that 
user interface 1000 can provide a button (virtual or physical) 
to allow a user to accept an input indicating a desire to make 
a PBX-initiated call (e.g., a call from mobile device 107 to 
PBX 118, and outbound from PBX 118 to a called party). 
Another depicted option is to allow a user to specify joining of 
a teleconference, which can responsively engage the methods 
described above to obtain and use, or use a previously 
received token over a voice channel that will be established. 
FIG. 10 also depicts that user interface 1000 can provide an 
input capability to obtain a plurality of authentication tokens 
1003, which can be stored on the device. A plurality of such 
tokens can be obtained, for example, if the user expects to be 
outside of data network coverage for a period of time, but 
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nevertheless desires to be able to use voice channel features 
that are secured by the authentication procedures described 
above. Such UI aspects also can be implemented by present 
ing a menu of options from which a selection can be made by 
providing input through a keyboard 1021, or from other avail 
able user input capabilities, such as those depicted in FIG.8. 
As can be discerned from the above description, authenti 

cation tokens can be obtained by a mobile device, over a 
more-secure data channel, for one time use in calling an end 
point over a less-secure Voice channel and authenticating to 
establish a right to use Voice services. The token issuer can 
communicate with the end point, or with another functional 
module that validates token information provided over the 
Voice channel by comparing Such provided token information 
with token information previously issued over the data chan 
nel (obtained by the mobile device, and issued by a token 
issuer). The one time token can be invalidated, such that the 
mobile device requests another token over the data channel 
for another authentication. The mobile device can be config 
ured to automatically obtain the authentication token over the 
data channel, call the appropriate end point on the Voice 
channel and module audible tones for the token over the voice 
channel, without involving a user of the device. Thus, pref 
erably, the above token-related authentication techniques are 
implemented to be transparent to a user. 

Aspects described above can be implemented as computer 
executable code modules that can be stored on computer 
readable media, readby one or more processors, and executed 
thereon. Such computer readable media can be read by such 
processors over a network, which can be implemented using 
wired and wireless network technologies. 

In addition, separate boxes or illustrated separation of 
functional elements of illustrated systems does not necessar 
ily require physical separation of Such functions, as commu 
nications between Such elements can occur by way of mes 
saging, function calls, shared memory space, and so on, 
without any such physical separation. 

For example, some functions were attributed to the PBX 
depicted and described, while other functions were attributed 
to authentication module, and other functions to an authenti 
cation token generator. However, Such functions need not be 
implemented in physically or logically separated platforms. 

Although certain disclosures were provided with respect to 
certain portions of the figures and in certain examples, the 
structures or functions disclosed therein can be used or 
adapted for use with the structures or functions disclosed with 
respect to other portions of the disclosures and figures. 
More generally, a person of ordinary skill would be able to 

adapt these disclosures to implementations of any of a variety 
of communication devices. Similarly, a person of ordinary 
skill would be able to use these disclosures to produce imple 
mentations and embodiments on different physical platforms 
or form factors without deviating from the scope of the claims 
and their equivalents. 

We claim: 
1. A method of providing Voice services, comprising: 
accepting an incoming Voice call, to establish a voice chan 

nel for the incoming Voice call, and to provide a service 
over the established voice channel; 

obtaining call-identifying information from the Voice 
channel for the accepted Voice call; 

matching at least a portion of the call-identifying informa 
tion to stored identification information for an authori 
Zable device; 

responsive to receiving an indication, determined to be 
from the authorizable device, that it initiated the incom 
ing Voice call, providing the Voice service over the Voice 
channel; 

accepting a plurality of incoming Voice calls; 
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12 
attempting to obtain call-identifying information for each 

accepted Voice call; 
if any of the accepted voice calls had (1) call-identifying 

information that matched to the stored identification 
information for the authorizable device, (2) failed to 
match any stored identification information, or (3) for 
which no call-identifying information was obtained, 
then 
maintaining each of those incoming calls in a parked 

State, 
requesting, over data channels of devices initiating those 

calls, that each device send an authentication token 
over its Voice channel, 

for each authentication token received, determining 
whether Such authentication token matches an 
authentication token previously provided to the 
authorizable device, and 

providing the service over the voice channel from which 
the matching authentication token was received. 

2. The method of claim 1, wherein the receiving of the 
indication comprises receiving an authentication token over 
the Voice channel, and further comprising determining that 
the authentication token is valid prior to providing the Voice 
service. 

3. The method of claim 2, wherein the authentication token 
is received over the Voice channel, in absence of a currently 
operable data channel. 

4. The method of claim 2, wherein the authentication token 
is received over the Voice channel, responsive to failing to 
uniquely identify a single incoming Voice call for which 
call-identifying information matches stored identification 
information for the authorizable device. 

5. The method of claim 1, wherein the receiving of the 
indication comprises securely receiving a message over a data 
channel to the authorizable device. 

6. The method of claim 1, further comprising denying the 
voice service if there multiple voice channels presented the 
matching authentication token. 

7. The method of claim 6, wherein if there the call-identi 
fying information failed to match stored identification infor 
mation, and another voice call was accepted, for which call 
identifying information was obtained, and was matched to 
stored identifying information, requesting that each matched 
device provide an authentication token over their voice chan 
nels. 

8. A method for implementation on a mobile communica 
tion device, comprising: 

placing an outgoing Voice call over a voice channel to a 
remote entity; 

after detecting that the Voice call was answered, providing 
a message over a data channel established with that 
remote entity, the message indicating to the remote 
entity that the mobile communication device placed the 
voice call over the voice channel; 

accepting a plurality of incoming Voice calls; 
attempting to obtain call-identifying information for each 

accepted Voice call; 
if any of the accepted voice calls had (1) call-identifying 

information that matched to the stored identification 
information for the authorizable device, (2) failed to 
match any stored identification information, or (3) for 
which no call-identifying information was obtained, 
then 
maintaining each of those incoming calls in a parked 

State, 
requesting, over data channels of devices initiating those 

calls, that each device send an authentication token 
over its Voice channel, 
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for each authentication token received, determining 
whether Such authentication token matches an 
authentication token previously provided to the 
authorizable device, and 

providing the service over the voice channel from which 
the matching authentication token was received. 

9. A mobile communications device, comprising: 
a data network interface; 
a voice network interface; 

a processing module coupled with the Voice network 
interface and with the data network interface, oper 
able to 
initiate a voice call, over the voice network interface, 

and 
send a call connected message, over the data network 

interface, after the call has been answered; 
accept a plurality of incoming Voice calls; 
attempt to obtain call-identifying information for each 

accepted Voice call; 
if any of the accepted voice calls had (1) call-identifying 

information that matched to the stored identification 
information for the authorizable device, (2) failed to 
match any stored identification information, or (3) for 
which no call-identifying information was obtained, 
then 
maintain each of those incoming calls in a parked 

State, 
request, over data channels of devices initiating those 

calls, that each device send an authentication token 
over its Voice channel, 

for each authentication token received, determine 
whether Such authentication token matches an 
authentication token previously provided to the 
authorizable device, and 

provide the service over the voice channel from which 
the matching authentication token was received. 

10. The mobile communications device of claim 9, wherein 
the processing module is further operable to receive, over the 
data network interface, a command to initiate the Voice call 
and responsively to initiate the Voice call. 

11. The mobile communications device of claim 9, wherein 
the command is accompanied by an authentication token, and 
the processing module is further operable to present the 
authentication token as a series of audible tones, over the 
Voice network interface, responsive to determining that a call 
complete message has not been received within a time period. 

12. The mobile communications device of claim 9, wherein 
the processing module is further operable to cause an authen 
tication token to be presented as a series of audible tones, over 
the Voice network interface, responsive to receiving a com 
mand, over the data network interface. 

13. The mobile communications device of claim 9, wherein 
the processing module is further operable to receive, from a 
user interface, an indication to initiate the Voice call. 

14. The mobile communications device of claim 9, wherein 
the processing module is further operable to request the 
authentication token, over the data network interface, from a 
server for initiating the voice call. 

15. The mobile communications device of claim 9, wherein 
the processing module is further operable to wait to receive a 
response indicating Voice call acceptance, after provision of 
the call connected message with the authentication token, and 
if the response indicating Voice call acceptance is not received 
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within a period of time, then the processing module is further 
operable to provide the authentication token as audible tones 
on the voice call. 

16. A system for selectively granting access to Voice Ser 
vices by mobile devices, comprising: 

a data network interface; 
a voice call receiver coupled with a voice grade network; 

and 
one or more processing modules for; 
accepting a plurality of incoming Voice calls; 
attempting to obtain call-identifying information for each 

accepted Voice call; 
if any of the accepted voice calls had (1) call-identifying 

information that matched to the stored identification 
information for the authorizable device, (2) failed to 
match any stored identification information, or (3) for 
which no call-identifying information was obtained, 
then 
maintaining each of those incoming calls in a parked 

State, 
requesting, over data channels of devices initiating those 

calls, that each device send an authentication token 
over its Voice channel, 

for each authentication token received, determining 
whether Such authentication token matches an 
authentication token previously provided to the 
authorizable device, and 

providing the service over the voice channel from which 
the matching authentication token was received. 

17. The system of claim 16, wherein the one or more 
processing modules are further configured to send a connec 
tion complete message upon authorization of access. 

18. A method of authorizing mobile devices to receive 
Voice Services, comprising: 

communicating with mobile devices over data channels 
that also authenticate each mobile device to a provider of 
Voice services; 

accepting incoming Voice calls at a server of the Voice 
services provider, 

concurrently with the communication over the secure data 
channels, wherein the incoming Voice calls may origi 
nate from any of the mobile devices or from other 
devices; 

collecting calling-party identifiers from the incoming 
Voice calls; 

if any of the accepted incoming Voice calls had (1) calling 
party identifiers that matched to stored identification 
information for the respective authorized device or (2) 
failed to match any stored identification information, 
then 

maintaining each of those incoming calls in a parked State, 
requesting, over data channels of devices initiating those 

calls, that each calling device send an authentication 
token over its Voice channel, 

for each authentication token received, determining 
whether Such authentication token matches an authenti 
cation token previously provided to the calling device, 
and 

providing the service over the voice channel from which 
the matching authentication token was received. 

19. The method of claim 18, further comprising denying 
the voice service if there were multiple voice channels pre 
sented the matching authentication token. 

k k k k k 
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