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BLUETOOTH ASSISTED COOPERATIVE WIFI SCAN AND ROAM

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a PCT International Application of U.S. Non-
Provisional Patent Application No. 14/490,156 filed September 18, 2014, which, in turn,
claims the benefit of and priority to U.S. Provisional Application No. 62/048,990 filed
September 11, 2014. The entire disclosures of the above applications are incorporated
herein by reference.

FIELD

[0002] The present disclosure generally relates to systems and methods for

Bluetooth assisted cooperative WiFi scan and roam.
BACKGROUND

[0003] This section provides background information related to the present
disclosure which is not necessarily prior art.

[0004] Bluetooth is a wireless technology standard that may be used to
transfer data over short distances using radio waves in the ISM (Industrial Scientific and
Medical) band from 2.4 Gigahertz (GHz) to 2.485 GHz. Bluetooth low energy (BLE)
(e.g., Bluetooth Smart) is a related technology for providing communications with
reduced power consumption.

[0005] Separately, wireless networks (e.g., WiFi) may be deployed in
locations and may have more than one wireless network access point (AP). Client WiFi
modules may evaluate and track signals from APs in order to find the best AP to choose
when it is time for the client WiFi module to roam.

SUMMARY

[0006] This section provides a general summary of the disclosure, and is not
a comprehensive disclosure of its full scope or all of its features.

[0007] According to various aspects, exemplary embodiments are disclosed
of systems and methods related to Bluetooth assisted cooperative scan and roam for
wireless (e.g., WiFi) networks. In an exemplary embodiment, a cooperative scan and
roam Bluetooth system generally includes one or more Bluetooth nodes having a stored
node roam table. The one or more Bluetooth nodes are configured to transmit node
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roam table data including information related to potential access points of one or more
wireless networks to one or more client devices. This allows the one or more client
devices to update their stored client roam tables based on the transmitted node roam
table data.

[0008] In another exemplary embodiment, a method of providing cooperative
roaming for one or more client devices in a wireless network is disclosed. The method
generally includes positioning one or more Bluetooth nodes in one or more wireless
networks, each Bluetooth node having a stored node roam table and configured to
transmit node roam table data including information related to potential access points of
one or more wireless networks to one or more client devices. This allows the one or
more client devices to update their stored client roam tables based on the transmitted
node roam table data.

[0009] In a further exemplary embodiment, a method of cooperative roaming
in a wireless network is disclosed. The method generally includes receiving, at a
Bluetooth node having a stored node roam table, client roam table data from a first
client device. The client roam table data includes information relative to one or more
potential access points of the wireless network. The method also includes updating the
stored node roam table based on the received client roam table data, and transmitting
the updated node roam table data to a second client device. This allows the second
client device to update its stored client roam table.

[0010] Further areas of applicability will become apparent from the description
provided herein. The description and specific examples in this summary are intended for
purposes of illustration only and are not intended to limit the scope of the present
disclosure.

DRAWINGS

[0011] The drawings described herein are for illustrative purposes only of
selected embodiments and not all possible implementations, and are not intended to
limit the scope of the present disclosure.

[0012] FIG. 1A is an example roam table according to one aspect of the
present disclosure;
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[0013] FIG. 1B is another example roam table according to another aspect of
the present disclosure;

[0014] FIG. 2 is yet another example roam table according to another aspect
of the present disclosure;

[0015] FIG. 3 is an example transmission of roam table data according to
another aspect of the present disclosure;

[0016] FIG. 4 is an example client module having WiFi and Bluetooth
connectivity;

[0017] FIG. 5 is a flowchart of an example method of updating a shared roam
table;

[0018] FIG. 6 is a flowchart of an example method of using a shared roam
table;

[0019] FIG. 7 is a diagram of an example Bluetooth assisted cooperative scan
and roam system according to another aspect of the present disclosure; and

[0020] FIG. 8 is a diagram of another example Bluetooth assisted cooperative
scan and roam system according to another aspect of the present disclosure.

DETAILED DESCRIPTION

[0021] Example embodiments will now be described more fully with reference
to the accompanying drawings.

[0022] WiFi roaming (broadly, wireless network roaming) may involve a client
WiFi device performing all roaming evaluation. The client device may periodically drop
off of an access point (AP) of a wireless network (e.g., a WiFi network, wireless local
area network (WLAN), efc.) and scan a set of relevant channels of the network. The
client device takes the AP beacons it hears and performs an evaluation algorithm. If the
client device deems the AP suitable, it may be pushed into a roam table. When the
client device is performing the off-channel listening it may be unable to send or receive
data from the AP to which the client device is supposed to be connected.

[0023] When the client device starts to get a marginal signal strength from the
AP it is connected to, the client device may attempt to disconnect from the AP and try to
connect to a better AP as determined from its roam table. This may be referred to as a
roam. If the client device is unable to find a suitable entry in its roam table and the
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signal strength of the AP to which the client device is connected drops too far to
continue passing data, the client device may go into an active scan state where the
client device begins sending probe requests across all channels in an effort to find a
usable AP. If the client device gets a good enough response from an appropriate AP,
the client device may roam to that appropriate or usable AP.

[0024] Disclosed herein are exemplary embodiments systems and methods
related to or including cooperative scanning and roaming in a wireless network, using
Bluetooth communications. In one example embodiment, one or more Bluetooth nodes
are configured to transmit node roam table information to one or more client devices
having a stored client roam table and connected to at least one of multiple access
points of a wireless network, thereby allowing the one or more client devices to update
their stored client roam tables based on the transmitted node roam table information.
The Bluetooth nodes may have a stored node roam table including information related
to potential access points (APs) of one or more wireless networks, and may be
configured to transmit node roam table data to one or more client devices having a
stored client roam table.

[0025] In some example embodiments, one or more Bluetooth nodes include
a stored UUID (universally unique identifier) that may be a reference (e.g., a Bluetooth
identifier reference) to a node roam table including information related to potential
access points (APs) of one or more wireless networks. The referenced node roam table
may be stored on a server accessible via an existing connection, a reference to a cache
in a wireless device consisting of many roam tables, etc. The one or more Bluetooth
nodes may be configured to transmit references to the node roam table data (e.g., a
UUID) to one or more client wireless devices having a stored client roam table, thereby
allowing the one or more client devices to update their stored client roam table(s) based
on the data from the server, in the client device stored cache, etc. For example, the
Bluetooth nodes may use small advert packets to convey information, with the Bluetooth
nodes only having UUIDs stored, and the UUIDs are used as keys for lookup in a
central database.

[0026] Some example embodiments may utilize Bluetooth low energy (BLE)
modules to enhance scan and roam features of a client WiFi device. The client WiFi
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device may include an integrated BLE radio, which can be used to scan for BLE
beacons. The client WiFi devices may send their scan/roam tables to the BLE beacon
modules, to a server which stores the updated roam tables, etc., thereby allowing other
client WiFi devices to retrieve the information. In this manner, client WiFi devices may
share their scan/roam table data based on location and cooperatively minimize (or at
least reduce) the time necessary for each individual client WiFi device to keep its table
up to date. Some embodiments may increase average throughput and opportunities for
power-saving sleep time at the client WiFi devices by reducing the amount of passive
scanning each client WiFi device must perform. Storing updated client roam tables at a
server may result in a dynamic system in which a roaming table analyzer, algorithm, etc.
can be used on the server to detect trends, make adjustments by learning, etc. A
learning algorithm may be a neural network algorithm.

[0027] Some of the example embodiments described herein may include BLE
beacons that give location information including details about access points in a
wireless network. This location information may be used by client WiFi devices having a
BLE module by integrating the location information into an algorithm to evaluate the
best AP to switch to at any given location. This may allow for more accurate, robust,
and quicker roaming given the location information supplied over the BLE channel.

[0028] As another example embodiment, one or more BLE beacons may be
distributed in a wireless network, with each beacon programmed to broadcast a 16 byte
UUID (which will be different for each beacon). The beacon will also broadcast (e.g., in
the same payload as the UUID) a constant RSSI value which may correspond to the
value a client WiFi device receiver would get when positioned a set distance from the
beacon (e.g., about 2 yards). The beacon may continuously broadcast this payload
information. A receiving device (e.g., client WiFi device) may include a BLE receiver for
receiving broadcast adverts from the one or more BLE beacons. The receiving device
may be assumed to be associated with at least one WiFi access point of the wireless
network, and may therefore have access to information in an Internet cloud (e.g., a
server coupled to the wireless network via the Internet, efc.). The receiving device may
use the broadcast UUIDs, calibrated RSSI values, received BLE beacon RSSI values,

received access point RSSI values, efe. to query a server for information indicative of
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the best access point for the receiving device to be connected to. The server may be
updated with roaming table information by the receiving WiFi device so that the roaming
table information is kept current. The server may use this received updated roaming
table information to learn and feedback to the WiFi device information about the best
access point to be connected to in the vicinity of the location of the WiFi device. Some
WiFi devices may be able to cache the suggestions provided by the server in the local
memory of the WiFi device to be used later to make quicker decisions in the event of
disconnection from the server. This may allow for easier commissioning of a site by only
requiring strategically fixing BLE nodes liberally around a wireless network site, and
using a specially adapted WiFi device to register the BLE nodes with the server.

[0029] With reference to the figures, FIG. 1 illustrates an example roam table
100 according to some aspects of the present disclosure. A client WiFi device (e.g.,
laptop computer, desktop computer, tablet computer, smartphone, WiFi enabled
equipment, efc.) may periodically scan a set of channels that determine how many
different potential instances (e.g., access points, etc.) of a given WiFi network
identification or service set identification (SSID) exist. For each potential instance or
basic service set identification (BSSID) found that matches the SSID, the received
signal strength indicator (RSSI) and its channel may be saved into the roaming
candidate table 100. The time in which the BSSID was last seen may also be saved.
Other measures can be calculated and saved for each BSSID, including the derivative
of the current RSSI (dRSSI in table 100), previous RSSIs, etc. From this roam table
100, a preference value for each BSSID may be calculated to determine the optimal
roam candidate. Therefore, when the client needs to roam, the client can try the
candidate with the highest preference value in the table 100.

[0030] The client WiFi device uses the roam table 100 when the BSSID it is
currently connected to has its RSSI drop below a certain programmed or predetermined
threshold (e.g., -75, -80, -85, etc.). Once this occurs, the client WiFi device may attempt
to roam if the client WiFi device has a valid roam table candidate. If the client WiFi
device can’t connect to a roam table candidate (or doesn’t have a valid roam table
candidate in its table), the client WiFi device may scan and update the roam table 100
and use the preference values to determine if a better BSSID exists. If one does, the



WO 2016/040428 PCT/US2015/049105

client WiFi device will attempt to roam to that BSSID. If one does not exist, the client
WiFi device may scan more frequently until a better BSSID is found or the current
BSSID’s RSSI improves and it is above the programmed threshold. Although FIG. 1
illustrates certain parameters as stored in the roam table 100, other embodiments may
have more, less, and/or different parameters corresponding to an AP.

[0031] Additionally, or alternatively, the example roam table 100 may include
a BLE node UUID and a corresponding RSSI value as illustrated in FIG. 1B. The roam
table 100 may include one or more rows each containing at least two fields. A first field
(BLE Node UUID) contains a UUID as advertised by a BLE node and the RSSI as seen
by the BLE receiver in a client WiFi device. There may be one row for each BLE node
visible by the client WiFi device. Then, based on the RSSI values for the BLE nodes, an
estimate can be made about the location of the WiFi device to determine a roaming
table to use.

[0032] FIG. 2 illustrates another example roam/scan table 200 according to
some aspects of the present disclosure. As wireless network signals are received by a
client WiFi device (e.g., an 802.11 a/b/g/n device, efc.), a signal may be processed and
the RSSI of the signal determined, which may indicate how strong or weak the signal is.
The determination of RSSI may be performed patrtially by an internal radio circuitry of an
802.11 chip, which may provide raw metrics, partially by firmware in the chip that
processes the metrics to determine the RSSI value, efc. Each received packet may
have an RSSI value evaluated.

[0033] When the client WiFi device goes off channel for a scan to update the
roam table 200, the client WiFi device may listen for beacons from other nearby APs.
For any APs for which the client WiFi device hears a beacon, the client WiFi device may
evaluate if the AP is one that the client WiFi device could roam to (e.g., has the same
SSID so it can stay in the same network, efc.). If the AP is a valid roam candidate, it
may be stored in the roam table 200 along with calculated RSSI values for the AP.
When the client WiFi device begins to receive a marginal signal strength (e.g., low
RSSI) from the AP to which it is connected, the client WiFi device may try to disconnect
from that AP and try to connect to a better AP as determined from the RSSI and the

RSSIdt values in its roam table 200. If successful, this may be referred to as a roam.
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[0034] As shown in FIG. 2, the example roam table 200 may include an entry
number, a roam utility indicating the quality of the AP for roaming to, a BSSID indicating
the media access control (MAC) address of the AP, an RSSI indicating the most recent
signal strength of the AP, a derivative of the RSSI (rssidt) indicating the rate of change
of the RSSI to show whether the signal is getting stronger or weaker, a most recent
RSSI value (last rssi), a utility measurement (util), a bias parameter, a column indicating
whether the row information was obtained from the client WiFi device or a Bluetooth
node (from), efc. Although FIG. 2 illustrates certain roam table parameters, other
embodiments may include more, less, and/or different parameters corresponding to an
AP.

[0035] The example roam/scan tables 100 and 200 may be stored in a client
WiFi device, a Bluetooth node, a server on the network, efc. using any suitable
implementation, including a table stored in memory of the device and/or node (e.g., in
random access memory (RAM), read-only memory (ROM)), preprogrammed on a chip
of the device and/or node, efc.).

[0036] According to some aspects of the present disclosure, a client WiFi
device may gather roam table information via a passive scan, active scan, efc. and
transmit at least some of the roam table data over Bluetooth communication to a
Bluetooth node (e.g., a BLE beacon device). The Bluetooth node may store the
received dynamic roam table data and retransmit the data on request (e.g., via a
temporary connection between the Bluetooth node and the client WiFi device), efc. For
example, a BLE beacon may only be capable of sending about 31 bytes in total any
may not be capable of sending the dynamic roam table data via a broadcasted advert,
but a Bluetooth node may send the information via a temporary connection. When other
client WiFi devices (e.g., 802.11 and BLE nodes, etfc.) move into the range of the
Bluetooth node that is storing the roam table data, the client WiFi device can listen to
the roam table data from the Bluetooth node and merge the data into the roam table of
the client WiFi device. Alternatively, or in addition, client WiFi devices may obtain this
information from a server if Bluetooth nodes (e.g., Bluetooth beacons) advertise
references during a broadcast advert. This cooperative dynamic scan and roam may
allow client WiFi devices to spend less time off-channel doing scans to maintain their
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roam tables, thereby reducing roam scans significantly while still maintaining up to date
roam tables.

[0037] FIG. 3 illustrates an example packet 300 from a Bluetooth node
including roam table data (e.g., during a temporary connection between the Bluetooth
node and a client WiFi device). The example packet 300 may include a list of SSIDs
that have been detected in the wireless network area (e.g., a list of potential access
points, efc.). In some embodiments, the SSID can be referenced by a Network ID which
can be a single nibble or byte. A client WiFi device may then use a look up table (LUT)
to determine what SSID the Network ID corresponds to. For each SSID and/or Network
ID, the number of BSSIDs (e.g., access points, efc.) and a list of those BSSIDs may
follow. Each BSSID may have its own respective channel and a link quality (LQ) metric
after it. The last two bytes only may be used to limit the space needed for each BSSID.
The channel and LQ metric could only use one byte each. In other embodiments, more,
less, and/or different parameters may be included in the packet 300, and each
parameter may occupy more or less bytes, nibbles, etc. in the packet 300.

[0038] The LQ metric may be determined based on any suitable approach,
and may depend on whether the BLE beacon includes and/or is coupled to a WiFi
module (e.g., wireless receiver, wireless network client, etc.). If the Bluetooth node
includes a WiFi module, the WiFi module can scan and/or attempt connection with
access points to determine the LQ metric. If the BLE beacon does not include a WiFi
module, other client WiFi devices in the wireless network area can send their own roam
table data to the Bluetooth node, including which network the client WiFi device is
connected to. The Bluetooth node can then update the stored node roam table and
calculate an LQ metric for each access point based on the received client roam table
data. Alternatively, or in addition, a Bluetooth node may be manually provisioned with a
full list of SSIDs and BSSIDs when it is installed. For example, a technician with
information about the wireless networks and available access points in the area may
input roam table data and/or LQ metric information to a Bluetooth node when it is
installed in the network area. Alternatively, or additionally, a technician may update a
server with information about the wireless networks and available access points (e.g., if
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the BLE beacon sends references to the server information during a broadcast advert,
etc.)

[0039] As described above, a Bluetooth beacon (or other Bluetooth
communication module) may store node roam table information at the Bluetooth beacon
and transmit the stored note roam table data to client devices (e.g., over a Bluetooth
connection). The transmitted node roam table may include any suitable information
corresponding to wireless networks, access points, signal strength, efc., and may
include at least one of a network identifier, a channel corresponding to a potential
access point, a link quality metric corresponding to a potential access point, etc. The
link quality metric may indicate a roam quality of the corresponding potential access
point.

[0040] FIG. 4 illustrates an example client WiFi device 400. The client WiFi
device 400 may include a WiFi module 402 (e.g., a wireless network adapter, wireless
receiver, 802.11 device, etc.). The WiFi module 402 may include a WiFi antenna 404
configured to transmit and/or receive wireless network communication signals. The
device 400 may also include a Bluetooth node 406, which may comprise any suitable
Bluetooth instance, including a Bluetooth chipset, device, module, beacon, efc. The
Bluetooth node 406 may include a Bluetooth antenna 408 configured to communicate
using any Bluetooth protocol (e.g., Bluetooth 4.0, Bluetooth 4.1, Bluetooth low energy
(BLE), etc.). Although not shown, Bluetooth nodes deployed in the network to provide
node roam table data to client WiFi devices 400 may comprise any suitable Bluetooth
node as described above, and may communicate using any suitable Bluetooth protocol
as describe above. For example, each Bluetooth node deployed in the wireless network
and configured to provide node roam table data to client WiFi devices may comprise a
BLE beacon.

[0041] The client WiFi device 400 may further include a processor 410 and
memory 412 (e.g., flash memory, random access memory (RAM), etc.). The processor
410 may be configured to operate the client WiFi device, including transmitting and
receiving wireless network and Bluetooth communication signals, scanning for access
points, updating the stored client roam table data, etc. The memory 412 may be

configured to store client roam table data, which may include example parameters
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described relative to example tables 100 and 200, a roam utility indicative of the roam
quality of an access point, a media control access of the access point, a signal strength
of the access point, a rate of change of the signal strength of the access point, a
previous signal strength value of the access point, a location of origin of client roam
table data (e.g., from a BLE beacon deployed in the network, from the client WiFi device
400 itself, efc.), etc. In some embodiments, the client WiFi device 400 may comprise a
computing device, including a desktop computer, a laptop computer, a tablet computer,
a smartphone, a wireless network adapter, a WiFi enabled device (e.g., a WiFi
equipped medical device), a WiFi equipped vehicle, etc.

[0042] According to some example embodiments, the client WiFi device 400
receiving node roam table data from a Bluetooth node, a server using a UUID from a
BLE beacon as a lookup index, etc. may search the beacon packets for the SSID (or
network ID corresponding to the SSID) the client WiFi device 400 is connected to. The
client WiFi device 400 may then take each BSSID (e.g., access point, efc.) and either
add the entry to its own client roam table or, if the BSSID is already in the client roam
table, recalculate the preference value based on the LQ metric received from the BLE
beacon. In some cases, the client WiFi device 400 could rely almost completely on the
BLE beacon information to build its client roam table and only do a quick verification
scan on one or two (or more) channels before performing a roam operation. This may
allow higher throughput for the client WiFi device 400 and potentially faster roaming.

[0043] FIG. 5 illustrates an example flow chart for updating a client roam
table. At 502, the client WiFi device receives node roam table data from a Bluetooth
node, a server via a lookup reference based on a BLE beacon, etc. At 504, the client
device stores the received roam table data in the client roam table. At 506, the client
device performs a roam scan for access points in the wireless network. At 508, the
client device compares the results of the roam scan with the received node roam table
data. If the roam scan results are not substantially different from the received node
roam table data, the client device completes the process and waits to receive the next
transmission of node roam table data from the Bluetooth node. If the roam scan results
are substantially different, at 510 the client device may transmit the roam scan result

data to the Bluetooth node (and optionally update the stored client roam table data with
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the roam scan results). Upon receiving the scan result data, the Bluetooth node may
update its own stored node roam table based on the received data.

[0044] FIG. 6 illustrates an example flow chart for using received node roam
table data and stored client roam table data. At 602, the client WiFi device receives
node roam table data from a Bluetooth node, a server via a lookup reference based on
a BLE beacon, etc. At 604, the client device stores the received node roam table data in
the client roam table. At 606, the client device determines a need to perform a roam
operation if the signal strength of the access point the client device is currently
connected to drops below a threshold. At 608, the client device performs a roam
operation based on the node roam table data received from the Bluetooth node. At 610,
the client device determines whether the roam operation was successful (e.g., whether
the client device was able to connect to an access point having a suitable signal
strength, based on the received node table data, etc.). If the client device roam
operation was successful, the client device completes the roam operation and may wait
to receive additional node roam table data from the Bluetooth node. If the roam
operation was not successful, the client device performs a normal roam at 612 (e.g.,
passively and/or actively scans for additional access points to connect to, which may
include updating its own stored client roam table based on the scan results, efc.).

[0045] FIG. 7 illustrates an example system 700 for cooperative Bluetooth
assisted scan and roam in a wireless network. The system 700 includes two access
points AP1 and AP2, two client WiFi devices WB1 and WB2, and a Bluetooth node BLE.
At point 1, client device WB1 is connected to access point AP1. At point 2, client device
WB2 detects access point AP2 during a scan operation. Client device WB2 may then
add access point AP2 to the client roam table of client device WB2. At point 3, client
device WB2 sends its client roam table data (including data recently acquired during its
scan for access point AP2) to Bluetooth node BLE. Bluetooth node BLE stores the client
roam table data received from client device WB2, including the roam table data
regarding access point AP2.

[0046] At point 4, client device WB1 moves toward Bluetooth node BLE, and
when it is within a proximity distance threshold, receives the stored node roam table
data (including data corresponding to access point AP2) while it is busy passing data to

12
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access point AP1. At point 5, client device WB1 moves farther from access point AP1,
determines the signal from access point AP1 is weak, and determines it could receive a
better connection from access point AP2 (based on the node roam table data received
from Bluetooth node BLE). Client device WB2 may then attempt to roam to access point
AP2. In this example, client device WB2 cooperates with client device WB1 via
Bluetooth node BLE, but passing roam table data to client device WB1 via the Bluetooth
node BLE. The cooperative roam table process allows client device WB1 to learn of
access point AP2 before it has to perform its own scan and roam of the whole wireless
network.

[0047] FIG. 8 illustrates an example Bluetooth cooperative scan and roam
system 800, according to another example embodiment of the present disclosure. In the
system 800, roaming tables may be stored in one or more databases 802, which may
be located in memory on an Internet cloud storage system 804, a server, efc.

[0048] As shown in FIG. 8, a wireless network may have access points AP1-
AP3 distributed at fixed locations in the network. The wireless network also has
Bluetooth beacons BT1-BT3 (e.g., BLE beacons) distributed at fixed locations in the
network. Each Bluetooth beacon BT1-BT3 has a unique UUID associated with the
respective beacon, and may be configured to broadcast its UUID along with an RSSI
value a client device would receive when positioned a fixed distance from the Bluetooth
beacon.

[0049] Client devices WB1-WB3 are distributed in the wireless network and
capable of connecting to the wireless network via access points AP1-AP3. Client
devices WB1-WB3 may store client roam table data corresponding to signal strengths of
the potential access points AP1-AP3 in the wireless network, which may change based
on the location of the client devices WB1-WBS3.

[0050] The client devices WB1-WB3 may also be configured to receive
broadcast signals from the Bluetooth beacons BT1-BT3. The client devices may then
use the received broadcast information and communicate with database(s) 802 to
receive roam table information. For example, database(s) 802 and/or client devices
WB1-WB3 may include a lookup for each UUID corresponding to each Bluetooth
beacon BT1-BT3. Based on RSSI value(s) from one or more of the Bluetooth beacons
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BT1-BT3, a client device and/or the database(s) 802 may be able to determine a
location of the client device in the network, and thereby determine the best access point
for the client device to connect to.

[0051] For example, client device WB1 may receive stronger RSSI values
from Bluetooth beacon BT1 than from Bluetooth beacons BT2 or BT3 (e.g., the RSSI
value from BT1 may be the highest, the RSSI value from BT1 may more closely
correspond to the broadcast RSSI from BT1 as compared to the differences for BT2 and
BT3, etc.). Based on the UUID lookup, the client device WB1 can then communicate
with the database(s) 802, which determines that the client device WB1 is closest to
access point AP1, and instructs the client device WB1 that the best access point to
connect to would be access point AP1.

[0052] Thus, each client device WB1-WB3 may transmit any suitable
information to the database(s) 802 including RSSI values from access points AP1-AP3,
RSSI values for the broadcast signals from Bluetooth beacons BT1-BT3, UUIDs from
Bluetooth beacons BT1-BT3, RSSI values included in the broadcasts from Bluetooth
beacons BT1-BT3, efc. This information may be used by the client devices WB1-WB3
and/or the database(s) 802 to update stored roaming tables at the database(s) 802
and/or the client devices WB1-WB3. Although FIG. 8 illustrates three access points,
three client devices, three Bluetooth beacons, and two databases, other embodiments
may include more or less of each component.

[0053] An exemplary embodiment of a method for providing cooperative
roaming for one or more client devices in a wireless network includes positioning one or
more Bluetooth nodes in one or more wireless networks. Each Bluetooth node has a
stored node roam table and is configured to transmit node roam table data including
information related to potential access points of one or more wireless networks to one or
more client devices. Alternatively, or in addition, the Bluetooth node (e.g., BLE beacon)
may broadcast a unique UUID which may be used as a lookup to locate the roam table
information on a server. This allows the one or more client devices to update their
stored client roam tables based on the transmitted node roam table data. The method
may also include positioning one or more of the client devices within a range of

communication with the one or more Bluetooth nodes and the one or more access
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points of the one or more wireless networks. The one or more client devices may each
have a stored client roam table and may be configured to receive node roam table data
from the one or more Bluetooth nodes and store the received node roam table data in
their stored client roam tables.

[0054] A further exemplary embodiment includes a method of cooperative
roaming in a wireless network. In this example, the method includes receiving, at a
Bluetooth node having a stored node roam table, client roam table data from a first
client device. The client roam table data includes information relative to one or more
potential access points of the wireless network. Also in this example, the method also
includes updating the stored node roam table based on the received client roam table
data, and transmitting the updated node roam table data to a second client device. This
allows the second client device to update its stored client roam table.

[0055] The method may further include receiving, at the second client device,
the updated node roam table data from the Bluetooth node, storing the received node
roam table data in the client roam table of the second client device, scanning, at the
second client device, for additional access points in the one or more wireless networks,
and when the scan result data is different from the received roam table data,
transmitting the scan result data to the Bluetooth node. When the scan result data is not
different from the received roam table data, the method may include receiving additional
node roam table data from the Bluetooth node.

[0056] Example embodiments are provided so that this disclosure will be
thorough, and will fully convey the scope to those who are skilled in the art. Numerous
specific details are set forth such as examples of specific components, devices, and
methods, to provide a thorough understanding of embodiments of the present
disclosure. It will be apparent to those skilled in the art that specific details need not be
employed, that example embodiments may be embodied in many different forms, and
that neither should be construed to limit the scope of the disclosure. In some example
embodiments, well-known processes, well-known device structures, and well-known
technologies are not described in detail. In addition, advantages and improvements that
may be achieved with one or more exemplary embodiments of the present disclosure
are provided for purposes of illustration only and do not limit the scope of the present
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disclosure, as exemplary embodiments disclosed herein may provide all or none of the
above mentioned advantages and improvements and still fall within the scope of the
present disclosure.

[0057] Specific dimensions, specific materials, and/or specific shapes
disclosed herein are example in nature and do not limit the scope of the present
disclosure. The disclosure herein of particular values and particular ranges of values for
given parameters are not exclusive of other values and ranges of values that may be
useful in one or more of the examples disclosed herein. Moreover, it is envisioned that
any two particular values for a specific parameter stated herein may define the
endpoints of a range of values that may be suitable for the given parameter (i.e., the
disclosure of a first value and a second value for a given parameter can be interpreted
as disclosing that any value between the first and second values could also be
employed for the given parameter). For example, if Parameter X is exemplified herein to
have value A and also exemplified to have value Z, it is envisioned that parameter X
may have a range of values from about A to about Z. Similarly, it is envisioned that
disclosure of two or more ranges of values for a parameter (whether such ranges are
nested, overlapping or distinct) subsume all possible combination of ranges for the
value that might be claimed using endpoints of the disclosed ranges. For example, if
parameter X is exemplified herein to have values in the range of 1 —10,0r2 -9, or 3 —
8, it is also envisioned that Parameter X may have other ranges of values including 1 —
9,1-8,1-3,1-2,2-10,2-8,2-3,3-10,and 3 -9.

[0058] The terminology used herein is for the purpose of describing particular
example embodiments only and is not intended to be limiting. As used herein, the

singular forms “a,” “an,” and “the” may be intended to include the plural forms as well,

unless the context clearly indicates otherwise. The terms “comprises,” “comprising,”
“‘including,” and “having,” are inclusive and therefore specify the presence of stated
features, integers, steps, operations, elements, and/or components, but do not preclude
the presence or addition of one or more other features, integers, steps, operations,
elements, components, and/or groups thereof. The method steps, processes, and
operations described herein are not to be construed as necessarily requiring their

performance in the particular order discussed or illustrated, unless specifically identified
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as an order of performance. It is also to be understood that additional or alternative
steps may be employed.

[0059] When an element or layer is referred to as being “on,” “engaged to,”
“connected to,” or “coupled to” another element or layer, it may be directly on, engaged,
connected or coupled to the other element or layer, or intervening elements or layers
may be present. In contrast, when an element is referred to as being “directly on,”

“directly engaged to,” “directly connected to,” or “directly coupled to” another element or
layer, there may be no intervening elements or layers present. Other words used to
describe the relationship between elements should be interpreted in a like fashion (e.g.,

‘between” versus “directly between,” “adjacent” versus “directly adjacent,” etc.). As used
herein, the term “and/or” includes any and all combinations of one or more of the
associated listed items.

[0060] Although the terms first, second, third, etc. may be used herein to
describe various elements, components, regions, layers and/or sections, these
elements, components, regions, layers and/or sections should not be limited by these
terms. These terms may be only used to distinguish one element, component, region,

layer or section from another region, layer or section. Terms such as “first,” “second,”
and other numerical terms when used herein do not imply a sequence or order unless
clearly indicated by the context. Thus, a first element, component, region, layer or
section could be termed a second element, component, region, layer or section without
departing from the teachings of the example embodiments.

[0061] The foregoing description of the embodiments has been provided for
purposes of illustration and description. It is not intended to be exhaustive or to limit the
disclosure. Individual elements, intended or stated uses, or features of a particular
embodiment are generally not limited to that particular embodiment, but, where
applicable, are interchangeable and can be used in a selected embodiment, even if not
specifically shown or described. The same may also be varied in many ways. Such
variations are not to be regarded as a departure from the disclosure, and all such

modifications are intended to be included within the scope of the disclosure.
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CLAIMS
WHAT IS CLAIMED IS:

1. A cooperative scan and roam Bluetooth system comprising:

one or more Bluetooth nodes configured to transmit node roam table data and/or
a universally unique identifier (UUID) to one or more client devices having a stored
client roam table and connected to at least one of multiple access points of a wireless
network, thereby allowing the one or more client devices to update their stored client
roam tables based on the node roam table data and/or roam table information obtained
from a server and/or a cache including multiple roam tables, based on the UUID.

2. The system of claim 1, wherein the transmitted node roam table data
includes at least one of a network identifier, a list of potential access points
corresponding to the network identifier, a channel corresponding to a potential access
point, and a link quality metric corresponding to a potential access point, the link quality
metric indicative of a roam quality of the corresponding potential access point.

3. The system of claim 1 or 2, wherein the stored client roam table data
includes at least one of a roam utility indicative of a roam quality of an access point, a
media access control address of the access point, a signal strength of the access point,
a rate of change of the signal strength of the access point, a previous signal strength
value of the access point, and a location of origin of client roam table data.

4. The system of any one of the preceding claims, wherein:

the one or more Bluetooth nodes comprise Bluetooth low energy (BLE) beacons;
and

the client devices are configured to use a lookup table to obtain roam table
information from a server and/or a cache including multiple roam tables, based on the
identifier reference.

5. The system of any one of the preceding claims, wherein the one or more
client devices comprise a Bluetooth communication module and a wireless network
communication module.

6. The system of any one of the preceding claims, wherein the one or more

Bluetooth nodes are configured to receive client roam table data from at least one of the
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one or more client devices and update a stored node roam table based on the received
client roam table data.

7. The system of any one of the preceding claims, wherein the one or more
Bluetooth nodes include a wireless network client, the one or more Bluetooth nodes
configured to scan for potential access points of the one or more wireless networks and
update a stored node roam table based on scan result data.

8. The system of any one of the preceding claims, wherein the one or more
Bluetooth nodes are configured to receive node roam table data manually input by a
user.

9. The system of any one of the preceding claims, wherein the one or more
client devices are configured to receive node roam table data from the one or more
Bluetooth nodes, the server and/or the cache based on the UUID, and store the
received node roam table data in their client roam tables.

10. The system of claim 9, wherein the one or more client devices are
configured to scan for additional access points in the one or more wireless networks,
compare scan result data to the received node roam table data, and when the scan
result data is different from the received roam table data, transmit the scan result data
to the one or more Bluetooth nodes.

11.  The system of claim 10, wherein when the scan result data is not different
from the received roam table data, the one or more client devices are configured to
receive additional node roam table data from the one or more Bluetooth nodes.

12. The system of claim 9, wherein the one or more client devices are
configured to connect to a different access point in the wireless network by roaming
based on the received node roam table data.

13.  The system of claim 9, wherein the one or more client devices are
configured to perform a roam using the received node roam table data.

14.  The system of any one of the preceding claims, wherein a first client
device of the one or more client devices is configured to cooperatively share stored
client roam table data with a second client device of the one or more client devices by
transmitting the stored client roam table data of the first client device to the one or more
Bluetooth nodes, thereby updating the stored node roam table of the one or more
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Bluetooth nodes, and the second client device is configured to receive the updated
node roam table data from the one or more Bluetooth nodes.

15.  The system of any one of the preceding claims, wherein the one or more
Bluetooth nodes include a first Bluetooth node having a first stored node roam table and
positioned in a first location relative to the one or more wireless networks and a second
Bluetooth node having a second stored node roam table and positioned in a second
location relative to the one or more wireless networks which is different from the first
location, the second Bluetooth node configured to transmit second node roam table
data to the one or more client devices, thereby allowing the one or more client devices
to update their stored client roam tables based on the transmitted second node roam
table data.

16. A method of providing cooperative roaming for one or more client devices
in a wireless network, the method comprising:

positioning one or more Bluetooth nodes in one or more wireless networks, each
Bluetooth node configured to transmit node roam table data and/or a universally unique
identifier (UUID) to one or more client devices having a stored client roam table, thereby
allowing the one or more client devices to update their stored client roam tables based
on the transmitted node roam table data and/or roam table information obtained from a
server and/or a cache including multiple roam tables, based on the UUID.

17.  The method of claim 16, further comprising positioning one or more of the
client devices within a range of communication with the one or more Bluetooth nodes
and the potential access points of the one or more wireless networks, the one or more
client devices configured to receive node roam table data from the one or more
Bluetooth nodes and store the received node roam table data in their client roam tables,
and to roam to a different access point in the wireless network as needed based on the
received node roam table data.

18. A method of cooperative roaming in a wireless network, the method
comprising:

receiving, at a Bluetooth node having a stored node roam table, client roam table
data from a first client device, the client roam table data including information relative to

one or more potential access points of the wireless network;
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updating the stored node roam table based on the received client roam table
data; and

transmitting the updated node roam table data to a second client device, thereby
allowing the second client device to update its stored client roam table.

19.  The method of claim 18, further comprising:

receiving, at the second client device, the updated node roam table data from the
Bluetooth node;

storing the received node roam table data in the stored client roam table of the
second client device;

scanning, at the second client device, for additional access points in the one or
more wireless networks; and

when the scan result data is different from the received node roam table data,
transmitting the scan result data to the Bluetooth node.

20. The method of claim 19, further comprising roaming, at the second client
device, to a different access point of the wireless network based on the received node
roam table data.
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