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1
SYSTEMS AND METHODS FOR FAULT
TOLERANCE RECOVER DURING
TRAINING OF A MODEL OF A CLASSIFIER
USING A DISTRIBUTED SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Appli-
cation No. PCT/EP2017/050402, filed on Jan. 10, 2017, the
disclosure of which is hereby incorporated by reference in
its entirety.

BACKGROUND

The present disclosure, in some embodiments thereof,
relates to systems and methods for training a model of a
classifier using a distributed system and, more specifically,
but not exclusively, to systems and methods for fault toler-
ance recovery during training of the model of the classifier
using the distributed system.

In machine learning, a model of a classifier is trained
using a training dataset. The model of the classifier is
parameterized using a set of model parameters. A model of
the classifier is selected, and the parameters may be tuned
based on the training dataset. A model update is computed
from the training dataset, and added to the model. The model
is iteratively updated using computed model updates. Dis-
tributed computation systems are used to speed up the
iterative training of large scale machine learning problems.

However, when there is a failure in one or more of the
processors of the distributed computation system, recovery
using available mechanisms is computationally complex,
expensive in terms of processing and/or data storage
resources, slow, and/or generally inefficient.

SUMMARY

It is an object of the present disclosure to provide an
apparatus, a system, a computer program product, and a
method for training a classifier using a distributed system.

The foregoing and other objects are achieved by the
features of the independent claims. Further implementation
forms are apparent from the dependent claims, the descrip-
tion and the figures.

According to a first aspect, a system for training a
classifier comprises: machine learning (ML) workers each
comprising at least one processor configured for computing
a model update for a model of the classifier parameterized by
a set of model parameters; a parameter server (PS) com-
prising at least one processor, the parameter server being
configured to provide the model of the classifier to each of
the ML workers, receive respective model updates based on
the provided model of the classifier from each of the ML
workers, and iteratively update the model of the classifier
using each received model update; gradient datasets each
associated with a respective ML worker, wherein each
gradient dataset stores a model-update-identification (delta-
M-ID) indicative of the respective model update computed
by the respective ML, worker, and stores the respective
model update associated with each respective delta-M-ID; a
global dataset that stores, the delta-M-ID associated with
each model update used by the PS in each respective
iteration to update the model of the classifier, an identifica-
tion of the ML worker (ML-worker-1D) that computed the
model update associated with the delta-M-ID of the respec-
tive iteration, and a model version (MODEL-VERSION)
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2

that marks a new model of the classifier in PS that is
computed from merging the model update with a previous
model of the classifier in PS; and a model download dataset
that stores the ML-worker-ID and the MODEL-VERSION
associated with each transmission of the model of the
classifier from the PS to a certain ML worker.

Optionally, the PS may contain a plurality of processors
for parallel processing.

According to a second aspect, a method for training a
classifier by machine learning (ML) workers, comprises the
steps of: providing, by a parameter server (PS), a model of
the classifier to each of the ML workers; receiving, by the
parameter server (PS), model updates from each of the ML,
workers; iteratively updating the model of the classifier
based on each received model update; storing a model-
update-identification (delta-M-ID) indicative of the respec-
tive model update computed by the respective ML worker;
storing the respective model update associated with each
respective delta-M-ID; and storing an identification of the
ML worker (ML-worker-ID) that computed the model
update associated with the delta-M-ID of the respective
iteration, and a model version (MODEL-VERSION) that
marks a new model of the classifier in PS that is computed
from merging the model update with a previous model of the
classifier in PS.

The fault tolerance mechanism of the system according to
the first aspect and the method according to the second
aspect significantly reduces the online overhead of fault
tolerance provisioning, for example, in comparison to other
fault tolerance methods. The fault tolerance mechanism
described herein is implemented simply, with relatively low
data storage and/or processor(s) utilization, for example, in
comparison to other fault tolerance methods. The fault
mechanism described herein provides short recovery time,
for example, in comparison to other fault tolerance methods.
The fault mechanism described herein recovers to a more
recent version of the model, for example, in comparison to
other fault tolerance methods.

The fault tolerance mechanism of the system according to
the first aspect and the method according to the second
aspect provides a faster recovery to a more recent model
using fewer storage and/or processing resources. In contrast
to the snap-shot based method and/or other methods (which
stores the entire model in data storage device, which is
slow), recovery based on the fault mechanism described
herein (which is based on recovery using model updates)
may be performed from the main memory of the devices of
the PS (e.g., the nodes) and/or from the main memory of the
devices of the ML workers, which is much faster.

In comparison to other systems and/or methods that
require large and/or complex book-keeping (e.g., snap-shot,
distributed hash table), the fault tolerance mechanism of the
system according to the first aspect and the method accord-
ing to the second aspect is implemented using relatively
light in-memory book-keeping, providing very small run-
time overhead.

In a first possible implementation of the system or the
method according to the first or second aspects, when a first
ML worker computes a first model update, the first model
update and the first delta-M-ID associated with the first
model update are stored in the first gradient dataset associ-
ated with the first ML worker; when the PS creates a second
model of the classifier by merging the first model update
with the first model of the classifier, the following are stored
in the global dataset: the first delta-M-ID of the first model
update, the ML-worker-ID of the first ML, worker and the
second MODEL-VERSION of the second model of the
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classifier; when a second ML worker receives the second
model of the classifier from the PS, the second MODEL-
VERSION of the second model of the classifier and the
second ML-worker-1D of the second ML worker are stored
in the model download dataset.

In a second possible implementation form of the system
or the method according to the first or second aspects as such
or according to any of the preceding implementation forms
of the first or second aspects, the system further comprises
a controller computing device associated with the PS,
wherein the controller is configured to, or the method further
includes the following acts performed by the controller:
receive an indication of a failure in at least one of the
processors of the PS, access the model download dataset to
identify the second MODEL-VERSION and the associated
second ML-worker-ID of the second ML-worker that down-
loaded the second model of the classifier, wherein the second
MODEL-VERSION denotes the most recent entry in the
model download dataset after the first MODEL-VERSION;
access the second ML-worker using the second ML-worker-
ID obtained from the model download dataset, and retrieve
the second model of the classifier according to the second
MODEL-VERSION obtained from the model download
dataset; and initialize the PS using the second model of the
classifier.

In a third possible implementation form of the system or
the method according to the second implementation of the
first or second aspects, the controller is configured to: access
the global dataset to retrieve the third delta-M-ID and the
third ML-worker-ID associated with the third MODEL-
VERSION, wherein the third MODEL-VERSION denotes
the most recent entry in the global dataset after the second
MODEL-VERSION; access the third ML-worker according
to the retrieved third ML-worker-ID to retrieve third model
update according to the third delta-M-ID; instruct the PS to
merge the third model update with the second model to
recover the third model of the classifier corresponding to the
third model of the classifier prior to the failure.

In a fourth possible implementation form of the system or
the method according to the second or third implementations
of the first or second aspects, the controller is configured to:
receive an indication of a failure in at least one of the
processors of the second ML-worker; access the model
download dataset to identify the first MODEL-VERSION
and the associated first ML-worker-ID of the first ML-
worker that downloaded the first model of the classifier,
wherein the first MODEL-VERSION denotes the entry in
the model download dataset before the second MODEL-
VERSION; access the first ML-worker using the first ML-
worker-ID obtained from the model download dataset, and
retrieve the first model of the classifier according to the first
MODEL-VERSION obtained from the model download
dataset; and initialize the PS using the first model of the
classifier.

In a fifth possible implementation form of the system or
the method according to the fourth implementation of the
first or second aspects, the controller is configured to: access
the global dataset to retrieve the second and third delta-M-
IDs and the second and third ML-worker-IDs associated
with the second and third MODEL-VERSIONS, wherein the
second and third MODEL-VERSIONs denote the entries in
the global dataset after the first MODEL-VERSION; access
the second and third ML-worker according to the retrieved
second and third ML-worker-IDs to retrieve the second and
third model updates according to the second and third
delta-M-IDs; instruct the PS to merge the second and third
model updates with the first model of the classifier to recover
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4

the third model of the classifier corresponding to the third
model of the classifier prior to the failure of at least one of
the processors of the PS.

In a sixth possible implementation form of the system or
the method according to the first or second aspects as such
or according to any of the preceding implementation forms
of the first or second aspects, the number of entries of
MODEL-VERSION and associated ML-worker-ID in the
model download dataset is selected according to a probabil-
ity that all ML-workers with corresponding ML-worker-IDs
stored in the model download dataset fail during the recov-
ery process is less than a predefined requirement.

In a seventh possible implementation form of the system
or the method according to the sixth implementation of the
first or second aspects, the controller is associated with the
model download dataset, and the controller is configured to:
delete the oldest entry of MODEL-VERSION and associ-
ated ML-worker-ID stored in the model download dataset
when a new entry of MODEL-VERSION and associated
ML-worker-1D is added and stored in the model download
dataset, to maintain a constant of the number of entries;
delete the entries from the global dataset having a value of
the MODEL-VERSION that represents earlier or equal
values of the MODEL-VERSION of the oldest entry in the
model download dataset that has been deleted; instruct
removal of entries associated with gradient datasets having
values of the delta-M-ID that appear in corresponding
entries of the global dataset that are deleted.

In an eighth possible implementation form of the system
or the method according to the first or second aspects as such
or according to any of the preceding implementation forms
of the first or second aspects, the number of entries storing
delta-M-ID and associated model update in each gradient
dataset associated with each ML-worker is at most two when
the ML-workers have similar computational performance
characteristics.

In a ninth possible implementation form of the system or
the method according to the first or second aspects as such
or according to any of the preceding implementation forms
of' the first aspect or second aspects, the number of entries N
in the model download dataset is chosen such that the
probability that all N ML workers, whose ML-worker-IDs
are stored in the model download dataset, fail during the
recovery process is negligible.

In a tenth possible implementation form of the system or
the method according to the first or second aspects as such
or according to any of the preceding implementation forms
of the first or second aspects, the weights of a fully con-
nected layer in each model update is implemented as a
multiplication of two vectors.

In an eleventh possible implementation form of the sys-
tem or the method according to the first or second aspects as
such or according to any of the preceding implementation
forms of the first or second aspects, the PS is implemented
using a distributed system comprising computing devices
each including at least one processing unit.

In a twelfth possible implementation form of the system
or the method according to the first or second aspects as such
or according to any of the preceding implementation forms
of'the first or second aspects, at least two of the ML workers
are implemented using distinct computing devices.

In a thirteenth possible implementation form of the
method according to the second aspect, a computer program
stored on a computer readable medium runs the preceding
method when executed by one or more processors of one or
more computers.
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Unless otherwise defined, all technical and/or scientific
terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which the
disclosure pertains. Although methods and materials similar
or equivalent to those described herein can be used in the
practice or testing of embodiments of the disclosure, exem-
plary methods and/or materials are described below. In case
of conflict, the patent specification, including definitions,
will control. In addition, the materials, methods, and
examples are illustrative only and are not intended to be
necessarily limiting.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

Some embodiments of the disclosure are herein described,
by way of example only, with reference to the accompanying
drawings. With specific reference now to the drawings in
detail, it is stressed that the particulars shown are by way of
example and for purposes of illustrative discussion of
embodiments of the disclosure. In this regard, the descrip-
tion taken with the drawings makes apparent to those skilled
in the art how embodiments of the disclosure may be
practiced.

In the drawings:

FIG. 1 is a schematic depicting operation of the PS, in
accordance with some embodiments of the present disclo-
sure;

FIGS. 2A-2C are schematics depicting other fault toler-
ance mechanisms that are slower, more complex to imple-
ment, and/or require greater resources than the fault toler-
ance mechanism described herein, in accordance with some
embodiments of the present disclosure;

FIG. 3 is a block diagram of components of a system that
provides fault tolerance to a parameter server during training
of a model of a classifier, in accordance with some embodi-
ments of the present disclosure;

FIG. 4 is a flowchart of a method of implementing the
fault tolerance mechanism to recover the model of the
classifier created by the PS, in accordance with some
embodiments of the present disclosure;

FIG. 5 is a flowchart of a method for recovery from the
fault, in accordance with some embodiments of the present
disclosure;

FIG. 6 is a flowchart of a method for recovery from the
fault of the processors and/or nodes of the ML-worker, in
accordance with some embodiments of the present disclo-
sure;

FIG. 7 is a schematic depicting components used to
describe dataflow by FIGS. 8-10, in accordance with some
embodiments of the present disclosure;

FIG. 8 is a schematic depicting dataflow when a ML
worker computes a model update, in accordance with some
embodiments of the present disclosure; and

FIG. 9 is a schematic depicting dataflow depicting the
recovery mechanism during failure of the ML worker (of
FIG. 8) computing the model update, in accordance with
some embodiments of the present disclosure;

FIG. 10 is a schematic depicting an exemplary implemen-
tation of the system described with reference to FIG. 3 using
Apache Spark™, in accordance with some embodiments of
the present disclosure;

FIG. 11 is a schematic depicting the exemplary imple-
mentation described with reference to FIG. 10, including
respective gradient datasets, a global dataset, and a model
download table, in accordance with some embodiments of
the present disclosure; and
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FIG. 12 is a schematic used to help explain an analysis to
determine how many entries to implement in each gradient
dataset, in accordance with some embodiments of the pres-
ent disclosure.

DETAILED DESCRIPTION

The present disclosure, in some embodiments thereof,
relates to systems and methods for training a model of a
classifier using a distributed system and, more specifically,
but not exclusively, to systems and methods for fault toler-
ance during training of the model of the classifier using the
distributed system.

An aspect of some embodiments of the present disclosure
relates to a system, and apparatus, and/or a method (e.g.,
code instructions executed by one or more processors) that
provide fault tolerance capability to a model of a classifier
parameterized by a set of model parameters, stored by a
parameter server implemented as a distributed system. The
fault tolerance mechanism efficiently recovers a recent ver-
sion of the model during training of the model of the
classifier when one or more processors of the PS fail.
Multiple machine learning (ML) workers implemented as
computing devices (e.g., single or distributed) compute
model updates for the model, which are used by the PS to
iteratively update the model of the classifier. The fault
tolerance mechanism is performed, optionally by a control-
ler computing device, based on data stored by a gradient
dataset, a global dataset, and a model download dataset. The
fault tolerance mechanism described herein significantly
reduces the online overhead of fault tolerance provisioning,
for example, in comparison to other fault tolerance methods.
The fault tolerance mechanism described herein is imple-
mented simply, with relatively low data storage and/or
processor(s) utilization, for example, in comparison to other
fault tolerance methods. The fault mechanism described
herein provides short recovery time, for example, in com-
parison to other fault tolerance methods. The fault mecha-
nism described herein recovers to a more recent version of
the model, for example, in comparison to other fault toler-
ance methods.

Each certain ML worker is associated with a gradient
dataset that stores a model-update-identification (delta-M-
ID) in association with each computed model update. When
a first ML, worker computes a first model update, the first
model update and the first delta-M-ID associated with the
first model update are stored in the first gradient dataset
associated with the first ML worker.

The global dataset stores the delta-M-ID associated with
each model update used by the PS in each respective
iteration to update the model of the classifier. The global
dataset further stores an identification of the ML worker
(ML-worker-ID) that computed the model update associated
with the delta-M-ID of the respective iteration, and a model
version (MODEL-VERSION) of a new model of the clas-
sifier. The MODEL-VERSION marks a new model of the
classifier in PS that is computed from merging the model
update with a previous model of the classifier in PS. When
the PS creates a second model of the classifier by merging
the first model update with the first model of the classifier,
the following are stored in the global dataset: the first
delta-M-ID of the first model update, the ML-worker-ID of
the first ML worker and the second MODEL-VERSION of
the second model of the classifier.

The model download dataset stores the ML-worker-ID
and the MODEL-VERSION associated with each transmis-
sion of the model of the classifier from the PS to a certain
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ML worker. When a second ML worker receives the second
model of the classifier from the PS, the second MODEL-
VERSION of the second model of the classifier and the
second ML-worker-1D of the second ML worker are stored
in the model download dataset. A third model update is
computed by a third ML-worker. The gradient table of the
third ML-worker is updated to store the computed third
model update and the associated delta-M-ID. The third
ML-worker provides the third model update to the PS. A
new entry is added to the global dataset with delta-M-ID of
the third model update, the ID of the third ML-worker and
third MODEL-VERSION.

The fault recovery is triggered (e.g., by a controller
computing device associated with the PS) when an indica-
tion of a failure of one or more processors of the PS is
received. The controller accesses the model download data-
set to identify the second MODEL-VERSION and the
associated second ML-worker-ID of the second ML-worker
that downloaded the second model of the classifier. The
second MODEL-VERSION denotes the most recent entry in
the model download dataset after the first MODEL-VER-
SION. The controller accesses the second ML-worker using
the second ML-worker-ID obtained from the model down-
load dataset, and retrieves the second model of the classifier
according to the second MODEL-VERSION obtained from
the model download dataset. The PS is initialized using the
second model of the classifier. The PS is instructed (e.g., by
the controller) to merge the third model update with the
second model to recover a third model of the classifier
corresponding to the third model of the classifier prior to the
failure. The controller obtains the third model update by
accessing the global dataset to retrieve the third delta-M-1D
and the third ML-worker-ID associated with the third
MODEL-VERSION. The third MODEL-VERSION denotes
the most recent entry in the global dataset after the second
MODEL-VERSION. The controller accesses the third ML-
worker according to the retrieved third ML-worker-1D to
retrieve the third model update according to the third delta-
M-ID. Then the controller merges the third model update
with the model of the classifier in the PS to restore the third
model of the classifier that was stored in the PS prior to the
failure of one or more processors of the PS.

Before explaining at least one embodiment of the disclo-
sure in detail, it is to be understood that the disclosure is not
necessarily limited in its application to the details of con-
struction and the arrangement of the components and/or
methods set forth in the following description and/or illus-
trated in the drawings and/or the Examples. The disclosure
is capable of other embodiments or of being practiced or
carried out in various ways.

The present disclosure may be a system, a method, and/or
a computer program product. The computer program prod-
uct may include a computer readable storage medium (or
media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present disclosure.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but is not limited to, an
electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an

10

15

20

25

30

35

40

45

50

55

60

65

8

external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network.

The computer readable program instructions may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone software package, partly on the user’s
computer and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN)
or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the
Internet using an Internet Service Provider). In some
embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate
arrays (FPGA), or programmable logic arrays (PLA) may
execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, in order to
perform aspects of the present disclosure.

Aspects of the present disclosure are described herein
with reference to flowchart illustrations and/or block dia-
grams of methods, apparatus (systems), and computer pro-
gram products according to embodiments of the disclosure.
It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer readable program instruc-
tions.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present disclosure. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

As used herein, the terms model of the classifier, model,
and model parameters may sometimes be interchanged. The
model parameters are optionally implemented as a struc-
tured set of numbers, optionally as a vector of numbers.

As used herein, the terms distributed system and (proces-
sors arranged for, or system designed for) parallel process-
ing are interchangeable when referring to the implementa-
tion of the PS.

A brief discussion of the meaning of the term model (of
the classifier) is now provided. The model of the classifier is
based on a domain of an application, for example, executing
code instructions of the application may receive a digital
image for analysis. The code instructions determine which
objects appear in the image from a predetermined set of
classes, for example, a bird, a human face, an aircraft. The
code instructions of the application use the model of the
classifier to receive the digital image and return the class of
objects detected within the image. The model of the classi-
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fier may be implemented using one or more machine learn-
ing methods, for example, Support Vector Machines, Linear
Regression, Artificial Neural Networks, statistical classifier,
and the like. The code instructions extract a set of features
(e.g., implemented as a feature vector and/or other suitable
data structure) from the image and use the model of the
classifier to map the feature vector to a class. The model of
the classifier may be parameterized using a set of param-
eters. Optionally the parameter(s) is a number.

The model of the classifier is initially trained to perform
the classification. The set of model parameters may be tuned
to the target application. Training the model is done using a
training set. For example, in image classification a training
set includes a set of labeled images. In such a training set
each image is paired with a class that correctly describes the
image content. At the training stage the classifier analyzes
the images and their correct labels from the training set to
tune the model parameters. The trained model is used in the
application to classify images that come from the same
domain as the images in the training set.

When the model itself and the training set are huge,
training the model on a single computing device takes weeks
and even months. To speed-up the training process, the
training process is mapped to multiple computing devices,
e.g., to a cluster that may include from a few machines to
thousands of machines. In such a mapping, the model and
the training set may be distributed over many machines in
the cluster. The computation may be performed in many
cluster machines in parallel.

As used herein, the term parameter server (PS) means the
set of computing devices that collectively store the model
and update it using model updates.

Reference is now made to FIG. 1, which is a schematic
depicting operation of the PS, in accordance with some
embodiments of the present disclosure. The operation of the
PS with reference to FIG. 1 is first described for clarity,
without the components providing the fault tolerance
mechanism described herein (i.e., without the controller, the
gradient dataset, the global dataset, and the model download
dataset).

A parameter server 102, implemented as multiple proces-
sors 104 arranged for parallel processing, stores and updates
a model of a classifier (denoted as M). The training process
is performed based on model updates (denoted as AM)
computed from data shards 106 by machine learning work-
ers 108 (implemented as single computing devices or a
distributed system).

The training process may be mathematically represented
as M'=M-nAM, where 1 denotes a step size (e.g., a scalar)
in which the model is advanced along the vector of the
model update. The training process is performed iteratively.
Each ML worker 108 computes a respective model update
based on a received copy of M from PS 102. The compu-
tation of the model update may be mathematically repre-
sented as AM=computeGrad(M) where computeGrad(M)
denotes a gradient computation function. The model is
updated in PS 102 according to the mathematical relation-
ship M'=M-nAM.

Reference is now made to FIGS. 2A-2C, which are
schematics depicting other fault tolerance mechanisms that
are slower, more complex to implement, and/or require
greater resources than the fault tolerance mechanism
described herein, in accordance with some embodiments of
the present disclosure.

FIGS. 2A-B relates to a fault tolerance method referred to
as a snapshot-based approach. FIG. 2A depicts fault free
operation. Arrow 202 represents progress of time. Block 204
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represents computation of a model update. Block 206 rep-
resents a snapshot of the model that is stored in a storage
device 208. Blocks 204 and 206 are iterated. FIG. 2B depicts
recovery during a fault represented as cross 210. On failure,
the last model snapshot is read from storage device 208 and
assigned to the PS. Model updates are recomputed (repre-
sented by block 212) to reach the model before failure. The
snapshot-based approach stores a copy of the entire model
during each snapshot. Storing the snapshot requires a rela-
tively long period of time due to the size of the model, and
requires significant storage and/or processing resources to
perform the storage operation. Due to the time and/or
resources required to perform the storage operation, the
snapshot is rarely performed. As such, the actual stored copy
of the model is outdated by a large number of updates that
have been computed since the last snapshot. Upon failure,
the model recovered from the storage device is relatively
old, since multiple updates have been implemented since.
The multiple updates need to be recomputed to reach the lost
model version, which requires significant amount of time
and processor resources. In comparison, the fault recovery
mechanism described herein provides a faster recovery to a
more recent model using fewer storage and/or processing
resources. In contrast to the snapshot based method and/or
other methods (which stores the entire model in data storage
device, which is slow), recovery based on the fault recovery
mechanism described herein (which is based on recovery
using model updates) may be performed from the main
memory of the devices of the PS (e.g., the nodes) and/or
from the main memory of the devices of the ML workers,
which is much faster.

FIG. 2C relates to a fault tolerance mechanism described
as a replication-based approach that is based on a distributed
hash table with a key set. The entire key set is partitioned
into key ranges. Each partition is assigned to one of the PS
computation devices. The assignment of the key ranges to
the PS computation devices is arranged in a ring. A key-
range, assigned to machine S, is replicated at a machine S, ;.
When a computation device of the PS fails, key-range
replica of key-ranges at the failed computation device are
replicated to other computation devices. The replication-
based approach incurs a run-time overhead due to the
management of the distributed hash table of the replication
mechanism. The implementation complexity is high, requir-
ing significant storage and/or processing resources to
execute, which take a significantly long time. In comparison,
the fault mechanism described herein provides a faster
recovery to a more recent model using fewer storage and/or
processing resources. In comparison to other methods that
require large and/or complex book-keeping (e.g., snap-shot,
distributed hash table), the fault mechanism described herein
is implemented using relatively light in-memory book-
keeping, providing very small run-time overhead.

Reference is now made to FIG. 3, which is a block
diagram of components of a system 300 that provides fault
tolerance to a parameter server 302 during training of a
model of a classifier, in accordance with some embodiments
of the present disclosure. Reference is also made to FIG. 4,
which is a flowchart of a method of implementing the fault
tolerance mechanism to recover the model of the classifier
created by the PS, in accordance with some embodiments of
the present disclosure.

PS 302 is implemented as a distributed system designed
for parallel execution of code instructions. PS 302 is imple-
mented using multiple nodes 304. PS 302 may be imple-
mented as a single unit (e.g., a box), or as multiple inter-
connected units (e.g., multiple boxes connected to each
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other). Each node 304 may be implemented as, for example,
a processor, a group of processors arranged for parallel
processing, a multi-core processor, a computing device (i.e.,
at least a processor and associated data storage device),
and/or a group of computing devices arranged as a sub-
distributed system. Nodes 304 may be homogenous or
heterogeneous. Nodes 304 may be independent computa-
tional components, for example, a network server, a web
server, a computing cloud, a local server, a remote server, a
client terminal running code, a mobile device, a stationary
device, a server, a smartphone, a laptop, a tablet computer,
a wearable computing device, a glasses computing device, a
watch computing device, and a desktop computer. Proces-
sors (of nodes 304) are implemented as, for example, a
central processing unit(s) (CPU), a graphics processing
unit(s) (GPU), field programmable gate array(s) (FPGA),
digital signal processor(s) (DSP), and application specific
integrated circuit(s) (ASIC).

PS 302 is associated with a data storage device 306 that
stores (or stores a link to another storage device that stores)
a model of the classifier 306A, a global dataset 306B, and a
model download dataset 306C. The data (i.e., one or more of
model of classifier 306A, global dataset 3068, and model
download dataset 306C) may be stored in a main memory of
PS 302 (e.g., in the main memory of one or more nodes 304
of PS 302). The main memory storage provides fast imple-
mentation of the fault tolerance mechanism.

Data storage device 306 may be implemented within PS
302, within one or more nodes 304 of PS 302, within a
controller computing device 308, and/or within an external
and/or remote storage device. Data storage device 306 may
be implemented, for example, as a random access memory
(RAM), and/or a storage device, for example, non-volatile
memory, magnetic media, semiconductor memory devices,
hard drive, removable storage, and optical media (e.g.,
DVD, CD-ROM).

Controller computing device 308 is associated with PS
302. Controller 308 may be implemented, for example, as
software code instructions stored and executed by
processor(s) of PS 302, as code instructions stored and
executed by one or more nodes 304 of PS, as a hardware
card installed within PS 302 and/or within one or more
nodes 304, and/or as an independent computing device
locally or remotely connected to PS 302 using a network or
direct connection (e.g., cable, short range wireless link).

PS 302 is in communication with multiple ML, workers
310 (for clarity two ML works 310A-B are shown) over a
network 312. Examples of network 312 include the internet,
a wireless network, a cellular network, a private network, a
virtual private network, and a local area network.

Each ML worker 310A-B includes one or more processors
314A-B. It is noted that ML workers 310 may be imple-
mented as a distributed sub-system that includes multiple
processors, a multi-core processor, and/or network con-
nected computing devices. For clarity, processor(s) 314 is
depicted in FIG. 3, but it is understood that processor(s) 314
may represent the distributed sub-system, for example,
processor(s) 314 may be implemented as described with
reference to node 304. Optionally, at least two of the ML
workers are implemented using distinct computing devices.

Each ML worker 310A-B is associated with a data storage
device 316A-B. Storage device 316A-B may be imple-
mented as described with reference to data storage device
306. Each data storage device 316A-B stores a respective
gradient dataset 316A'-B'.

It is noted that the data stored by the gradient dataset(s),
the global dataset, and the model download dataset may be
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directly stored within the dataset, or stored externally from
the respective dataset with the respective dataset storing a
link to the externally stored data.

One or more of PS 302, node 304, ML worker 310A-B,
and controller 308 may be associated with one or more user
interfaces 318 (one user interface 318 shown for clarity).
Exemplary user interfaces 318 (which may be integrated
with a display, or be implemented as a separate device)
include one or more of: a touchscreen, a keyboard, a mouse,
and voice activated software operating using speakers and
microphone.

Referring now to back to FIG. 4, the acts of the method
described with reference to FIG. 4 may be implemented as
code instructions executed by one or more processors of the
relevant computing device (or distributed sub-system) per-
forming the respective act.

At 402, PS 302 provides the model of the classifier 306 A
to each of ML workers 310A-B over network 312. PS 302
may automatically transmit the updated version of the
model, may transmit the updated version in response to a
request from the ML worker, and/or may make the updated
model available for download by the ML worker.

Model download dataset 306C stores the ML-worker-ID
and the MODEL-VERSION associated with each transmis-
sion (e.g., download) of the model of the classifier from the
PS to a certain ML worker. Model download dataset 306C
is updated (e.g., by code instructions executed by one or
more processors of PS 302 and/or controller 308) in
response to the providing of the updated version of the
model to the ML workers.

Model download dataset 306C may be implemented, for
example, as a table, as a matrix, or other suitable data
structures. An exemplary table implementation is shown
below:

ML-Worker-ID MODEL-VERSION

3 2
1 6
5 9

Each time a ML worker receives (e.g., downloading) the
model from the PS, a row is appended to the table, by
entering values for the ML-worker-1D of the ML worker that
downloaded the model and the MODEL-VERSION of the
downloaded model. The table is globally managed (e.g., by
the PS).

At 404, one or more ML workers 310A-B compute a
model update using the model received from PS 302.

The model update may be implemented using a compact
representation. The compact representation may be stored
using relatively reduced data storage space, and/or transmit-
ted to the PS over the network more efficiently. A neural
network model includes multiple layers of various types.
The model update for a neural network model may be
partitioned into layer updates—one layer update per each
individual layer in the neural network. A fully connected
layer is the layer type with the largest number of weights.
The weights of the update of the fully connected layer
(and/or other layers) may be implemented as a matrix. The
matrix may be represented as a multiplication of two vec-
tors. The two vectors represent the compact representation
implementation. The model update may be represented on
the order of one magnitude less numbers than the number of
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parameters of the model itself. Two model updates may be
stored by each ML worker with negligible (i.e., very low)
storage requirements.

The respective gradient dataset 316A'-B' stores a model-
update-identification (delta-M-ID) indicative of the respec-
tive model update computed by the respective ML, worker
310A-B. The model update associated with each respective
delta-M-ID may be stored within the respective gradient
dataset, or stored externally to the gradient dataset when the
gradient dataset storing a link (e.g., pointer) to the externally
stored model update.

Gradient dataset 316A'-B' may be implemented, for
example, as a table, as a matrix, or other suitable data
structures. An exemplary table implementation is shown
below:

AM ID AM
1 AM,
2 AM,

3 AM,

AM ID denotes the delta-M-ID of the model update
computed by the ML worker. The delta-M-ID is unique in
the cluster. For example, the delta-M-ID may be created
based on the model update index in the ML worker and the
ML worker ID, or other methods to create unique delta-M-
D.

AM denotes storage of the model update.

Each ML worker may manage its own gradient dataset.
When the ML worker creates the model update, the model
update is stored in the table in association with the delta-
M-ID.

When a certain ML, worker computes a certain model
update, the certain model update and the delta-M-ID asso-
ciated with the certain model update are stored in the
respective gradient dataset associated with the certain ML
worker.

At 406, PS 302 receives the model updates computed by
ML workers 310A-B, and iteratively updates the model of
the classifier 306 A using each received model update.

Global dataset 306B stores, for each update iteration:

the delta-M-ID associated with the model update used by

the PS in each respective iteration to update the model
of the classifier;

an identification of the ML worker (ML-worker-ID) that

computed the model update of the respective iteration;

a MODEL-VERSION of the model of the classifier that

resulted from merging the model update with the pre-
vious version of the model of the classifier in PS.

The MODEL-VERSION marks a new model of the
classifier 306 A in PS 302 that is computed from merging the
model update with a previous model of the classifier in PS.

Global dataset 306B may be implemented, for example,
as a table, as a matrix, or other suitable data structures. An
exemplary table implementation is shown below:

AM ID ML-worker-ID MODEL VERSION

When a model update gradient AM with associated AM
ID from a certain ML worker having a certain ML-worker-
1D is merged with the recent model stored by the PS, the
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table is updated by adding a new row in which MODEL
VERSION is adjusted (e.g., incremented by one).

When PS 302 creates the updated model of the classifier
by merging the received model update with the current
model of the classifier, the following are stored in the global
dataset: the delta-M-ID of the received model update, the
ML-worker-ID of the ML worker that provided the model
update, and the updated MODEL-VERSION of the updated
model of the classifier.

At 408, blocks 402-406 are iterated to create the trained
model of the classifier. When another ML worker receives
the updated model of the classifier from the PS, the
MODEL-VERSION of the updated model of the classifier
and the ML-worker-ID of that another ML worker are stored
in the model download dataset 306C.

At 410, an indication of a failure in at least one of the
processors and/or nodes 304 of PS 302 is received, option-
ally by controller 308. The failure occurs during training of
the model of the classifier, for example, during iterations of
blocks 402-408.

Reference is now made to FIG. 5, which is a flowchart of
a method for recovery from the fault, in accordance with
some embodiments of the present disclosure. The acts of the
method described with reference to FIG. 5 may be imple-
mented by one or more processors of controller 308 (and/or
node 304 and/or PS 302) executing code instructions stored
in a data storage device.

At 502, the model download dataset 306C is accessed to
identify the recent MODEL-VERSION and the associated
ML-worker-ID of the recent ML-worker (e.g., 310A) that
downloaded the recent model of the classifier 306A. The
recent MODEL-VERSION denotes the most recent entry in
model download dataset 306C.

At 504, the recent ML-worker 310A is accessed using the
recent ML-worker-ID obtained from the model download
dataset 306C. The recent model of the classifier is retrieved
according to the recent MODEL-VERSION.

At 506, PS 302 is initialized using the retrieved recent
model of the classifier.

At 508, global dataset 306B is accessed to retrieve another
delta-M-ID and another ML-worker-ID associated with
another MODEL-VERSION, wherein that another
MODEL-VERSION denotes the most recent entry in the
global dataset after the most updated MODEL-VERSION.

At 510, that another ML-worker (e.g., 310B) is accessed
according to the retrieved another ML-worker-ID to retrieve
another model update according to the another delta-M-ID.

At 512, PS 302 is instructed to merge the another model
update with the recent model to recover the another (i.e.,
most updated) model of the classifier corresponding to the
another (i.e., most updated) model of the classifier prior to
the failure.

Referring now back to FIG. 4, at 412, an indication of a
failure in one or more processors and/or nodes of the recent
ML-worker 310A (storing the model that is being used to
re-initialize PS 302) is received by controller 308.

It is noted that the ML-worker-ID of recent ML-worker
310A is read from the last entry of the model download table
(e.g., last row in a table implementation). The entry before
the last entry in the model download table may be accessed
and used for the fault tolerance process when the indication
of failure is received. When the ML, worker (accessed using
the entry before the last entry) also fails, the earlier entry
(before the entry before the last entry) may be accessed and
used in the recovery process. As additional ML workers fail,
earlier entries in the model download table may be accessed
until all entries are exhausted. It is noted that the number of
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entries (e.g., rows) may be selected such that the probability
that all ML workers referenced in the model download table
fail during the recover process is negligible (e.g., below a
defined negligible probability value).

Reference is now made to FIG. 6, which is a flowchart of
a method for recovery from the fault of the processors and/or
nodes of the recent ML-worker 310A, in accordance with
some embodiments of the present disclosure. The acts of the
method described with reference to FIG. 6 may be imple-
mented by one or more processors of controller 308 (and/or
node 304 and/or PS 302 and/or other processors and/or other
nodes of ML-worker 310A) executing code instructions
stored in a data storage device.

At 602, model download dataset 306C is accessed to
identify the earlier MODEL-VERSION and the associated
earlier ML-worker-ID of the earlier ML-worker (not shown
in the figure) that downloaded the earlier model of the
classifier. The earlier MODEL-VERSION denotes the entry
in the model download dataset 306C before the recent
MODEL-VERSION.

At 604, the earlier ML-worker 310A is accessed using the
earlier ML-worker-ID. The earlier model of the classifier is
retrieved according to the earlier MODEL-VERSION
obtained from the model download dataset 306C. Alterna-
tively, the earlier MODEL-VERSION may be computed and
stored in another ML-worker, for example, ML-worker
310B.

At 606, PS 302 is initialized using the earlier model of the
classifier.

At 608, global dataset 306B is accessed to retrieve the
recent and the earlier delta-M-IDs and the recent ML-
worker-IDs associated with the recent and earlier MODEL-
VERSIONS. It is noted that since the earlier model has been
computed, two model updates are computed, the recent
model update and the earlier model update. The earlier
MODEL-VERSION denotes the entry in the global dataset
306B prior to the recent MODEL-VERSION.

At 610, the earlier and recent ML-workers 310A and
310B are accessed according to the retrieved recent and
earlier ML-worker-IDs to retrieve the recent and earlier
model updates according to the recent and earlier delta-M-
1Ds.

At 612, PS 302 is instructed to merge the earlier and
recent model updates with the earlier model of the classifier
to recover the recent model of the classifier corresponding to
the recent model of the classifier prior to the failure of the
processor(s) and/or node(s) of the PS.

Referring now back to FIG. 4, at 414, optimizations of the
model download dataset 306C, and/or global dataset 3068,
and/or gradient dataset(s) 316A'-B' are performed. Optimi-
zations may be performed as new entries are added to the
respective datasets 306C, 306B, and 316A'-B', as described
with reference to blocks 402-406. Optimizations may be
based on defining the number of entries in the datasets,
and/or deletion of old entries in the dataset. The deletion of
old entries may be automatically instructed, for example, by
controller 308.

Optionally, the number of entries of MODEL-VERSION
and associated ML-worker-ID in the model download data-
set 306C is selected according to a probability that all
ML-workers 310A-B with corresponding ML-worker-IDs
stored in the model download dataset 306C fail during the
failure recovery process is less than a predefined require-
ment.

Alternatively or additionally, the number of entries stor-
ing delta-M-ID and associated model update in gradient
datasets 316A'-B' is at most two when ML-workers 310A-B
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have similar computational performance characteristics
(e.g., similar within a tolerance requirement defining statis-
tically similar performance).

Alternatively or additionally, the number of entries N in
the model download dataset 306C is chosen such that the
probability that N or less ML workers fail during the
recovery process is negligible, for example, below a define
threshold. When at least one ML worker is active, the model
may be recovered using the data in the model download
dataset, as described herein.

Alternatively or additionally, the oldest entry of MODEL-
VERSION and associated ML-worker-ID stored in the
model download dataset 306C is deleted when a new entry
of MODEL-VERSION and associated ML-worker-ID is
added and stored in the model download dataset 306, to
maintain a constant of the number of entries. The new entry
(e.g., row in a table implementation) may replace the oldest
existing entry, or the oldest entry is deleted, and a new entry
is added, maintaining the constant number of entries.

Alternatively or additionally, deletion is performed of the
entries of the global dataset 306B having a value of the
MODEL-VERSION that represents earlier or equal values
of the MODEL-VERSION of the oldest entry in the model
download dataset 306C that has been deleted. During the
recovery process, entries in global dataset 306B (e.g., rows
in a table implementation) having MODEL-VERSION val-
ues at least as the smallest MODEL-VERSION value in
model download dataset 306C are used (as described
herein). When the oldest entry (e.g., row) is removed from
download dataset 306C, rows from global dataset 306B that
have MODEL-VERSION values at most as the value of
MODEL-VERSION in the deleted entry (e.g., row) of
model download dataset 306C are removed.

Alternatively or additionally, removal is performed of
entries associated with gradient datasets having values of the
delta-M-ID that appear in corresponding entries of the
global dataset 306B that are deleted.

Reference is now made to FIGS. 7-10, which are sche-
matics depicting dataflow based on system 300 described
with reference to FIG. 3, and/or the method described with
reference to FIG. 4, in accordance with some embodiments
of the present disclosure.

Reference is now made to FIG. 7, which is a schematic
depicting components used to describe dataflow by FIGS.
8-10, in accordance with some embodiments of the present
disclosure. PS 702 (corresponding to PS 302 of FIG. 3)
includes multiple PS workers (represented as w,, ;; W, 5
and w,,, 5, and represented by call out number 704A-C) store
and/or compute the model of the classier (represented as M).
Each ML worker (represented as w,,; ;3 W,,;»; and w,,; 5, and
represented by call out number 706A-C) is associated with
a respective gradient dataset (i.e., table) 708A-C. Globally
managed data (e.g., managed by the PS and/or controller)
include a global dataset (i.e., table) 710 and a model
download dataset (i.e., table) 712.

Reference is now made to FIG. 8, which is a schematic
depicting datatlow when ML worker 706B computes a
model update AM, in accordance with some embodiments of
the present disclosure. The datatlow is based on system 300
described with reference to FIG. 3, and/or the method
described with reference to FIG. 4. Components of FIG. 8
are described with reference to FIG. 7.

At 802, gradient table 708B is updated. In a new row, key
(2,1) is stored in column AM ID, and the newly computed
model update AM is stored in column AM. Key (2,1) is
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created based on 2 denoting the ML-worker-ID of ML
worker 706B, and 1 denoting the local model update 1D
within ML worker 706B.

At 804, model update AM is transmitted to PS 702.

At 806, model update AM is merged with the existing
model of the classifier M, denoted as AM+M.

At 808, global table 710 is updated. A new row is created
based on the newly created model. The key (2,1) is inserted
into the AM ID column denoting the model update that has
been used to create the recent model. The MODEL VER-
SION column is populated with the value 3 for the newly
created model, by incrementing the value denoting the
earlier MODEL VERSION (i.e., 2).

At 810, ML worker 706B downloads the new model.

At 812, model download table 712 is updated, by creating
a new row that includes the value 3 for the MODEL
VERSION (i.e., the model version of the downloaded new
model) and ML-worker-ID 2 denoting the ID of ML worker
706B.

Reference is now made to FIG. 9, which is a schematic
depicting datatlow depicting the recovery mechanism during
failure of ML worker 704C, in accordance with some
embodiments of the present disclosure. The dataflow is
based on system 300 described with reference to FIG. 3,
and/or the method described with reference to FIG. 4.
Components of FIG. 9 are described with reference to FIG.
7.

At 902, ML worker 706 A computes model update AM.
Gradient table 708A is updated to include key (1,2) for the
AM ID column and store the created model update AM in the
model update (AM) column.

At 904, model update AM is transmitted to PS 702.

At 906, model update AM is merged with the existing
model of the classifier M, denoted as AM+M.

At 908, global table 710 is updated. A new row is created
based on the newly created model. The key (1,2) is inserted
into the AM ID column denoting the model update ID of the
model update. The MODEL VERSION column is populated
with the value 4 for the newly created model, by increment-
ing the value denoting the earlier MODEL VERSION (i.e.,
3).

At 910, PS worker (i.e., PS node) 704C fails, triggering
the fault recovery mechanism.

At 912, the most recently downloaded version of the
model is identified using model download table 712 as
having MODEL VERSION 3. ML-worker-1ID 2 denotes the
last ML worker that downloaded the model with MODEL
VERSION 3 (identified from the ML-worker-ID column of
the same row).

At 914, model having MODEL VERSION 3 is read from
ML worker 706B having ML-worker-ID 2, and used to
initialize PS 702.

At 916, row(s) having a value of MODEL VERSION
higher than 3 are identified in global table 710. The corre-
sponding value of the AM ID column of the identified row(s)
is read (i.e., (1,2)). Recall that the first component of those
AM IDs points to the ML-worker (ML-worker 706 A having
ML-worker-ID 1) that stores these model updates, while the
second component points to the local model update ID (i.e.
2) within ML-worker 706A. Thus, the AM ID values point
to the ML-worker(s) (706A) that store the models updates
that should be merged to the PS model to get models with
the higher MODEL VERSION. The AM ID values include
the local model update ID (i.e., 2) of the model update in the
corresponding ML worker(s). ML worker(s) 706A is
accessed.
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At 918, the model update(s) corresponding to the value of
the AM ID (i.e., (1,2)) is read from gradient table 708A of
ML worker 706 A and provided to PS 702. PS 302 restores
the model to the state prior to the failure using the received
model and model update.

When during the recovery process ML worker 7068
(having ML-worker-ID that is found in the most recent row
of model download table 712) also fails, the row that was
created prior to the most recent row is identified. The
recovery process is performed as described herein using the
values of the identified earlier row.

The number of rows in model download table 712 may be
selected such that the probability that all ML workers
referenced in the rows of table 712 fail during the recovery
process is below a negligible value.

Reference is now made to FIG. 10, which is a schematic
depicting an exemplary implementation 1100 of system 300
described with reference to FIG. 3 using Apache Spark™, in
accordance with some embodiments of the present disclo-
sure.

A distributed collection stores the model of the classifier.
The distributed collection may be viewed as an array that is
distributed over a set of PS-partition worker machines
1102A-D. A distributed collection of ML workers 1104A-C
serves to control ML engines, to facilitate downloading the
model and to inject model updates from ML workers
1104A-C to a distributed collection of model updates. Once
a set of model updates is injected to the distributed collection
of model updates, these model updates are ready to be
merged to the PS model. Each ML worker uses a machine
learning (ML) engine 1106A-C, e.g., Catfe, to produce model
updates. To produce the model updates, ML engines
1106 A-C read training data from a distributed storage 1108.
Model Update Scheduler 1110 implemented within an
Apache Spark™ controller 1112 schedules periodic merge
operation. Staleness controller 1114 helps to keep the local
model replica in ML workers from diverging too far from
each other.

Reference is now made to FIG. 11, which is a schematic
depicting the exemplary implementation 1100 described
with reference to FIG. 10, including respective gradient
datasets (e.g., tables) 1202A-C, a global dataset (e.g., table)
1204, and a model download table 1206, in accordance with
some embodiments of the present disclosure. Gradient tables
1202A-C are stored and managed by respective ML workers
1104A-C. Global table 1204 and model download table
1206 are stored and managed by Apache Spark™ controller
1112.

Additional details of implementing system 300 described
with reference to FIG. 3, and/or the method described with
reference to FIG. 4 in the Apache SPARK™ environment
are now discussed. ML, workers are organized in a ML
resilient distributed dataset (RDD). ML, RDD controls the
ML workers. Each data item in the ML, RDD corresponds to
a single ML engine. The gradient table of each ML worker
is stored in the respective ML engine. Each ML worker
manages a respective ML engine, e.g. Café. ML engines are
distributed according to computation device availability in
the cluster. Global and Model Download tables are stored
and managed in Spark Master. PS is implemented as an
RDD that stores the model as a distributed array. A mecha-
nism that notifies Master on a PS machine failure is imple-
mented.

On a PS machine failure, Spark Master accesses the
Model Download table and finds the row (MODEL-VER-
SION, ML-worker-1D), where ML-worker-ID denotes the
1D of'the ML worker that was the last to download the model
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from the PS and MODEL-VERSION denotes the version of
that model. Spark Master now initiates a procedure to
reconstruct an RDD of the parameters (and place it correctly
in the PS machines). A new RDD containing the model from
ML-worker with id ML-worker-ID is created and parti-
tioned, and then joined to a new empty RDD created and
distributed to the PS-workers. This join shuffles the data, and
effectively moves the partitions of the latest model from the
ML-worker to the PS machines. Spark Master can then
announce the existence of this new RDD to the other
ML-workers, as normally occurs during the system opera-
tion.

Next Spark Master uses the value of the MODEL-VER-
SION to access the Global table and identify rows with
model versions at least MODEL-VERSION. Then Spark
extracts value(s) of AM ID of model updates from those
rows. These model updates, when merged with the model in
PS, reconstruct the latest model in the PS prior to the failure
of the PS machines. Spark Master uses the model update id
value(s) to create a gradient RDD, where each row (AM 1D,
AM) of the Gradient table is mapped to AM. Then Spark
Master joins this RDD with the PS RDD to merge the
required model updates to the model in PS RDD.

Reference is now made to FIG. 12, which is a schematic
used to help explain an analysis to determine how many
entries (e.g., rows) to implement in each gradient dataset
(e.g., table), in accordance with some embodiments of the
present disclosure. The analysis is based on the assumption
that all ML workers have similar performance characteris-
tics (e.g., within a performance tolerance requirement, such
as a range defining an acceptable statistical variation).

As discussed herein in detail, each ML worker downloads
a copy of the recent model M from the PS, computes a model
update AM, and uploads the model update to the PS, which
merges the model update with the previous model M+=AM.
A model update is removed from a gradient dataset after the
model update is incorporated by the PS into the model, and
after the current model or a later model is downloaded to at
least two ML workers.

Next it is shown that the number of entries in the gradient
dataset in each ML worker does necessarily not exceed 2 for
an exemplary implementation. First a discussion is provided
regarding the number of entries in the download dataset that
is sufficient for any practical purpose. First, one hour is a
very conservative upper bound on the recovery from a PS
machine failure. Second, in modern systems the probability
of one certain machine failure during one hour is very low.
The probability that two certain machines fail within one
hour is calculated as the probability of a single machine
failure to the power 2, which should be small enough for any
practical application. Thus having two entries in the down-
load dataset is enough for any practical application. In the
described analysis it is assumed that the number of entries in
the download dataset is chosen such that it does not exceed
the number of ML workers in the system, which is a very
conservative assumption for any practical application. Now,
it is recalled that each ML worker follows the following
loop, as depicted in FIG. 4:

Receive the model from the PS.

Compute a model update. .1

Transfer the model update to the PS to merge with the PS

model. .2

Go to Step 1. .3

Since all the ML workers have similar performance
characteristics (assumption discussed above), by the time
when the first ML worker transfers its second model update
to the PS and starts downloading the PS model for the
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second time, all other ML workers have computed their own
model updates, transferred them to the PS to merge with the
PS model and transferred the updated PS model to them-
selves. This means that by the time the first ML worker starts
its second download of the PS model, all other ML workers
have downloaded a PS model and added an entry into the
download dataset. Now, when the first ML worker down-
loads the PS model for the second time, the number of
entries that all other workers added plus the entry in the
download dataset that corresponds to its first download of
the PS model is at least N. Thus, according to the described
policy to delete entries from the download dataset and the
assumption that the number of entries in the download
dataset is chosen to be at most as the number of ML workers,
when the first ML worker downloads a PS model for the
second time, the entry that corresponds to its first download
is deleted from the download dataset and, thus, from the
gradient dataset. Thus, the number of entries in each gradient
dataset does not exceed 2.

Other systems, methods, features, and advantages of the
present disclosure will be or become apparent to one with
skill in the art upon examination of the following drawings
and detailed description. It is intended that all such addi-
tional systems, methods, features, and advantages be
included within this description, be within the scope of the
present disclosure, and be protected by the accompanying
claims.

The descriptions of the various embodiments of the
present disclosure have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found in the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.

It is expected that during the life of a patent maturing from
this application many relevant parameter servers will be
developed and the scope of the term parameter server is
intended to include all such new technologies a priori.

As used herein the term “about” refers to +10%.

The terms “comprises”, “comprising”, “includes”,
“including”, “having” and their conjugates mean “including
but not limited to”. This term encompasses the terms “con-
sisting of” and “consisting essentially of”.

The phrase “consisting essentially of” means that the
composition or method may include additional ingredients
and/or steps, but only if the additional ingredients and/or
steps do not materially alter the basic and novel character-
istics of the claimed composition or method.

As used herein, the singular form “a”, “an” and “the”
include plural references unless the context clearly dictates
otherwise. For example, the term “a compound” or “at least
one compound” may include a plurality of compounds,
including mixtures thereof.

The word “exemplary” is used herein to mean “serving as
an example, instance or illustration”. Any embodiment
described as “exemplary” is not necessarily to be construed
as preferred or advantageous over other embodiments and/or
to exclude the incorporation of features from other embodi-
ments.

The word “optionally” is used herein to mean “is provided
in some embodiments and not provided in other embodi-
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ments”. Any particular embodiment of the disclosure may
include a plurality of “optional” features unless such fea-
tures conflict.

Throughout this application, various embodiments of this
disclosure may be presented in a range format. It should be
understood that the description in range format is merely for
convenience and brevity and should not be construed as an
inflexible limitation on the scope of the disclosure. Accord-
ingly, the description of a range should be considered to
have specifically disclosed all the possible subranges as well
as individual numerical values within that range. For
example, description of a range such as from 1 to 6 should
be considered to have specifically disclosed subranges such
as from 1 to 3, from 1 to 4, from 1 to 5, from 2 to 4, from
2 to 6, from 3 to 6 etc., as well as individual numbers within
that range, for example, 1, 2, 3, 4, 5, and 6. This applies
regardless of the breadth of the range.

Whenever a numerical range is indicated herein, it is
meant to include any cited numeral (fractional or integral)
within the indicated range. The phrases “ranging/ranges
between” a first indicate number and a second indicate
number and “ranging/ranges from” a first indicate number
“to” a second indicate number are used herein interchange-
ably and are meant to include the first and second indicated
numbers and all the fractional and integral numerals ther-
ebetween.

It is appreciated that certain features of the disclosure,
which are, for clarity, described in the context of separate
embodiments, may also be provided in combination in a
single embodiment. Conversely, various features of the
disclosure, which are, for brevity, described in the context of
a single embodiment, may also be provided separately or in
any suitable subcombination or as suitable in any other
described embodiment of the disclosure. Certain features
described in the context of various embodiments are not to
be considered essential features of those embodiments,
unless the embodiment is inoperative without those ele-
ments.

All publications, patents and patent applications men-
tioned in this specification are herein incorporated in their
entirety by reference into the specification, to the same
extent as if each individual publication, patent or patent
application was specifically and individually indicated to be
incorporated herein by reference. In addition, citation or
identification of any reference in this application shall not be
construed as an admission that such reference is available as
prior art to the present disclosure. To the extent that section
headings are used, they should not be construed as neces-
sarily limiting.

What is claimed is:

1. A system for training a classifier, the system compris-
ing:

a plurality of machine learning (ML) workers each com-

prising at least one processor configured for computing
a model update for a model of the classifier parameter-
ized by a set of model parameters;

a parameter server (PS) comprising at least one processor,
the parameter server being configured to provide the
model of the classifier to each of the ML workers,
receive respective model updates from each of the
plurality of ML workers, and iteratively update the
model of the classifier using each received model
update; and

one or more storage devices storing:

a plurality of gradient datasets each associated with a
respective ML, worker of the plurality of ML work-
ers, wherein each gradient dataset stores a model-
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update-identification (delta-M-ID) indicative of the
respective model update computed by the respective
ML worker, and stores the respective model update
associated with each respective delta-M-ID;

a global dataset that stores, the delta-M-ID associated
with each model update used by the PS in each
respective iteration to update the model of the clas-
sifier, an identification of the ML worker (ML-
worker-1D) that computed the model update associ-
ated with the delta-M-ID of the respective iteration,
and a model version that marks a new model of the
classifier in PS that is computed from merging the
model update with a previous model of the classifier
in PS; and

a model download dataset that stores the ML-worker-
ID and the model version associated with each
transmission of the model of the classifier from the
PS to a certain ML, worker of the plurality of ML
workers.

2. The system according to claim 1,

wherein, in response to a first ML worker of the plurality
of ML workers computing a first model update, the first
model update and the first delta-M-ID associated with
the first model update are stored in the first gradient
dataset associated with the first ML worker;

wherein, in response to the PS creating a second model of
the classifier by merging the first model update with the
first model of the classifier, the following are stored in
the global dataset: the first delta-M-ID of the first

model update, the ML-worker-ID of the first ML

worker, and a second model version of the second

model of the classifier;

wherein in response to a second ML worker of the
plurality of ML workers receiving the second model of
the classifier from the PS, the second model version of

the second model of the classifier and a second ML-

worker-1D of the second ML worker are stored in the

model download dataset.
3. The system according to claim 1, further comprising:
a controller computing device associated with the PS,
wherein the controller is configured to:

receive an indication of a failure in a processor of the
at least one processor of the PS;

access the model download dataset to identify a second
model version and an associated second ML-worker-
1D of a second ML-worker that downloaded a second
model of the classifier, wherein the second model
version denotes the most recent entry in the model
download dataset after the first model version;

access the second ML-worker using the second ML-
worker-ID obtained from the model download data-
set, and retrieve the second model of the classifier
according to the second model version obtained from
the model download dataset; and

initialize the PS using the second model of the classi-
fier.

4. The system according to claim 3, wherein the controller

is further configured to:

access the global dataset to retrieve a third delta-M-1D
and a third ML-worker-ID associated with a third
model version, wherein the third model version denotes
the most recent entry in the global dataset after the
second model version;

access a third ML-worker according to the third ML-
worker-ID to retrieve a third model update according to
the third delta-M-ID;
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instruct the PS to merge the third model update with the
second model to recover the third model of the classi-
fier corresponding to the third model of the classifier
prior to the failure.
5. The system according to claim 3, wherein the controller
further configured to:
receive an indication of a failure in a processor of the at
least one processor of the second ML-worker;
access the model download dataset to identify the first
model version and the associated first ML-worker-1D
of the first ML-worker that downloaded the first model
of the classifier, wherein the first model version denotes
the entry in the model download dataset before the
second model version;
access the first ML-worker using the first ML-worker-1D
obtained from the model download dataset, and retrieve
the first model of the classifier according to the first
model version obtained from the model download
dataset; and
initialize the PS using the first model of the classifier.
6. The system according to claim 5, wherein the controller
further configured to:
access the global dataset to retrieve the second delta-M-
ID and a third delta-M-ID and the second ML-worker-
ID and a third ML-worker-ID associated with the
second model version and a third model version,
respectively, wherein the second and third model ver-
sions denote the entries in the global dataset after the
first model version;
access the second and third ML-worker according to the
second and third ML-worker-1Ds to retrieve the second
and third model updates according to the second and
third delta-M-IDs;
instruct the PS to merge the second and third model
updates with the first model of the classifier to recover
a third model of the classifier corresponding to the third
model of the classifier prior to the failure of at least one
of the processors of the plurality of processors of PS.
7. The system according to claim 1, wherein the number
of entries of model version and associated ML-worker-IDs
in the model download dataset is selected according to a
probability that each ML-worker with a corresponding ML-
worker-ID stored in the model download dataset that fails
during the recovery process is less than a predefined require-
ment.
8. The system according to claim 7, further comprising:
a controller computing device associated with the model
download dataset, wherein the controller is configured
to:
delete the oldest entry of model version and associated
ML-worker-ID stored in the model download dataset
in response to a new entry of model version and
associated ML-worker-ID being added and stored in
the model download dataset, to maintain a same
number of entries;
delete the entries from the global dataset having a value
of the model version that represents earlier or equal
values of the model version of the oldest entry in the
model download dataset that has been deleted;
instruct removal of entries associated with gradient
datasets having values of the delta-M-ID that appear
in corresponding entries of the global dataset that are
deleted.
9. The system according to claim 1, wherein a number of
entries storing delta-M-ID and associated model update in
each gradient dataset associated with each ML-worker is at
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most two when the plurality of ML-workers have compu-
tational performance characteristics within a tolerance.

10. The system according to claim 1, wherein a number of
entries N in the model download dataset is chosen such that
a probability that all N ML workers, whose ML-worker-IDs
are stored in the model download dataset, fail during the
recovery process is below a defined negligible probability
value.

11. The system according to claim 1, wherein a plurality
of weights of a fully connected layer in each model update
is implemented as a multiplication of two vectors.

12. The system according to claim 1, wherein the PS is
implemented using a distributed system comprising a plu-
rality of computing devices each including at least one
processor.

13. The system according to claim 1, wherein at least two
of the ML workers are implemented using distinct comput-
ing devices.

14. A method for training a classifier by a plurality of
machine learning (ML) workers, the method comprising:

providing, by a parameter server (PS), a model of the

classifier to each ML worker of the plurality ML
workers;

receiving, by the PS, model updates from each ML worker

of the plurality of ML workers;

storing a model-update-identification (delta-M-ID)

indicative of the respective model update computed by
the respective ML worker;

storing the respective model update associated with each

respective delta-M-ID; and

iteratively updating the model of the classifier based on

each received model updates;

storing an identification of the ML worker, the ML-

worker-ID that computed the model update associated
with the delta-M-ID of the respective iteration, and a
model version that marks a new model of the classifier
in PS that is computed from merging the model update
with a previous model of the classifier in PS.

15. The method according to claim 14, wherein a plurality
of weights of a fully connected layer in each model update
is implemented as a multiplication of two vectors.

16. The method according to claim 14, wherein the PS is
implemented using a distributed system comprising a plu-
rality of computing devices each including at least one
processor.

17. The method according to claim 14, wherein at least
two of the ML workers are implemented using distinct
computing devices.

18. A computer-readable storage medium storing a com-
puter program that, when executed by at least one processor
of at least one computer, causes training of a classifier by a
plurality of machine learning (ML) workers, by performing
the steps of.

providing, by a parameter server (PS), a model of the

classifier to each ML worker of the plurality ML
workers;

receiving, by the PS, model updates from each ML worker

of the plurality of ML workers;

storing a model-update-identification (delta-M-ID)

indicative of the respective model update computed by
the respective ML worker;

storing the respective model update associated with each

respective delta-M-ID; and

iteratively updating the model of the classifier based on

each received model updates;

storing an identification of the ML worker, the ML-

worker-ID that computed the model update associated
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with the delta-M-ID of the respective iteration, and a
model version that marks a new model of the classifier
in PS that is computed from merging the model update
with a previous model of the classifier in PS.

19. The computer-readable storage medium according to 5
claim 18, wherein the PS is implemented using a distributed
system comprising a plurality of computing devices each
including at least one processor.

20. The computer-readable storage medium according to
claim 18, wherein at least two of the ML workers are 10
implemented using distinct computing devices.

#* #* #* #* #*

26



