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TITLE OF INVENTION

MOBILE AUTHENTICATION INTEROPERABILITY FOR DIGITAL CERTIFICATES

FIELD OF THE INVENTION

[0001] The application is directed to security of resources that are
processed on a mobile device. In particular, it is directed to an authentication

system for securely handling sensitive data on a mobile device.
BACKGROUND OF THE INVENTION

[0002] Authentication systems have been in wide use for a long time.
Some of the earliest authentication system include the use of a simple
password that can be associated with a user for a computer. The user
identifies himself and enters a password and is then given access to
information that is associated properly with the individual. It is understood that

different people can have different access levels.

[0003] A primary problem with this type of systems is that passwords
are notoriously unreliable when it comes to security. There has been a host of
other approaches to user authentication including the use of imaging software
to visually identify if the person opening the computer, or the use of biometrics
to identify a person (e.g., finger print, eye scan, etc.). Still further problems
observed with password-based systems include catastrophic Denial of
Service attacks being perpetrated by Internet of Things (IoT) botnets that

exploit default passwords on everyday devices.

[0004] When there is a need for strongly vetted credentials, Public Key
Infrastructure (PKI) has been effectively used. PKI provides a strong proof of

identity by utilizing the following key components to its architecture:
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[0005] 1. Digital certificates. Digital "identities" issued by trusted third
parties that identify users and machines. They may be securely stored in

wallets or in directories.

[0006] 2. Public and private keys. These form the basis of a PKI for
secure communications, based on a secret private key and a mathematically

related public key.

[00o7] 3. Certificate Authority (CA). Acts as a trusted, independent

provider of digital certificates.

[0008] PKI can be described as a hierarchical system that can provide
very strongly vetted credentials. As PKI is such a strong standard, it has been
used extensively in the information security area to deliver identity
authentication for multiple areas, including individuals, organizations and
machines. By using Public keys that are bound to the identity and providing a
mechanism to gain access to information about the organization that created
the certificate and allowing the individual to control its private key, PKI
provides the capabilities for any relying party application to reach back to the
originating source of the identity. This hierarchical approach provides a relying
party a high level of confidence on the ownership of the presented identity,
which is enhanced when the originating source is a validated and trusted

entity (e.g., the U.S. Government).

[0009] To complicate matters, a strong trend is being seen in all sectors
of the economy, for fixed computers to be replaced by mobile devices, for
convenience, flexibility, and accessibility. Furthermore, a diverse identity
management ecosystem is being developed, where certificate authorities are
decoupled from application providers, users are mobile and companies are
struggling to understand who is accessing their systems. Mobility — being un-
tethered to a physical workplace — brings enormous efficiencies, and, if
implemented carefully, benefits employers and employees alike. Mobile

computing is introducing newer architectures, breaking down silos, and
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introducing peer to peer transactions between multiple identities and
unrelated parties relying on trust to perform such transactions. Mobile
computing is changing the way that people work and do business. For
example, in the past, if a person wanted to access highly secure documents
they would have to sit at a terminal and log in through a series of operations
that confirmed that the individual could have access to that information.
However, with the advancement in mobile devices allowing for a much greater
amount of work to be performed on them, pressure has mounted to allow

individuals to access highly sensitive information with their mobile device.

[0010] Mobile devices have brought a rapid convergence of multi-factor
authentication, native functionality (i.e. apps), and web browsing. One of the
most important recent advances is the phone-as-second-factor. That is, the
cell phone is the “something you have”. The overt physical factor is activated
by Personal Identification Number (PIN) or password (the something you

know), or increasingly, an integrated biometric.

[0011] Yet until now, a strong identity proofing solution like, Personal
Identity Verification (PIV), has been primarily deployed on smartcards.
Classically, PIV credentials are carried on smartcards which contain secure
private keys. Likewise, until now, interoperability of PIV credentials required
specific PKI integration of client-side software components and the backend
CA. The government has struggled to use PIV cards with mobile devices as,
among other things, most mobile devices lack traditional smart card readers,
and efforts to leverage NFC for mobile authentication have struggled. In part
because of these challenges, the U.S. government crafted the Derived PIV
Credential (DPC) initiative — focused on extending the security model of PKI
to mobile devices. While launched in 2014, DPC is still in early adoption mode
and has proven very complex to deploy. In practice, this means that millions
of mobile devices across the U.S. government are not protected with strong

authentication.
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[0012] Private sector enterprises face similar demands as the various
U.S. government agencies to open access to secure content from users’
mobile devices. Consider the aerospace and defense industry as an
example. Every company in this industry has made a significant financial
investment in SmartCard technologies to provide their users, suppliers, and in

some cases even customers with strongly vetted x.509 identity credentials.

[0013] X.508 is a standard for a PKI 1o manage digital certificates and
public-key encryption and a key part of the Transport Layer Security protocol
used to secure web and emall communication. An X.509 certificate is a digital
certificate that uses the international X.509 PKI standard to verify that a public
key belongs to the user, computer or service identity contained within the

certificate.

[0014] These private sector enterprises users that access confidential
data with mobile devices have become increasingly reliant on smartphones
and tablets to get their day-to-day work done. However, data owners in these
organizations have been hesitant to provide access to sensitive information

from mobile devices, due to security concerns (starting with authentication).

[0015] The result of all this mobile device utilization has been the
proliferation of non-hierarchical authentication systems. These non-
hierarchical authentication systems provide the benefit that they can leverage
key functions of mobile devices and new computing technics to deliver a more
user friendly and frictionless authentication process between the mobile
device and the relying party (or organization providing a service to the

individual, device or other).

[0016] A potent combination of security factors plus widespread native
cryptography has propelled the Fast Identity Online (FIDO) Alliance to
transform authentication from essentially any mobile device. FIDO is a
consortium of identity management vendors, product companies and service

providers working on strong authentication standards using industry standard,
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tested and vetted cryptographic algorithms. FIDO standards are enabling a
new paradigm for multi-factor authentication: once an individual has
authenticated to their personal mobile device, they should be able to use that

device to then authenticate to other digital services.

[0017] The recent publication of NIST SP 800-63-3 DIGITAL IDENTITY
GUIDELINES outlined notable changes in the identity proofing and
authentication of users, such as employees, contractors, private individuals,
and commercial entities, working with government IT systems over open

networks. See, nftps //pages nist aoviB00-82-3/5p800-63-3 htmi Two

significant changes outlined in the document are (1) the separation of identity
assurance from authenticator assurance, and (2) the recognition of
technologies like FIDO U2F and UAF within the highest level — Authenticator
Assurance Level 3 (AAL3).

[0018] As a result, the FIDO protocol is now considered a viable option,
as it meets government guidelines for asymmetric, public-key (PK)
cryptography for authentication. This will lead to strong mobile authentication
to FIDO enabled legacy and cloud based applications and resources that

were previously too difficult and or expensive to PKI enable.

[0019] One of the limitations of FIDO is the inability to directly integrate
with PKI, the hierarchal system that securely manages PIV credentials and
verifies the identity of a user back to a trusted party prior to authentication.
This results in the inability to directly use government standard identification

credentials with AA3 level authentication provided by FIDO.

[0020] For example, the Article entitied “FIDO Alliance White Paper:
Leveraging FIDO Standards to Extend the PKI Security Model in United
States Government Agencies” published by the FIDO Alliance describes how
FIDO can complement PKI in expanding the U.S. Governments authentication
ecosystem. htips fidoalliance orgiwo-contentupinads/White-Paper
Leveraging-F1DO-Slandards-to-Extend-the-PEl-Securitv-Model-in-Us-Govl
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Agencies.ndf The paper details the challenges and shortcomings with PKI but
acknowledges that PIV should continue as the U.S. Governments credential
of choice.

[0021] Another article is provided by SecurelD News dated March 17,
2017 entitled “Merging FIDO and PIV could help feds achieve strong

authentication goals”. htips fwww . secureidnews com/mnews-tenvmerging-fido-

and-piv-could-heln-feds-achisve-strong-authentication-goeals/ This article

summarizes the above-referenced white paper. Some key excerpts include:
“PKI enabling applications — both legacy and new — is not an easy process”
and “If full-blown PIV card presentment were doable, that would be the
preferred route. But in cases where this is not possible, PIV derived
credentials would be next followed by FIDO derived credentials.” In other
words, the hierarchical PKI system cannot currently be fully merged with the

non-hierarchical FIDO world.

[0022] Accordingly, this is a problem that the industry is currently
dealing with, namely, how to utilize the strongly vetted credentials provided by
a system, such as, PKI, along with strong authentication standards using
industry standard, tested and vetted cryptographic algorithms, such as, FIDO.
As noted in the above-referenced articles, there is no effective solution that

has yet been achieved.
SUMMARY OF THE INVENTION

[0023] What is desired then is a system and method that provides for

strong authentication for a user using a mobile device.

[0024] Itis further desired to provide a system and method that bridges
between hierarchical authentication systems and non-hierarchical

authentication systems.

[0025] It is still further desired to provide a system and method that

allows digital credentials on a mobile device to be vetted with a hierarchical
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authentication system and allows that same identity to be subsequently vetted
with a non-hierarchical authentication system which utilizes the vetting of the

hierarchical authentication system.

[0026] It is also desired to provide a system and method that bridges
between a PKI authentication system and a FIDO authentication system for a
mobile device such that the FIDO authentication system uses and relies on
the validation and verification of identity provided by the PKI authentication

system.

[0027] Accordingly, in one configuration, a system is provided that
bridges the non-hierarchical format of FIDO public key cryptography with the
Certificate Authority based format of PKI.

[0028] A primary benefit of PKI is that it comprises a strong standard
that has been extensively used in the information security area to deliver
identity authentication for multiple areas, including individuals, organizations
and machines. PKI is considered a very strong standard because it uses
public keys that are bound to the identity. Additionally, PKI provides a
mechanism to access information about the organization that created the
certificate. Still further, PKI allows the individual to control its private key. As
such, PKI allows for a relying party application to “reach back” through a
continuous chain to the originating source of the identity. This is an example
of a hierarchical authentication system. This hierarchical approach provides a
relying party a very high level of confidence on the ownership of the presented
identity, which is enhanced when the originating source is a validated and

highly trusted entity.

[0029] A key component of the PKI approach is a validated digital
certificate in the x.509 format, which usually contains the following
informational attributes that can be provided to the identity owner in many
ways (e.g., soft or hard token), and usually contains the following core

information: 1) The certificate user's name; 2) an expiration date; 3) a unique
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serial number assigned to the certificate by the CA; 4) the user's public key; 5)
information about the rights and uses associated with the certificate; 6) the
name of the certificate authority that issued the certificate; 7) the CA's
signature; and 8) an algorithm identifier that identifies which algorithm was

used to sign the certificate.

[0030] The certificate becomes an electronic document that can be
used to validate the identity of the individual or device that owns the certificate
and delivers a highly trusted response to the relying parties (i.e., because it's
hierarchical, it is possible to track a continuous chain back to the originating
source). However, there is a major challenge of extending this type of system
into mobile devices. This is because of relatively high computing
requirements, and the propensity of PKI in sharing user and private
information to the relying parties as they gain access to the certificate and its
information.

[0031] FIDO protocols on the other hand, use standard public key
cryptography techniques to provide robust authentication between a device
and a relying party (e.g., an online service). The FIDO UAF protocol
comprises: 1) Regqistration; 2) Authentication; 3) Transaction confirmation; and

4) Deregistration.
[0032] The FIDO registration process typically proceeds as follows:

[0033] First, a user is prompted to choose an available FIDO

authenticator that matches an online service’s acceptance policy.

[0034] Second, the user unlocks the FIDO authenticator using some
user gesture such as swiping a fingerprint reader, securely entering a PIN or

using some other method trusted method.

[0035] Third, the user's authenticator creates a new public/private key

pair unique for the authenticator, the online service and user's account.
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[0036] Fourth, the public key is sent to the online service and
associated with the user’'s account. It should be noted that the private key and
any information about the local authentication method never leave the local

device.

[0037] A key benefit is that with FIDO, agencies and commercial relying
party applications will be able to achieve the security benefits of public key

cryptography without the traditional and costly CA model.

[0038] A limitation of the FIDO registration and authentication process,
however, is that it assumes a prior Identity-binding step to know the identity of
the authenticator owner. In other words, it is only as good as the assumption
of identity from the registration process onward (e.g., the system does not
trace back beyond registration). Since PKI addresses this weakness (e.g., can
be traced back to a highly reliable originating source), it would be good to
utilize both PKI and FIDO to identify a user that is seeking to access data
using a mobile device without the need for a subordinate CA. The Mobile
Authentication Interoperability for Digital Certificates (MAIDC) system does
just this.

[0039] The MAIDC system joins certificate credentials to FIDO enabled
backend services. The MAIDC system comprises a mobile authentication app
that controls access to and use of Derived PIV Credentials (DPC) on users’
mobile devices (e.g., phones, tablets, etc.). The system also provides for
FIDO UAF (Universal Authentication Framework) authentication methods,

which are utilized to obtain access to electronic resources.

[0040] In particular, a FIDO certified Derived Credential (x.509)
authenticator will act as a bridge between credentials issued by a Certificate
Authority and stored securely on a user's mobile device and enterprise web

resources, via the FIDO UAF protocol.
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[0041] With FIDO protocols being increasingly accepted by commercial
and government servers, the authenticator using trusted identifications could
enable, for instance, NIST SP 800-63-3 AAL3 mobile authentication utilizing
IAL3 identities for first responders to emergency response management
partners, energy utilities, healthcare facilities, and financial entities, while
safeguarding the privacy of the individual, and extending the value of the

credential to be used in a diverse range of authentication activities.

[0042] MAIDC utilizes DPC, which provide for PIV certificates to be
mirrored into compatible mobile devices. This means that an exact copy is not
saved to the compatible mobile device, rather, a parallel identification
certificate is utilized. So the certificate is not copied from the card itself, rather,
it is copied from another location, meaning the issuer value is different, but
includes similar data (e.g., same email, same name, etc.) utilizing digital
certificates to convey that information in a standardized way. In access control
settings, the digital certificate is presented to a server, parsed, and the
attributes retrieved and consumed by the receiving application. This allows for
a new translation capability and resource that maps PIV attributes from

derived credentials onto FIDO attributes.

[0043] For this application the following terms and definitions shall

apply:

[0044] The term “data” as used herein means any indicia, signals,
marks, symbols, domains, symbol sets, representations, and any other
physical form or forms representing information, whether permanent or
temporary, whether visible, audible, acoustic, electric, magnetic,
electromagnetic or otherwise manifested. The term “data” as used to
represent predetermined information in one physical form shall be deemed to
encompass any and all representations of the same predetermined

information in a different physical form or forms.
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[0045] The term “device” as used herein means any system that
facilitates electronic communication. This may include, for example, a mobile
phone, pager, email system, computer, tablet, app, smart phone, personal
smart device, wearable technology, a laptop, machine intelligence such as,
the Internet of Things (loT). Often, the communications medium will relate to

an application on a device.

[0046] The terms “user” or “users” mean a person or persons, machine
or program respectively, who access data in any manner, whether alone orin
one or more groups, whether in the same or various places, and whether at

the same time or at various different times.

[0047] The term “network” as used herein includes both networks and
internetworks of all kinds, including the Internet, and is not limited to any

particular network or inter-network.

[0048] The terms “first” and “second” are used to distinguish one
element, set, data, object or thing from another, and are not used to designate

relative position or arrangement in time.

»oou

[0049] The terms “coupled”, “coupled to”, “coupled with”, “connected”,
“connected to”, “connected with” and “connection” as used herein each mean
a relationship between or among two or more devices, apparatus, files,
programs, applications, media, components, networks, systems, subsystems,
and/or means, constituting any one or more of (a) a connection, whether
direct or through one or more other devices, apparatus, files, programs,
applications, media, components, networks, systems, subsystems, or means,
(b) a communications relationship, whether direct or through one or more
other devices, apparatus, files, programs, applications, media, components,
networks, systems, subsystems, or means, and/or (c) a functional relationship
in which the operation of any one or more devices, apparatus, files, programs,

applications, media, components, networks, systems, subsystems, or means
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depends, in whole orin part, on the operation of any one or more others

thereof.

[0050] The terms “process” and “processing” as used herein each
mean an action or a series of actions including, for example, but not limited to,
the continuous or non-continuous, synchronous or asynchronous, routing of
data, modification of data, formatting and/or conversion of data, tagging or
annotation of data, measurement, comparison and/or review of data, and may

or may not comprise a program.

[0051] The terms “public key infrastructure” and “PKI” as used herein is
a set of roles, policies, and procedures needed to create, manage, distribute,

use, store, and revoke digital certificates and manage public-key encryption.

[0052] The terms “Fast Identity On Line Alliance” and “FIDO” as used
herein is a protocol that uses standard public key cryptography techniques to
provide authentication between a device and a relying party and includes:

Registration, Authentication, Transaction confirmation, and Deregistration.

[0053] In one example a system is provided for authenticating a mobile
device seeking to access a server of an online service via a network
connection and seeking authentication from a first authentication server and a
second authentication server, where the system comprises a mobile app
associated with the online service stored on a storage on the mobile device.
The system is provided such that when the mobile app is opened, a request to
access the online service is generated, the request including data associated
with the mobile device and the mobile device transmits the request to an
online service server associated with the online service. The system is further
provided such that the online service server receives the request to access
the online service and generates a first authentication request that is
transmitted to the first authentication server, the first authentication request
including data being associated with the mobile device. Still further, the

system is provided such that the first authentication server receives the first
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authentication request and generates a first authentication based in part, on
the data associated with the mobile device, and the first authentication server
transmits the first authentication to the online service server. The system also
provides for the online service server generating a proof of identity request,
which is transmitted to the mobile device, where the mobile device generates
a second authentication request that is transmitted to a second authentication
server, the second authentication request including data associated with the
user of the mobile device. The system additionally facilitates the second
authentication server receiving the second authentication request and
generates a second authentication based in part, on the data associated with
the user of the mobile device, and the second authentication server transmits
the second authentication to the mobile device. The mobile device transmits
the second authentication to the online service server, and the online service
server allows the mobile device to access the online service via the online

service server based on the first authentication and the second authentication.

[0054] In another example a method is provided for authenticating a
user and a mobile device having a network connection seeking to access a
server of an online service via a mobile app, where the online service server
seeks authentication from a first authentication server and a second
authentication server. The method comprising the steps of opening the mobile
app and generating a request to access the online service server, the request
including data associated with the mobile device and transmitting the request
to the online service server associated with the online service via the network
connection. The method further comprises the steps of generating a first
authentication request including data associated with the mobile device,
transmitting the first authentication request from the online service server to
the first authentication server, generating a first authentication based in part,
on the data associated with the mobile device, and transmitting the first
authentication from the first authentication server to the online service server.

The method still further comprises the steps of generating a proof of identity
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request, transmitting the proof of identity request from the online service
server to the mobile device, generating a second authentication request
including data associated with the user of the mobile device, and transmitting
the second authentication request from the mobile device to the second
authentication server. Finally, the method comprises the steps of generating a
second authentication based in part, on the data associated with the user of
the mobile device, transmitting the second authentication from the second
authentication server to the mobile device, transmitting the second
authentication from the mobile device to the online service server, and
processing the first and second authentications such that access to the online

service is provided to the mobile device via the online service server.

[0055] In still another example a method for registering a user and a
mobile device having a network connection, the user seeking access to an
online service associated an app stored on a storage on the mobile device is
provided. The method comprises the steps of initiating the app on the mobile
device, prompting the user to enter identification information associated with
the user and verifying the identification information. The method further
comprises the steps of transmitting a registration request from the mobile
device to a first authentication server, transmitting the registration notice from
the app to an online service server associated with the online service and
transmitting a registration signal from the online service server to the mobile
device, the registration signal including data associated with the online
service. The method also comprise the steps of transmitting a verification
request from the app to a second authentication server, the verification
request including data associated with the mobile device and the user,
transmitting verification data from the second authentication server to the app
that verifies the data included in the verification request and includes data
associated with the second authentication server and transmitting the
verification data from the app to the online service server and to the first

authentication server. Finally, the method includes the steps of storing at least
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some of the verification data on a storage associated with the first
authentication server, transmitting a verification result to the app and notifying
the user of the registration result.

[0056] Other objects of the invention and its particular features and
advantages will become more apparent from consideration of the following

drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[0057] FIG. 1 is a block diagram of a FIDO User Device interacting with

the system according to one example of the system.

[0058] FIG. 2 is a block diagram illustrating obtaining a derived

personal identity verification credential.

[0059] FIG. 3 is a block diagram illustrating the certificate validation

process.

[0060] FIG. 4 illustrates a work flow process for FIDO UAF registration

of a mobile device with the authentication system.

[0061] FIG. 5 illustrates a work flow process for OCSP validation of a

mobile device with the authentication system.

[0062] FIG. 6 illustrates a work flow process for FIDO UAF

authentication of a mobile device with the authentication system.

[0063] FIG. 7 is a block diagram illustrating FIDO x.509 step-up
authentication.

[0064] FIG. 8 is a flow diagram showing the authenticator specific

module function.

[0065] FIG. 9 is a flow diagram showing the authenticator module

function.
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[0066] FIG. 10 is a flow diagram showing the Certificate Validation

process.
[0067] FIG. 11 is a flow diagram showing the Registration process.
[0068] FIG. 12 is a flow diagram showing the Authentication process.
DETAILED DESCRIPTION OF THE INVENTION

[0069] Referring now to the drawings, wherein like reference numerals

designate corresponding structure throughout the views.

[0070] FIG. 1 includes a FIDO user device 100 that could include any
type of mobile device that includes a browser / app 102 for accessing an
online service. The app 102 can be activated to transmit a request having, for
example, a UAF protocol 104 that is received by a relying party web server
106. The UAF protocol 104 could comprise a TLS protocol and the relying

party web server 106 could comprise a TLS key.

[0071] The relying party web server 106 can then request
authentication from a FIDO server 108, which in turn, can send FIDO

metadata service 110 that certifies compliance with the FIDO requirements.

[0072] Also depicted in FIG. 1 is that the browser / app 102 comprises
a FIDO client 112, an authenticator specific module 114 and a FIDO
authentication module 116.

[0073] The FIDO authentication module 116 is, in this example, shown
to communicate with OCSP server 118 for certificate validation. Optionally,

this may further include the provisioning of PIV credentials.

[0074] It will be understood by those of skill in the art that a FIDO
certified DPC authenticator forms an important bridge from strongly vetted
credentials to FIDO—-enabled enterprise server side resources. As was
previously discussed, to date, interoperability of PIV credentials required

specific PKI integration of client side software components and backend CAs.
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The proposed FIDO DPC Authenticator, will streamline this integration. The
DPC implementation creates digital certificates for approved mobile devices,
meeting government standards as required by, for example but not limited to,
NIST SP 800-157 and NIST SP 800-63-3 AAL3 level and will enable AAL3

authentication utilizing IAL3 identities from mobile devices, meeting

government standards as required by, for example but not limited to NIST SP
800-57 and NIST.SP 800-63-3.

[0075] FIG. 2 illustrates the initial FIDO authenticator registration
process 200. In particular, this process shows further includes the optional

steps of derived PIV credential provisioning.

[0076] In this example, a manager sends and invitation 202 to a user. A
registration request 204 is then sent to a relying party app 206, which is then
transmitted to a FIDO UAF server / registration portal 214 such that, a FIDO
x.509 authenticator is downloaded 208 to the user device.

[0077] The user device then sends a registration request 210 to the
relying party app 206, which triggers a registration request 212 from the
relying party app 206 to the FIDO UAF server / registration portal 214. The
FIDO UAF server / registration portal 214 then communicates with the relying
party app 206 so contact the user device for PIN initialization 216 and keypair

generation 218 occurs.

[0078] From this point, the Key Registration Data (KRD) object, which
includes Authentication Attestation Identification (AAID), Public Key,
Authentication Cryptography and the user name are transmitted to the relying
party app 206. The relying party app 206 then communicates with the FIDO
UAF server / registration portal 214 to validate and store the public key 220.

[0079] FIG. 3 is an example of an authentication system 300. In this

example, an access request 302 is generated by an app 301 and is
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transmitted from a mobile device to a FIDO enabled relying party application
304.

[0080] This in turn, triggers a generate authentication request 306 to a
FIDO UAF server 308. The authentication request is transmitted to the user
device 310 via the relying party application 304. The app 301 sends a
certificate validation request 312 to an On-line Certificate Status Protocol
(OCSP) server 314 and receives back the validation. The validation or signed
assertion 316 is then transmitted to the FIDO enabled relying party application
304. The FIDO enabled relying party application 304 then verifies the result
318 with the FIDO UAF server, and once verified, allows the app 301 to
access 320 the FIDO enabled relying party application 304.

[0081] It should be noted that, while various functions and methods
have been described and presented in a sequence of steps, the sequence
has been provided merely as an illustration of one advantageous
embodiment, and that it is not necessary to perform these functions in the
specific order illustrated. It is further contemplated that any of these steps
may be moved and/or combined relative to any of the other steps. In addition,
it is still further contemplated that it may be advantageous, depending upon

the application, to utilize all or any portion of the functions described herein.

[0082] Turning now to FIG. 4, an example of the FIDO UAF registration
400 process is illustrated. The various steps for reqgistration are depicted
including where a user 402 opens 404 a relying party mobile app 406. The
mobile app 406 requests the user 402 for a PIN 408 and for the user name
and PIN to be submitted 410. The mobile app 406 then verifies the login 412
and triggers a UAF Registration request 414 to a FIDO server 416, which
returns the UAF registration request 418 to the relying party mobile app 406.

[0083] The mobile app 406 then sends the UAF registration request
along with the application identification and Transit Layer Security (TLS)
bindings 420 to the FIDO client 422, which sends a facet identification list
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identified by the application identification 424 to the relying party mobile app
406. The relying party mobile app 406 returns the facet identification list 426
to the FIDO client 422, which selects an authenticator based on a policy 428.
This in turn, triggers registration 430 from the FIDO client 422 to the
Authenticator Specific Module 432. The Authenticator Specific Module 432
triggers registration including a KH Access Token 434 with Authenticator 436.
Authenticator 436 triggers user verification 438 with user 402, such that user
402 enters a PIN and sends a certificate verification and validation 440 to PKI
Process 442.

[0084] PKI Process 442 verifies the user 444, which is sent back to
Authenticator 436 for generation of a key pair for the application identification

and authentication identification 446.

[0085] The Authenticator 436 returns a KRD Object including
attestation and public key 448 to the Authenticator Specific Module 432, which
in tumn, returns the KRD 450 to FIDO client 422. The FIDO client 422 returns
the UAF registration response including KRD 452 to the relying party mobile
app 406, which in turn, sends the UAF registration response including KRD
454 to the FIDO server 416. The FIDO server 416 then returns the verification
result 456 to the relying party mobile app 406, which in turn, indicates a

successful registration 458 to the user 402.

[0086] Turning now to FIG. 5, an example of the OCSP validation
process 500 is presented. The various steps for validation are depicted
including where a user 502 opens 504 a relying party mobile app 506. The
mobile app 506 requests the user 502 to enter a PIN 508. The user 502
enters their user name and PIN 510, which is received by the Authenticator
512. The Authenticator 512 then verifies the login 514 and checks the validity
of dates 516 with Keystore 518. If the Keystore 518 confirms validity 520, then
control is returned to the Authenticator 512.
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[0087] The Authenticator 512 then parses the issuer, serial number and
subject from the certificate 522 from which the Keystore builds the OCSP
query 524. The Authenticator 512 will then submit the OCSP query 526 to the
OCSP Server 528. The OCSP Server 528 then requests all certificates 530
from the Certificate Authority 532. The Certificate Authority 532 then sends
the certificates for evaluation 534 by the OCSP Server 528. Finally, if the
OCSP Server 528 determines that the certificates are valid, then control is

returned to the Authenticator for initiation of the FIDO UAF processes 536.

[0088] Turning now to FIG. 6, an example of the FIDO UAF
authentication process 600 is described. The various steps for authentication
are depicted including where a User 602 opens 604 a Relying Party Mobile
app 606. The Mobile App 606 triggers a UAF authentication request 608,
which is sent to FIDO Server 610. A general authorization request 612 is
generated and the UAF authentication request is returned 614 to the relying
party mobile app 606. The Relying Party Mobile app 606 then sends the UAF
authentication request along with the application identification and the TLS
bindings 616 to the FIDO Client 618.

[0089] The FIDO Client 618 seeks to retrieve the Facet identification list
identified by the application identification 620, which request is sent to the
Relying Party Mobile app 606. The Relying Party Mobile app 606 then returns
the Facet identification list 622 to the FIDO Client 618. The FIDO Client 618
then selects an authenticator based on policy 624, which triggers an
authentication 626 to the Authenticator Specific Module 628.

[0090] The Authenticator Specific Module 628 then triggers an
authentication including a Key Handle (KH) access token 630 with the
Authenticator 632. This triggers a user verification 634, such that when the
User 602 identifies themselves, a certificate verification and validation request
636 is sent to PKI Process 638. The PKI Process 638 would then send a user
verification 640 back to the Authenticator 632.
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[0091] The Authenticator 632 then unlocks the user authentication and
computes the authentication result 642 and sends signed data 644 to the
Authenticator Specific Module 628, which in turn, sends the signed data 646
to the FIDO Client 618. The FIDO Client 618 sends a UAF authentication
response including the signed data 648 to the Relying Party Mobile App 606.

[0092] The Relying Party Mobile App 606 sends the UAF authentication
response 650 to the FIDO Server 610, which verifies 652 the UAF
authentication response. The verification result is then sent 654 to the Relying
Party Mobile App 606, which in turn, provides the login information 656 to the
User 602.

[0093] FIG. 7 provides a system for FIDO x.509 step-up authentication.
The block diagram is similar to that described in connection with and depicted
in FIG. 3, however, this system 700 contemplates a higher level of security
may be needed for all applications. In this example, an access request 702 is
generated by an app 701 and is transmitted from a mobile device to a FIDO

enabled relying party application 704.

[0094] This in turn, triggers a generate authentication request 706 to a
FIDO UAF server 708. The authentication request is transmitted to the user
device 710 via the relying party application 704. In this example, the user
needs to input a biometric 712, such as a facial recognition. The signed
assertion 714 and access 716 are then sent to the relying party application
704. Additionally, a sensitive access request 718 is sent to a sensitive relying

party application 720.

[0095] This triggers the generation of a sensitive authority request 722
to the FIDO UAF Server 708. Additionally, an x.509 authentication request
724 is transmitted to the app 701, which requests certificate validation 726
from OCSP Server 728. Once certificate validation is returned from the OSCP
server 728, a signed assertion 730 is transmitted to the sensitive relying party

application 720.
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[0096] The sensitive relying party application 720 then verifies the
returned results 732 with the FIDO UAF Server 708 after which if the process
validates the results, allows access 734 to the sensitive relying party

application 720.

[0097] FIG. 8 is a flow diagram showing the authenticator specific
module function. The process 800 illustrates the process for a request from a
FIDO client 802 to locate the authenticator 804.

[0098] The process then moves to authentication request 806, the
system will determine if the user is enrolled with authenticator 808. If no, the
process moves to user registration process 810; if yes, process moves to

authentication process 812.

[0099] After the authentication process 812, the process moves to user
enters identification information 814. It should be noted that this could be any
type of identification that is provided to identify the user. Once the information
is input, the process moves to verification 816. If the identity information was
not valid, the process loops back to user enters identification information 814,
which is will allow for only a limited number of attempts before the process
ends. If the identity information was valid, the process moves to x.509

validation process 818.

[00100] From here the process determines if the x.509 validation passed
or failed 820. If the validation passed, the process moves to create a positive
response 822; but if the validation failed, the process moves to create a failed
response 824. From either a positive or failed response, the process then
moves to return the response to the FIDO client 826. Finally, the process

progresses to the FIDO client acknowledgement 828.

[00101] FIG. 9 is a flow diagram showing the authenticator module
function. The process 900 illustrates a request received from the

Authenticator Specific Module 902. If a registration request 904 is received,
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the process proceeds to extract the certificate from the Keystore validation

906. The process then moves to certificate validation process 908.

[00102] If an authentication request 910 is received, the process
proceeds to search for certificate based on user name from ASM for local

validation 912. The process then moves to certificate validation process 908.

[00103] From the certificate validation process 908 the result is
determined 914. If the result is not validated, the process ends 916. If the
process is validated, the process proceeds to create corresponding response
918 and then back to ASM 920.

[00104] FIG. 10 is a flow diagram showing the certificate validation
process. The process 1000 starts with discovering the certificate 1002 and
then moves to the user entering a PIN, which could be, for example, a number
6-8 1004. It should be noted that while a PIN is used as an example, any type

of security could effectively be used.

[00105] The process will then determine if the information entered was
correct 1006. If not, the user will be given a limited number of attempts to
enter the correct information, such as, for example, being limited to six
attempts 1008. If the correct information is not entered within the limited
number of attempts, the process will end 1010. If the correct information is

entered, the process will move to unlock the Keystore 1012.

[00106] After the Keystore is unlocked, the process will proceed to
checking the certificate integrity 1014. In checking the certificate integrity, the
process will check, for example, the signature with public key and will verify

the issuer signature 1016.

[00107] If the certificate integrity is determined to be not valid, the
process will end 1018. If the certificate integrity is determined to be valid, the

process will then move to checking the certificate validity time 1020. In
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checking the certificate validity time, the process will check, for example, the
validity date 1022.

[00108] If the certificate integrity is determined to be not valid, the
process will end 1024. If the certificate integrity is determined to be valid, the
process will then move to checking the certificate signature algorithm 1026. In
checking the signature algorithm, the process could be checking Rivest-
Shamir-Adleman (RSA) 1028, which is an asymmetric cryptographic algorithm
or Elliptic Curve Digital Signature Algorithm (ECDSA) 1030.

[00109] Once checking the certificate signature algorithm is complete,
the process then performs certificate validation process 1032. The certificate
validation process, this could include validating Server Based Certificate
Validation (SCVP) 1034 or On-line Certificate Status Protocol (OCSP) 1036.

[00110] The process then determines if the certificate is valid 1038. If it
is determined that the certificate is not valid, the process ends 1040. If it is
determined that the certificate is valid, the process then moves in this
example, to the FIDO UAF process 1042.

[00111]1FIG. 11 is a flow diagram showing the registration process. The
process 1100 begins with the relying party identifies the authenticator to use
1102. From there, the process moves to select the authenticator 1104 and

then to determining if the authenticator was found 1106.

[00112] If the authenticator was not found, the process ends 1108. If the
authenticator was found, the process moves to checking the application
identity and generating the API key 1110. Once this is completed, the process
moves to the user verification process 1112 and then the process determines
whether or not this is successful 1114. If the verification process is not
successful, the process ends 1108. If the verification process is successful,

the process moves to bind subject alternative name to user name 1116.
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[00113] The process then moves to generating the Key 1118, which in
one example, may include the user name, AP| Key, Personal identification
and Caller identification. The process then creates an attestation certificate
1120, which is sent 1122 to the relying party 1124.

[00114] FIG. 12 is a flow diagram showing the authentication process.
The process 1200 begins with the relying party 1202 and proceeds to
selection of the authenticator based on the policy 1202, which may include the

application identification, get toData, and look up key handle and access key.

[00115] The process then moves to the certificate validation process
1204 where the system determines if the validation was a success 1206. If
not, the process ends 1207. If the validation is successful, the process moves

to generation of authenticator notice 1208.

[00116] The process then sends final challenge parameters (fcp), result

n (Yes or No), counter (cntr), signature (s) 1210 to the relying party 1212.

[00117] In comparing the present system with the known prior art, some

of the many benefits of MAIDC include:

[00118] 1) Increased DPC value and use. The system provides the
ability to connect mobile devices via FIDO DPC authenticator to enterprise
resources. The system also extends the use of the DPC into commercial

activities, which functions to preserve privacy and certificate information.

[00119] 2) Enhanced security and privacy. The system reduces or
eliminates the use of weak username / password authentication mechanisms.
It also provides anonymized authentication without losing the strength of the
certificate, by decoupling personal information from the authentication event.
The system further decreases the likelihood of a social engineering attack via

password reset requests.

[00120] 3) Lower operations costs. The current system functions to

extend the current investments made on the PIV certification process into
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mobile devices. It reduces security operational cost in that, by reducing the
use of a password it will reduce the number of password reset calls into the

helpdesk.

[00121] Still further, the proposed FIDO DPC Authenticator will facilitate
rapid development and integration of mobile authentication into government
and private sector systems. One of the limitations of FIDO is the inability to
directly integrate with PKI, the hierarchal system that securely manages PIV
credentials and verifies the identity of a user back to a trusted party prior to
authentication. This results in the inability to directly use government standard
identification credentials with AA3 level authentication provided by FIDO.
However, the MAIDC solves that problem as it is the only system that joins

certificate credentials on mobile devices to FIDO enabled backend services.

[00122] Although the invention has been described with reference to a
particular arrangement of parts, features and the like, these are not intended
to exhaust all possible arrangements or features, and indeed many other

modifications and variations will be ascertainable to those of skill in the art.
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What is claimed is:

1. A system for peer-to-peer authentication of a user with a mobile device to
an online service server via a network connection based on reliable information
about the user and the mobile device, the system comprising:

a memory and a processor;

a software executing on the mobile device transmitting an authentication
request to the online service server via a network connection;

said online service server transmitting data relating to the authentication
request to a Fast Identity Online (FIDO) authentication system via the network
connection;

said software executing on the mobile device receiving a FIDO
authentication request from the FIDO authentication system via the network
connection;

said software executing on the mobile device retrieving information
associated with a digital document comprising data related to the user and stored
on the mobile device, the digital document generated via a user verification
system;

wherein the retrieved information is selected from the group consisting of:
a field from the digital document, a user verification system digital signature, a
user name, an email address, an expiration date, data about rights and uses
associated with the digital document, a name of the verification system that
generated the digital document, an algorithm identifier that identifies an algorithm
that was used to sign the digital document and combinations thereof;

said software executing on the mobile device for validating the integrity of
the digital document; and

said software executing on the mobile device inserting at least some of the
retrieved information into an authentication message and transmitting the

authentication message to the FIDO authentication system.
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2. The system according to claim 1, wherein the user verification system is

Public Key Infrastructure (PKI).

3. The system according to claim 2, wherein the digital document comprises

a x.509 certificate.

4. The system according to claim 3, further comprising,

said software executing on the mobile device transmitting the retrieved
information to the user verification system; and

said user verification system transmitting a verification to the mobile

device that the retrieved information is verified.

5. The system according to claim 4, wherein the user verification system

comprises a certificate authority.

6. The system according to claim 1, wherein the authentication message
includes information relating to the validation of the integrity of the digital

document.

7. The system according to claim 6, wherein the transmission of the
authentication message is contingent upon a successful validation of the integrity

of the digital document.

8. The system according to claim 1, wherein validation of the integrity of the
digital document includes analyzing: a public key, or a validity date, or a verifiable
time stamp, or a certificate signature algorithm or a digital signature of the

document or combinations thereof.
9. The system according to claim 1, wherein the transmitting of the

authentication message is contingent upon the validation of the integrity of the

digital document.
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10.  The system according to claim 9, wherein the validation of the integrity of
the digital document includes determining whether the electronic document has

been altered or compromised.

11.  The system according to claim 1, wherein the software for validating the
integrity of the digital document is provided to determine whether the digital
document has been modified or transmit the digital document to the user
verification system to determine if the digital document has been modified, or
transmit the digital document or a portion thereof to the user verification system
to determine if the data contained within the digital document is valid, and

combinations thereof.

12.  The system according to claim 1, the system further comprising,
wherein said authentication request from the mobile device comprises a
registration request to register the mobile device with the online service server,
said data transmitted from said online service server to the FIDO
authentication system comprising data relating to the registration request;
wherein said FIDO authentication request comprises a FIDO registration
request that is based on a public-private key pair; and
wherein said authentication message comprises a registration message

that is based on the public-private key pair.

13.  The system according to claim 12, wherein the FIDO authentication
system transmits a registration result to the online service server and the online

service server transmits a successful registration message to the mobile device.
14. A method for peer-to-peer authentication of a user and a mobile device to

an online service server via a network connection based on reliable information

about the user and the mobile device, the method comprising the steps of:
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transmitting information about the user from the mobile device to a user
verification system via a network connection;

receiving at the mobile device a digital document generated via a user
verification system and containing information about the user from the user
verification system;

transmitting an authentication request from the mobile device to the online
service server via a network connection;

transmitting data relating the authentication request from the online
service server to a Fast Identity Online (FIDO) authentication system via a
network connection;

receiving at the mobile device a FIDO authentication request from the
FIDO authentication system;

retrieving information associated with the user from the digital document
stored on the mobile device;

wherein the retrieved information is selected from the group consisting of:
a field from the digital document, a user verification system signature, a user
name, an email address, an expiration date, data about rights and uses
associated with the digital document, a name of the verification system that
generated the digital document, an algorithm identifier that identifies an algorithm
that was used to sign the digital document and combinations thereof;

validating the integrity of the digital document; and

inserting at least some of the retrieved information into an authentication
message and transmitting the authentication message to the FIDO authentication

system.

15. The method according to claim 14, wherein the user verification system is

Public Key Infrastructure (PKI).

16. The method according to claim 15, wherein the digital document is a x.509

certificate.
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17.  The method according to claim 16, further comprising the steps of:
transmitting the retrieved information from the mobile device to the user
verification system; and
transmitting a verification from the user verification system to the mobile

device that the retrieved information is verified.

18. The method according to claim 17, wherein the user verification system

comprises a certificate authority.

19. The method according to claim 14, wherein the authentication message
includes information relating to the validation of the integrity of the digital

document.

20. The method according to claim 19, wherein the step of transmitting the
authentication message is contingent upon the step of validating the integrity of

the digital document being successful.

21.  The method according to claim 14, wherein the step of validating the
integrity of the digital document includes analyzing: a public key, or a validity
date, or a verifiable time stamp, or a certificate signature algorithm or

combinations thereof.

22. The method according to claim 14, wherein the transmitting of the
authentication message is contingent upon the step of validating the integrity of

the digital document.
23. The method according to claim 22, wherein the validation of the integrity of

the digital document includes determining whether the electronic document has

been altered or compromised.
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24. The method according to claim 14, wherein the step of validating the
integrity of the digital document further comprises the step of. determining
whether the digital document has been modified, or transmitting the digital
document to the user verification system to determine if the digital document has
been modified, or transmitting the digital document or a portion thereof to the
user verification system to determine if the data contained within the digital

document is valid, and combinations thereof.

25.  The method according to claim 14, wherein the authentication request
from the mobile device comprises a registration request to register the mobile
device with the online service server, and the data transmitted from said online
service server to the FIDO authentication system includes data relating to the
registration request, the method further includes,

wherein the FIDO authentication request comprises a FIDO registration
request that is based on a public-private key pair; and

wherein the authentication message comprises a registration message

that is based on the public-private key pair.

26. The method according to claim 25, further comprising the steps of:
transmitting a registration result from the FIDO authentication system to
the online service server; and
transmitting a successful registration message from the online service

server to the mobile device.

Date Regue/Date Received 2021-07-30
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