w0 20197200944 A 1|0 0000 00000 0 0 0

am&mgﬂA@\%mQEME%$%
(19) SR AR =4 4R = ‘000 O YO O

| BRI : — =
..BB:/\?EH :ﬁ( (10) EfRATHS
(43) [E[ PR 2
2019 4£ 10 B 24 A (24.102019) WIPOIPCT WO 20157200944 Al
GD EfRERHES: Pengfei); [ B 7545 74 22 7 8 T° B4 285, Shaanxi
GOGF 21/85 (2013.01) 710049 (CN). EBFAH(WANG, Jiazhou); ™1 [H [k
Q1) EFRRES PCT/CN2018/120178 VU A P 2 TR0 28 7, Shaanxi 710049 (CN).
o B L %R (ZHOU, Yadong); ™ [E Bk 75 4 7Y %2 117 &,
(22) EFRERIEA: 2019 £ 1 H 22 H (22.01.2019) FE428'% . Shaanxi 710049 (CN).
(25) BiEES: P () REA:ARBAEHREAREELAFXIAN
26) NTFIE= - 5 TONG DA PATENT AGENCY CO., LTD.); "' [F &

(30) 1447 : P45 U422 T 0T 14285, Shaanxi 710049 (CN).
201810361229.6  20187F4 H20H (20.042018) cN 8D FEEE CRHAH, ZREG—HATREREK
. . 1) @ AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
D) HRiEA: I & ¥ @ K F (XI'AN JIAOTONG Ry

A I BI, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR, CU,
UNIVERSITY) [CN/CNI; 1 [5] % 74 4 7 % 117 ok CZ, DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FL, GB
T P28, Shaanxi 710049 (CN). S T T T T e e e e

GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IR, IS,

(72) ZPA A : X 42 (LIU, Ting); 7 & Bk 78 45 74 22 75 L JO, IP, KE, KG, KH, KN, KP, KR, KW, KZ, LA, LC, LK,
T % 28 %5, Shaanxi 710049 (CN). XI5 7k (LIU, LR, LS, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,

(54) Title: PHYSICAL INTRUSION ATTACK DETECTION METHOD FOR INDUSTRIAL CONTROL SYSTEM BASED ON
SERIAL COMMUNICATION BUS SIGNAL ANALYSIS

(54) KEAAFR: T RTEEBLE 5T TERSWHENR BB E

51

TWABRAES

52

o RS

l S1 A MAIN STATION SENDS A DETECTION SIGNAL

$2 A MONITORING DEVICE ACQUIRES SIGNALS

AA[ HwE [ [ HARIES A f/ | &"“*’ﬁ AA $3 RECEIVE AND ANALYZE THE DETECTION SIGNAL

S4 SIGNAL DIFFERENCE COMPARISON BASED ON
A STANDARD SIGNAL

S5 DETECT AN INTRUSION SIGNAL

S6 WHEN A SYSTEM IS SUBJECTED TO A PHYSICAL
INTRUSION, RAISE AN ALARM ON THE MAIN
STATION

AA WAIT TO PERFORM MONITORING

] < BB DOES AN INTRUSION SIGNAL EXIST?

't I CC DETECT A SEQUENCE?
ETHEESNES |/ W I EE DD IS IT THE FIRST ACQUISITION?
N ERAL BRESTR EE STORE THE STANDARD SIGNAL

¥
( remzomag. mrums }/

Ee6

(57) Abstract: Provided is a physical intrusion attack detection method for an industrial control system based on serial communication
bus signal analysis. A detection signal is actively sent to a communication bus by means of a bus controller. After a monitoring device
carries out sampling and analysis on signals of the communication bus, differential comparison is performed on the signals with a
standard signal stored in a device database, and noise reduction technology and weak signal detection technology are used to detect an
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intrusion signal in difference signals. According to a detection result of an intrusion signal caused by a physical intrusion device, any
external malicious device in a system can be quickly and effectively determined, and the security state regarding whether the system is
subjected to a physical intrusion attack is determined. The technical problem that the network security of a serial communication bus
of an industrial control system attacked by a physical intrusion cannot be effectively detected by an existing network defense method
is solved.
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